Configure Device Onboarding and Cloud Linking
for Webex Edge for Devices
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This document describes how to configure the "Webex Edge for Devices' feature to link your on-prem
devicesto the Cisco Webex cloud service.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

» Knowledge of Cisco Video Devices
» Knowledge of CUCM
» Knowledge of Control hub

Components Used

The information in this document is based on these software and hardware versions:

» Software version CE9.15 or later and Room OS
* Unified CM version 11.5(1) SU3 or 12.5(1) and later. If you have version 12.0(1), please follow the
method described for Expressway-registered devices.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Please be aware that the information provided in this document has certain requirements:

» CE software that supports strong encryption is required.
» For SX and MX Series, encryption keys can be obtained upon request, except in countries where
Cisco isrestricted to export encryption. Please contact your Cisco licensing representative to obtain a



key.

HTTPS connectivity is needed on devices for the Expressway Device Connector tool.

Control Hub admin access is necessary.

Cisco Collaboration Flex Plan is required.

Cisco Webex Device Connector (WDC) must be utilized.

*.identrust.com must be allowed for certificate verification.

For Board, Desk, and Room Series devices, encryption keys are pre-installed and cannot be added
later. DX70 and DX 80 devices have encryption keys available by default.

» Unified CM or Expressway registration is required.

Firewall Ports and Configuration

Even though media does not pass through Webex cloud (unless Webex optimized experience is enabled),
you need to enable the same firewall configurations that apply for fully cloud-registered devices. Read more
about media and network requirements in the Network Requirements for Webex Services article.
Limitations

When you enable a Hybrid Calendar on adevice linked via Webex Edge for Devices, it disablesthe TMS
calendar on that device, as only one calendar source is supported at atime.

When you first link devicesto Webex Edge for Devices, theyd€™re registered as shared mode devices.
After you link the devices, it is possible to associate a device with a user.

Firewall configuration: https://help.webex.com/en-us/article/\WWBX 000028782/Network-Requirements-for-
Webex-Services#id 134132

Configure

Download Cisco WDC from the Control hub and install it. Or, in order o onboard and/or link on-premises
devices to the Webex cloud, download the WDC desktop application from Webex Control Hub or use one
of these links:

» Cisco WDC application for
Mac: https.//binaries.webex.com/devicetool binariesupl oadproducti onstabl emacaws/devicestool.pkg
» Cisco WDC application for
Windows:. https.//binaries.webex.com/devicetool binariesupl oadproductionstabl ewindowsaws/devicestool.ms

From the user view in https://admin.webex.com, navigate to Devices and select Resources in order to find alink
to the Device Connector tool.
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https://binaries.webex.com/devicetoolbinariesuploadproductionstablewindowsaws/devicestool.msi
https://admin.webex.com/

webex Control Hub

Overview Devices

T Templates of Settingz = Softwars My slerz
Cloud Onboarding allows you 10 bulk register Gisco Webex Edge for Devices brings Webex cloud
Wibex dences to the cloud features and funchonahty to on-preémeses registensd

B RS

vt devices
SRy lGE Wi Docusmantation

 ——— View Documantation

Tools

MEAMACE T WT

Lk o
ors . Cized Webex Device Connector
This tool allows you to onboard multiple devices to
the Wabex clond or 1o add Weibex cloud capabilibes
AGCounl Lo your on-premises devices via Webex Edge Tor
' Dewvices.
Qi
w e Acesss Code
SEES
Upsdates & Migr
. ) Links
[T
Cized Webex Devices Cizen Webex For Developers

[id Cisco Webex Device Connector Setup

ji§ Cisco Webex Device Connector Setup

End-Upr Literie fgrepment

L | Destination |
Welcome to the Clsoo Webex Device Phease reed the Folowng keeree sgresment carefully E Chek Mk B
Corrector Sshup Wizard o
| SISO SYSTEMS, [NGC. LICENSE AGREEMENT (AS APFLICABLE TO THE ﬂ el CHG0 '
The Setup Wizsrd will instsl Ceoo Webey: Devics Connsctor FARTICULAR DOWHLOAD)
o WouF Coapuber . Cldi Bt b continue oF Canoel ko ek
tree: Sebup Wizard. IMPORETANT HOTICE--FLEASE READ FRIOE TO USIHG THIS SOFT'WAERE
This birezse sgroernsd {“Licerse Agreerent™) is & legal agpesrent betwesn you (either P ain

i, vl oy an ek y) aod Gieco Syetera, Ine, aod 2t af¥ibvies { oo™ for the

rase o this Cieoo soflware (Fuch softunae, fogether with the underhying docamenistion ‘Charge...
it el wvadlshle 10 yom, the “Softoee"). By chicking on the batton oontaining the *T
ool ™ sgnags, by mstallng the Softwsre o by otherwise neing the Softwes, you

bagron 1o Bah B by 1 B e of tha Lacwooe Appeesssnt. [F YOU DO ROT AOREE
[T0 THE TERNES OF THIS LICENSE AOREEMENT, CLICE O THE BUTTON
[CONTAININD THE °1 DO HOT ACCEFT™ LANGUAGE AND DO HOT Rd|

CIsco [# 1 astompt thes barmt i e Licenise Agresmant

[[(het | cae | pet | B [ hem ]| cen |




S AN

fiE Cisco Webex Device Connector Setup

Ready to install Cisco Webex Device Connector G

Click Install to begin the installation. Click Back ta review or change any of your
installation settings. Click Cancel bo exdt the wizard.

[,LT,'J Cisco Webex Device Connector Setup
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After you have installed the Device Connector tool, you need to log in to the Webex device connector with

the Control Hub username and password.

Welcome to the Webex Device Connector

"\

admin@harshgow.wbx.ai |

L

Remember me

Select 1 want cloud features for my on-premises registered devices and click Link devices registered with Cisco Unified Communications

Manager &S shown in the image.
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Read the requirement green box and select to pull devices from CUCM.
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Configure Webex Edge for Devices

< Webex Edge for Devices adds Webex cloud capabilities while
keeping your current on premises call flows

For device linking, we require CE 9.14.5 or later with strong encryption to be installed on the devi
For devices registered to Unified CM, you also need to install the latest Device Package.

L.::n] Link devices registered with Cisco Unified Communications Manager

1 Link devices using CSV or Cisco TMS Overview Export files

Enter the Host, Username (Standard AXL API Access username), and Password for your Unified CM and
click connect . If you have Unified CM with publicly signed certificates, ensure those are valid or click
Proceed Without certificate validation.

The Device Connector retrieves the name and description of the Unified CM configured devices. The
Contact Info Name becomes the name for the Workspace the device is connected to. If there is no Contact
Info Name set, the System Unit Name or MAC addressis used.
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Configure Webex Edge for Devices

@ Connect to Cisco Unified Communications Manager

Host *

(10.10..:2.38 _|

< Username (Standard AXL AP| Access) *

I

appuser

Password *
i u

Connect without certificate validation

Failed to connect to Unified CM: The certificate validation failed. We recommend that you add your own ce
CA\Users\Administratorl. webexdeviceconnector\certs directory in Base-64 encoded X 509 (.CER) format. Alt;
proceed without validation

After you connect to CUCM, all deviceinfo is now pulled by the Webex device connector from CUCM and
ready to be linked.
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|. Search for devices

Configure Webex Edge for Devices

@ Connected to 10.107 "._.J8 ) Refresh List %) Connect to different Unified C

] 9 Devices @ 1Linked 8 Ready tolink

Li

(] SEPA4BC2ABO103C SEPA4GC2AB0T03C Cisco TelePresence MX200 Lir
(] SEPE4CT22646992 SEPE4CT22646952 Cisco TelePresence SX10 Lir
[[] SEP84B802CDABES SEP346802C0DBGES Cisco TelePresence SX10 Lir
(] SEP742BACEFOBEC SEP742GACEFQEEC Cisco TelePresence DX70 Lin
(] SEP1CEATAEQNS4CD SEP1CEATAEDDACO Cisco Webex DX80 Lin
(] SEPF4DBEGCTIFIF SEPF4DBEBCTIFIF Cisto Webex DX80 Lir
[(] SEP0O29GADSFA5L3 SEP0396ADSF4593 Cisco Webex Room Kit Lir
[ SEPOS9GADSF4SEE SEP089GADSF4593 G500 Webex Room Kit Plus Lin
(] SEPCO14FETBTBS0 L3 SEPCO14FE7ETBS0 Cisco Webex Desk Pro =1
.

Click Link Al in order to link all of the listed devices. To link an individual device, click the Link button next
toit.

Device Connector sends the device information to your Webex organization, and the Webex Identity Service
creates activation codes for all devices. Unified CM applies the activation code to the devices and the
deviceslink to your Webex organization.

When the deviceis linked to Cisco Webex cloud services, you can click the device name to open the device
page directly in Control Hub.

If the device says Link Pending, it is not linked yet. The activation code is provisioned from Unified CM. The
system attemptsto link to the device for 7 days until the activation code expires. If the deviceis available at
that time, it gets linked.

Endpoint-Specific Configuration:

The endpoint can be Registered and Provisioned via CUCM as shown in these images.
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Configuration / Provisioning
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CUCM CallManagementRecords CallDiagnostics (i) Enabled v

LoginName @ appadmin

Mode (i CUCM v

Password @ eee

TlsVerify @ Off v
IWebexEdge @ On I v
ExternalManager

Address @ 901972 = iss cucm IP address

AlternateAddress ()

Domain @)

Path ®

Protocol @ | HTTP v

Onceyou areready to link devices. Click on Link devices. If devices are linked successfully, the status of
Devices on the Webex device Connector changes to Linked in green.

(] SEPCO14FE7ETB50 3

On Endpoint, post edge connection is made to the Control hub as shown in the image.
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Cisco Webex Desk Pro
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How to upgrade Webex Device Connector?

Y our Webex Device Connector receives a push software upgrade from the cloud. If you get notified, it is
recommended to upgrade the connector.

=k Cisco Webex Device Connector

Configure Webex Edge for Devices

(@ Connectedto 10.727.221.772 O Refresh List %) Connect to different Unified ¢
# *
Search for devices ] 1Devices @ 1Linked 0 Ready tolink
Mamea Description Type
[ SEPCO14FETBIESO 2 SEPVikduttalsbest Cisco Webex Desk Pro & U

Click on update and the download starts. After the download is finished, you need to install the new
connector again. Select Link devicesregistered on cUCM. Post that, insert CUCM | P/username/Password to pull



all devices (as done previoudly in this doc).

The connector has now been upgraded successfully as shown in the image.
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=k Cisco Webex Device Connector

Configure Webex Edge for Devices

Connected to 10.127 74 1~ ) Refresh List ) Connect to different Unified

Search for devices ] 1 Devices @ 1 Linked 0 Ready to link

[ SEPCOV4FETETBSO SEPVikduttaisbest Cisco Webex Desk Pro =)L
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Configure Webex Edge for Devices

Connected to 10.1.~ " * "~ * ) Refresh List %) Connect to different Unified C

i
Search for devices {i& Cisco Webex Device Connector Setup = =] E|

b

0 Ready to link

Welcome to the Cisco Webex Device
Connector Setup Wizard
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The Setup Wizard will instal Cisco Webex Device Connector
on your computer, Chck Mext o continue of Cancel booeik
the Sebup Wizard,
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Verify
Thereis currently no verification procedure available for this configuration.

Troubleshoot

Thereis currently no specific troubleshooting information available for this configuration.



