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This document describes how to configure Secure Client Network Analysis Module (NAM) on Windows.
Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

Basic understanding of what isa RADIUS supplicant
Dot1x

PEAP

PKI



Components Used

The information in this document is based on these software and hardware versions:

* Windows 10 Pro Version 22H2 Built 19045.3930

* |ISE3.2

* Cisco C1117 Cisco |10S® XE Software, Version 17.12.02
» Active Directory 2016

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

This document describes how to configure Secure Client NAM on Windows. Pre-deploy option and Profile
Editor to perform dot1x authentication are used. Also, some examples of how thisis achieved are provided.

In networking, a supplicant is an entity at one end of a point-to-point LAN segment that seeksto be
authenticated by an authenticator attached to the other end of that link.

The IEEE 802.1X standard uses the term supplicant to refer to either hardware or software. In practice, a
supplicant is a software application installed on an end-user computer.

The user invokes the supplicant and submits credentials to connect the computer to a secure network. If the
authentication succeeds, the authenticator typically allows the computer to connect to the network.

About Network Access M anager

Network Access Manager is client software that provides a secure Layer 2 network in accordance with its
policies.

It detects and selects the optimal Layer 2 access network and performs device authentication for access to
both wired and wireless networks.

Network Access Manager manages user and device identity and the network access protocols required for
SEcure access.

It works intelligently to prevent end users from making connections that are in violation of administrator-
defined policies.

The Network Access Manager is designed to be single-homed, allowing only one network connection at a
time.

Also, wired connections have higher priority than wireless so if you are plugged into the network with a
wired connection, the wireless adapter becomes disabled with no I P address.

Configure

Network Diagram

It iscrucia to understand that for dot1x authentications 3 parts are needed;



1. the supplicant which can do dot1x,

2. the authenticator also known as NAS/NAD which serves as a proxy encapsulating the dot1x traffic
inside RADIUS,

3. and the authentication Server.

In this example, the supplicant isinstalled and configured in different ways. Later on, a scenario with the
Network device config and the authentication server is shown.

SUPPLICANT AUTHENTICATOR AUTHENTICATION SERVER
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- —
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WINDOWS ENDPOINT ISR 1100 MAD
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Network Diagram

Configurations

1. Download and Install Secure Client NAM (Network Access Manager).

2. Download and install Secure Client NAM profile editor.

3. General default configurations

4. Scenario 1: Configure the Secure Client NAM Supplicant for PEAP (MS-CHAPv2) User
Authentication.

5. Scenario 2: Configure the Secure Client NAM Supplicant for EAP-FAST simultaneously as User and
Machine Authentication are configured.

6. Scenario 3 Part 1: Configure the Secure Client NAM Supplicant for EAP-TLS.

7. Scenario 3 Part 2: Configure the NAD and | SE Demonstration.

1. Download and Install Secure Client NAM (Network Access M anager)

Cisco Software Download

On the product name search bar type Secure Client 5.

Downloads Home > Security > VPN and Endpoint Security Clients > Secure Client (including
AnyConnect) > Secure Client 5> AnyConnect VPN Client Software.

In this configuration example, version 5.1.2.42 is the one used.

There are multiple ways to deploy Secure Client to Windows devices, from SCCM, from the Identity service
engine, and from the VPN headend. However, in this article, the installation method used is the pre-deploy
method.

On the page, search for the file Cisco Secur e Client Headend Deployment Package (Windows).


http://%20https://software.cisco.com/download/home

Cisco Secure Client Pre-Deployment 06-Feb-2024

Package (Windows) - includes individual MSI
files@
cisco-secure-client-win-5.1.2.42-predeploy-k9 zip
Advisories [

Msi zip file

Once downloaded and extracted, click Setup.

Profiles

Setup
#2 cisco-secure-client-win-1.182.3-thousandeyes-predeploy-k3
## cisco-secure-client-win-5.1.2.42- core-vpn-predeploy-k9
1 cisco-secure-client-win-5.1.2.42-dart-predeploy-k9
ﬂ cisco-secure-client-win-3.1.2.42-iseposture-predeploy-k9
#¥ cisco-secure-client-win-5.1.2.42-nam-predeploy-k9
ﬂ cisco-secure-client-win-5.1.2.42-nvm-predeploy-k9
ﬂ cisco-secure-chient-win-5.1.2.42- posture-predeploy-k9
ﬂ cisco-secure-client-win-3.1.2.42-sbl-predeploy-k9
#2 cisco-secure-client-win-5.1.2.42-umbrella-predeploy-k9
## cisco-secure-client-win-5.1.2.5191-zta-predeploy-k9
{5} Setup
|| setup

Secure Client Files

108.30 MB

47472024 716 PM
4/4/2024 1116 PM
47472024 7:16 PM
4/4/2024 T:16 PM
4/4/2024 T:16 PM
4/4/2024 T:16 PM
4/4/2024 T:16 PM
4/472024 716 PM
4/472024 716 PM
4/4/2024 116 PM
4/4/2024 7:16 PM
4/4/2024 T:16 PM
4/4/2024 7:16 PM
4/4/2024 T:16 PM

Install the Networ k Access Manager and the Diagnostics and Reporting Tool modules.



Warning: If you use Cisco Secure Client Wizard, the VPN module isinstalled automatically, and
hidden in the GUI. NAM does not work if the VPN moduleis not installed. If you use individual
MSI files or adifferent installation method, ensure you install the VPN module.



(5 Cisce Secure Client Install Selector - 0O X
Select the Cisco Secure Client 5.1.2.42 modules you wish to
mstall:

Core & AnyConnect VPN

Start Before Login

Metwork Access Manager

Secure Firewall Posture

Network Visibility Module

Umbrella

ISE Posture

ThousandEyes

Zero Trust Access

Select All
Diagnostic And Reporting Tool

m Lock Down Component Services

Install Selected

Install Selector

Click Install Selected.

Accept the EULA.



|| Cisco Secure Client EULA "

Supplemental End User License Agreement
IMPORTANT: READ CAREFULLY

By clicking accept of uging the Cisco Technology, you agree thal such use is govemed by the
Cisco End User License Agreement and the applicable Product Specific Tarms (collectivaly,
the "EULAT. You also acknowledge and agree that you have read the Cisco Privacy
Staternent

It wou do Aol have authority o Dind your company and is affiliates. or if you do not agree with
e termis of the ELILA, @6 not lick "accepl and do nol use the Ciscd Technology. M you are 3
Cisco channel pariner accapling on behall of an end customer Ccustomer), you must infsrm

the cusiomer that the ELLA apphes ta customers use of the Cisco Tﬂﬂlr‘lﬂ-l-ﬂlm and provide
the customer with access 1o all relevant lerms.

The lateslversion of documeants can be found at the fellowing locations.
» Cisco End User License Agreament

«  Applicable Product Specific Terms.
il i -lgrmg.him

»  Cigco Privacy Statement I

EULA Window

A restart isrequired after NAM installation.

Cisco Secure Client Install Selector X

You must reboot your system for the installed changes to take effect.

m:]

Reboot Requirement Window

Onceinstalled it can be found and opened from the Windows Search bar.

Cisco Secure Client
A

D




Secure Client Program

2. Download and I nstall Secure Client NAM Profile Editor.

Cisco Network Access Manager Profile Editor is required to configure the Dot1x preferences.

From the same page where Secure Client is downloaded, the Profile Editor option is found.

This example uses the option with version 5.1.2.42.

Profile Editor (Windows )&

6= Foasky- A2 1501 Mg +

ICeDiS=CiSC 0= SCurg-client-win-5. 1.2 47 - profileedice= K5 msi

AdI0NEs O

Profile Editor

Once it downloaded, proceed with the installation.

Run the msi file.

5 Cisco Secure Client Profile Editor Setup

Profile Editor Setup Window

Use the Typical setup option.

Welcome to the Cisco Secure
Client Profile Editor Setup
Wizard

The Setup Wizard will install Cisco Secure Chent Profile Editor
on your computer, Chdk Text™ to continue or "Cancel” to
exit the Setup Wizard.

TN e R



4 Cisco Secure Client Profile Editor Setup

Choose Setup Type
Choose the setup type that best suits your needs

3 Typical
ﬁ Installs the most common program features. Recommended for
most users.

- Custom
Elg Allows users to choose which program features will be installed
and where they wil be installed. Recommended for advanced

USErS.
Complete
h,',E_l_ Al program features will be installed. (Requires most disk
Y space)

<Back | Next> [ cancel

Profile Editor Setup



#3 Cisco Secure Client Profile Editor Setup X

Ready to Install

The Setup Wizard is ready to begin the Cisco Secure Client Profile Editor
installation

Chick “Install® to begin the installation. If you want to review or change any of your
installation settings, dick Back". Click "Cancel” to exit the wizard.

Advanced Installer
. <Back [ Wpinstal | Cancel |

I nstallation Window

Click Finish.




Completing the Cisco Secure
Client Profile Editor Setup
Wizard

Click the "Finish” button to exit the Setup Wizard.

[] view readme file

[<gedk |[ Fnh ] [l

End of Profile Editor Setup

Onceinstalled, open Network Access Manager Profile Editor from the search bar.



MNetwork Access Manager Profile
Ecitior

App
Search the web

network acoe - Ses wel results
network access protection
network access

< AiEtwork acoiss control
network access conftrol producis
network access point
network acceéss control tools
network access device
network access control list

network access control garkmer
magic quadrant

network acoess control secy rlt','

network acoejs M

Profile Editor for NAM on Search Bar

Metwork Access Manager Profile Editor

Opien

Fum a5 admirstralor

Open fille location

Pan fo SEart

P o Easichor

Ururestall

Installation of Network Access Manager and Profile Editor is completed.

3. General Default Configurations

All the scenarios presented in this article contain configurations for:

e Client Policy
» Authentication Policy
* Network Groups



File Help

| Netwerk Access Manager | Client Policy
£ vy | Prfile: Untitied

- Connection Sattings
IMetwork G
£ e Default Connection Timeout (sec.)
Connection Atbempt:

() Before user logon
Time: to wait before allowing user to logon (sec.)
(®) After user logon
g
-] Manage Wi-Fi (wireless) Media
A Enable vakidation of WPA/WPAZ/WPAS handshake
[ Enable Randomized MAC Address
Default Assodabion Timeout (sac.)
[#] Manage Wired (502.3) Media
[] Manage Mobde Broadband {3G) Media
/| Enable Data Roaming
End-user Control
Alow end-user to:

[] Disable Chant 7] Select machine connection type

[] Display user groups [ Enable by default
] Spedify a script or application to run when connected '
[ Auto-connect

Admirstratve Sohus

Service Operation FIPS Made Captive Portal Detection

(®) Enable () Disable () Enable (@) Disable () Enable () Disable

NAM Profile Editor Client Policy



File Help

[l WPAS3 Enterprise AES

! Authentication Policy
Profile: Untitled
Alow Association Modes - Alowed Authentication Modes
A Sedect All (Personal) 4] Sedect All Quter
[ Open fno encrypion) [Aewpsast
[ EAP-GTC
[ Cpen (Static WER) & 2
[ Shared (WeP) [ Earns
[ WP Parsanal TP [Flearms
[ wrA Personal AES FEssTTLs
= [ eas+DS [ EapmacHARY2
EAweAzparsoralmiae 2P fegacy)  []0HAP flegacy)
[l WPAz2 Personal AES [ mscHap egacy)
[l WRA3 Open (OWE) 2 e
] wras Personal AES (SAE) RLeAe
[ rerr
[ Sedect All [Enterprise) =
] Open (Dynamic (802. 1) WEF) [ EAP-MECHAPVE
[ WP Enterprise TRIP bABEILe
Alowed Wired Security
] WA Enterprise AES Diseiectan
] WPAzZ Enterprise THIP 1 0oen 0
EARE R [ 802, 1x ondy
EA O Entarprisa I [ 802, 1x with MacSec
[ CCEM Enterprise AES [+] AES-GCM-128
[=] AES-GCM-256

NAM Profile Editor Authentication Policy




File Help
k {h%w Access Manager | Network Groups
Chent Policy .
?M ieation Pokcy Profile: Untitled
wﬂ!‘t‘ﬂﬂh Group:
1, Metwork Groups Local networks e Delete Bew
Allow end-user to: e
A See scan kst
Netwaork Order
Global Networks
‘Wired:
wired
Lip
Down
‘Wireless:
Up
Down
Other Netwarks in Local networks Available Networks
Wired: Wired:
Hame Current Group ‘
Up
Down
Wreless : T Weekss
Hame Current Group |
Up
Dawn

Network Groups Tab

4. Scenario 1. Configure Secure Client NAM Supplicant for PEAP (MS-CHAPv2) User
Authentication

Navigate to the Networ ks section.

The default Network profile can be del eted.
Click Add.



Networks
Profile: Untitled

Network

Name Media Type Group™

= A network in group 'Global' is a member of af groups.

Network Profile Creation

Name the Network profile.

Select Global for Group Member ship. Select Wired Network media

Delate



Networks
Profile: Untitled

o e
. T
1 Growp Membership
() In group: :Lu:drlhn:!h |

- Choose Your Metwork Media

(®) Wired (802. 3) Network

Selact a wired network if the endstations will be connecting to the network
with a traditional ethernet cable.
) WiF (wireless) Nebwork

Select & WiF network if the endstations will be connecting to the network
Vil & wirsless radho connection to an Access Point.,
S51ID (max 32 chars):

Hidden Mebaork
Corporate Metwork

Azzodation Teneout 5 SECONds
Common Settings

Script or apphcation on each user's machine to run when connectied,

Ercwse Local Madhine

Network Profile Media Type Section

Click Next.

Select Authenticating Networ k and use the default for the rest of the options in the Security L evel section.



[ Cisco Secune Client Profile Editar - Network Access Manager

File Help
. Hetwork Access Manager || Nietworks
Chent Policy 2
ko Profile; Untitled
Hetworks Seaurity Level A Typs
T Metwork Groups () Open Network
Open nehwdrics have no seourity, and ane open to anybody within range, This i Cormection Type

@ Buthencatng Retwor
Authenticating netwaorks provide the highest kevel of seourity and are perfect for

enfenpise kevel networks, Authenboation nebworks reguine radus servers, and
gbher netvwri infrastructure,

802 1x Settings
suthPeriod (see.) 30 startPuriod (pec.) 3
heddPericd (e} &0 ANSIAE 2
Port Authenicaion Exception Palicy
[] Enable pert excepbons
Seaurity Allow data traffic before authentication
Ky Management ) Alcre data raffic after authenbcation even If
| L 2P Falls
== :r'-?- eeds but key management fals
AES GOM 128 o d }
AES GCM 255

Network Profile Security Level

Click Next to continue with the Connection Type section.



ﬂ Cisco Secure Client Profile Editer - Network Access Manager

File Help
¥ %mmmw | Networks
Chérit Polcy g
s S Prafile: Untitled
Hetworks MNetwork Conmecton Type
T, Nebwork Groups () Machine €

This should be used if the end station should log onto the network before the
wtar logs in. This i typically uzed for connecting to domaing, b get GPO's and

O-igsr (arwin b Teioe) Bl s Pubansre T {1 [ TRAs At

The user connection should be used when a machine connection i nott needed,
A user connaction will make the netwodk svalable after the user has logged on.

() Maching and User Connection

This bype of connection will be made autema bically when the machine boots.
It will then be brought dewn, and bad up sgain with different credentials
wihen B wser logs in.

Netowork Profile Connection Type

Select the User Connection connection type.

Click Next to continue with the User Auth section which is now available.

Select PEAP asthe general EAP Method.




B Cisco Secure Client Profile Editor - Network Access Manager

File Helg
,.Ema-k Access Manager | Networks
24 Chent Policy -
Ruthentication Pokcy Profile: Untitled
Networks EAP Methods
T Metwork Groups AP+ O Exp-Ts
() EAP-MECHAP ("} EAP-TT]
O ERP-GTC (@ P |
() EAPFAST

[l Extend wear connection bayond log off
EAP-PEAP Settings
(] validate Server Identity

[7] Enable: Fast Recornect
) Dizabls when using & Smart Card
Inner Methods based on Credenbals Source
(@) Autheniticate using a Password

£ EAPMECHAPYZ

[CJearatC
(_)EAP-TLS, using a Certificate

(Z) Authenticate using a Token and EAP-GTC

Netowork Profile User Auth

Do not change the default values in the EAP-PEAP Settings.
Continue with the Inner M ethods based on Credentials Sour ce section.

From the multiple inner methods that exist for EAP PEAP, select Authenticate using a Password and
select EAP-M SCHAPV2.

Click Next to continue to the Certificate section.



Note: The Certificate section is displayed because the option Validate Server Identity in EAP-
PEAP Settingsis selected. For EAP PEAP, it does the encapsulation using the server certificate.

On the Certificates section, in Certificate Trusted Server Rulesthe rule Common Name end with c.com
is used.

This section of the configuration refersto the certificate that the server uses during the EAP PEAP flow.

If Identity Service Engine (ISE) is used on your environment, you can use the common name of the Policy
Server Node EAP Certificate.



[BF Cisco Secure Client Profile Editer - Metwork Access Manages -_ O

File Help
|| Metwork Access Manager o Networks
- mm?m Profile: Untitled
;:-.:mwm Certificate Trusted Server fiudes ﬁrl":;

Conmection Type
Mame ands with ¢.com
- Flie

Cragentisge

Certificate Fisld el bk Value
Subject Alt. Hame - exnctly matches w
Add Save
Certificate Trusted Authority

() Inchude Root Certificate Authonity (CA) Certificates

B
(%

Ry

Network Profile Certificate Section

Two options can be selected in Certificate Trusted Authority. For this scenario instead of adding a
specific CA Certificate that signed the RADIUS EAP cert, the option Trust any Root Certificate
Authority (CA) Installed on the OSis used.

With this option the Windows device trusts any EAP cert that is signed by a cert included in Manage User
Certs program Certificates— Current User > Trusted Root Certification Authorities> Certificates.

Click Next.



E Cisco Secure Client Profile Editor - Metwork Access Manager =

File Help
; ;c}rﬂvk sccessMansge | Networks
o8 Chent Polcy - .
A ication Polcr Profile: Untitled

o Networks User Identity Media Type

F, Network Groups Unprotected Identity Pattern: ancaymous Seaity Level
Connection Type

Protected [dentity Pattern: [uzername] Liser Auth

Certificates

= - Credentials

Use Single Sign On Credentiaks
i for Credentials

(") Remember Forever
() Remember while Liser is Logged On

() Use Static Credentials

T R

Network Profile Credentials Section

In the Credentials section only the User Credentials section is changed.

The option Prompt for Credentials > Never Remember is selected, so in each authentication, the user
making the authentication must enter their credentials.

Click Done.

Save the Secure Client Network Access Manager profile, as configuration.xml with the File > Save As
option.

To make Secure Client Network Access Manage use the profile that was just created, replace the
configuration.xml file in the next directory with the new one:

C:\ProgramData\Cisco\Cisco Secure Client\Network Access Manager\system



Note: The file must be named configuration.xml, otherwise it does not work.



"4 Replace or Skip Files —

Moving 1 item from PEAP MSCHAV2 to system

The destination already has a file named
“configurationxml”

v’ Replace the file in the destination

? Skip this file

42 Compare info for both files

More details

Replace File Section

5. Scenario 2: Configure Secure Client NAM Supplicant for EAP-FAST Simultaneous User and
Machine Authentication

Open NAM Profile Editor and navigate to the Networ ks section.

Click Add.



Networks
Profile: Untitled

Network
Name Media Type Group™
Add
Edit...
Delete

* A network in group 'Global' is a member of afgroups.

NAM Profile Editor Network Tab

Enter a name in the network profile.

Select Global for Group Member ship. Select WiredNetwork Media.



& Cisco Secure Client Profile Editor - Mebwork Access Manager - O
File Help

Ju Hetwork Access Manager 1 Metworks
Chent Pokcy .
- . Profile: Untitled
Natworks. Media Type:
T Nabwork Groups :

Security Level

Sedect & wired network if the endstations wil be connecting to the network
with & traditional ethemnet cable.

Sedect & WiFl network i the endstations will be connecting to e network
via a wireless radio connection bo an Acoess Point.
SSID {manx 32 chars):

Hicldesn Me ek
Corporabe Mebwark

Asgocaon Timeout 5 seconds

Common Settngs

Saript or applcation on each user's madhine to nun when connected.

Media Type Section

Click Next.

Select Authenticating Networ k and do not change the default values for the rest of the optionsin
this section.



ﬁ Cisco Secure Client Profile Editer - Network Access Manager

File Help
| Network AccessManager | Networks
Chent Polcy rofile:
Authentication Polcy _ Shna
il Metworks Security Level Media Type
L Network Groups () Open betwoek Seauity Level

Open networks have no seourity, and ane open to anybody within range. Thisis Connection Type

enterprise bevel networks.  Authentication networks require radies servers, and
other network infrastruchure.

suthPeriod (sec.) 0 startPericd (sec.) 3
heldPeriod sec.) &0 | maxstart 2
-Port Authentication Excepton Pokcy
[C] Enabie port exceptions
Security Alow data trafhc before aul e
Key Management Alow data trafhc after even if
: = EAP fals
EAP sureads but key management fads
AES GCM 128 i
AFS GCM 256

Security Level Profile Editor Section

Click Next to continue with the Connection Type section.



ﬂ Cisco Secure Chent Profile Editor - Network Access Manager

File Help
j.%mmw ! Networks
Chent Polcy -
. Pokcy Profile: Untitled

A Networks Hetwork Connecbon Type Media Type

T4 Wetwork Grouos {_) Machine Connection Security Level
This should be used if the end stalion should lag ants the netwark before the %

user logs in. This i typecally uged for connecting o domaing, 1o get GPO's and Cradentials

other updates from the: network before the user has access. User Auth

{7} User Connecton Credentials

The user connection should be used when a machine connection i not needed.
A uer connection will make the nebwork avalable after the user has logoed on,

) Mad
This type of connecton will be made automaticaly when the machine boots.

1t will then be brought down, and bad: up again with different credenbals
when the uer logs in.

Connection Type Section

Configure user and machine authentication simultaneously by selecting the third option.

Click Next.



ﬁ Cisgo Sequre Client Profile Editor - Metwork Access Manager = O
File Helg
| Netwark Access Mansger | Networks
Chant Policy - 3
Authencation Pokcy Profile: Untitled
IMeeberorics EAP Methods Meadia Type
FL Metwork Groups () EAP-MDSS O Eap-TLS Seaurity Level
() EAP-MSCHARYVZ () EAPTTLS Connection Type
() EAP-GTC peAp g At
T Certificates
® Crisdarn taks
Lisar Austh
Credentals
[ Validate Server Identity
[ Enabils Fast Recornect
[ Eae-GTe
When reguested send the dient certificate in the dear
Onl
HETHG n e tunnel
[ use pacs
et Cancel

Machine Auth Section

In the Machine Auth section select EAP-FAST as the EAP method. Do not change the EAP FAST
Settings default values.

For the Inner methods based on Credentials Sour ce section select Authenticate using a Password and
EAP-M SCHAPvV2 as the method.

Then select Use PACs option.

Click Next.

On the Certificates section, in Certificate Trusted Server Rules the rule common name ends with c.com.
This section refers to the certificate that the server uses during the EAP PEAP flow.

If Identity Service Engine (ISE) is used on your environment the common name of the Policy Server Node
EAP Certificate can be used.



Networks
Profile: Untitled

Certificate Trusted Server Rules oL
Security Level
0> Connection Type
Subject Alternative Mame ends with ¢.com Machine Auth
Certificates
Credentials
U=ser Auth
Certificates
Certificate Field Match value Credentials
Subject Alt. Mame e exacty matches e
Add Save
Certficate Trusted Autharity

() Trust any Root Certificate Autharity (CA) Installed on the OS5

{O) Indude Root Certificate Authority (CA) Certificates

Ao Remove

Mext Cancel

Machine Auth Server Certificate Trust section

Two options can be selected in Certificate Trusted Authority. For this scenario instead of adding a
specific CA Certificate that signed the RADIUS EAP cert, use the option Trust any Root Certificate
Authority (CA) Installed on the OS.

With this option, Windows trusts any EAP cert that is signed by a cert included in the Manage User Certs
program (Current User > Trusted Root Certification Authorities> Certificates).

Click Next.



H Cisco Secure Client Profile Editer - Netwedk Access Manager

File Help
|, Metwork AccessManager | Networks
Chenit Policy .
i Pilcs Profile: Untitled
Networks Machine Tdantity Media Type
I Metwork Groups Urprotectad [dentity Pattern: host/anonymous Security Level
Comnection Type
Protected Edenbity Patiem: host/fusername] Machine Auth
Certificates
Credentials
Uer Auth
Credentisk
() Use Stabc Credentials
Password:
conce

Mahine Auth Credentials Section

Select Use Machine Credentialsin the M achine Credentials section.

Click Next.



& Cisco Secure Clent Profile Editor - Netwark Access Manager - [m] *

File Help
 Network AccessManager | Networks
8% Chent Policy -
Ausietication Palicy Profile: Untitled
Metworks EAP Methads Medcks Type
L Metwork Groups O EAPMDS O EAPILS Security Level
() EAP MSCHAPY2 () EAP-TTLS Romnection T:’"
Machine Au
EAP-GTC FEAP
O Certificates
Credentials
[] Estend user connection beyond log off User Auth
Certificates
Credentials

[E~] validate Server Identity

[r] Enable Fast Reconnect
[[] Disable when using a Smart Card

Inner Methods based on Credentials Source
() Authenticate using & Password

) Authenbcate usng & Certibica
‘When reguested send the dient certificate in the dear
Only send dient certificates inside the tunns
Send dient cerbificate using EAP-TLS in the tunned

() Authenticate using a Token and EAP-GTC

] usepacs

Next Cancel

User Authentication Section

For User Auth, select EAP-FAST asthe EAP Method.
Do not change the default valuesin the EAP-FAST settings section.

For the Inner Method based on credentials source section, select Authenticate using a Password and EAP-
M SCHAPV2 as the method.

Sdlect Use PACs.
Click Next.

In the Certificates section, in Certificate Trusted Server Rules, the ruleis Common Name endswith
c.com.

These configurations are for the certificate that the server uses during the EAP PEAP flow. If ISE isused on
your environment the common name of the Policy Server Node EAP Certificate can be used.



Networks
Profile: C:\Users\LAB 5\Desktop\EAP FAST\configuration.xml

Certificate Trusted Server Rules

Common Mame ends with c.com

Certificate Field Match Value
Commaon Mame [ ends with w | |C.com
Remove Save
Certificate Trusted Authority

{®) Trust any Root Certificate Authority (CA) Installed on the 05

(C) Indude Root Certificate Authority (CA) Certificates

Add Remaove

Mext Cancel

User Auth Server Certificate Trust Section

Two options can be selected in Certificate Trusted Authority. For this scenario instead of adding a
specific CA Certificate that signed the RADIUS EAP cert, the option Trust any Root Certificate
Authority (CA) Installed on the OSis used.

Click Next.



Networks
Profile: Untitled

User Identity Media Type
Unprotected Identity Pattern: AnOnymous Security Level
Connection Type
Certificates
User Credentials Credeniisls
User Auth
O Uise Single Sign On Credentials Certificates
(@) Prompt for Credentials Credeniiss
() Remember Forever
() Remember while User is Logged On
(@) Never Remember
() Use Static Credentials
Done Cancel

User Auth Credentials

In the Credentials section, only the User Credentials section is changed.

The option Prompt for Credentials > Never Remember is selected. So in each authentication, the user
authenticating must enter their credentials.

Click the Done button.
Select File > Save as and save the Secur e Client Network Access Manager profile as configuration.xml.

To make the Secur e Client Networ k Access Manager use the profile that was just created, replace the
configuration.xml file in the next directory with the new one:

C:\ProgramData\Cisco\Cisco Secure Client\Network Access Manager\system



Note: The file must be named configuration.xml, otherwise it does not work.

6. Scenario 3: Configure Secure Client NAM Supplicant for EAP TLS User Certificate Authentication

Open NAM Profile Editor and navigate to the Networ ks section.

Click Add.



MNetworks
Profile: Untitled

Network

Mamie Media Type Group™

Et...

Delete

= A network in group "Global’ & a member of alflgroups.

Network Creation Section

Name the network profile, in this case the named is with the EAP protocol used for this scenario.

Select Global for Group Membership. And Wired Network Media.



E Cisco Secure Client Profile Editor - Metwork Access Manager

File Help
| Metwork Access Manager | Nietwiorks
@fm;ﬁ‘;mm Profile: Untitled
Toevohvoms | e ==

Groap Membernzhip
O In growp: Local networks |

& wared netwg the endstations wil be connecting to the network
with & traditional athermat cable.
() WiFi (wireless) Metwark

Select & WiFi network if the endstations wall be connecting to the network
via a wireless radic connection to an Access Point.
551D (max 32 chars):

Hicldhen Metwork
Corporake Mebwork
Association Timeout -1 seconds

Coemmon Settings
Soript of apphcation on each user's madhine o run when connected.

Media Type Section

Click Next.

Select Authenticating Networ k and do not change the default values for the rest of the optionsin
the Security L evel section.



ﬁ Cisco Secure Client Profile Editer - Metwork Access Manager = ]

File Help
. Network Access Mansger | Networks
Clhent Policy .
A Policy Profile: Untitled
iy Mebwerks Security Level Media Type
*j:mm—k&m ) Opan Network Security Lewed

Security Level

Open networks have no seaurity, and are open to anybody within range. Thisis Conneston Type

(s et aer) e B o -t

(@) pusthenbcating Hetwork
AuthenBcating networks provide the highest level of seaurity and are perfect for

enberprise level networks.  Authenbication networks require radius servers, and
ather network nfrastructure.

802, X Settings
suthPeriod (eec.) 0 stariPericd (sae) 3
heldPeriod (sec.) &0 mancStart 2
Port Autheniication Exceplion Policy
[C] Enable port exceptions
- Seauity Allow data traffic before authentication
Ky Managemernt Allcrw data traffic afier suthenboation even if
_H:ﬂ! = EAF fads
EAP muds bauit ey management fals
AES GOM 128 Sy Sl
AES GOM 155

This scenario isfor user authentication using a certificate. For that reason the option User Connection is

used.

B Cisco Secure Client Profile Editor - Metwork Access Manager

File Help

| Mettwork Acoess Manager
{8} Chent Policy
Authentication Policy
Metvrorks
L Metwork Groups:

| Networks
Profile: Untitled
Metwork Connection Type Macka Type
() Mahine Connection Security Level
Connection Type
This should be used if the end station should log onto the network before the User Auth
user logs in. This is typecally used for connecting to damaing, to get GPO's and Credentisls

other updates from the network before the user has access.
(@) User Connectior]

Lsr= ki,

The user connection sheudd be used when a machine connection is not nesded,
A user connection will make the network available after the user has logged on.

() Mad and Liser Cormection
This type of connection will be made sutomaticaly when the maching boots.

It will then be brought down, and badk up again with dfferent credentials
when the user logs in.




Conenction Type

Configure EAP-TL S as the EAP method. Do not change the default values in the EAP-TL S settings
section.

ﬁ Cisco Secure Client Profile Editor - Network Access Manager

File Help
b Er-m accessManager || Networks
{8} Chent Policy ) ;

sication Pobcy _Prn-ﬁm. Untitled .

Networks: EAP Methods Midia Type

ey W e e
(") EAP MSCHAPY2 (") EAP-TTLS C“"'“‘“:j;"”

Ligamr
EAP-GTC PEAP
o < EAP-FAST St
O Credentials

[] Extend user connection beyond log off

EAP-TLS Settings
[A] vabdate Server Certificate

[] Enable Fast Reconnect

[[] Disable when using & Smart Card

User Auth Section

For the Certificates section, create arule that matchesthe AAA EAP-TL S certificate. If you are using ISE,
find thisrulein Administration > System > Certificates section.

For the Certificate Trusted Authority section select Trust any Root Certificate Authority (CA)
installed on the OS.



ﬂ‘ Cisco Seoure Client Profibe Bditer - Metwork Access Manager

File Help
I.%Mmmw . Networks
Chent Pobcy .
Authencation Pokcy Profile: Untitled
Metworks Meda Type
ﬁﬁlmﬁ-‘m Certificabe Trusted Server Rules ey
Conmection
F cot e
Cerbificates
derha
Certificate: Feld Match Value
Subrject Alt. Name " exactly matches W
Add Save
Certificate Trusted Authority

{®) frust any Root Certificats Authority (CA] Installed on the 0F

{7) Inchuds Root Certificate Autherity (CA) Cartificatas

User Auth Server Certificate Trust Settings

Click Next.

For the User Credentials section, do not change the default values in the first part.



Networks

Profile: Untitled
Uisar Identity Media Type
Unprotected Identity Pattern: [username] &[domain] Security Level
Connection Type
User Auth
Certificates
e e e Credentials
() Use Single Sign On Credentials
(") Prompt for Credentials
Remember Forever

Remember while Uiser is Logged On
MNever Remember

[ Certificate Source Remember Smart Card Pin
Smart Card or OS5 certificates Remamber Forever
Smart Card certificates only Remember while User is Logged On

Mever Remember
Smart Card Removal Policy
[[] Disconnect from Network
Rule logic (®OR (DAND
Field Operator Value

| o

Done Cancel

User Auth Credentials Section

It isimportant to configure arule that matches the identity certificate that the user sends during the EAP
TLS process. To do this click the checkbox next to Use Certificate Maching Rule (Max 10).

Click Add.



@] Certificate Matching Rule Entry

o Y

Certificate Field Match

Issuer.CN v | Equals

Value

‘ruw Internal OR 3rd Party CA.com

:

] | e |

lelogic @OR (DAND

Id Operator Value

o R

Replace the value My Internal OR 3rd Party CA.com string with the CN of the user certificate.

Certificate Matching Rule Window




ﬁ Cisco Secure Client Profile Editor - Metwork Access Manager

File Help
| tetwork Access Manager | Metworks
{8} Chent Pokcy : i
Authentication Policy Profile: Untitled
|| Natworks Uses Identity Meda Type
T Network Groups Unprotected Tdentity Pattern; [username] 3 {domain] St
Connecton Type
User Auth
Certificates
User Credentials Credentels
(%) Use Single Sign On Credentials (Requires Smart Card)
(_) Prompt for Credentials
Rlem
Rem User is Logged On
ever R
Certificate Source

Smart Card Removal Pobcy

[] Disconnect from Metwork
(] use Certificate Matching Rule (Max: 10)
Rulelogic (@OR (DAND

Freld Operator Valse
(Issuer.ON [Equais My Internal OR 3rd Party C... | &
1w
Edt | Delete
Done Cancel

User Auth Certificate Credentials Section
Click Done to finish the configuration.
Select File > Save asto save the Secur e Client Network Access Manager profile as configuration.xml.

To make the Secure Client Network Access Manager use the profile that was just created, replace the
configuration.xml filein the next directory with the new one:

C:\ProgramData\Cisco\Cisco Secure Client\Network Access Manager\system



Note: The file must be named configuration.xml, otherwise it does not work.

7. Configure I SR 1100 and I SE to Allow Authentications Based on Scenario 1 PEAP M SCHAPv2

Configure the ISR 1100 Router.

This section covers the basic configuration that the NAD must have to make dot1x work.



aaa
aaa
!
aaa
aaa
aaa
aaa
!
aaa

Note: For multi-node | SE deployment, point to any node that has the Policy Server Node persona
enabled. This can be checked by navigating to ISE in the Administration > System > Deployment
tab.

new-mode]
session-id common

authentication dotlx default group ISE-CLUSTER
authorization network default group ISE-CLUSTER
accounting system default start-stop group ISE-CLUSTER
accounting dotlx default start-stop group ISE-CLUSTER

server radius dynamic-author

client A.B.C.D server-key <Your shared secret>

radius server ISE-PSN-1

address ipv4 A.B.C.D auth-port 1645 acct-port 1646
timeout 15

key <Your shared secret>



aaa group server radius ISE-CLUSTER
server name ISE-PSN-1

|

interface GigabitEthernet0/1/0
description "Endpoint that supports dotlx"
switchport access vlan 15
switchport mode access
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast

Configure Identity Service Engine 3.2.
Configure the Network Device.
Add the ISR NAD to ISE Administration > Network Resour ces > Network Devices.

Click Add.

Network Devices

IP/IMask Profile Name Location

Network Device Section

Assign aname to the NAD you are creating. Add the Network Device |P.



Administration - Network Resources A\ Evaluntion Mode 29 Days
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers Mare

Natwork Davices
ISR1100

Dafaull Dovice
Network Devices

Davice Sacurity Sattings

ISR1100

Description
IP Address

Device Profile B Cisco
Modael Name

Software Varsion

Network Device Creation

At the bottom of the same page add the same Shared Secr et that you used in your network device
configuration.

M -~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS
Shared Secret

E] Use Second Shared Secret

Second Shared
Secret

CoA Port

Network Device Radius Settings

Save the changes.

Configure the identity that is used to authenticate the endpoint.




| SE local authentication is used. External |SE authentication is not explained in this article.

Navigate to the Administration > I dentity M anagement > Groups tab and create the group that the user is
part of. The identity group created for this demonstration isiseUsers.

Administration - ldentity Management

Identities Groups Extermal Identity Sources ldentity Source Sequences Settings

ntity Group

Identity Groups

Identity Group

* Name iseUsers|
Endpaint Identity Groups

User Identity Groups

Identity Group Creation

Click Submit.
Navigate to Admistration > Identity Management > | dentity Tab.

Click Add.

Administration - [dentity Management
Identities Groups External Identity Sources Identity Source Sequences Settings

Usars

Latest Manual Network Scan Res... N Etwo r k AC Ce SS U S e rs

Status Username - Description First Name Last Name Email Address User Identity Groups  Adr

MNo data avallable

Network Access Users Section

As part of the mandatory fields start with the name of the user. The username iseiscool isused in this
example.



> MNew MNetwork Access Usear

~ Network Access User

* Username iseiscool

Status B Enabled

Account Name Alias

Email

Network Access User Creation

Assign apassword to the user. Vainillal SE97 is used.

~ Passwords

Password Type: Internal Users

Password Lifetime

With Expiration

Pagswond wil

hﬁ Meser Expires

Fassword He-Enter Fassword

* Login Passwaord

Enable Password

User Creation Password Section

Assign the user to the group iseUsers.

v User Groups

iseUsers

User Group Assignation

Configure the Policy set.




Navigate to the | SE Menu > Policy > Policy Sets.

The default Policy set can be used. However, one called Wired is created for this example.

Note: Classifying and differentiating the policy sets hel ps when troubleshooting,



Note: If the add or plusicon is not visible, the gear icon of any policy set can clicked, and then
select Insert new row above.

-] Default Default pelicy set

Insert new row above

The condition used is Wired 8021x. Drag it and then click Use.



Conditions Studio

Library Editor

Wired_802.1X

Catalyst_Switch_Local_Web_ A
uthentication

Switch_Local_‘Web_Authentica
L0

Switch_Wab_Authentication
Wired _B02.1X
Wired _MAB

Wirslazs B02.1X

Authentication Policy Condition Studio
Select Default Network Accessin the Allowed Protocols section.

Policy - Policy Sets

Policy Sets

Status  Policy Set Name Deszcription Conditions Allowed Protocols | Server Sequence Hits  Actlons  View

[+] Wired Wired_S02.1X Default Network Access

] Dafault policy a8

Policy Sets General View

Click Save.
2.d. Configure the Authentication and Authorization Policies.

Click the > icon.

Wired_E02.1X

Wired Policy Set




Expand the Authentication Policy section.

Click on the + icon.

Authentication Policy (1)

Status  Rule Name Conditlons Hits Actlons

Options

Authentication Policy

Assign aname to the Authentication Policy. Internal Authentication isused in this example.
Click the + icon on the conditions column for this new Authentication Policy.

The pre-configured condition Wired Dot1x is used.

Finally, in the Use column select I nternal Users.

« Authentication Policy (1)

Status  Rule Name Conditions : Hits Actions

Internal Usars

~  Options

If Auth fail

o Internal Authentization Wired_802.1X%
If User not found

Authentication Policy

Authorization Policy.

The Authorization Policy section is at the bottom of the page. Expand it and click the + icon.



Policy - Policy Sets A Evoluation Mode 29 Days O

UpLuns

» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

« Authorization Policy (1)

Results

Status Rule Name Conditions Profilas Security Groups Hits Actions

Authorization Policy

Name the recently created Authorization Policy. In this configuration example the name I nternal | SE
Usersis used.

To create a condition for this Authorization Policy, click the + icon in the Conditions column.
The group I seUsersis used.

Click the Attribute section.

Select the I dentityGroup icon.

From the dictionary select the Inter nalUser dictionary that comes with the | dentityGroup attribute.



Library

InternalUser-ldentityGroup

BYOD_is_Registared Dictionary Attribute

Catalyst_Switch_Local_Wab_A All Dictionaries Attribute

uthentication
AD ExternalGroups

Compliance_Unknown_Devices - CWA_ExternalGroups

Compliant_Devices IdentityGroup Description

IdentityGroup
EAP-MSCHAPVZ2

Internallser IdentityGroup
EAP-TLS
Passivall PaszivelD_Groups

Condition Creation

Select the Equals operator.

From User Identity Groups, select the group I seUsers.

Editor

InternalUser:ldentityGroup

Equals User Identity Groups:iseUsers -

BYOD_is_Registered

Catalyst_Switch_Local_Web_»A
uthentication

Compliance_Unknown_Devices
Compliant_Devices
EAP-MSCHAPW2

EAP-TLS

Condition Creation

Click Use.




Add the Result Authorization Profile.

The pre-configured profile Permit Accessis used.

Note: Please notice that the Authentications coming to ISE hitting this Wired Dot1x Policy set that
are not part of the Users Identity Group |SEUsers, hit the default Authorization Policy, which has
the result DenyA ccess.



<« Authorization

Results

Status  Rule Name Conditions Profiles Security Groups Hits Actions

) Internal ISE Usars = r Iden ParmitAccess

] Default

Authorization Policy

Click Save.
Verify

Once the configuration is finished Secure Client prompts for the credentials, and it specifies the usage of
PEAP M SCHAPV2 profile.

The credentials previously created are entered.

' i 2
. Cisco Secure Client | PEAP M5SCHAPvZ A

Authenticating Please enter your username and password for the

network: PEAP MSCHAPV2

e

Password: | VaindlalSES7] |
T O e ] show Password

PEAP MSCHAPv2

[ ox ]| conce

Secure Client NAM

If the endpoint authenticates correctly,. NAM displays that it is connected.



€9 Cisco Secure Client — 4

Network:
Connected (192. 168. 15.2)

PEAP MSCHAPv2

Secure Client NAM

By clicking the information icon and navigating to the M essage History section, the details of every step
that NAM did are displayed.

9 Cisco Secure Client - )4

asco. Oecure Client

Network Access Manager Diagnostics
Configuration Log Settings Statistics Message History

Secure Client Message History

7:06:01PM PEAP MSCHAPv2 : Authenticating
7:06:21PM PEAP MSCHAPv2 : Acquiring IP Address
7:06:21PM  PEAP MSCHAPv2 : Connected

Secure Client Message History

From ISE navigate to Operations > Radius Livel ogs to see the details of the authentication. As seen in the
next image the username that was used is displayed.

Also other details like:

Timestamp.

Mac address.

Policy Set used.
Authentication Policy.
Authorization policy.
Other relevant information.



Live Logs  Live Sessions

Miscentigured Supplicamts Misconfigurad Metwerk Devices RADIUS Dreps Cilent Stopped Responding

Status Datalls  Repos.. Identity Endpaint 1D Endpaint—  Authentication Pallcy Autharization Palicy Authorir.. P Address MHatwork Ds...

\aaatity Enapsint 1D Endpaias Pr Authorzate  IP Addriss w  Matwerk Devie:

Last Updated: Tee Apr 23 2024 13:02-14 GMT-0500 (Central Standard Time)

ISE RADIUS Live Logs

Since you can seeit hitsthe correct policies, and the result is a successful authentication statusit is conclude
that the configuration is correct.

Troubleshoot

Problem: The NAM profileisnot used by Secure Client.

If the new profile that was created in the profile editor is not used by NAM, use the Network Repair option
for Secure Client.

Y ou can find this option by navigating to the Windows Bar > Clicking the circumflex icon > Right-Click
Secure Client Icon > Click Network Repair.



Open Cisco Secure Client

; v  Show Motifications
YPE

MNetwork

Disable Wireless

About

&17PM

Ao Q) BP0

Network Repair Section

Problem 2: Logs need to be collected for further analysis.
1. Enable NAM extended logging

Open NAM, and click the gear icon.

i L} [
1D

NAM Interface

Navigate to the L og Settings tab. Check the Enable Extended L ogging checkbox.

Set the Packet Capture File Sizeto 100 MB.



@ Cizco Secure Client - e

lIlhlll. .
asco oecure Client

Network Access Manager Diagnostics
Configuration Log Settings Statistics Message History

Use extended logging to coliect additional nformation about product operations.

[]Enable Extended Logging
THV: | off v
Fitter Driver: off "t

[ credential Provider

7] Packet Capture

Maodmum Packet Capture File Size (MB): | 100|

Secure Client NAM Log Settings
2. Reproducetheissue.

Once extended logging is enabled reproduce the issue multiple times to ensure the logs are generated and the
traffic is captured.

3. Collect Secure Client DART bundle.

From Windows, navigate to the search bar and type, Cisco Secur e Client Diagnostics and Reporting Tool.



Cisco Secure Chent Diagnostics
and Reporting Tool

App

DART Module

During the installation process, you also installed this module. It isatool that helps during the
troubleshooting process by collecting logs and relevant dot1x session information.

Click Next in the first window.
Cisco Secure Client - DART

Tinir
CISCO

DART Module

Once again click Next, so the log bundle can be saved on the desktop.




Cisco Secure Client - DART i

(@) Default - Bundle will be saved to Desktop

l:::l Custom

 Back M Next [ Cancel

DART Module

If necessary check the checkbox Enable Bundle Encryption.



Cisco Secure Client - DART oy

[ ] Enable Bundle Encryption

| Mask Passwiord

Encryption Password

Canfirm Password

DART Module

DART log collection starts.



Cisco Secure Client - DART W

DART Log Collection

It can take 10 minutes or more until the process finishes.



Cisco Secure Client - DART >

| Emaisunde || Finsh_|

DART Bundle Creation Result

The DART result file can be found in the desktop directory.

Name Date modified Type

| DARTBundle_0423_1538 4/24/2024 1:14 PM Compressed (zipped) Folder

DART Result File

Related I nfor mation
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