Validate the Cisco Intersight Webhooks: L ogic-
Based Guide
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| ntr oduction

This document describes how to valide awebhook in intersight.
Prerequisites

When Cisco Intersight sends a webhook to your application, it's essentially sending an event (like a server
alarm). But how do you know that the message actually came from Cisco and was not sent by someone else
trying to trigger afake action in your system?

To solve this, Intersight uses a Webhook Secret. Think of it like a seal on an envelope: if the seal is broken
or looks different than expected, you do not trust the letter.

Setting the Secret

The first step isto configure the Webhook in Intersight and establish a Shared Secret.

1. Log intoCisco I ntersight.

2. Navigate toSettings > Webhooks.

3. When you create or edit a Webhook, you can see afield labeledSecr et.

4. Define this string yourself (for examplesecret). Once saved, Intersight uses this to sign every message
it sends.

5. Important: Save this secret in a secure manner and do not share it publicly.



ees Intersight

 Webhooks
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D POST request will be sent to the URL above with details on the following events.

Add Event |

Event 1 Alarm

Webhooks

TheValidation Logic
Step 1. Verify the Seal (The Body Digest)

Thefirst thing to check isif the message body was changed during its journey. We do thisusing aHash
(specifically SHA-256).

What isaHash?

Itislike afingerprint. Even if you change one commain a 10-page document, the fingerprint changes
completely.

TheLogic:

1. Take theRaw Request Body(the JSON text exactly asit arrived).

2. Run it through aSH A-256hashing function.

3. Convert that binary fingerprint into a readable string usingBase64 Encoding.
4. Compare your result to theDigestheader sent by Intersight.

5. It must be like this:SHA-256=your_calculated_string.

Step 2: Preparethe Request Target

Intersight includes the destination of the message in its signature to prevent replay attacks (where someone
steals avalid message and sends it to a different endpoint).

The L ogic: Create a string that combines the HT TP method and the path.
Format: (request-target): post /your/endpoint/path

Step 3: Createthe Signing String

Must be followed in strict order.

Thisiswhere most developers run into trouble. Intersight is extremely strict about the order, case-



sensitivity, and formatting of the headers used for the signature. Y ou must build a single block of text
where each lineis header-name: value.

The exact order required:

1. (request-target) (From Step 2)

2. host

3. date

4. digest (The full value of the Digest header from Step 1)
5. content-type

6. content-length

(request-target): post /api/webhook
host: myapp.example.com

date: Mon, 09 Mar 2026 12:50:29 GMT
digest: SHA-256=L6Y...
content-type: application/json
content-length: 542

Step 4: Generatethe Signature (The HMAC)

Now you use the Secret Key (from the Intersight Ul) to sign the string we just built. We use a method called
HMAC-SHAZ256.

What isHMAC?

Itis away to sign a message using a secret key. Only someone with the same secret key can produce the
same signature.

TheLogic:

1. Input: The Signing String from Step 3.

2. Key:Your Webhook Secret.

3. Process:Run the HMAC-SHA 256 algorithm.

4. Output: Take the resulting binary data andBase64 Encodeit.

Step 5: The Final Comparison

Intersight sends an Authorization header. Y ou need to reconstruct what you expect that header to look like
using the signature you just generated.

If your calculated string matches the Authorization header provided in the request, the messageis
authentic.

| mportant Consider ations

1. Clock Skew: Always check the dateheader. If the request is more than 5 minutes old compared to
your server time, reject it to prevent replay attacks.

2. Raw Body: Do not parse the JSON and then re-stringify it before validating the digest. Different
libraries add different spacing, which will break the hash.

3. Header Order: Intersight validates the signature based on the order defined in



theheaders="..." section of theAuthorization header. Ensure your String to Sign matches that order
exactly.

Verifiable Examples

To help you test your code, here is an example based on areal webhook payload sent from Intersight.

~ Request Details & Headers

[POET) #d4321 34.198.174.38
0302/2028 Bo01:51 AM

Qusory strings Form valuss

~ Request Content

Raw Content B Format JsoM B Word-Wrap  Copy

Test Parameters

<#root>

Secr et
:secret

Host
:webhook.site

Pat h:

/ 1ac92110- de44- 47ae- 93e0- 50c1a29bc327

Dat e

:Mon, 09 Mar 2026 13:01:51 GMT
Cont ent - Lengt h

1419

Payl oad

:{"ObjectType":"mo.WebhookResult","ClassId":"mo.WebhookResult","AccountMoid":"61a779717564612d33ae624b"


https://intersight.com/api/v1/notification/AccountSubscriptions/691d25b97375733001299f29

Expected Signature

:LSzi106ZX1gZ1izJ)sqsaIWqkgNHxkMFy3VWg3NRxLkvWo=

Bash & OpenSSL Verification

#!/bin/bash

# 1. Setup the inputs
SECRET="secret"
EXPECTED_SIG="LSzi106ZX1gZizJsqsaIWqkgNHxkMFy3VWq3NRxLkvWo="

PAYLOAD="{"ObjectType":"mo.WebhookResult","ClassId": "mo.WebhookResult","AccountMoid":"61a779717564612d3

# 2. Calculate the Body Digest

# We use echo -n to ensure no trailing newline is added to the payload
DIGEST=$(echo -n "$PAYLOAD" | openssl1 dgst -sha256 -binary | openssl base64)
FULL_DIGEST="SHA-256=$DIGEST"

# 3. Build the Signing String (Strict Order!)

# Note: The format must be exactly: header: value\n
SIGNING_STR="(request-target): post /lac92110-de44-47ae-93e0-50cla29bc327
host: webhook.site

date: Mon, 09 Mar 2026 13:01:51 GMT

digest: $FULL_DIGEST

content-type: application/json

content-length: 419"

# 4. Generate the HMAC-SHA256 Signature

CALCULATED_SIG=$(echo -n "$SIGNING_STR" | openssl dgst -sha256 -hmac "$SECRET" -binary | openssl base64

# 5. Output the results for comparison

echo "--- Verification Results ---"

echo "Expected Signature: $EXPECTED_SIG"
echo "Calculated Signature: $CALCULATED_SIG"

if [ "$EXPECTED_SIG" == "$CALCULATED_SIG" ]; then
echo "SUCCESS: The signatures match!"
else
echo "FAILURE: The signatures do not match."
fi

Power Shell Verification

# 1. Setup the 1inputs

$Secret = "secret"
$ExpectedDigest = "5dMQrSnQQU6PYZ91vA81fOhFo6mIotGxo1FS9TekPEM="
$ExpectedSig = "LSzi06ZX1gZizJsqsaIWqkqNHxkMFy3VWg3NRxLkvWo=""

$Payload = '{"ObjectType":"mo.WebhookResult","ClassId": "mo.WebhookResult","AccountMoid"

:"61a77971756461



# 2. Calculate the Body Digest

$Sha256 = [System.Security.Cryptography.SHA256]::Create()
$PayloadBytes = [System.Text.Encoding]::UTF8.GetBytes($Payload)
$HashBytes = $Sha256.ComputeHash($PayloadBytes)
$CalculatedDigest = [Convert]::ToBase64String($HashBytes)

# 3. Build the Signing String (Strict Order!)
# Note: 'n is the PowerShell newline character.
# The string must match the order in the Authorization header exactly.
$SigningStr = "(request-target): post /lac92110-ded44-47ae-93e0-50cla29bc327 n" +
"host: webhook.site n" +
"date: Mon, 09 Mar 2026 13:01:51 GMT ' n" +
"digest: SHA-256=%$CalculatedDigest n" +
"content-type: application/json'n" +
"content-length: 419"

# 4. Generate the HMAC-SHA256 Signature

$Hmac = New-Object System.Security.Cryptography.HMACSHA256

$Hmac.Key = [System.Text.Encoding]::UTF8.GetBytes($Secret)

$SigBytes = $Hmac.ComputeHash([System.Text.Encoding]::UTF8.GetBytes($SigningStr))
$CalculatedSig = [Convert]::ToBase64String($SigBytes)

# 5. Output the results for comparison
Write-Host "--- Verification Results ---" -ForegroundColor Cyan

Write-Host "Digest Match: " -NoNewline
if ($CalculatedDigest -eq $ExpectedDigest) {
Write-Host "SUCCESS" -ForegroundColor Green
} else {
Write-Host "FAILED" -ForegroundColor Red
}

Write-Host "Expected Signature: $ExpectedSig"
Write-Host "Calculated Signature: $CalculatedSig"

if ($CalculatedSig -eq $ExpectedSig) {

Write-Host "SUCCESS: The signatures match!" -ForegroundColor Green
} else {

Write-Host "FAILURE: The signatures do not match." -ForegroundColor Red
}

Related I nfor mation

* |nvoke Web APl Request
* Cisco Intersight Webhook Configuration
« webhook/Endpoints



https://www.intersight.com/help/resources/web_api_request
https://www.youtube.com/watch?v=lQ2AHAQ-uuQ
https://intersight.com/apidocs/apirefs/All/webhook/Endpoints/model/

