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ABSTRACT

This paper presents a comprehensive guide on deploying and managing Business Process Automation

(BPA) applications using Amazon Elastic Kubernetes Service (EKS). It outlines the prerequisites, highlights
the benefits of utilizing EKS, and provides step-by-step instructions for setting up an EKS cluster, Amazon
RDS database, and MongoDB Atlas. Additionally, the paper delves into the deployment architecture and
specifies the environment requirements, offering a thorough resource for organizations aiming to leverage
EKSfor their containerized BPA applications.

Keywords:Amazon EKS, Kubernetes, AWS, RDS, MongoDB Atlas, DevOps, Cloud Computing, Business
Process Automation.

INTRODUCTION

BUSINESS PROCESSAUTOMATION (BPA)



Business Process Automation Overview
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Cisco Business Process Automation (BPA) Services offer an end-to-end consulting and support services
portfolio designed for process and workflow automation and orchestration. The BPA platform is scalable
and microservices-based, featuring an embedded workflow engine, digital user interface, and common
integration middleware. This platform hel ps automate complex network configuration changes and
associated processes, making it suitable for both service provider customers and large global enterprises.

K ey benefits of Cisco BPA Servicesinclude:

Automating complicated methods and operating procedures.

Enhancing team expertise to speed up automation initiatives.

Accelerating the rollout of new services with an improved user interface/portal.
Integrating legacy networks with new automation capabilities.

The BPA platform supports various business and | T/operational use cases such as OS upgrades, service
provisioning, and integration with orchestration engines. Customers can access alifecycle of services and
BPA capabilities, including advisory, implementation, business-critical services, and solution support, Cisco
BPA Services aim to increase operational efficiencies, reduce costly errors, improve business agility, and
deliver faster returns on automation investments.

AMAZON ELASTIC KUBERNETES SERVICE (EKYS)

Amazon Elastic Kubernetes Service (EKS) isafully managed Kubernetes service provided by Amazon
Web Services (AWS). Launched in 2018, EK S simplifies the process of deploying, managing, and scaling
containerized applications using Kubernetes, an open-source container orchestration platform. EKS abstracts
the complexities of Kubernetes cluster management, allowing devel opers to focus on building and running
applications without the need to handle the underlying infrastructure.

Benefits of Using Amazon EK Sfor Application Deployment
Amazon EKS offers severa benefits for application deployment, making it a popular choice for

organizations leveraging containerized applications and microservices.

Key advantagesinclude:



» Managed Kubernetes Control Plane: EKS handles the deployment, scaling, and maintenance of the
Kubernetes control plane, reducing operational burden.

» Simplified Cluster Management: EK S abstracts the complexities of setting up and managing
Kubernetes clusters.

» Scalability: EKS alows for easy scaling of clusters to accommodate growing workloads.

» High Avallability: EKS supports multi-availability Zone deployments, enhancing availability and fault
tolerance.

* Integration with AWS Services: EKS integrates seamlessly with various AWS services.

» DevOps Automation: EK'S supports continuous integration and continuous deployment (CI/CD) for
containerized applications.

BPA DEPLOYMENT ARCHITECTURE
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This image represents a high-level architecture of a cloud-based infrastructure deployed on AWS
using several key components. Here's a breakdown of the diagram:

1. Amazon EKS (Elastic Kubernetes Service): At the core of the diagram, Amazon EKS is deployed
across three availability zones (AZ1, AZ2, AZ3), with Kubernetes worker nodes inside each zone.
Thisindicates a highly available and fault-tolerant setup, as the workloads are spread across multiple
availability zones.

2. ALB (Application Load Balancer): Thisis positioned at the front, receiving traffic from users and
distributing it across the EK'S cluster for handling application workloads. The load balancer ensures
that the requests are evenly distributed and can handle scaling based on traffic demand.

3. Amazon RDS (Relational Database Service) - PostgreSQL: On the right side of the diagram, an
Amazon RDS instance running PostgreSQL is present. This database can be accessed by applications



running within the EKS cluster.

4. ECR (Elastic Container Registry): Thisiswhere Docker container images are stored and managed,
which are then deployed to Amazon EK S for running the workloads.

5. MongoDB Atlas: On the left side, MongoDB Atlasisintegrated into the architecture through a private
endpoint. MongoDB Atlasis a cloud-hosted NoSQL database service, used here to handle document-
based database requirements. The private endpoint ensures secure, private communication between
the MongoDB Atlas instance and other AWS components.

6. Bastion Host: Positioned within the VPC (Virtua Private Cloud), a Bastion Host provides a secure
entry point for administrators to access resources inside the VPC without directly exposing them to
the internet.

7. Overall, this architecture provides a highly available, scalable, and secure solution for deploying and
managing containerized applications using Amazon EKS, with support for both relational
(PostgreSQL) and NoSQL (MongoDB) databases.

EKSCLUSTER SETUP

» To create an Amazon EKS cluster using the AWS CL I, the eksct| command-line utility can be used.
Thisis an example command:

eksctl create cluster \

--name <ny-eks-cluster> \

--region us-west-2 \

- - nodegr oup- nane st andard-workers \
--node-type t3. medium\

--nodes 4 \

--nodes-mn 4\

--nodes-nmax 6

RDSDATABASE SETUP

Deploying arelational database on Amazon RDS involves these steps:

1. Access the AWS Management Console and navigate to the Amazon RDS service.
2. Create a new database instance with the desired specifications.
3. Configure the security group to alow incoming connections from your Amazon EKS cluster.
1. Using the drop-down menu, select the most recent version of PostgreSQL. In our casg, it is
“PostgreSQL 16.3-R1”".
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4. For this give the database instance a name and create a username and password.
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1. Ensure that the default settings for “DB instance size” and “ Storage” are selected. Depending on
the cluster size and data requirements, select the appropriate DB instance size and storage type.
2. Based on our use case, we have chosen the following configuration:

» DB Instance Size: db.m5d.2xlarge
 8vCPUs

32 GiB RAM

* Network: 4,750 Mbps

300 GB Instance Store

3. Select appropriate values according to your use case. We have selected the default values.
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4. Make sure in “Database authentication” we have selected Password authentication.
Authenticates using database passwords.
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5. Oncethat is verified, we are ready to create the database. Return to the Amazon RDS
dashboard. Confirm that the instance is available for use.
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Services

v Additional configuration
Database options, encryption turned on, backup tumed on, backtrack turned off, maintenance, CloudWatch Logs, delete protection
turned on.

Database options
Initial database name Info
Not supported for Multi-AZ DB cluster

If you do not specify a database name, Amazon RDS does not create a database.

DB cluster parameter group Info

default.postgres16 v

Option group Info

Backup

Enable automated backups
Creates a point-in-time snapshot of your DB cluster

Backup retention period Infe
The number of days (1-35) for which automatic backups are kept.

7 v days

Backup window Info
Select the period for which you want automated backups of the DB cluster to be created by Amazon RDS.

(O Choose a window

O No preference

Encryption
Enable encryption

Choose to encrypt the given cluster. Master key IDs and aliases appear in the list after they have been created using the AWS Key
Management Service (KM5) conscle. Info

AWS KMS key Info

(default) aws/rds v

Account



Services Q

1]

Encryption

Enable encryption
Choose to encrypt the given cluster, Master key IDs and aliases appear in the list after they have been created using the AWS Key
Management Service (KMS) console. Info

AWS KMS key Info

‘ (default) aws/rds v

Account

KMS key ID

Log exports

Select the log types to publish to Amazon CloudWatch Logs
[ PostgresQL log
["] Upgrade log

1AM role
The following service-linked role is used for publishing logs to CloudWatch Logs.

RDS service-linked role

Maintenance

Auto minor version upgrade Info

Enable auto minor version upgrade

Enabling aute minor version upgrade will automatically upgrade to new minor versions as they are
released. The automatic upgrades occur during the maintenance window for the database.

Maintenance window Info
Select the period you want pending modifications or maintenance applied to the database by Amazon RDS.

() Choose a window

O No preference

Deletion protection

Enable deletion protection
Protects the database from being deleted accidentally. While this option is enabled, you can't delete the database cluster.

@ You are responsible for ensuring that you have all of the necessary rights for any third-party products or services
that you use with AWS services.

Cancel Create database

Security Group Rules

1. Update the inbound security group with the pod CIDR and node CIDR block.
2. In RDS -> Databases -> DB-NAME, click configuration and refer the Parameter Group section and
click the parameter group to view.



Detalls Inbound rules Qutbound rutes Tags

Inbound rules (2) a Manage tags Edit Inbound rules
1, Search 1 &
Name v Security group rule.. ¥ IP version = Type - Pretocol - Port range L Source =
- sgr-0962e782 1F10f7ede 1Pyd 2l traffic All Al

sgr-04 Tdaad03 170616, .. 1P Al traffic All Al

3. Search for “password_encryption” and change the value to md5 from blank / other value. Thisis
needed for camunda configurations to work.

Amazon RDS X

bpa-postgresql Modity || Actions ¥

Query Editor Seranary

08 sserifir - st s

bpa postgresal Ve © Avatavi @ agiarge

Role Current activit ¥ Enging Region & AZ

........ PostgresQL neweit-1b

Connectivky@securty | Monioding | Logs & event Malntenance & backups 5

Instance

Configuration Instance class Storage Performance Insights

bpa-postgresst dbiniglge Erabled

M Reteation peried
bpa_sdmin (] General Purpase $50 (g2} duys

Sterage
Published logs
Postgresq License 206
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Created tim
Juty 51, 2022, 15:22 (UTC+05:30)

PG _ROOT_DATABASE=admni n

PG_| NI TDB_ROOT_USERNAME=adm n
PG_| NI TDB_ROOT_PASSWORD=XXXXXXX
AUTH_DB_NAME=kong
AUTH_DB_USER=kong
AUTH_DB_PASSWORD=XXXXXXXXX
WFE_DB_USER=canunda
WFE_DB_PASSWORD=XXXXXXXX
WFE_DB_NAME=pr ocess- engi ne

2. To update database passwords, modify the valuesin the bpa-he1m-
chart/bpa/env/environment.txt file. Thisfileisused for authenticating database connections.

ATLASMONGODB SETUP

Setting up Atlas MongoDB involves:

1. Logging into Atlas MongoDB.



2. Selecting the organization and project.
3. Creating a dedicated cluster with the appropriate specifications and version. Inour caseg, it is
“MongoDB Atlasv5.0.29".

BRI CRO - FT-08-X0 r PROJECT &
UENEEST R BRI RS

4. Select the Dedicated tier, Cloud Provider & Region.

Cloud Provider & Region AWS, N. Virginia (us-east-1)

aws Google Cloud S Azure

Multi-Cloud, Multi-Region & Worklead lselation (110 clusters)

Distribute data ocross clowds *=* 0 A or regions for improved asailability and f::)
lescal read perfoemance, or intreduce read-cnby ard anolytics nodes. Leoin moee

W Recommended regean & Carbon data curmently unavailable
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5. Select appropriate tier(we have used M30 as tier) dedicated cluster and provide appropriate cluster
name and click on Create Cluster. It will initialize the Atlas monogodb cluster.
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6. Setting up VPC private endpoint for the Atlas and K8S cluster.
1. Click on the Network Access Select Private Endpoint a Click on Add Private Endpoint.



Densiass Metwork Access
Daono Loke  FRIVTW

Priwvate Endpeint
O #ievicis -

Fedaroted Deanobass
naboncg Lk Archrm

w Dedecaned Chated | Servirless Innancs
Dena Al _—

Backep r:_';;

o Create a Private Endpoint

Configure AWS Privatalink, Google Cloud Privote Service Connect, or Azure Private
Poarw O Atir | Link to connect to your cluster,

Add Priviarta Endpaint

Lz B

7. Select Cloud Provider as AWS, select respective Region and click on Next.

iy Raegigen

e mr B,

-
S gy B Wi e aged Ll

Wity
R o L e e B e L]

NG e e e =y g, ) T e | pend Beemray s il e g den) mata Gaae

8. Provide Respective PV C id and subnet ids. Once you enter the details, Copy the vpc end point
creation command and execute it in aws console. Y ou will get the vpc endpoint id as output.
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9. Click on Next to paste the VPC endpoint ID and click on Create.
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10. Onceit is successfully created, cndpoint status will be Available as shown in the next picture. VPC
end-point must be created for pod cidr. In our case we have used "100.64.0.0/16" .
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11. Add inbound rulesto newly created vpc-endpoint. The vpc-endpoint will be in the parent account and
a security group must be assigned to the newly created vpc-endpoint.

Security Groups | C Act v Export security groups to C5V v Create security group
| 1 @
search: mongo Clear fil
Name ecurity group name ¥ VPCID escription v Crwmer Inbound rules count ¥ Cutbound rules ¢
e 5 Yo Descrip b
2 Permission entries 2 Permission entri
bt clustir-ag-¢a-nde-... EKS created sécurity or... 5 Permission entries 2 Permission enti
MangaDBi -MongaD Bl SG s for PC-Matrix 11 Pavmission entied 1 Pamission &
MengoDB1 -MongaD Bl 56 used for PC-mongo. 7 Parmission entries 1 Permission entry
< > v
=
5g-0fa5d462e2127ackl - bpa_mongo_db_SG -
Details Indseund rul Outbound rules Tags
@ You can now check network connectivity with Reachability Anatyzer Run Reachability Analyzer x
Inbound rules (2} C Edit Inbound rules
+1 1 @
Name v Security group rule... ¥ IP version Type Protegol Part range Source v Deseription
sgr-Ob3ad752720a378. IPvd Al TCP TP 0 - 65535 10.224.00/16
sgr-05a269¢7d0a2a26 1Py ML TCP TCP 0- 65535 100.64.0.0/16
< >
J = |

ECR ASIMAGE REGISTRY

1. Creating Amazon ECR repositories and pushing Docker images into them involves several steps.
These are the steps to create an ECR repository, tag a Docker image, and push it to the repository

using the AWS CLI.

aws ecr create-repository --repository-nane your-imge-nanme --region

your -regi on

2. Replace:



* your-image-name with the desired name for your ECR repository.
* your-region with your AWS region

3. Steps to tag and push the image.
* Example:

docker tag containers.cisco.con bpal/ sase-service: 4.0.3-522
<account nunber >. dkr. ecr. us-west -
2. amazonaws. conl <r eposi tory_pat h>/ sase-service: 4. 0. 3-522

docker push <account nunber>. dkr. ecr. us-west -

2. amazonaws. conl <r eposi tory_pat h>/ sase-service: 4. 0. 3-522

4. Configure IAM Role for EKS Nodes

5. Ensure that the EKS worker nodes (EC2 instances) have the necessary 1AM role attached with
permissions to pull images from ECR. The IAM policy required is.

{
"Version": "2012-10-17",
"Statenment": |
{
"Effect": "Alow',
"Action": |
"ecr: Get Downl oadUr | For Layer ™,
"ecr: Bat chGet | nage",
"ecr: Bat chCheckLayer Avai l abi lity"
1.
"Resource": "*"
}
]
}

6. Attach this policy to the IAM role associated with your EKS worker nodes.

BPA DEPLOYMENT

The deployment of BPA involves several steps, including labeling EK'S worker nodes, preparing directories
on nodes, copying BPA packages, and deploying BPA using Helm.



1. For our customer deployment, we have utilized the following versions of software and cloud services:

1. BPA: 4.0.3-6
2. RDS (Relational Database Service): PostgreSQL 16.3-R1
3. MongoDB Atlas: v5.0.29
4. EKS (Elastic Kubernetes Service): v1.27
2. These components ensure that our deployment is robust, scalable, and capable of handling the
required workloads efficiently.
3. Labeling EKS Worker Nodes

kubect! |abel node <worker _node_1> name=node-1
kubect! |abel node <worker _node_2> nanme=node- 2
kubect! |abel node <worker node_ 3> nanme=node- 3
kubect!| | abel node <worker node_ 4> nane=node- 4

Preparing Directories on Nodes

* NODE 1:

rm-rf /opt/bpal/datal

nkdir -p /opt/bpal/datal/zookeeperl
nkdir -p /opt/bpal/datal/zookeeper4
nkdir -p /opt/bpal/datal/zookeeper5
chnod 777 /opt/bpal/ dat a/ zookeeper 1
chnod 777 /opt/ bpal/ dat a/ zookeeper 4
chnod 777 /opt/bpal/ dat a/ zookeeper5
nkdir -p /opt/bpal/data/kaf kal
chrmod 777 /opt/ bpal/ dat a/ kaf kal
sysctl -w vm max_map_count =262144

* NODE 2:

rm-rf /opt/bpaldatal

nkdir -p /opt/bpal/datal/zookeeperl
nkdir -p /opt/bpal/datal/zookeeper4
nkdir -p /opt/bpal/datal/zookeeper5
chnod 777 /opt/ bpal/ dat a/ zookeeper 1
chnod 777 /opt/ bpal/ dat a/ zookeeper 4
chrmod 777 /opt/ bpal/ dat a/ zookeeper5
nkdir -p /opt/bpal/datalkaf kal
chnod 777 /opt/bpal/ dat a/ kaf kal
sysctl -w vm max_map_count =262144

* NODE 3:

rm-rf /opt/bpal/data

sysctl -w vm max_map_count =262144
nkdir -p /opt/bpal/data/kaf ka3
nkdir -p /opt/bpal/datal/zookeeper3
nkdir -p /opt/bpal/ datal/zookeeper4
nkdir -p /opt/bpal/datal/zookeeper5
chnod 777 /opt/ bpal/ dat a/ kaf ka3
chnod 777 /opt/ bpal/ dat a/ zookeeper 3



chnod 777 /opt/bpal/ dat a/ zookeeper 4
chnod 777 /opt/ bpal/ dat a/ zookeeper5

* NODE 4:

nkdir -p /opt/bpal/datalelk

nkdir -p /opt/bpal/datal/nmetrices/ pronetheus
nkdir -p /opt/bpal/datal/netrices/grafana
chnod 777 /opt/bpal/datal/ metrices

chnod 777 [opt/bpal/ datal/ nmetrices/ pronet heus
chnod 777 [opt/bpal/datal/ netrices/grafana
sysctl -w vm max_map_count =262144

Copying BPA Packages
scp -r packages to nodel:/opt/bpa/
scp -r packages to node2:/opt/ bpa/
scp -r packages to node3:/opt/ bpa/
scp -r packages to node4:/opt/ bpa/
Deploying BPA Using Helm
hel minstall bpa-rel --create-nanespace --nanmespace bpa-ns /opt/EKS/ bpa-
hel m chart
I ngress Setup
Enabling Ingress

* Update values.yam1to enable ingress:

ingress_controller: {create: true}

Creating a Secret Using BPA Certificate

» Navigate to the certificate directory and create a secret:

cd /opt/bpal/ <BPA hel m chart | ocation>/bpa/conf/comon/certs/
kubect| create secret tls bpa-certificate-ingress --cert=bap-
cert.pem - - key=bap-key. pem -n bpa-ns

Updating Ingress Controller

* Add the newly created secret in the ingress-controller.yaml file:

cd /opt/ bpa/ <BPA hel mchart | ocation>/tenpl ates/

Vi ingress-controller.yan

"- --default-ssl-certificate=$(POD_NAMESPACE)/bpa-certificate-
i ngress”



Updating Ingress Certificate

» Perform Helm delete and install to update the ingress certificate.

Environment Specifications

The environment specifications include requirements for EC2 instances, load balancers, VPC endpoints, and
RDS instances. Key specifications are:

* EC2 Requirements:

1. Storage requirements:2TB space per nodes. Mount EBS volume to /opt and add an entry in
[etc/fstab for al the nodes.

2. Security group inbound: 30101, 443, 0 — 65535 TCP, 22 for ssh.
3. Security group outbound: All traffic must be enabled.

4. DNS Resolver: EC2 must have on-prem resolvers in /etc/resol ve.conf.

L oad balancer requirements:

* Listeners ports must be 443, 30101.

* VPC End point Requirements (Atlas MongoDB).

» VPC end points created for Atlas connectivity is available in the parent account. VPC Endpoint must
have security group which allows all inbound access(0 - 65535).

KEY CONCEPTS AND COMPONENTS

Understanding K ubernetes fundamentalsis essential for effectively deploying and managing applications
using Amazon EKS.

CONCLUSION

This paper provides a detailed guide for deploying and managing Business Process Automation (BPA)
applications using Amazon EKS. By following the outlined steps and understanding the key concepts,
organizations can leverage the benefits of EKS for their containerized BPA applications.
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