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Introduction

This document describes how to resolve trust issues that occur when you try to use the 1AM
account for multi-cloud automation.

Background

When you use the Cisco multi-cloud feature with AWS TGW and your company AWS account,
there are trust issues. That is because the unique company Account ID is different from the vmanage
EC2 instance in AWS.

Problem

When you use the 1AM account for multi-cloud automation, it causes a trust issue.

Solution

To resolve this problem:

1. Navigate to Aws > Identity and Access Management (IAM) and create a new ROLE or another listed
ROLE.

2. On the aws portal, enter Iam in the search bar. The 1am opens.
3. From the side panel, navigate to Roles and then select Create New.

Identity and Access x @ Introducing the new Roles list axperience

Management (IAM) Wa've redesigned the Roles list experience to make it easier to use, Let us know what you think.
Dashboard 1AM
1.2 > @

Role namae . Trusted entities Last act... =
admin Mdontity Provider am:aws:iarm:: 75:saml-providen/cloudsse. cisco com 21 minutis ago
aws_niew Account: aws.1.13 7 hours ago

Aceount: azwe 55614

AWSSenviceRoleForCloudFormationStackSatsOmMember AWS Service: member, ong.stacksats_cloudformation (Service-Linked Role) 51 days ago



4. Select the Another AWS Account @s an option.

5. The Account ID is the Aws Account and has the vMmanage EC2 instance built. For Cisco Hosted
accounts, the account ID is "2002388880647". (This is NOT your own AWS Account ID.) See
Reference at the end of this article.

6. Check the box for "External ID" and enter a value under vManage > Cloud onRamp for multi-cloud >
Account Management > Add AWS Account.

> Associate Cloud Account

0 CONFIGURATION Cloud OnRamp For Multi-Cloud > Cloud Account Managemen

Provide Cloud Account Details

Cloud Provider aWs  amazon Web Services

Cloud Account Name

Description (optional)

Use for Cloud Gateway ves @ no
Login in to AWS with Key '® |AMRole
Role ARN

External Id @



Create role Q : : -
Select type of trusted entity

== AWS service Another AWS account @ \qub_'d""t'w = SAML 2.0 federation
. l EC2, Lambda and others Belonging to you or 3rd party p:ﬁ?&t; or any OpeniD Your corporate directory

Allows entities in other accounts to perform actions in this account. Learn more

Specify accounts that can use this role

Account ID* 1234567 o

Options « Require external ID (Best practice when a third party will assume this role)

‘You can increase the security of your role by requiring an optional external identifier, which
prevents "confused deputy” attacks. This is recommended if you do not own or have
administrative access to the account that can assume this role. The external ID can include
any characters that you choose. To assume this role, users must be in the trusted account and
provide this exact external ID. Learn more

External ID

vm: 1234567

Important: The console does not support using an external ID with the Switch Role feature. If
you select this option, entities in the trusted account must use the API, CLI, or a custom
federation proxy to make cross-account iam:AssumeRole calls. Learn more

Require MFAE

7. Set permissions.

Create role p o & 4

~ Attach permissions policies

Choose one or more policies to attach to your new role.

Create policy 4
Filter policies v~ Q EC2 Showing 32 results
Policy name ~ Used as

» B AmazonEC2 ContainerRegistryFullAccess None

» B AmazonEC2 ContainerRegistryPowerUser None

» 0 AmazonEC2 ContainerRegistryReadOnly None

» B AmazonEC2ContainerServiceAutoscaleRole None

3 ﬁ AmazonEC2ContainerServiceEventsRole None

» W AmazonEC2ContainerServiceforEC2Role None

» Bl AmazonEC2ContainerServiceRole None
v » Wi AmazonEC2FullAccess Permissions policy (1)

» Set permissions boundary

8. Skip the tags.



9. Review the last page and name the role. Post the creation of rRoLE and copy the ArRN from the
Aws portal.

Create role 1) (2) (s o

Review
Provide the required information below and review this role before you create it.
Role name™ aws_account _1234567

Use alphanumeric and '+=,.@-_' characters. Maximum 64 characters.

Role description aws multicloud test

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

Trusted entities The account aws_account_1234567

Policies AdministratorAccess (£
AmazonVPCFullAccess (4

AmazonEC2FullAccess (4

Permissions boundary Permissions boundary is not set

No tags were added.

Roles » aws_account_1234567

Summary

Role ARN arn:aws:iam::75:role/aws_account 1234567 (7
Role description aws multicloud test | Edit
Instance Profile ARNs )
Path /
Creation time 2021-08-05 23:21 EDT
Last activity Not accessed in the tracking period
Maximum session duration 1 hour Edit

Give this link to users who can switch roles https://signin.aws.amazon.com/switchrole?roleName=aws account&account=1234567

in the console

10. Ensure that the syntax under the "Trust Relationship > Edit Relationship"matches this JSON
example (with the values you set):

{ "Version": "2022-05-04", "Statement": [ { "Effect": "Allow', "Principal": { "AW":
"arn:aws:iam:account_nunber:root" }, "Action": "sts:AssuneRole", "Condition": { "StringEqual s":
{ "sts:Externalld": "vmsite address”" } } } ] }

11. Copy the ARN from Aws and fill in the details on the vmanage multi-cloud page.



Cloud Account Credentials - Update

Cloud Provider aws

Cloud Account Name

Description (optional)

Use for Cloud Gateway Yes No
Login in to AWS with Key ® |AM Role
Role ARN

External Id @

The "warllog/inmsi/containers/cloudagent-v2/cloudagent-v2.log” file has valuable messages (with the values
you set):

[ 2021- 08- 06T02: 47: 07UTC+0000: 140360670770944: | NFO ca- v2: gr pc_servi ce. py: 432] Returni ng
Val i dat eAccount I nfo Response: { "ncCxt": { "tenantld": "VTAC5 - 19335", "ctxld": "ebd23ecl-
95f a- 4e27- 8f 6a- e3b10c086f 95" }, "accountlnfo”: { "cloudType": "AWS', "account Nanme":
"aws_account name", "orgName": "VTAC5 - 19335", "description": "", "billingld": "",
"awsAccount I nfo": { "account Specificlnfo": { "authType": "I AM', "ianBasedAuth": { "arn":

" HUI Z82ywKt +Ef SAKS8kaMpWCFE7WBVLj qaJCPgnSP1D61Rsd1yr | | dnsf 9bW OFNhUKH5LQg+2Gkdey0l y TUg=="

Reference

Cisco Cloud onRamp for laaS AWS Version2.html



https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_IaaS_AWS_Version2.html
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