Configure Per-Device Configuration for Catalyst
9800 WL C in Catalyst Center

Contents

Introduction
Prerequisites
Reguirements
Components Used
Related Products
Backaround Information
Per-Device Configuration versus | ntent-Based Provisioning
Configurable Areas
Eeature History
Restrictions
Configure
Network Diagram

Configurations
Step 1. Prepare the Catalyst 9800 for Catalyst Center
Step 2. Assian the Controller to a Site and Resync
Step 3. Enable Per-Device Configuration
Step 4. Create a WLAN Profile
Step 5. Preview and Deploy the Change
Step 6. Map the WLAN to a Policy Profilein aPolicy Tag
Step 7. Clone an Existing RF Profile
Step 8. Assian Tags to the Access Points
Step 9. Delete a Configuration Object
Verify
On Catalyst Center
On the Catalyst 9800
Out-of-Band Changes
Troubleshoot
The Enable Per-Device Configuration Option Is Not Shown
Per-Device Configuration Opens in Read-Only Mode
The Provisioning Task Fails

Changes Made on the Controller Do Not Appear in Catalyst Center

| ntroduction

This document describes how to use Per-Device Configuration in Catalyst Center to manage an existing
Catalyst 9800 Wireless LAN Controller.



Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

 Catalyst 9800 configuration model (wireless LAN (WLAN) profiles, policy profiles, and policy, site,
and radio frequency (RF) tags)
» Cisco Catalyst Center inventory, site hierarchy, and device provisioning

Before you begin, ensure that:

» Catalyst Center runs Release 2.3.7.9 or later.

» The Catalyst 9800 runs Cisco |0S XE Release 17.12 or |ater.

» The Catalyst 9800 isin the Catalyst Center inventory (added through Discovery, manually, by
comma-separated values (CSV) file import, or with the Prime Data Migration Tool) and its status is
Managed.

* Network Configuration Protocol (NETCONF) is enabled on the Catalyst 9800 (netconf-yang, TCP
port 830) and the NETCONF credentias are configured in Catalyst Center.

» Thesite hierarchy exists.

» The controller has not been provisioned with intent-based (network profile) provisioning. If it has,
Per-Device Configuration opens in read-only mode.

Components Used
The information in this document is based on these software and hardware versions:

» Cisco Catalyst Center Release 3.2.3
 Cisco Catalyst 9800-CL Wireless Controller, Cisco I0S XE Release 17.18.4a
 Cisco access pointsin local mode 9178l

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Related Products

This document can also be used with these hardware and software versions:



» Cisco Catalyst Center Release 3.1.x. The configuration features are grouped under different menu
names, as described in Configurable Areas.
» Catalyst 9800 Series Wireless LAN Controllers that run Cisco |0S XE Release 17.12 or later

Background Information

Catalyst Center traditionally manages wireless controllers with intent-based provisioning: you define the
wireless design at the site level (service set identifiers (SSIDs), network profiles, RF profiles, and model
configurations) and Catalyst Center generates and pushes the controller configuration. For controllers that
already run a production configuration, this approach requires the configuration to be recreated or learned
into the design.

In Catalyst Center Release 2.3.7.9, the Learn Device Configuration workflow was deprecated, and Per-
Device Configuration for Catalyst 9800 Series Wireless LAN Controllers (WL Cs) was introduced. Per-
Device Configuration lets you create, edit, clone, and del ete configuration objects on a single controller
directly from Catalyst Center, in away similar to the controller web interface. With it, Cisco Catalyst Center
can manage an existing (brownfield) controller without moving its configuration to intent-based network
profiles. The feature is disabled by default and is enabled per controller.

Per-Device Configuration versus I ntent-Based Provisioning

Per-Device

Configuration I ntent-based provisioning

Site-level design (network
The objects that exist on the controller profiles, network settings, model
configurations)

Source of the
configuration

Bet fit Brownfield controllers, controller-specific Greenfield deployments,
settings standardized multi-site designs

Redesign required No Yes, for existing controllers

Softwar e-Defined

Access (SD-Access) Not supported Supported

wireless

Not supported. A controller provisioned with
Intent-based provisioning shows Per-Device
Configuration in read-only mode

Coexistence on the
same controller




Configurable Areas

In Release 3.2.3, the Configuration tab of the device details window groups the controller features as
shown in this table. The menu names are shown as they appear in the GUI. The available options depend on
the Cisco 10S XE release that runs on the controller.

Menu Features
WLAN Profiles, Policy Profiles, Remote LAN Profiles, Remote LAN Policies, Policy Tags,
SSID )
802.11be Profiles
RE RF Profiles, Radio Profiles, RF Tags, Multi BSSID Profiles, URWB Network Profile, RF
Defaults
AP AP Join Profiles, Mesh, Power Profiles, Flex Profiles, Site Tags, Calendar Profiles
Tag Mapping |AP Priming, Tag Mapping (tag priority, static, location-based, and rule-based mapping)
Securit AAA, AAA Policy, ACL, EAP, URL Filters, Guest User, Web Auth, TrustSec, WPP, LSC,
y AP Certificate Policy
Global CleanAir, High Throughput, Media Parameters, ATF, Network Parameters, Global
Wirdless Parameters, RRM, Advanced, mDNS, Multicast, Location, Country, Cisco DNA
Integration Settings, AP Policy, Wireless Geolocation
Services Local Policy, QoS, AVC, EoGRE, Media Stream, Guest LAN, Excluded Clients
Layer 2 VLAN, Interfaces, Discovery Protocols
Network DNS, DHCP Pools, HTTP/HTTPS, SNMP, NTP
Settings
Layer 3 Routing
Administration |Device, User Administration, AP Upgrade Configuration
Mobility Mobility

S



Note: The menus were reorganized in Release 3.2.2. In Releases 2.3.7.x and 3.1.%, the same
features are grouped under WLAN, RF, AP Join, Flex Profiles, Tags, Security, Globa Radio,
Globa Wireless, Other, Layer 2, Network Settings, Layer 3, and Administration.

Feature History

Catalyst Center

rel Change
2.3.7.9 Per-Device Configuration introduced. Learn Device Configuration deprecated.
23711 802.11be enhancements for Cisco IOS XE 17.18.1

Additional parameters. Configure Access Points adds virtual LAN (VLAN) tag, Domain
3.1.3 Name System (DNS), LAN port, and basic service set (BSS) color. Clone profiles across
controllers. AP priming. Catalyst 9800-CL on Microsoft Azure.

Menu reorganization. Cisco TrustSec (CTS) over HTTPS, SGT Exchange Protocol
3.2.2 (SXP) over IPv6, MACsec. Support for Cisco IOS XE 17.18.2 and 26.1.1. Warnings for
insecure options such as Lightweight Extensible Authentication Protocol (LEAP).

Restrictions

 Per-Device Configuration and intent-based provisioning cannot be used together on the same
controller.

» SD-Access (fabric) wirelessis not supported.

» Al-Enhanced Radio Resource Management (RRM) is supported only with the Enable Without Device
Provisioning option and supported only for assurance use case.

» Layer 3 static routes are supported without virtual routing and forwarding (VRF).

* In1Pv6 deployments, Per-Device Configuration continues to support |Pv4 configurations (Release
3.2.3).

» After Per-Device Configuration is enabled on a controller, it cannot be disabled. Configuration objects
created with it can be edited or deleted at any time.

Configure

Network Diagram



This image shows the topology used in this example. Catalyst Center manages the controller with
NETCONF, and the access points join the controller with Control and Provisioning of Wireless Access
Points (CAPWAP).

WLAN Profile Policy Tag RF Profile AP Tags
PDC-LAB, WLAN ID 50 PDC-LAB-PT PDC-LAB-5GHZ Edit AP Configuration Set
WPAZ-Personal (PSK) PDC-LAB to policy profile Clone of an existing profile Policy, site, and RF tag
CAPWAP tunnel @ ) @
| ot cren s /
= { : - AP-01 Wireless client
SSID PDC-LAB

S

Catalyst Center WLC-9800-01
Release 3.2.3 Catalyst 9800-CL, 17.18.4a

Configurations

In this example, the controller already runs WLANS, tags, and profiles, asin a brownfield deployment. Per-
Device Configuration is used to add aWLAN, preview and deploy it, map it to a policy profilein apolicy
tag, clone an RF profile, and assign tags to the APs. Every change in Per-Device Configuration Uses the
same Review and Provision, Preview, and Deploy flow, shown in detail in Step 5.

Step 1. Preparethe Catalyst 9800 for Catalyst Center

Catalyst Center uses NETCONF to read and write the controller configuration. Ensure NETCONF is
enabled on the controller:

WLC# configure terminal
WLC(config)# netconf-yang
WLC(config)# end

S

Note: NETCONF requires aaa new-model and a privilege level 15 user that is authorized by the
authentication, authorization, and accounting (AAA) method listsin use. On a production
controller, do not change the existing AAA method lists without review, because that can affect
administrator access.



Verify that the NETCONF processes run:

WLC# show platform software yang-management process

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
nginx : Running
ndbmand : Running
pubd : Running
gnmib : Not Running

Step 2. Assign the Controller to a Site and Resync

1. Navigate to Provision > Inventory.
2. Select the controller, and choose Actions > Provision > Assign Deviceto Site. Select the building
that the controller serves and click Assign and wait until the controller shows M anaged and

Reachable.
3. Click the controller name to open the device details window and selec View Device Details.
* . . : Pl
»~ WLC_vicerril.nms.cisco.com As of: 12:41 PM

I View Device Details| [ View 360 = Run Commands

i Reachable | Health 10 | Uptime 55 days 22 hrs
IP Address 18 o
Farmily

Wireless Controller

Image Version o .
17.18.4a (Distribution Pending)

Site

Provision Status (1)
= Success

Show More

4. The device detail page is opened and the menu shows the status of the controller and the Enable per -
device configuration, View 360, Run commands, and Refr esh options.



< All devices
*I'- wlc9800 mummEmrE @ Reachable & Managed

Enable per-device configuration [7 View 360 [(J Runcommands ' Refresh | Last updated: 10 hours 51 minutes ago @&

Summary Details Configuration Security Field notices Compliance

General

IP address 18
Site Glabal/
Device model  Cisco Catalyst 9800-CL Wireless Controller for Cloud Device role  ACCESS

Uptime 107 days 2 hrs 37 mins

Step 3. Enable Per-Device Configuration

Summary  Details  Configuration  Security  Fieldnotices  Compliance

General

IPaddress 10

site Global

Device model  Cisco Catalyst 9800-CL Wireless Controller for Cloud Devicerole  ACCESS

Uptime 107 days 2 hrs 37 mins

1. Enable Per-Device Configuration for the controller and confirm

2. Resync the controller (Actions > Inventory > Resync Device) so that Catalyst Center reads the
current configuration.

3. A new option in the device details shows the number of APs managed and registered by that WLC

4. In the device details window of the controller, click the Configur ation tab.

After the resync, the Configuration tab shows the label Per-device configuration and lists the existing
objects of the controller. The left menu groups the features (SSID, RF, AP, Tag Mapping, Security, Global
Wireless, Services, Layer 2, Network Settings, Layer 3, Administration, and Mobility), and each table offers
Add and Clone from another WLC.



& All devices
+ . . .
-~ WLC_vicerril.nms.cisco.com © Reachable & Managed
% Manage 2 APs [§ View 360 [ Runcommands ' Refresh Lastupdated: 6 minutes ago @

Summary Details Configuration Security Field notices Compliance

Q. Search Features I WLAN Profiles 0] Per-device configuration ©A
SSID » |
RF 5 WLAN Profiles (20) @ Add Clone from another WLC
AP > [ Q, Search for WLAN Profile Name or WLAN ID or SSID Name or Wi-Fi ]
Tag Mapping >
0 Selected Actions v
Security >
[:] WLAN Profile Name Status WLAN ID SSID Name
Global Wireless >
Services > O test T 5 test
Layer 2 > O . t 35
Network Settings > D - + 36
Layer 3 »
O . T 100
Administration >
OJ T 15
Mobility
O T 34

The information icon next to the label displays: Per-device configuration allows changes to be made by
editing the configuration directly on this page.

Note: Per-Device Configuration cannot be disabled after it is enabled.

Step 4. Createa WL AN Profile

1. Inthe Configuration tab, choose SSID > WLAN Profilesand click Add.
2. In General, configure:
» Wireless Network Name (SSID): PDC-LAB
* WLAN ID: 50 (range 1 to 4096; use an ID that is not in use on the controller)
* WLAN Profile Name: PDC-LAB
» SSID State: Admin Status Enabled



Create WLAN Profile i

| Q Search I General
The General tab allows to define the basic WLAN profile properties
General such as the name, the SSID, the WLAN ID, radio policy and so on.
Security v
Wireless Network Name (SSID)*
Layer 2 | PDC-LAB IG}
Layer 3 Length: 1t 32
AAA WLAN ID*
Advanced v l =0 I ©
Range: 1to 4096
1be
WLAN Profile Name*
11
ax | PDC-LAB | ®
11k Length: 110 32
11v BSS
. . SSID State
Device Analytics
Max Clients @D ~dmin status @
Off Channgl Scan @D sroadeast ssip @

Miscellaneous

3. In Security > Layer 2, choose Per sonal, and keep WPA2 (Wi-Fi Protected Access 2),
AES(CCMP128), and the PSK (pre-shared key) authentication key management (AKM). Set PSK
Format to ASCII and enter the Pre-Shared Key. The default Layer 2 option is Enterprise.

Create WLAN Profile

Configure Layer 2 Security policies for WLAN. WLANs with the same SSID must have unique Layer 2 security policies.

T

Advanced containsthe 11be, 11ax, 11k, and 11v settings.
4. Click Review and Provision.



Create WLAN Profile N

(@ searc | Layer2

Configure Layer 2 Security policies for WLAN. WLANs with the same SSID must have unique Layer 2 security policies.

General

Security w

Auth Key Management

Layer 2 |
PSK @ (] easy-psk ©®

Layer 3
AAA Ofrersk @ (] Psk-sHAZ56 ©
Advanced w PSK Format* PSK Type*
l Ascl N ]‘@ [ Unencrypted ~ ]@
Tbe
1lax
Pre-Shared Key*
K = show | ©
11v BSS

Device Analytics

) Protected Management Frame (802.11w)
Max Clients

.
Off Channel Scan Status

Disabled v J ®
Miscellaneous

Fast Transition (802.11r)

Fast Transition Mode*

Adaptive Enabled v | ® D Over the DS @

ENLER Review and Provisien

Step 5. Preview and Deploy the Change

1. Inthe Provision pane, choose how to deploy:
* Now deploysimmediately. It is not available when System > Settings > Visibility and Control
of Configurations enforces a preview before deployment, asin this lab.
» Later schedules the deployment.
» Preview and Deploy (Recommended) prepares the configuration so you can review it without
an impact on the running network, and deploy it |ater.
2. Choose Preview and Deploy, enter a Task Name (this example uses PDC-Create-WLAN-PDC-
LAB), and click Apply.



Create WLAN Profile > Provision X
Provision

ﬂ Learn how the Visibility and Control of Configurations feature helps optimize your workflow.
More

ﬂ This workflow supports enforcing network administrators and other users to preview x
configurations before deploying them on the network devices. To configure this setting, go to
System = Settings = Visibility and Control of Configurations

r._‘ -

O Later

@ Preview and Deploy (Recommended) @
Allows previewing device configurations and deploying
them at any time. View status in Tasks

Task Name*

| PDC-LAB-SSID-Deployment

...

3. Catalyst Center shows Step 2 of 3: Preparing Devices and Configuration Models whileit calculates
the configuration. To review it later, click Exit and Preview Later. The work item staysin Activities
> Tasks.

4. 1n Step 3 of 3: Preview Configuration, click the controller name. Configuration to be Deployed
shows the NETCONF payload that is based on the YANG (Y et Another Next Generation) data
models (DEFAULT view). For aWLAN, the payload uses the Cisco-|OS-X E-wireless-wlan-cfg
model.




PDC-LAB-SSID-Deployment

Step 3 of 3: Preview Configuration

As of: 1:36:57 PM  .* Refresh

Review the device configuration provided below by clicking on each device. When
you are done reviewing, click Deploy. Click Exit and Preview Later to defer the

review. The deferred review can be found in the Tasks menu. Status: @) Ready
[ Q Search by device n... ] @ DevicelP  18.
Site Global; o
WLC_vicerril.nms.cisco.com & |
Configuration to be Deployed
[ Q Search configuration ] | View by Source « All ~ I
YANG - All =Pd & 52

27 Line(s)

1~ <wlan-cfg-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-wireless

2- <wlan-cfg-entries =

- <wlan-cfg-entry =

4 <profile-name=><![CDATA[PDC-LAB]]></profile-name>
5 <wlan-id>b8</wlan-id>

3] <auth-key-mgmt-psk=true</auth-key-mgmt-psk:=

7 <auth-key-mgmt-dot1x=false</auth-key-mgmt-dot1x>
g8 .;pgk;******q fpske=

9 <psk-type=clear=</psk-type=

18~ <apf-vap-id-data >

11 <55id><! [CDATA[PDC-LAB] |></55id=

12 <wlan-status>true</wlan-status>

13 </fapf-vap-id-data>

14 ~ <wlan=-radio-policies =

15~ <wlan-radio-policy =

16 <band>dot11-5-ghz-band=/band>

17 <glotB>true</slot@=

18 <glotl>true</slotl>

19 el ot T dreiim e Fala+se

Exit and Preview Later Deploy

5. Click YANG_TO_CLI to seethe Generated CL1, which is the command-line interface (CLI)
equivalent of the YANG payload. Asthe window states, this CLI is a preview only and must not be
applied directly on the device.



PDC-LAB-SSID-Deployment

Step 3 of 3: Preview Configuration

As of: 1:35:19 PM 7 Refresh

Review the device configuration provided below by clicking on each device. When
you are done reviewing, click Deploy. Click Exit and Preview Later to defer the

review. The deferred review can be found in the Tasks menu. Status: @ Ready
[ Q Search by device n... ] ® DevicelP  18.79
Site Global/ O]

WLC_vicerril.nms.cisco.com & |

Configuration to be Deployed

[ Q Search configuration ] | View by Source = All v I

Generated CLI - All
10 Line(s)

Below is the “CLI preview” of the effective configuration change on the device after
applying the YANG configuration payload. This CLI configuration shouid not be applied
directly by logging onto the device.

1  wlan PDC-LAB 58 PDC-LAB

2 security wpa psk set-key ascii 8 BN | ] -
3 no security wpa akm dotlx

4 security wpa akm psk

5 no shutdown

6 radic policy dot11 24ghz

7 radio policy dotl11 Sghz

8 slot @

9 slot 1

18 slot 2

Exit and Preview Later Deploy

The Generated CLI for thisexampleis:

wlan PDC-LAB 50 PDC-LAB
security wpa psk set-key ascii 8 <encrypted-key>
no security wpa akm dotlx
security wpa akm psk
radio policy dotll 24ghz
radio policy dotll 5ghz
slot O
slot 1
slot 2




6. Click Deploy. In the Deploy pane, choose Now (or Later), confirm the Task Name, and click
Submit.

7. Navigate to Activities > Tasks and open the task. The task typeis PROVISION, and the status
changes to Success when the controller accepts the configuration.

PDC-LAB-SSID-Deployment X

PROVISION

Completed sSuccess

Start End

Oct 28,2026 1:38 PM  Oct 28, 2026 1:38 PM As of: 1.40:30 PM =

TASK PROGRESS

1 1 0 0 0 0

Total success Failed Stopped In Progress Mot Started

o &

This task was created to deploy configuration that was previously previewed as a work item.

[l View Work Item Details
Hostname WLC vicerril.nms.cisco.com
IP Address 1078
Status @ Success

Step 6. Map the WLAN to a Policy Profilein a Policy Tag

1. If the WLAN needs a dedicated policy profile (for example, with adifferent VLAN), create it first in
SSID > Policy Profileswith Add. This example uses the existing default- pollcy proflle

WLC _vicerril.nms.cisco.com @ rescnavie © Managed

( ) Policy Tags o

WLAN Profies Policy Tags (13) o] o
£ )

802:11be Profites
>

2. Choose SSID > Policy Tagsand click Add. -

3. InCreate Policy Tag, enter the name PDC-LAB-PT.

4. In WLAN Profile- Policy Profile Mapping, click Add, select the WLAN profile PDC-LAB and the
policy profile, and save the mapping.

5. Click Review and Provision, and complete the deployment as described in Step 5.

i
[
o
C



Create Policy Tag

Tag Name*

[ PDG-LAB-PT @

Length: 1to 32

Description

£

Length: O to 64

WLAN Profile - Policy Profile Mapping (1) © Add

[Q Search Table

0 Selected Actions v

[:J WLAN Profile = Policy Profile

(J ppc-LaB default-policy-profile

1 Record(s) Show Records: | 25 v I 1-1 < m >

Cancel |ECEIGEVELE LGTEG]

Step 7. Clone an Existing RF Profile

Cloning reuses an existing object of the controller as a starting point.

1. Choose RF > RF Profiles, select an existing profile (for example, Low_Client_Density rf 5gh), and

€ All devices

-~ WLC_vicerril.nms.cisco.com © Rreachable @ Managed % Manage2 APs (] View 360 () Runcommands o Refresh Lastupdated: 3 hours 27 minutes sgo ®

Summary Details Configuration Security Field notices

Compliance
RF Profiles o Por-device configuration O
s8I B
" M RF Profiles (2) @ Add  Clone from another WLC
RF Profiles | [ Q low_ o
Radio Prafiles )
1Selected [Actions ~
RF Tags -~
e P Admin Stats  Band Description RETag AP Conflguration Sets o
Multi BSSID Profiles
URWB Network Profile O row] Poel® |ty er2agn T 24GHz  preconfigured Low Client De.. 0 o
R Defaulte T 5GHz  preconfigured Low ClientDe.. O o
AP >

2 Record(s)

showRecods: [25 v | 1.2 < (1) >

choose Actions > Clone. ™ ,



2. In General, enter the RF Profile Name PDC-LAB-5GHZ and adjust the parametersin the 802.11,
RRM, 802.11ax, Advanced, and 802.11be sections as needed.
3. Click Review and Provision, and complete the deployment as described in Step 5.

Clone RF Profiles Profile %
[ Q Search ] General

General | RF Profile Name*

. [ PDC-LAB-5GHZ ]@

RRM v

Description

Trap Thresholds
pre configured Low Client Density

Sovarags rfprofile for 5gh radio

TPC t
1 Lo

DCA Radio Band*

5 W
802.11ax [ i ] @
Advanced

c Status @
802.11be
NDP Mode*
[ Auto v ] ®

Cancel | BGETETELT E I CITELT]

p Tip: To copy objects from another Catalyst 9800 that is managed by the same Catalyst Center, use
Clone from another WL C in thetable of the object type.

Step 8. Assign Tagsto the Access Points

1. In the header of the device details window, click Manage APs. The Oper ational Access Pointstable
shows the Policy Tag, Site Tag, RF Tag, and Tag Source of each AP. This table shows the state of the
network after the last controller resync.



Access Points

This Operational Access Points tab displays the state of the network only after the controller has been resynced. @
To configule other AP and Radio Parameters, launch the Configure Access Points workflow,

Operational Access Points (2) & Export &
l Q  Click here to apply basic or advanced filters or view recently applied fiters —
0 Selected As of: Oct 28, 2026 516 PM -:'
D AP Name * IP Address AP Ethernet MAC Address Connection Status Policy Tag Site Tag RF Tag
[:] AP " on wow 10, cC: = @ Reachable default-policy-tag default-site-tag default-rf-tag
O UR u 10. ce: @ Reachable default-policy-tag Meraki_auto default-rf-tag
2 Record(s) Show Records: | 25 v | 1-2 < >

2. Select the AP and click Edit AP Configuration Set.
3. Select the Policy Tag (for example, PDC-LAB-PT), Site Tag, and RF Tag.
4. Click Review and Provision, and complete the deployment as described in Step 5.




Access Points > Edit AP Configuration Set

Edit AP Configuration Set

AP Ethernet MAC Address

@®
Policy Tag*
| default-policy-tag ~ IG}
Site Tag*
| default-site-tag v I{D
RF Tag*
| default-rf-tag W IG}

Cancel

Caution: A tag change can make the AP rgjoin the controller or reset its radios, which disconnects
its clients. Plan tag changes for production APs in a maintenance window. Before you change the
tags, record the current tags of the APs so that you can revert them.

Step 9. Delete a Configuration Object

Per-Device Configuration also removes objects from the controller with the same preview and deploy flow.
This example deletes the WLAN PDC-LAB:

1. Choose SSID > WLAN Profiles, select PDC-LAB, and choose Actions > Delete.

2. Confirm the warning Are you sure you want to delete the selected WLAN Profiles? with Yes.

3. Complete the deployment as described in Step 5. The Y ANG payload uses the del ete operation on the
WLAN entry, and the Generated CL 1 is:

no wlan PDC-LAB 50 PDC-LAB



Device IP 18

Site Globalj @

Configuration to be Deployed EN
Q1 Search configuration l [ View by Source « All + ]
Generated CLI - All = 8] || b4
1 Linels)

Below is the “CL! preview” of the effective configuration change on the device after applying the YANG configuration payload. This CLI configuration
should not be applied directly by logging onto the device.

no wlan PDC-LAB 58 PDC-LAB

Exit and Preview Later Deploy

Verify

Use this section to confirm that your configuration works properly.

On Catalyst Center

» The provisioning task shows Successin Activities > Tasks (Image 8).

* Inthe Configuration tab of the controller, the new object islisted. In this example, SSID > WLAN
Profileslists PDC-LAB with WLAN ID 50, as shown in Image 14. The WLAN is not mapped to a
policy tag yet, so its Policy Tags count is 0.



=:= WLC_Vi cerril.nms.cisco.com © Reachable @ Managed F Manage 2 APs  [F View 360 Run commands < Refresh

Summary Details Configuration Security Field notices Compliance
WLAN Profiles o Per-device configuration DA
WLAN Profiles | WLAN Profiles (1) @ Add  Clone fram another WLG

POC

0 Selected  Actions ~
WLAM Profile Name Status WLAN ID SSID Name Wi-FI 7 Compatibility Wi-Fi T Per Band S1atus Palicy Tags AP Configuration Sets o
Palicy Tags
802.11b¢ Profile: POC-LAB 50 POC-LAB a 0/3 o o
RF 3 3 R w Rusords- | 25 1 (O

* In Manage APs, the Operational Access Points table shows the tags assigned to each AP (Image 11).

On the Catalyst 9800

Y ou can run these commands on the controller CLI, or from Run commands (Command Runner) in the
header of the device details window.

* show running-config | section wlan PDC-LAB - Shows the WLAN configuration that Catalyst Center
pushed.

» show wlan summary - Lists the WLANS configured on the controller and their status.

 show wireless tag policy detailed PDC-LAB-PT - Showsthe WLAN to policy profile mappings of the
policy tag.

 show ap tag summary - Shows the policy, site, and RF tags of each AP and the source of the tags.

» show logging | include DMI-5-AUTH_PASSED|INDBMAN-5-CONFIG_| - Shows the NETCONF
sessions and configuration changes made by Catalyst Center.

» show wireless client summary - Lists the associated clients and their state.

Thisisthe WLAN configuration on the controller after the deployment:

WLC# show running-config | section wlan PDC-LAB
wlan PDC-LAB 50 PDC-LAB

radio policy dotll 24ghz

radio policy dotll 5ghz

slot O

sTot 1

slot 2

security wpa psk set-key ascii 8 XXXXXXXX

no security wpa akm dotlx

security wpa akm psk

The controller 1ogs show that Catalyst Center (10.X.X.X) opened a NETCONF session and configured the
wireless feature:



WLC# show logging | include DMI-5-AUTH_PASSED |NDBMAN-5-CONFIG_I

Oct 27 21:22:58.653: %DMI-5-AUTH_PASSED: Chassis 1 R0/0: dmiauthd: User 'USERX'
authenticated successfully from 192.168.10.10:62453 for netconf over ssh.
External groups: PRIV15

Oct 27 21:24:13.977: %NDBMAN-5-CONFIG_I: Chassis 1 RO/0: ndbmand: Configured
feature 'wireless' from 192.168.10.10:62453 via NETCONF user dnac
session 5311, transaction-id 5924

The %NDBMAN-5-CONFIG_| message shows the feature that was configured, the Catalyst Center address,
and the NETCONF username.

After the APs use the policy tag, connect aclient to PDC-LAB and confirm with show wireless client
summary that the client reaches the Run state.

Out-of-Band Changes

Catalyst Center detects changes that are made outside Catalyst Center, for example from the controller CLI
or web interface. As the warning icon next to the Per-device configuration label explains (Image 15), these
changes are imported at the next inventory sync and can cause conflicts. To keep the configuration
consistent, use Catalyst Center for all the supported configurations.

WLAN PrO‘f“es @ Per-device configuration @&

Any configurations made outside
Catalyst Center (e.g., via CLI or

WLAN Profiles (20) © A \WebUl) will be detected and
imported at the next inventory sync,
QY Search for WLAN Profile Name or WLAN IL  Which may cause conflicts. To

ensure consistency and predictable
outcomes, it's recommended

0 Selected Actions ~ always use Catalyst Center for all
supported configurations.

EI WLAN Profile Name Status WLAN ID SSID Name

l:| test T 5 test

Image 15. Warning about configurations made outside Catalyst Center

From Release 3.1.3, a configuration change event resyncs only the controller. To refresh AP data, run afull
resync with Actions > Inventory > Resync Device.



Troubleshoot

This section provides information you can use to troubleshoot your configuration.

The Enable Per-Device Configuration Option Is Not Shown

Confirm that Catalyst Center runs Release 2.3.7.9 or later.

Confirm that the controller is a Catalyst 9800 Series controller with Cisco |0S XE Release 17.12 or
later.

Confirm that the controller is M anaged and Reachable in the inventory. Resync it if needed.
Per-Device Configuration is not supported for SD-Access (fabric) wireless.

Per-Device Configuration Opensin Read-Only Mode

Thisis expected when the controller was already provisioned with intent-based (network profile)
provisioning. The two models cannot be combined on the same controller. In the Configuration tab of the
device details window, the label M anaged via Site-Based Networ k Profilesis shown, and its information
icon displays: This device is managed using site-based Network Profiles. All configurations are in read-only
mode. Changes can only be made via the Network Profile.

WLAN Pl’l{)f“es @ Managed via Site-Based Network Profiles @

This device is managed using site-
based Network Profiles. All
configurations are in read-only
mode. Changes can only be made

WLAN Profiles (6)

[ & Search for WLAN Profile Name or WLAN [T Via the Network Profile.

l:' WLAN Profile Name Status WLAN ID 551D Name Wi-Fi
CORP-EAST 4 6 CORP &
IOT-DEVICES T 18 10T b

Image 16. Controller managed by site-based network profiles in read-only mode

The Provisioning Task Fails



1. Open thefailed task in Activities > Tasks and review the error details.
2. Resync the controller and try again.
3. On the controller, verify NETCONF:

 show platform software yang-management process - All the processes must show Running.
 show netconf-yang sessions - Lists the active NETCONF sessions, including the session from Catalyst
Center.

4. Confirm that the NETCONF (TCP 830) and Secure Shell (SSH) credentialsin Catalyst Center are
valid and that no firewall blocks the connection between Catalyst Center and the controller.

Changes Made on the Controller Do Not Appear in Catalyst Center

Resync the controller with Actions > Inventory > Resync Device. From Release 3.1.3, a configuration
change event resyncs only the controller, not its APs, so afull resync isrequired to refresh AP data.



