Troubleshoot Wireless Devices from Catalyst
Center Inventory
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This document describes procedures and guidelines for troubleshooting wireless devices inventory issuesin
Cisco Catalyst Center

Known Issues
Scenario 1. Device Manageability on Internal Error status.

Symptom:
Wireless controller on Internal Error state.

Possible Solution:

1. Perform amanual resync from Catalyst Center Inventory page, select the device and then select
Actions > Inventory > Resync Deviceonce.
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2. Wait for sync completion.

3. Recheck status

Expected Reults:

Network device returns to Manage status.

If not fixed:

Open TAC case with these details: controller hostname/IP, error screenshot, resync timestamp, Support
Bundle from Catalyst Center GUI About icon > Support Bundle > Create Support Bundle.

Scenario 2. Device Manageability on Internal Error statusdueto DB Constraint
Errors.

Symptom:

Wireless controller shows Internal Error state as Scenario 1 and Inventory Status detail shows
Unknown/DB-constraint-like behavior on the first section of Settings > System 360 > Log explorer >
Inventory dashboard.

Possible Solution:



1. Perform amanual resync from Catalyst Center Inventory page, select the device and then select Actions >

Inventory > Resync Deviceonce.
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2. Wait for sync completion.

3. Recheck status

Expected Reults:

Network device returns to Manage status.

If not fixed:

Compliance

More
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Open TAC case with these details: controller hostname/IP, error screenshot, resync timestamp, Support
Bundle from Catalyst Center GUI About icon > Support Bundle > Create Support Bundle.

TAC engineer must collect Wireless Related DB Tables.

Scenario 3. Device Manageability on Netconf Connection Failureerror.

Symptom:

WL C shows Netconf Connection Failure error on Manageabillity.
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Possible Solution:

1. Verify IP reachability

venkchan@VENKCHAN-M-XXQ4 Code % ping 10.78.106.223

PING 16.78.1066.223 (10.78.186.223): 56 data bytes

64 bytes from 10.78.106.223:
64 bytes from 16.78.186.223:
64 bytes from 10.78.186.223:

icmp_seq=0 ttl=246 time=21.163 ms
icmp_seq=1 ttl=246 time=59.802 ms
icmp_seq=2 ttl=246 time=6.260 ms

2. Verify NETCONF enabled + port open
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3. Vdlidate direct NETCONF session



<capability>urn:ietf:params:xml:ns:yang:smiv2:RMON2-MIB?module=RMON2-MIB&amp; revision=1996-85-27</capability>
<capability>urn:ietf:params:xml:ns:yang:smiv2:RSVP-MIB?module=RSVP-MIB&amp; revision=1998-88-25</capability>
<capability>urn:ietf:params:xml:ns:yang:smiv2:SNMP-FRAMEWORK-MIB?module=SNMP-FRAMEWORK-MIB&amp;revision=2002-18-14</capability>
<capability>urn:ietf:params:xml:ns:yang:smiv2: SNMP-PROXY-MIB?module=SNMP-PROXY-MIB&amp;revision=2002-10-14</capability>
<capability>urn:ietf:params:xml:ns:yang:smiv2:SNMP=TARGET=-MIB?module=SNMP-TARGET-MIB&amp;revision=1998-88-04</capability>
<capability>urn:ietf:params:xml:ns:yang:smiv2:SNMPv2-MIB?module=SNMPv2-MIB&amp;revision=2082-18-16</capability>
<capabilitysurn:ietf:params:xml:ns:yang:smiv2:SNMPv2-TC?module=SNMPv2-TC</capability>
<capability>urn:ietf:params:xml:ns:yang:smiv2:SONET-MIB?module=SONET-MIB&amp;revision=2003-08-11</capability>
<capability>urn:ietf:params:xml:ns:yang:smiv2:TCP-MIB?module=TCP-MIB&amp;revision=2805-082-18</capability>
<capability>urn:ietf:params:xml:ns:yang:smiv2: TOKEN-RING-RMON-MIB?module=TOKEN-RING-RMON-MIB</capability>
<capability>urn:ietf:params:xml:ns:yang:smiv2:TOKENRING-MIB?module=TOKENRING-MIB&amp;revision=1994-18-23</capability>
<capability>urn:ietf:params:xmlins:yang:smiv2: TUNNEL-MIB?module=TUNNEL-MIB&amp;revision=2005-85-16</capability>
<capability>urn:ietf:params:xml:ns:yang:smiv2:UDP-MIB?module=UDP-MIB&amp; revision=2005-05-20</capability>
<capability>urn:ietf:params:xml:ins:yang:smiv2:VPN-TC-STD-MIB?module=VPN-TC-STD-MIB&amp;revision=2805-11-15</capability>
<capability>
urn:ietf:params:netconf:capability:notification:1.1

</capability>
<fcapabilities>
<gession-id>111é</session-id»></hello>]]>]]>*CConnection to 18.78.166.223 closed.
venkchan@VENKCHAN-M-XXQ4 Code % ssh -p 830 admin@la.?8.196.223l

Expected Reults:

Connectivity validated and status updates.

If not fixed:

Please Open a TAC Casein case direct NETCONF fails or if direct NETCONF passes but Ul still shows the
failure.

TAC engineer to collect controller details, NETCONF test result, Ul screenshot and inventory debug logs.

Scenario 4. Device Manageability on Internal Error statusdueto RPC Errors.

Symptom:

Wireless controller shows Internal Error state as Scenario 1 and Inventory Status detail shows RPC errors on
the first section of Settings > System 360 > Log explorer > Inventory dashboard.

Possible Solution:

1. Perform amanual resync from Catalyst Center Inventory page, select the device and then select Actions >
Inventory > Resync Deviceonce.
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2. Wait for sync completion.

3. Recheck status

Expected Reults:

Network device returns to Manage status.

If not fixed:

Compliance

More

As of: Apr1, 2026 11:33 AM

~u

Exit Maintenance
Manage Maintenance

Manage System Beacon

Edit Device

. atus (@D Manageability © Configuration m
Resync Device
Reboot Device

Scanned © Managed ® Mot applicable
Delete Device
Export Inventor
| 4 & Managed
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Schedule Maintenance Syncing...

Open TAC case with these details: controller hostname/IP, error screenshot, resync timestamp, Support
Bundle from Catalyst Center GUI About icon > Support Bundle > Create Support Bundle.

Scenario 5. Device Manageability on Internal Error statusdueto any other error.

Symptom:

Wireless controller shows Internal Error state as Scenario 1 and there is no specific error.

Possible Solution:

1. Perform amanual resync from Catalyst Center Inventory page, select the device and then select Actions >



Inventory > Resync Deviceonce.

@D rouers  switches
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2. Wait for sync completion.

3. Recheck status

Expected Reults:

Network device returns to Manage status.

If not fixed:

Actions ~ @

Inventory

Software Image
Provision

Telemetry

Device Replacement
Switch Refresh
Compliance

More

Edit Device

Resync Device

Reboot Device

Delete Device

Export Inventory
Schedule Maintenance
Exit Maintenance
Manage Maintenance
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-

As of: Apr1, 2026 11:33 AM -

atus @ Manageability (O Configuration m

Scanned @ Managed @ Mot applicatile
A Managed

Scanned @ Unknown
Syncing...

Open TAC case with these details: controller hostname/IP, error screenshot, resync timestamp, Support
Bundle from Catalyst Center GUI About icon > Support Bundle > Create Support Bundle.

Scenario 6. AP not discovered / wrong associated WL C.

Symptom:

APs are not showing on Catalyst Center Inventory after you added them to a managed WLC.

Possible Solution:



1. Verify AP is present on WLC CLI with command show ap summary.

EWLC-2238show ap sum
EWLC-2238show ap summary
Mumber of APs: 4

CC = Country Code
RD = Regulatory Domain

AP Mame Slots AP Model Ethernet MAC  Radio MAC CC RO IP Address State Lecation

AP3C&1.BEFE.4BER 3 CYLIBAKE-D 3esl.Befe. Sbed 1416.9d2f.f166 US - 9.33.11.207 Registerad default locatien
Venkchan-APSF32C 2 CHLASANI-B 5cTl.8dec, f32%c 3cél.@eda.cPsb US -B  9.33.11.253 Registered default locatien
APE4AE . 2D2E. 5508 3 CHLIBANI-D ehbe.2d?e.55d8 889c.ad23.aTcl US =D 9.33.11.285 Registered default location
Inventory-626C 3 CHLIBAXI-D 10886, edbs. 626c 889c.adbs. F388 IN  -D  9.33.11.241 Registered default location

2. Compare with Catalyst Center Inventory page.

— | B  Toobtain access to EoX, authorize the Consent to Connect.

Dresign »
& Global Al Reuters | Swiches  Wirsless Contoters  ([ESTIDl)  Semsers
Palicy >
Devices (6010) - Takeatowr & Export @
2 Provision H r
| @
B Assurance o 0Selected  Tag + Adddevice  Actions v O @ 0 @ [ venkehan — ssh admin®10.78,106.223 — B0x24
=32 Workflows €6 = Country Code
Tags Device Name 1P Address Wendor Reachability = "0 = Proulatory Demain
=
nergy Management AP Name: Slots AP Medel Etherret MAC
% Enargy game AL £ RE 1P Addredd
3 ion
\ Tools 3 & APE44E.2D2E.55D8 9.33.17.20% HA @ Reachable | -
> APAC4Y. BEFE ,4BEE 3 CPABRAXE-D Jead.Befe.sbed 1516,
Platfarm s - . 0421 P14 US <D 9.33.11.287 Reghitered  defiu
W AP3C41.0EFE.ABER 9.33.17.207 HA @ Reachable | 1t lesation
Vankahan-APEFI2C 2 CONMEAXI-B 6e7l.@dee. f32c Jckl,
~ Beda.cPeR US B 9.33,10.282 Registered  defau
Activitles ’ 1t lazstion
&3 23 113 APESAE . J02E . 5506 3 CTABRAXI-D hde.dre. 5508 B59E.
™ APSSENBAILTESE g.agananm A © Roachable | Ly sree us 0 0.33.10.288 Registered  defsu
Reports 1t lesation
Invantary-626C 3 COLBMNI-D 1004, edbt, 6262 88%c,
" . adbs. 350 IN  -D  9.33,10.261 Registered  defau
=] System H J L Inventory-626C 9.33.11.241 Ma @ Reachable | 1t lezstion
[T |
& Explore - 3
& Vankchan-APSF32C 9.23.11,253 A & Reachable & Mot Scanned ® Managed 9 NA Assigr

¥ CWa1s4l 9.1.188.171 NA < i Managed @ HA Assigr

3. Wait for one AP sync cycle.

4. Recheck mapping.

Expected Reults:

AP status and associated WL C align.

If not fixed:

Open TAC case with these details: AP name, AP MAC Address, WLC details, event timestamp, Support
Bundle from Catalyst Center GUI About icon > Support Bundle > Create Support Bundle.

Scenario 7. AP PnP Onboar ding issues.



Symptm:

PnP AP onboarding fails or incompletes.

Possible Solution:

1. Validate the PnP workflow was successfully compl eted.

2. Retry onboarding validation once.

Expected Reults:

Device/ AP onboarding compl etes.

If not fixed:

Open TAC case with these details: PnP job logs, AP serial Number, Onboarding timestamp, Support Bundle
from Catalyst Center GUI About icon > Support Bundle > Create Support Bundle.

Scenario 8. AP updates delays due to image download mor e than 5 minutes.

Symptom:

AP discovery isdelayed if the image download is suspected.

Possible Solution:

1. Check AP join time on controller.
2. Confirm prolonged image download.
3. Check CAPWAP-related constraints.

Expected Reults:

AP status and associated WLC align.

If not fixed:



Open TAC case with these details: AP join timestamps, Controller evidence of image download delay,
Support Bundle from Catalyst Center GUI About icon > Support Bundle > Create Support Bundle.

Scenario 9. AP status stale after provisioning.

Symptom:

Provision job for an AP is other state than compl eted.

Possible Solution:

1. Confirm AP provisioning workflow is success.
2. Refresh AP/Inventory page.

3. Trigger one manual sync/refresh.

Expected Reults:

AP fields update correctly.

If not fixed:

Open TAC case with these details: Provisioning job ID, AP details, missing fields, timestamps, screenshots,
Support Bundle from Catalyst Center GUI About icon > Support Bundle > Create Support Bundle.

Scenario 10. AP deletion failure.

Symptom:

AP delete attempt failsin Ul or the deleted AP remains stale in Catalyst Center Inventory.

Possible Solution:

1. Retry deletion once.

2. Capture exact error



3. Record task/subtask 1Ds

Expected Reults:

AP deleted and removed from inventory.

If not fixed:

Open TAC case with these details: AP details, task/subtask IDs, failure screenshot, Support Bundle from
Catalyst Center GUI About icon > Support Bundle > Create Support Bundle.

Scenario 11. WL C deletion failure.

Symptom:

Controller cannot be deleted from Catalyst Center.

Possible Solution:

1. Confirm no dependent workflow is active.



Activities [ Tasks ¢ 5 \ adminl

Delete 1 device(s)

m INVENTORY

Completed © Success

Start End
Apr6,202612:02PM  Apr 6, 2026 12:02 PM As of212:33:23 PM

[i ] This task was created to deploy configuration that was previously previewed as a work item. View Work Item Details

Hostname: EWLC-223.dns.com
IP Address: 10.78.106.223

> @ Pre Validations For Delete Device 0 second
> @ Intent Config Cleanup 1 second
> @ Device Intent Configuration Cleanup 0 second
> @ Telemetry & Other Catalyst Center Settings Cleanup 0 second
> @ Delete Device 22 seconds

2. Retry deletion once.

3. Capture error details.

Expected Reults:

Controller deletion succeeds.

If not fixed:

Open TAC case with these details: Controller details, Deletion task 1D, Error screenshot, Support Bundle
from Catalyst Center GUI About icon > Support Bundle > Create Support Bundle.

Scenario 12. Inventory Ul sluggishness.

Symptom:

Vavigate over Catalyst Center Invenotry Ul feels slow or page are not even loading.

e



Possible Solution:

1. Record start/end time and frequency.

2. From System 360 page select Monitor and explore CPU and Meomory utilizaiton.
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3. Re-test after short interval and try to use an incognito woindow.

Expected Reults:

Ul response returns to normal.

If not fixed:



Open TAC case with these details: Time range, screenshots/video, monitoring snapshots, Support Bundle
from Catalyst Center GUI About icon > Support Bundle > Create Support Bundle.



