Understand Templates on Catalyst Center

| ntr oduction

This document describes Cisco Catalyst Center and experience with configuration templates for Three-Tier
or Collapsed Core campus architectures.

Background I nformation

This document is intended for enterprise professionals with a foundational understanding of Cisco Catalyst
Center and experience with configuration templates. It is particularly relevant for those who have worked or
planning to work with Three-Tier or Collapsed Core campus architectures.

The main objective is to help readers implement and automate configuration and management solutions
using templates within Cisco Catalyst Center. By presenting advanced insights, practical techniques, and
real-world examples, this document serves as a practical resource for those looking to enhance their LAN
infrastructure skills and optimize workflows through automation and template-based management.

Executive Summary

As enterprise networks continue to evolve, the need for scalable, consistent, and automated
management has never been greater. Cisco Catalyst Center provides a centralized, intent-based platform
that simplifies configuration, provisioning, and assurance across campus networks. This white paper
explores how network professionals can leverage Cisco Catalyst Center’s CLI Template Editor and
automation capabilities to streamline network operations, reduce configuration errors, and accelerate
deployments across three-tier and collapsed core architectures. It details best practices for designing
modular Jinja2-based templates, integrating automation into day-0 and day-N workflows, and achieving
operational consistency across Core, Distribution, and Access layers. By adopting the strategies
described in this document, you can transform traditional manual network management into an agile,
standardized, and automation-driven model aligned with Cisco’s intent-based networking vision.

Challenges of Campus Networks

As campus networks evolve to meet the demands of modern organizations, they face several key challenges:
2a. Complexity in Network Management

Many network functions are still managed manually, increasing the risk of human error. This not only
raises maintenance efforts but also strains I T resources, especially with static or limited budgets.



2b. Deployment and Automation Challenges

Onboarding new devices for both wired and wireless networks is often time-consuming and complex,
leading to delays in deployment and increased administrative overhead.

2c. Softwar e | mage M anagement

Maintaining a consistent "golden image" across the network is challenging. Many networks end up with
multiple operating systems for wired and wireless devices, |eading to inefficiencies and management
difficulties.

2d. Inconsistent Network Configurations

Variationsin network configurations can result in compliance issues and operational inefficiencies,
making it harder to maintain areliable and secure network.
2e. Rising User Expectations

Users demand uninterrupted connectivity and seamless application experiences, regardless of their
location or device. Meeting these expectations requires networks to be resilient, intelligent, and capable
of adapting to real-time changes.

In addition to these challenges, modern LAN infrastructures face a variety of other complexities.

Simplifying Campus Networ ks with Cisco Catalyst Center

Cisco Catalyst Centreis a centralized network management solution for campus networks, supporting
headquarters, branches, wired and wireless connections, and IT/OT environments. It offers flexible
deployment options, including physical appliances, VMware ESXi servers, or AWS cloud. With
comprehensive features, Catalyst Center simplifies operations, enhances performance, and strengthens
security.
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Figure 1: Managing infrastructure with Cisco Catalyst Center

Key Features and Benefits

Cisco Catalyst Center (CC) provides advanced features that streamline network management and
automation:

Zero-Touch Provisioning (ZTP): Automates onboarding of devices, reducing manual effort and
deployment time.

Softwar e Image Management (SWI1M): Ensures consistent software versions across devices with pre-
and post-upgrade checks to prevent issues.

Intent-Based Automation: Simplifies deployments by trandlating network intent into device
configurations for wired and wireless networks.

LAN Automation: Automates Layer 3 |P addressing and routing to create end-to-end topologies.

Wireless Networ k Automation: Features like Plug and Play (PnP) enable rapid provisioning of
wireless access points.

Hierarchical Network Management: Allows site-specific profiles (example., SSIDs, RF parameters,



VLANS) for consistent deployments across locations.

CLI Templates: The Catalyst Center Template Editor lets administrators easily create and manage
CLI-based configuration templates, enabling consistent and efficient deployment across devices.

Assurance : Assurance alows to have centralized monitoring for managed devices via CC.

In addition to these features, Cisco Catalyst Center offers many more features that are beyond the scope of
this document. This paper primarily focuses on designing CLI templates using Catalyst Center.

High-L evel Overview of LAN Campus Architecture with Catalyst Center

Traditional LAN campus networks form the backbone of enterprise connectivity, ensuring reliable and
scalable communication for wired and wireless devices. These networks are typically designed using either
the 3-Tier Architecture or the Collapsed Core Architecture, depending on the size and complexity of the
organization.

Three Tier Architecture

The Three-Tier Architecture is a foundational network design model that consists of the Core Layer,
Distribution Layer, and Access Layer. This architecture provides scalability, high performance, and
efficient traffic management. See the overview of each layer.
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Figure 2: Three-Tier Campus Architecture

CorelLayer

The Core Layer serves as the backbone of the network, delivering high-speed connectivity and
scalability. Key configurations include northbound and southbound routing protocols (such as OSPF
and BGP), route policies, downlink and uplink interface configurations, security hardening Etc

Distribution Layer

The Distribution Layer bridges the Core and Access layers, handling traffic aggregation, policy
enforcement, and redundancy. Key configurations include HSRP/VRRP for redundancy, STP for loop
prevention, Layer 2 and Layer 3 VLANS, uplink and downlink interface configurations, ACLs for
security, and security hardening.



Access L ayer

The Access Layer connects endpoints to the network, enabling secure and reliable access. Key
configurations include access interface configuration, uplink interface configuration, Layer 2 VLANS,
ACLsfor restricting access to the device, and security hardening.

Collapsed Core Architecture

The Collapsed Core Architecture combines the Core and Distribution layersinto a single layer, reducing

complexity and cost while maintaining performance and scalability. This approach is well-suited for small to

medium-sized networks where a separate Core Layer is not required. See the overview of the layersin this
architecture.
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Figure 3: Collapsed Core Campus Architecture

Collapsed core Layer

The Collapsed Core Layer combines the functions of the Core and Distribution layers, providing
backbone connectivity, traffic aggregation, and policy enforcement. Key configurations include
northbound and southbound routing protocols (such as OSPF and BGP), route policies, downlink and
uplink interface configurations, BFD for fault detection, inter-VLAN routing using SVIs, HSRP/VRRP
for gateway redundancy, STP for loop prevention, and security hardening. By leveraging templatesin
Cisco Catalyst Center, these configurations can be automated, ensuring consistent and efficient
deployments.

Access L ayer

As previously described, the access Layer connects endpoints to the network, enabling secure and
reliable access. Key configurations include access interface configuration, uplink interface
configuration, Layer 2 VLANS, ACLsfor restricting access to the device, and security hardening.



Template Design Consideration

This section outlines how to design templates in Cisco Catalyst Center for generating device configurations.
The Template Editor streamlines provisioning by enabling the creation of reusable CLI templates and
supporting the dynamic deployment of configurations tailored to your network. Catalyst Center supports two
templating languages: Jinja2 and Velocity. These languages help in configuration management for devices.

Jinjaisapopular, designer-friendly templating language primarily used with Python for generating dynamic
content like HTML, XML, or other text-based formats. It allows embedding variables and control structures
(like loops and conditionals) within templates to create dynamic output.

Apache Velocity is a Java-based templating engine that uses the Velocity Template Language (VTL) to
enable dynamic content in various documents, including web pages, XML, or even source code. It merges
data from Java objects with templates to produce the final output.

This document covers only Jinja2 templates.
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Figure 4: Cisco Catalyst Center Template Editor

In this document, we use Jinja2 due to its flexibility. Rather than an in-depth exploration of Jinja2, the focus
ison practical application for template design. For more information on Jinja2 templating in Catalyst Center,
please refer to the link:

https://ciscol earning.github.io/cisco-learning-codel abs/posts/cat-center-j 2-part-1/#0



https://ciscolearning.github.io/cisco-learning-codelabs/posts/cat-center-j2-part-1/#0

Before diving into template design strategies for a Cisco campus network, it isimportant to utilize the key
best practices to ensure efficiency and manageability when working with templates.

Template structure and best practices/ Guideline for best strategy

When automating the configuration of network devices using Cisco Catalyst Center, it is essential to adopt
structured strategies and best practices. These steps help ensure consistency, scalability, and ease of
management across your network infrastructure.

Divide Configuration by Device Role

Start by categorizing devices according to their role in the network topology. Common roles include:
Core
Distribution
Access

Example: A device functioning as a Core switch mustit have different configuration regquirements
compared to an Access switch.

Compartmentalize Configuration into Modular Blocks

Within each device role, break down the configuration into modular blocks by grouping similar features
or configurations together. This modular approach simplifies automation, troubleshooting, and future
updates.

Examples for a Core Device:
OSPF Configuration Block
BGP Configuration Block
QoS Palicies Block
Identify Role-Agnostic Configuration Blocks

Some configuration blocks apply universally across all device roles. Identifying and standardizing these



blocks ensures best practices and consistency throughout the network.
Common Role-Agnostic Configuration Blocks:

Base Configuration: Hostname, login banners

Management Protocols: DHCP, DNS, NTP, SNMP

Access Policies: Standard security configurations

These blocks can be reused for Core, Distribution, and Access devices, streamlining the automation
Process.

Use architecture-based configuration segregation to build templates using 2 modular template methodology

Step1: CLI template project
Gives you control to combine similar
config and templatize based on
variables

Step2: Network Profile
Gives you control to map single CLI
template to 1 or more sites

Step3: Device Tag
Control over huran error, Ability to
mandate review of the tag/config
before change

Strategy:
Use Modular approach to breakdown
the configuration by functional area

Strategy:
Create functional network profile to
combine the sites with similar

architecture and configuration

Strategy:

Tag devices only during Change
implementation. Remove the tag as
soon as change is successful

Example:

+ Base template for each Core,
Distribution, Access devices.

* Add on templates for L2/L3, BP,
Routing, VLAN, uplinks, etc

+ Do not forget to create the tags

Example:

« All sites with 3 Tier Architecture,
dual exit routes, similar L2/L3 can
be placed under 1 Network profile

+ Al site with Server farm/TOR
switch can be in 1 Network profile

Example:

+ If New Access switch
configurations are needs to be
pushed, tag the access switch only
during MW.

Figure 1: Best Practice with Example
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Figure 2: Collapsed Core template example

Best Practicesfor Working with Templates
Modular Template Design for Automated Configuration

When automating device configurations in Cisco Catalyst Center, avoid embedding all
configurations into a single, monolithic template. Instead, adopt a modular approach:

Create a base template that references smaller, purpose-specific templates (modules):

Break down configuration into logical modules (example., interface settings, routing
protocols, security features).

This structure makes updates more efficient—changes to a specific module are automatically
reflected wherever that module is used, significantly reducing errors and complexity.

Example: Modular Configuration for a Branch Device

Suppose you are automating the configuration for a branch device.
Base Template:
Includes references to module templates for key configuration areas.

Passes variables as needed to each module for customization.



Module Templates:

interface_settings. Manages interface configurations.

routing_protocols: Contains OSPF, EIGRP, or BGP settings.

security_features: Defines ACLSs, firewall rules, or other security policies.

{% include "Branch/Interface Configuration" %}
{% include "Branch/Routing Protocol Configuration" %}
{% include "Branch/Security Configuration" %}

{{ Branch_Interface_Configuration(branch_id) }}
{{ Branch_Routing_Protocol_Configuration(branch_id, ospf_area) }}
{{ Branch_Security_Configuration(branch_id) }}

With this structure, any changes to routing or security configurations only need to be made in their
respective modules, and those changes are instantly reflected wherever the base template is used. This
makes your configurations more manageable and consistent across all branch routers.

Here project name is Branch and 3 other different modules are defined under project. All of these are
combined in base template.

Minimize Variablesin the Template

K eep the number of variables in your template to a minimum, to reduce complexity and errors. Fewer
variables simplify deployment, especially across large networks, making the process more efficient and
consistent.

Using Device Tagsfor Templates

Leverage device tags in Cisco Catalyst Center, such as location, role, or site, to create dynamic and
scalable Jinja2 templates. These tags enable conditional logic, ensuring the correct configurations are
applied to the appropriate devices. This approach minimizes errors and simplifies template management
across diverse network environments.

Hardcode Static Values Wher e Possible

Hardcoding static values can simplify templates and improve deployment efficiency. Common
examplesinclude IP addresses for DNS, NTP, or Syslog servers, which typically remain consistent
across devices. Similarly, using standard VLAN IDs on access switches allows these values to be



hardcoded, reducing variability and accel erating deployment.
Adopt a Two-Stage Approach: Day 0 and Day N Templates
When onboarding devices using services like Cisco Plug and Play, use atwo-stage template strategy:

Day O Templates: Push basic configurations to ensure the device can communicate with the Cisco
Catalyst Center.

Day N Templates: Deploy advanced features and configurations once the device is reachable.

Best practices enables efficient and scal able templates which simplify Cisco campus network
deployments.

Whitespace Control in Jinja Template Macros

When creating templates using the Jinjalanguage, it is essential to handle whitespace and newlines
carefully, especially when rendering dynamic content within macros. Accumulated whitespace or
unintended newlines can lead to formatting issues in the generated output, which must cause
misinterpretation or errors in downstream processing. To address this, Jinja provides syntax for
controlling whitespace: placing aminus sign (-) directly inside the delimiters ({{- ... -}} or {%- ... -%})
it strip any leading or trailing whitespace around the expression. For example, replacing {{item[1]}}
with {{- item[1] -}} ensuresthat any extra spaces or newlines are removed when the macro is rendered.
This practice is especially helpful when iterating through lists or generating configuration files, as
shown in the templ ate snippet. We recommend always applying whitespace control in such scenarios to
maintain clean and predictable outputs.

Example (Recommended Usage):

{% for item in wildcard_list %}
{% if item[O] == prefix -%}
{{-item[1] -}}
{%- endif %}
{%- endfor %}

Three Tier Architecture

This whitepaper begins with devel oping templates for access switches through to core switches and outlines
the requirements for each layer.

Access Layer Switches



Access switches are onboarded using Plug and Play and must require a Day 0 template. For more
information about the Plug and Play processin Catalyst Center, please refer to thelink :

https://www.cisco.com/c/en/us/td/docs/cl oud-systems-management/network-automati on-and-
management/catalyst-center/2-3-7/user gquide/b cisco catalyst center user guide 237/m_onboard-and-
provision-devices-with-plug-and-play.html

As previoudly discussed, Catalyst Center supports both Velocity and Jinja2 templating languages. This
document utilizes Jinja2 to illustrate template structure, due to its flexibility. Access layer switch
configuration can be deployed using the Day-0 and Day-N template.

A basic Day 0 template can be structured, see Step 1.

Step 1: Define Template

username admin privilege 15 password SamplePass123
!

enable secret EnableSecret123

!

ip routing

!

vlan {{ branch_number * 100 + 13 }}

name SW_MGMT

!

interface vlan {{ branch_number * 100 + 13 }}

ip address {{ ip_address }} 255.255.255.128

no ip redirects

no ip unreachables

no ip proxy-arp

!

ip route 0.0.0.0 0.0.0.0 {{ nexthop }} name Default-Gateway
|

interface range Tel/1/1 -2
switchport
switchport mode trunk

no shutdown
1

The template simplifies configuration by hardcoding constants such as username, password, enable

secret, and subnet mask, since all switches in a branch share the same management VLAN subnet mask.

The management | P address, however, is unique for each switch and is defined as avariable. A
comprehensive template structure must be provided in the Day N template, which utilizes this Day 0
template. In the Day N template, each feature of the access switch is managed by a dedicated
module—for example, one module handles Layer 2 VLANS, separate modules manage uplink and
downlink access interfaces, another module focuses on security hardening, and so on.

While consistent VLAN IDs are preferred, varying 1Ds can be generated dynamically using aformula

based on the branch number (example., Branch 1 = VLAN 113, Branch 2 = VLAN 213). This makes

the template reusabl e across branches. Similarly, the next-hop IP isavariable, as it must differ per


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_onboard-and-provision-devices-with-plug-and-play.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_onboard-and-provision-devices-with-plug-and-play.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_onboard-and-provision-devices-with-plug-and-play.html

branch depending on the connected distribution cluster.

Step 2 : Perform Simulation and provide variable

= il Catalyst Center Design [ CLI Templates

Templates (1/19)

FILTERED BY

Onboarding Configurat x

C)  Access
SUMMARY Selected = Import
v [Prcjack Namar (75 Name = Froject Type Version Commit State Provision Status
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Access Switch Day 0 Template Structure with Simulation I nputs and Outputs

= *'c|_"-('|‘;- Catalyst Center Design / CLI Templates % Q a @ 0 catalystuser
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Ex. Simulation I nputs

It is always recommended to simulate the template before deployment. The screenshot shows the final
configuration after entering the variables.



la=ills
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FInal Config after entering values

Now, let’slook at how to create amodular Day N template.

The access switch configuration can be divided into various modules, al of which can be combined
within a base module. The base template for access switches is structured as shown.

Both the base template and its modules are created within a project named " Test” in Cisco Catalyst
Center.

Step 1: Definevarious Templatesincluding Base template

= ‘Uil Catalyst Center Design / CLI Templates

FILTERED BY Templates (5) ©
Test x "\:{ Search
SUMMARY 0 Selected = Import
wiRrcjoct Hame: (74 O Name ~ Praject Type Version Commit State (1) Provision Status
Q) Sear
O 4 Test Regular 1 © 17 Jul 2025 07:58 PM Not Provisioned
O J Test Regular 2 @ 17 Jul 2025 07:51 PM Mot Provisioned
4 Test Regular 2 @ 17 Jul 2025 07:50 PM Not Provisioned
0O 4 Test Regular 1 © 17 Jul 2025 07:53 PM Not Provisioned
O Access Uplink figurat 4 Test Regular i © 17 Jul 2025 07:52 PM Not Provisioned
e

HNutwaor

Access Switch Day N Template Structure

Step 2 : Define various modules



Access Base Config :

The screenshot shows an example of the base configuration.

{% include "Test/Access L2 VLAN Configuration" %}
{% include "Test/Access Interface Configuration" %}

{% include "Test/Access Uplink Configuration" %}

{% include "Test/Access Standard Configuration" %}

{{ Access_L2_VLAN_Configuration(branch_number, is_poe) }}
{{ Access_Uplink_Configuration(branch_number, is_poe)}}
{{ Access_Interface_ Configuration(branch_number, is_poe) }}

{{ Access_Standard_Configuration(branch_number) }}

Access Base Config

This modular configuration template includes four parts: VLAN configuration, uplink interface
configuration, access interface configuration, and standar d configuration. It uses only two
variables. branch_number and is_poe, keeping it simple and easy to manage.

The branch_number calculates branch-specific VLAN IDs, as shown in the Day 0 template, and
is_poe determines if the access switch is a PoOE or non-PoE switch. These variables are provided
during provisioning and passed to the modules to create the correct configurations, reducing effort and
improving efficiency.

Now, let’s review each module to see how they contribute to generating specific parts of the overall
configuration.

AccessL2 VLAN Configuration

{% macro Access_L2_VLAN_Configuration (branch_number, is_poe) %}
!
vlan {{ 100 * branch_number + 11 }}
name DATA_VLAN
!
vlan {{ 100 * branch_number + 12 }}

name VOICE_VLAN
1

vlan {{ 100 * branch_number + 14 }}
name AP_Mgmt

{% endif %}

I

{% endmacro %}

Access L2 VLAN Configuration

This module creates VLANS based on the branch number, as previously explained. Data and Voice



VLANSs are created on al switches, whether they support PoE or not. The AP Management VLAN
(example., 114 for branch 1) isonly created if is poeissetto " Yes," meaning the switch supports
PoOE. If is_poeis" No," the AP Management VLAN is skipped since non-PoE switches can not
support access points. Thisis managed using an if condition.

{% macro common_access_settings() %}
switchport port-security maximum 2
switchport port-security

switchport port-security violation shutdown
spanning-tree portfast

spanning-tree bpduguard enable
storm-control broadcast level 2,00
storm-control multicast level 2.00
storm-control unknown-unicast 2.00

{% endmacro %}

{% macro Access_Interface_Configuration{branch_number, is_poe) %}
I

interface range Gi1/0/1- 6

{% if is_poe == 'Yes' %}

description *** Ap ***

switchport mode access

switchport access vlan {{ 100 * branch_number + 14 }}
% else %}

description *** User Ports ***

switchport mode access

switchport access vlan {{ 100 * branch_number + 11 }}
switchport voice vlan {{ 100 * branch_number + 12 }}
{% endif %)}

{{ common_access_settings() }}

!

interface range Gi1/0/7 - 24

description *** User Ports ***

switchport mode access

switchport access vlan {{ 100 * branch_number + 11 }}
switchport voice vlan {{ 100 * branch_number + 12 }}
{{ common_access_settings() }}

|

{% endmacro %}

Access Interface Configuration

This module handles the access interface configuration and utiizes the same approach as the POE switch
described earlier. If theis poevariableis” Yes," meaning the switch is a PoE switch, the first six ports
(1-6) must be configured with the AP management VLAN. Otherwise, the first six ports must be set as
uSer access ports.

Assuming the switch is a 24-port model, the remaining ports (7-24) always get configured as user
access ports, regardless of whether the switch is POE or not.

The interface range has been standardized and is no longer taken as an input variable, which is
considered a best practice to minimize the number of variables in the template. Additionally, the
module includes a macro named common_access_settings, which minimizes template size by



consolidating repeated configurations. This macro is simply called within the interface settings,
avoiding the need to specify them multiple times.

Note: This template applies the same description to all access interfaces. If unique descriptions are
needed for each interface, it's recommended to push them using separate Python scripts or similar
automation tools.

Review the module that generates configurations for uplink interfaces.

{% macro Access_Uplink_Configuration(branch_number, is_poe) %}

{% if is_poe == "Yes' %}

!

interface range Te 1/1/1-2

switchport

switchport mode trunk

switchport trunk allowed vlan {{ branch_number * 100 + 11 }}{{ branch_number * 100 + 12 }},{{ branch_number * 100 + 13 }.{{
branch_number * 100 + 14 }}

no shutdown

!

{% else %}

!

interface range Te 1/1/1 -2

switchport

switchport mode trunk

switchport trunk allowed vlan {{ branch_number * 100 + 11 }}.{{ branch_number * 100 + 12 }}.{{ branch_number * 100 + 13 }}
no shutdown

!

{% endif %}

{% endmacro %}

Access Uplink Configuration

This module generates the configuration for uplink interfaces and handles VLAN pruning. If the switch
supports PoE, the AP Management VLAN isincluded in the list of allowed VLANS; otherwise, it is
excluded. Thislogic is managed using if condition in the code, as described earlier.

Review the final module, which demonstrates standard configurations, including best practices and
security hardening.

Caution: Note that thisisfor illustrative purposes only and must not be used as a reference for
actual network setups, as configurations can vary based on specific requirements



{% macro Access_Standard_Configuration (branch_number) %}
!

spanning-tree mode rapid-pvst

spanning-tree extend system-id

!

vtp mode off

no errdisable recovery cause all

crypto key generate rsa modulus 2048

!

ip ssh version 2

ip ssh time-out 120

ip ssh source-interface vlan {{ branch_number * 100 + 13 }}

no ip http server

no ip http secure-server

ip http client source-interface vlian {{ branch_number * 100 + 13 }}
!

logging buffered informational

logging host 192.168.1.10

logging host 192.168.2.20

logging source-interface vlan {{ branch_number * 100 + 13 }}
!

ntp authentication
ntp authentication-key 10 md5 NetwOrkAuthKey
ntp source vlan {{ branch_number * 100 + 13 }}

ntp server 192.168.3.1 key 10

ntp server 192.168.3.2 key 10

!

snmp-server enable traps

snmp-server trap-source vlan {{ branch_number * 100 + 13 }}
snmp-server group NMSNWDEVICE v3 priv access SNMPHOST
snmp-server user netadmin NMSNWDEVICE v3 auth sha AuthKey123 priv aes 128 PrivKey123
|

ip access-list standard SNMPHOST

permit 192.168.4.0 0.0.0.255

|

ip access-list standard VTYACL

permit 192.168.5.10

Part 1. Access Sandard Configuration




permit 192.168.5.11

!

aaa new-model

ip tacacs source-interface vlan {{ branch_number * 100 + 13 }}
tacacs server TACACS_1

address ipv4 192.168.6.1

key TACACSKey123

timeout 4

tacacs server TACACS_2

address ipv4 192.168.6.2

key TACACSKey123

timeout 4

aaa group server tacacs+ TACACS-SERVER

server name TACACS_1

server name TACACS_2

!

aaa authentication login default group TACACS-SERVER local
aaa authorization exec default group TACACS-SERVER local
aaa accounting exec default start-stop group TACACS-SERVER
!

line console 0

login authentication default

exec-timeout 5 0
1

line vty 0 15
login authentication default
access-class VTYACL in

exec-timeout 50
!

banner login A
skl dkokokkokok ko kol skok ok sk kok ok sk kok sk sk ok sk ke sk o sk ke ok WARN'NG sk kkokokkkokkok ok ok kokok sk sk ok ok skl sk ok sk ok sk ok ke sk sk ok sk ok ok ok
All systems/network should be used/accessed by authorized persons only
If you are not authorized to do so, you should log off immediately
Access to and usage of this system /network may be monitored
All users must comply with information security policies
Any Violation may lead to disciplinary action.

T Ty T T T T T T T T T TN

{% endmacro %}

Part 2: Access Sandard Configuration

This module generates a standard configuration that incorporates best practices, security hardening, and
key features for secure device management. Most values are hardcoded for consistency across branches,
except branch_number, which is used to calculate the management VLAN for switchesin each branch
and serves as the source interface for several configurations.

Step 3 : Perform a simulation before configuring the switches. Only the base configuration must be
simulated.
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Thisis how templates can be used at the access layer to generate configurations.

Now, let’stake alook at the distribution layer devices to see how templating can be applied to them.

Distribution Layer Switches

Now to design a modular template for distribution switches. The base template and its modules are part of

the 'Distribution Switch' project in Cisco Catalyst Center.

Step 1: Distribution Switch Template Structure
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Ex. Distribution Templates

Step2 : Define each module

The base configuration provided defines each and all modules are referenced.

% include "Distribution Switch/Distribution L2 VLAN Configuration” %}
% include "Distribution Switch,/Distribution STP Downlink Config" %}

{2 include "Distribution Switch/Distribution SVI_HSRP_0OSPF Config™ %}
% include "Distribution Switch/Distribution ACL Config" %}

"

% include "Distribution Switch,/Distribution Standard Configuration” %}

{1 Distribution_L2 VLAN_Confizuration{branch_number, is_poe) 1}}

{{ Distribution_STP_Downlink_Configlbranch_number, is_poe, distribution _number] 1}
{1 Distribution_5VI_HSRP_0SPF_Configlbranch _number, is_poe, distribution _number) ¥}
{1 Distribution_ ACL_ Config{branch_number) }}

{1 Distribution_Standard _ Config() ¥}

Ex. Distribution Base Template Modules

Similar to access switches, al templates are created within the 'Distribution Switch' project and referenced
in the base template. While some templates are identical to those used for access switches, this section
explains the differences specific to distribution switches. The module " Distribution L2 VLAN
Configuration” isidentical to the one described earlier for access switches. Please check AccessL2 VL AN
Configuration module which provides thisinformation. It generates the required VLANS based on the input
values provided for the variables.

Now review the " Distribution STP Downlink Config" module, which handles the generation of spanning
tree and uplink configurations for distribution switches.



{2 macro Distribution_STP_Downlink_ Config (branch_number, is_poe, distribution _number) %}
1

spanning-tree mode rapid-pvst

{2 set base_vlan = branch_number * 100 %}
{2 set vlans = [base_vlan + 11, base_vlan + 12, base_vlan + 13] %}

{3 if is_poe == "Yes' %}
{2 set vlans = vlans + [base_wvlan + 14] %}
{25 endif %6}

{24 if distribution_number =1 %}
{2 set stp_ priority = 4096 %}
{2 elze %}
{% set stp_priority = 8192 %}

{25 endif %6}

spanning-tree vlan {{ vlans | join(",") ¥} priority {{ stp_priority 1}

1

interface range TWE 1/0/1- 2
switchport

switchport mode trunk
switchport trunk allowed vlan {{ vlans | join(',") }}
no shutdown

1

{2 endmacro %}

Distribution STP Downlink Config

Here Jinja2 macro functionality is being used , which is referenced in based module. So this structure helps
in building modular approach.

This module configures Spanning Tree Protocol (STP) and downlink interfaces based on the
"branch_number" and whether the switch is PoE-enabled. The " branch_number" variable is used to
generate unique base VLANS for each branch, ensuring distinct VLANS, similar to the approach already
highlighted for access switches. If the switch is PoE-enabled (" is poe" =="Yes'), an additional VLAN,
such as the AP Management VLAN, is added to the list. The" distribution_number" variable determines
the STP priority, setting 4096 for Distribution 1 (making it the preferred root bridge) and 8192 for secondary
distribution switches. Finaly, the appropriate VLANS are applied to the trunk interface, ensuring that only
therelevant VLANS are allowed based on whether the switch is PoE-enabled.

Now review the " Distribution SVI_HSRP_OSPF Config" module, which focuses on the setup of SVIs,
HSRP, and OSPF for efficient network routing and redundancy.



{2 macro Distribution_5V1_HSRP _O5PF _Config (branch_number, is_poe, distribution _number) %}
1
interface loopbackD
ip address {{ loopback_ip ¥} 255.255.255.255
1
router ospf 1
router-id {{ loopback_ip 1}
1
key chain HSRP_KEY
key O
key-string cisco@ 7875
1
interface vlan {{ 100 * branch_number + 11 }}
description Data_Endpoints
ip address 17217 {{ (branch_number - 1} * 16 1}L{{ distribution _number + 1 ¥} 255.255.240.0
standby bfd
standby version 2
standby {{ 100 * branch_number + 11 }} ip 17217 {{ (branch_number- 1) * 16 1}.1
{24 if distribution_number =1 %}
standby {{ 100 * branch_number + 11 }} priority 255
{2 elze %}
standby {{ 100 * branch_number + 11 }} priority 250
{25 endif %6}
standby {{ 100 * branch_number + 11 }} authentication md5 key-chain H5RP_KEY
standby {{ 100 * branch_number + 11 }} preempt delay minimum 120
no ip redirects
no ip unreachables
no ip proxy-arg
ip ospf 1 area 0
bfd interval 100 min_rx 100 multiplier 3
1
1 uplink interfaces
interface TWE1,/1/1
no switchport
ip address {f twel 1 1 ip ¥} 255.255.255.0
ip ospf 1 area 0
no shutdown
1
interface TWE1/1/2
no switchport
ip address {f twel 1 2 ip ¥} 255.255.255.0
ip ospf 1 area 0
no shutdown
1
{2 endmacro %}

Distribution SVI_HSRP_OSPF Config

Thismodule, Distribution_SVI_HSRP_OSPF_Config, helps configure SVIs, HSRP, OSPF, and uplink
interfaces for distribution switches. In this example, we are focusing on the SVI for data subnets, but the
same method can be used for other SVIs like voice or management.

If the |P address planning for data subnetsis aready done, the IP addresses can be cal culated automatically




for each SVI based on the branch_number and distribution_number variables. For example, if branch 1
has the subnet 172.17.0.0/20, branch 2 has 172.17.16.0/20, and branch 3 has 172.17.32.0/20, the gateway
IPis172.17.x.1 (where x is the branch number). The second IP for the first distribution switch is 172.17.x.2,
and the third IP for the second distribution switch is 172.17.x.3. Thisway, the | P addresses are automatically
calculated, reducing errors and simplifying the process.

The loopback interface is assigned an IP from the variable loopback_ip, which serves as the OSPF router
ID to ensure stable and consistent routing across the network. In the OSPF configuration, thisloopback IPis
used as the router 1D, and the relevant interfaces are added to OSPF area 0. For HSRP, priority values are
set: 255 for thefirst distribution switch and 250 for the second, ensuring proper failover. Additionaly,
HSRP authentication is configured using a key chain (HSRP_KEY') to enhance security.

To keep the configuration clean and manageable, some values are hardcoded. For instance, the subnet mask
(255.255.240.0) and certain HSRP settings (like version and BFD) are the same across all branches,
reducing the number of variables. This makes the configuration simpler, easier to apply, and less likely to
have mistakes. Lastly, the uplink interfaces are configured with IPs and added to OSPF area O for proper
routing between switches. This approach makes the configuration process easier to manage and less prone to
errors, while also being flexible for different branches.

Now review the " Distribution ACL Config" module, which provides segmentation at the distribution
layer.

{25 macro Distribution_ACL Config (branch_number] %}
1
ip access-list extended BLOCK_BRANCH

denyip 172.17 {{ 16 * (branch_number - 1} }}.0 0.0.15.255 172_16.{{ 16 * (branch_number - 1} }}.0 0.0.15.255
deny ip any host 239.255.255.250

permit ip any any
I
interface vlan {{ 100 * branch_number + 11 1}
ip access-group BLOCK_BRAMNCH in

1

{2 endmacro %}

Distribution ACL Config

This module demonstrates segmentation at the distribution layer using a Jinja2 template. It utilizes the
branch_number variable to dynamically calcul ate subnet addresses, enabling automated and scalable ACL
configurations. For each branch, the ACL blocks communication between subnet 1 (172.17.X.0) and
subnet 2 (172.16.X.0) by denying IP traffic between these ranges. It also deniestraffic to the multicast
addr ess 239.255.255.250, while permitting all other traffic. The VLAN interface is assigned dynamically
based on the branch number, and the ACL is applied inbound on that interface. This automated approach
ensures effective per-branch segmentation, reduces manual configuration errors, and simplifies network
policy enforcement.

Finally, the last module, " Distribution Standard Configuration,” isnearly identical to the one described
in the Access Standard Configur ation module (please refer to that section for details). It includes best
practices, security hardening, and key features for secure device management. The only difference liesin the
sour ce interface: in the Access Switch template, it isdefined as VLAN {{ branch_number * 100 + 13}},




whereas in the Distribution Switch configuration, it can be hardcoded as L oopbackO.

Step 3: Perform Simulation befor e deploying the configuration.
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Thisis how templates can be used at the distribution layer to generate configurations. Now, let’ s take alook
at the core layer devices to see how templating can be applied there.

CorelLayer Switches

Now design a modular template for core switches. The base template and its modules are part of the'Core
Switch' project in Cisco Catalyst Center. See the base template in step 1.



Step 1: Define various core switch Structure
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Core Switch Template Structure

Step 2 : Definevarious modules

{3 include "Core Switch/Core VLAM 5V1 Configuration™ %}
{2 include "Core Switch/Core Downlink OSPF B2B Config" %}
{% include "Core Switch/Core Uplink BGP Config” %}

{2 include "Core Switch/Core Standard Configuration™ %}

{{ Core_VLAN_5VI_Configuration () ¥}

{{ Core_Downlink_O5PF_B2B_Config () }}
{{ Core_Uplink_BGP_Config () ¥}

{1 Core_Standard_Config () ¥}

Core Base Config

Most core switch configurations are similar across all branches, so common values can be hardcoded.
Usually, only the I P addresses change, and these can be set using variables. Since each branch typically has
only two core switches, managing these variablesis straightforward. Even if some branches have more core
switches, their number is still less than the number of access or distribution switches. That’s why as a best
practice, it's more important to minimize variables for access and distribution switches, asthey are used in
larger numbers and having too many variables can make configuration more time-consuming.

Now begin with the first module: " Core VLAN SVI Configuration.” In this example, the core switches
are positioned behind afirewall and must establish eBGP peering with it. This module is responsible for
generating the VLANSs and corresponding SVIs required for the eBGP peering and OSPF neighborship. The
firewall is assumed to operate in an active/standby configuration.



% macro Core. VLAM 5VI_Configuration [} %5}
I
vian 2001
name eBGP_peering_to FW
1
vlan 2002
name O5PF_neighborship
I
interface vlan 2001
description eBGP Peering to Firewall
ip address {{ VLAN2001_|P }} 255.255_255 248
bfd interval 100 min_rx 100 multiplier 3
no ip redirects
no ip unreachables
no ip proxy-arp
I

interface vlan 2002

description O5PF neighborship to Core SW 2
ip address {{ VLAN2002_|P }} 255.255_255 248
bfd interval 100 min_rx 100 multiplier 3
ipospfla0

no ip redirects

no ip unreachables
no ip proxy-arp

1

% endmacro %)}

Core VLAN SVI Configuration

This module, as explained earlier, creates the required VLANS and associated SV s for establishing OSPF
and BGP neighbor relationships. All parameters, except for the SVI 1P addresses, are hardcoded—including
the subnet mask if it aligns with the IP addressing plan. This method helps limit variables and reduces the
potential for configuration errors.

Now, let’sreview the" Core Downlink OSPF B2B Config" module, which generates configurations for
downlink interfaces, OSPF, and back-to-back links between Core Switch 1 and Core Switch 2.



{2 macro Core_Downlink_OSPF_B2B_Config (] %}
I

interface loopbackD

ip address {{ loopback_ip }} 255.255.255.255
1

router ospf 1

router-id {{ loopback_ip 1}
default-information originate

I

I downlink interfaces

interface TWE1,/0/1

ip address {{ twel_0_1_ip }} 255.255.255.0
ipospf 1 area 0

no shutdown

I

interface TWE1,/0/2

ip address {{ twel_0_2_ip }} 255.255.255.0
ipospf1areal

no shutdown

1

interface TWE1,/0/24

description Towards_Core SW

switchport mode trunk

switchport trunk allowed vlan 2001,2002
channel-group 10 mode active
spanning-tree portfast trunk

no shutdown
|

interface TWE1,/0/48
description Towards_Core SW

switchport mode trunk

switchport trunk allowed vlan 2001,2002
channel-group 10 mode active
spanning-tree portfast trunk

no shutdown

I

interface Port-channell0

description Towards_Core SW
switchport mode trunk

switchport trunk allowed vlan 2001,2002
spanning-tree portfast trunk

no shutdown

|

{2 endmacro %}

Core Downlink OSPF B2B Config

Similar to the previous module, most values in this module are hardcoded to minimize the number of
variables. Only the IP addresses for loopback and downlink interfaces are variable. Additionally, the back-
to-back port channels and VLANS are standardized across different branches.

Now, let’sreview the" Core Uplink BGP Config" module, which generates BGP configurations and
manages uplinks connected to the firewalls.




{3 macro Core_Uplink_BGP_Config () %}

|

router bep ff AS Number }}

bep log-neighbor-changes

bep router-id interface LoopbackD

bep graceful-restart

I

1 eBGP Peering with Firewsall

neighbor {{ BGP MEIGHBOR ¥} remote-as {{ REMIOTE_AS 1}
neighbor {{ BGP NEIGHEOR }} description eBGP Peering with Firewall
neighbor {{ BGP NEIGHBOR ¥} update-source vlan 2001
neighbor {{ BGP NEIGHEOR ¥} fall-over bfd
appregate-address {{ AGGREGATE_IP 1} {f AGGREGATE_MASK }} summarny-onlky
I

address-family ipvd

network {f loopback_ip }} mask 255.255.255.255
neighbor {{ BGP MEIGHBOR Y} activate
exit-address-family

I

I Redistribute OSPF into BGP

redistribute osof

I

1 Uplink intefaces

interface TWE1/0/23

description Towards Firewall

switchport mode access

switchport access vian 2001

channel-group 10 mode active

spanning-tree portfast

no shutdown

1

interface TWE1/0/47

description Towards Firewall

switchport mode access

switchport access vian 2001

channel-group 10 mode active

spanning-tree portfast

no shutdown

|

interface Port-channel10
description Towards Firewall

switchport mode access
switchport access vlan 2001
spanning-tree portfast

no shutdown

|

{3 endmacro %)}

Core Uplink BGP Config

This module generates the BGP configuration needed to establish an eBGP neighbor relationship with the
firewall. As shown above, most values are hardcoded since they remain consistent across different branches.
Only the IP addresses and AS numbers, which can vary for each branch, are taken as input variables and
used to generate the necessary configuration. Most other settings have been standardized to minimize the
number of variables. The uplink interfaces connected to the firewall are specified along with the VLAN used
for eBGP neighborship, which was generated by the previous module.




Finally, the last module, "Core Standard Configuration,” is amost identical to the one described in the
Access Standard Configuration (refer to that section for more details). It includes best practices, security
hardening, and key features for secure device management. Consistent with the distribution switch
configuration, the source interface can be set to loopbackO in this module as well, and this value can be
hardcoded.

Step 3: Perform Simulation

'é',';(",_',' Catalyst Center Design [ CLI Templates * Q O A 0 Ccatalystuser
Update Simulation
Templates Wariables Simulation Provision Conflicts
w
Simulations (1)
ES
Edit Dalete . AN
172.31.1.2 172.17.1.3
] Simulation Name = Date
-] Core Switch Simulation 17 July 2025 10.2.2.1 172.17.1.4
172.17.1.4 65001
172.31.1.8 65002
172.17.0.0 255.255.240.0
4 3
o —
—

(1) Core Switch Template Smulation Inputs and Outputs

= el Catalyst Center

Simulation - Core Switch Simulation

ip proxy-arp

(2) Core Switch Template Smulation Inputs and Outputs



Catalyst Center Design

Simulation - Core Switch Simulation

Variables Simulated: 10 Status

information originate

Simulation - Core Switch Simulation

lan 2&@1, 2802

(4) Core Switch Template Smulation Inputs and Outputs



= bl Catalyst Canter

Simulation = Core Switch Simulation

2 jinterface TWEL/@S23

(5) Core Switch Template Smulation Inputs and Outputs

This completes the detailed explanation of designing templates for the Three-Tier Architecture, outlining
both the structure and configuration of each module.

All of these module utilize the best practices explained earlier.

S

Note: When designing templates for a collapsed core architecture, please refer to the explanations
provided for the Three-Tier architecture. The template structure remain the same; however, features
that were previously implemented separately at the core and distribution layers are now combined
at the collapsed core layer. The same modular template approach can be used here as well, by
creating a base template and referencing the relevant modules within it.

Summary

The traditional 3-tier campus architecture often relies on extensive manual configuration across the core,
distribution, and access layers. This approach is not only time-consuming but also prone to human error. The
absence of automation and centralized management significantly increases operational overhead, making it
difficult to scale and manage modern, dynamic campus networks effectively. Through Catalyst Center CLI
template feature configurations can be automated for the traditional LAN networks. It isimportant to utilize
the modular approach while provisioning the devices. Modules can be based upon the various features used
at different layers. And then finally bind all these modules to base module.

Call to Action

We invite organizations to adopt the modular template methodology presented in this white paper as a best



practice for standardizing switch configurations and optimizing network operations across both three-tier
and collapsed core architectures.

By implementing modular templates, network teams can:

Improve operational efficiency through consistent, repeatable configuration practices.
Minimize human error and reduce troubleshooting time.

Achieve greater scalability to support growth and evolving business needs.

Ensure configuration consistency across diverse environments.

This approach not only streamlines day-to-day management, but also enables faster deployments, simplifies
update cycles, and enhances alignment with security and compliance requirements. Adopting modular
templates positions your network for agility, resilience, and long-term successin an ever-changing I T
landscape.

For practical demonstrations, learn more about templates, please see Y ouTube series

1 How to create and manage templates in Catalyst Center

https://youtu.be/SyUgEEcwye0

2 How to Use System Bind Variablesin CLI Templatesin Catalyst Center

https://youtu.be/gV 10QBuUHY Jdo
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