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| ntroduction

This document describes the step-by-step process for preparing and configuring Catalyst Center,
ServiceNow, and aMID server to be integrated.

Prerequisites

Ensure that these prerequisites are met:

» Administrator access to ServiceNow.

» Administrator access to Cisco Catalyst Center.

A virtual machine (VM) server running Ubuntu, RHEL, Windows, or CentOS to host the MID server.
e TCP port 443 must be allowed between Cisco Catalyst Center, ServiceNow, and the MID server.

Components Used

These components were used for this guide:

» Cisco Catalyst Center release: 2.3.7.9
* ServiceNow release:; Y okohama
* Ubuntu VM release: 22.04

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Acronyms

» CatC = Cisco Catalyst Center



Section 1. Setting up the Cisco Catalyst Center

1. Loginto the Cisco Catalyst Center graphical user interface (GUI).
2. Navigate to System > Settings > System Configurations > Integration Settings.

‘teeh  Catalyst Center System / Settings

System Configuration

Integration Settings

Certificates
Cisco Accounts
Device Settings
External Services
System Configuration
Debugging Logs
Visibility and Control of Configur...
Geo Map Settings
Proxy
High Availability
Multiple Cisco Catalyst Center S...

Integration Settings

System Health

The Integration Settings page is crucial for enabling event notifications. When you enter an | P address,
Virtual IP (VIP) address, or Fully Qualified Domain Name (FQDN) for Cisco Catalyst Center on this page,
it establishes the callback URL that Cisco Catalyst Center uses when sending event notifications to external
systems such as ServiceNow, webhook servers, or SMTP servers. This configuration is mandatory for Cisco
Catalyst Center to successfully send event notifications and automatically create change and incident tickets
in ServiceNow. Proper configuration of the IP address on the Integration Settings page ensures that
ServiceNow can route API calls (for ticket details, approval details, ticket closure details, and CMDB
synchronization details) to the correct Cisco Catalyst Center instance, especially when multiple Cisco
Catalyst Center instances are connected to the same ServiceNow instance.

Note: The IP address, VIP address, or FQDN configured in the Integration Settings page must be
reachable by end-users who access links sent from ServiceNow in incident and change tickets.

Next, create a username and password with super-administrator privileges. This account enables the Cisco
Catalyst Center application within ServiceNow to connect to the Cisco Catalyst Center platform using
HTTPS and ITSM APIsviathe MID server.



System [ Users & Roles

Internal Users

ntroller functio

First Name = Last Name Username

catc_username

Role List

SUPER-ADMIN-ROLE

Section 2: Creating and Setting up a ServiceNow User

1. Login to the ServiceNow GUI using administrator credentials.



servicenow

User name

Password

Forgot Password ?

2. Inthe search field, type users and click User s under Users and Groups.



servicenow A

=

FAVORITES

No Results

ALL RESULTS

v Configuration
v Cl Lifecycle Management
‘ Cl State Registered Users

v Password Reset

‘ Blocked Users

v Organization
‘ Users
v System Security

v Users and Groups

3. Click on the New button.



24
Favorites  History @ Users ¢ Q ® « ® 0 S

Y EJ Users fortext -  Search {c} Actions on selected rows... v

4. Complete the user information. At a minimum, populate the User | D and Passwor d fields, and ensure the
Active checkbox is selected.

* If you enter the password directly into the Password field, the blue message prompt is a redundant step
and can be disregarded.



_ User
New record

[User ID dummy.user]

Firstname | Dummy

Last name | User
Title

Department

[Password 200000000 RRIRS ]

Password needs reset

Locked out

[ Active

Web service access only

Internal Integration User

Related Links

View linked accounts
View Subscriptions

5. While still in the User s section, search for the newly created user and click on their entry.




Favorites History Workspaces

= VW EJ Users fortext

All > User ID starts with dummy

User ID

dummy

6. Click the Roles tab, then click Edit.

User ID | duminiy.user
Firstname | Dummy
Lastname | User
Title
Department
Password
Password needs reset
Locked out
Active

Web service access only

Internal Integration User

Users ¢ Q, Search

Active

Email

Language

Calendar integration
Tirne zone

Date format
Business phone
Mobile phone

Photo

Entitled Custom Tables C] Groups = Delegates = Subscriptions | User Client Certificates

Y El | Role

7. Add these required roles for a successful integration:

1. Admin

. Catalog_admin

. Import_transformer
. Inventory_admin

. Inventory_user

Il
. Mid_server
. Pa_admin

©oO~NOUTAWN

. Personalize choices
10. Web_service_admin
11. All roles beginning with x_caci.

Actions on selected rows... v m

Created Updated
Search Search

2025-01-28 09:56:23  2025-02-03 20:28:47

—None -
Outlook
System (America/Los_Angeles)

System (yyyy-MM-dd)




Add Filter Run filter @

-- choose field -- ¥ -—value--

Collection Roles List

Q RTP CatC

action_category_creator admin

action_designer catalog_admin

activity_admin import_transformer

activity_creator inventory_admin

actsub_admin inventory_user

actsub_user itil

agent_admin mid_server

agent_security_admin ' pa_admin

agent_workspace_user _ personalize_choices

ais_admin web_service_admin
ais_high_security_admin X_caci_cisco_dna.app_admin

aisa_admin %_caci_cisco_dna.change_dna_update_user
analytics_admin %_caci_cisco_dna.cisco_dna_controller_user
analytics_filter_admin x_caci_cisco_dna.cmdb_sync_status_user
analytics_task_admin x_caci_cisco_dna.deviceimages_user
analytics_viewer x_caci_cisco_dna.incident_dna_update_user

Cc“]c-(-‘l m

Add Filter Run filter @

— choose field --

Collection Roles List

Q RTP CatC
action_category_creator mid_server

action_designer pa_admin

activity_admin personalize_choices

activity_creator web_service_admin

actsub_admin %_caci_cisco_dna.app_admin

actsub_user x_caci_cisco_dna.change_dna_update_user
agent_admin X_caci_cisco_dna.cisco_dna_controller_user
agent_security_admin %_caci_cisco_dna.cmdb_sync_status_user
agent_workspace_user X_caci_cisco_dna.deviceimages_user
ais_admin x_caci_cisco_dna.incident_dna_update_user
ais_high_security_admin x_caci_cisco_dna.IntegrationUser

aisa_admin x_caci_cisco_dna.inventory_list_user
analytics_admin %_caci_cisco_dna.issue_category_user
analytics_filter_admin ¥_caci_cisco_dna.problem_state_lookup_user
analytics_task_admin x_caci_cisco_dna.u_genericendpoint_user
analytics_viewer x_caci_cisco_dna.wireless_lan_controller_user

Cancel m

8. Click the Save button.
*» Assigning the mid_server role to this user eliminates the need to create a separate user specificaly for




the MID server in a subsequent step.

9. Log out of ServiceNow and verify the credentials of the new user.

SerVicenOw All  Favorites History Workspaces Admin

Welcome to Admin Home, Dummy!

Manage, monitor, and discover all your day to day administrative actions and tools across the platform.

Section 3: Setting up the MID server

Before downloading and deploying the MID server package, select one of these compatible operating
systems for the virtual machine (VM):

» Ubuntu
* CentOS
* RedHat
» Windows

Deploy the VM. The VM must have internet access and HTTPS access to both ServiceNow and Cisco
Catalyst Center.

1. In the ServiceNow GUI search field, type mid and select Downloads.

.
servicenow Favorites  History  Workspaces  Admin Download MID Server ¢ Q, Search
Dowmload MID Server
m. If the download does not beginimmediately, try the download at a later time as the

s for MID Server Host ( natrix for current and upcoming releases.,

Windows Downloads

&4 bit

Linux Downloads

For Linux Docker recipe, please follow the stepsin

64 bit

&4 bit signatures

64 bit - For Ubuntu

For RedHat/CentOS

Upgrade History 64 bit signatures

2. Download the MID server installation package. Y ou can either:



» Download it to alocal computer and then transfer it to the VM server.
* Access the terminal of the VM and use the wget command with the URL of the package to download it
directly to the VM server.

* Click the Copy icon, located next to the Download icon, to copy the URL of the package.

S

Note: This section provides examples using the Ubuntu command-line interface (CL1). The steps
for deploying the MID server package vary for CentOS, RedHat, or Windows VMs. For more
information, refer to the external ServiceNow documentation, " Install aM 1D Server on Linux"
and " Install aMID Server on Windows" available on the ServiceNow website.

3. Usethe"Install aMID server on Linux" guide to download and deploy the MID server package on the
VM.

Use the wget command with the URL of the MID server installation package to download the package.

ribution/builds/p

] L itionfbuild
com)... 149.96.6.98

noW. com) | 149,96, 6,98 1443, .. connected,

e/app-signed/mid-linux-installer/2025/06/04/mid-1inux-1in:
kage/app-signed/mid=linux=installer,/2025/06/04 /mid=1inux

1ler.yokohama-12-16
staller. yokohama=12

ary-package]
patch4-05-14-2025_06-04-2025_1836.1inux.xB6-64.deb”
mid-linux-installer.yokohama-12-16-2024 patc =14=2025 06-04=2025 1 100% [============= ==zzz======s ====zzs==e=s - =========== = ============ =====:

2025-07-21 21:12:16 (4.58 MB/3) - ‘mid-linux-installer.yokohama-12-10-2024 patch4-05-14-2025 06-04-2025 1936.1inux.x06-64.deb’ saved [310020358/310020358]

deloud@dcloud:~% 15 -1ht
total Z9eM
=rW=rw=r== 1 dcloud dcloud 296M Jun 5 04:53

Install the DEB package.

dcloud@dcloud:~$ sudo dpkg -1 mid-linux-installer.yokohama-12-18-2024 patch4-05-14-2025 06-04-2025 1836.1inux.x86-64.deb
[sude] password for decloud: o - N

Selecting previously unselected package agent.

(Reading database ... 122152 files and directories currently installed.)

Preparing to unpack mid-linux-installer.yokohama-12-18-2024 patch4-05-14-2025 06-04-2025 1836.linux.xB86-64.deb ...
Unpacking agent (27.4.0.10-20034.el7) ...

Setting up agent (27.4.0.10-20034.el17) ...

This system supports neither RPM nor DEB.

MID Server has been installed at /opt/servicenow/mid

MID Server can be configured using /opt/servicenow/mid/agent/installer.sh script

Please refer README file for more details

Obtain root privileges using sudo -i and change directories to /opt/servicenow/mid/agent.



https://www.servicenow.com/docs/bundle/vancouver-servicenow-platform/page/product/mid-server/task/t_InstallAMIDServerOnLinux.html
https://www.servicenow.com/docs/bundle/vancouver-servicenow-platform/page/product/mid-server/concept/mid-server-install-prereqs.html

root@dcloud: /opt/servicenow/mid/agent$ 1ls -1h
total 268K

drwxr-x--- 3 root root 4.0K Jul 21 21:13 bin
-rwxr-x--- 1 root root 11K Jun 5 04:47
-rwxr-x--- 1 root root 1.3K Jun 5 04:47
drwxr-x--- 2 root root 4.0K Jul 21 21:13 conf
-rwxr-xX--- 1 root root 35K Jun 5 04:47
-rwxr-x--- 1 root root 8.0K Jun 5 04:47
drwxr-x--- 2 root root 4.0K Jul 21 21:13 etc
-rwxr-x--- 1 root root 71K Jun 5 04:47
drwxr-x--- 2 root root 4.0K Jun 5 04:47 extlib
-rwxr-x--- 1 root root 367 Jun 5 04:47
drwxr-x--- 6 root root 4.0K Jul 21 21:13 jre
drwxr-x--- 3 root root 32K Jul 21 21:13 1lib
-rwxr-x--- 1 root root 883 Jun 5 04:47
drwxr-x--- 2 root root 4.0K Jun 5 04:47 lnqz
drwxr-x-—-— 2 root root 4.0K Jul 21 21:13 midinstaller
drwxr-x--- 4 root root 4.0K Jul 21 21:13 package
drwxr-x--- 2 root root 4.0K Jul 21 21:13 pLUpelt_es
-rwxr-x--- 1 root root 16 Jun 5 04:47
-rwXxr-x--—- 1 root root 15 Jun 5 04:47
-rwxr-x-—— 1 root root 1.1K Jun 5 04:47
drwxr-x--- 2 root root 4.0K Jun 5 04:47 work
-rwxr-x-—— 1 root root 30K Jun 5 04:47
-rwxr-x--- 1 root root 12K Jun 5 04:47

4. Configure the MID server by executing the installer.sh bash script (./installer.sh) and completing the
prompts.

reot@delovd: /opt/servicensw/mid/agentd . /installer.sh
[Enter the ServiceNow Instance URL [https://YOUR INSTANCE.service-now.com/] : https:siea . sarvice-now.com/
Do you .lant to use prox y’ [Enter ¥ or N] : n

HE 1]

The user that we created on the

[-nt&r th? username for mid user : P % o

Enter the password for mid user: ervic l. The user that

Jalidating the Mid-user details... we gave “mid_server” role to.

Jgername and password are valid.

Do you wankt r_o anable Certificate Revocation? [Enter ¥ or N

Enter L‘1 E"J.d Server Name [My Linux_Mid Server]l : Du

nigue name for the service to be created [mid]
=move the white spaces or special characters from the -APP_ service name)

Enter t]r-' unique name for the service to be created [mid] : dummy | mi |_server

Checking for the uniguene of the service name...

Enter r‘aa long name for the service [ServiceNow MID Server] : Dummy ServiceNow MID Server

tallation path does not meet the minimum space requirement of 36 GB. Continue installation or exit to choose a different path.

to continue :

ame to run this service :

The username of the MID server
NOTE: R non-root user can manage a service only when the user has required privileges. VM.
For more information, refer https://hi.service-now.com/kb _view.do?sysparm article=KBO815542

FrEEEAEEEE
[Enter yes for the below displayed promg you want to start the daemon with out any errors...

[fThe agent directory is fopt/servicenow, agent

Do you want to block all other user access and change the ownership of the entire agent directory at /opt/servicenow/mid/agent based on the mid.shconf_override sett
ings (Enter yes or YES to confirm) ? no

Detected Linux:

Installing the Dummy_ ...e riceNow_MID Server daemon with systemd...

reating rioIaUl servi file...
Created symlink fete o/ y..rf}m!mnlti—llsr}r.r:g:an..'..':lnr.o,,fnumn-.y_r.«.irl___.‘cr,\r\u'r_\.r.s:m".'ilrr} ~ fetc/systemd/system/dummy_mid_server.service.
Starting Dummy Servi Server with systemd...

Waiting for Dummy ServiceMow MID Server.

ulnru:r_, PID:1735%02

id iz running as a service successfully..

5. To verify if the MID server has started, execute the start.sh bash script.

root@dcloud: /opt/servicenow/mid/agent# ./start.sh
Dummy ServiceNow MID Server is already running.

If the MID server did not start after configuration, use start.sh to initiate its services. To stop the MID
server, run stop.sh. To uninstall the MID server service, run uninstall.sh.



For recent logs detailing interactions between Cisco Catalyst Center and ServiceNow, examine the

logs/agent0.10g.0 file

https://www.servicenow.com/docs/bundl e/vancouver-servicenow-pl atf orm/page/product/mid-

server/reference/r MIDServerTroubleshooting.htm

total 164K

root@dcloud: /opt/servicenow/mid/agent# 1ls -1h logs

-rw-r--r-- 1 dcloud dcloud 153K Jul 22 15:50|agent0.log.0]
-rw-r—--r-- 1 dcloud dcloud 0 Jul 22 14:55 agent0.log.0.1lck
-rw-r--r-- 1 dcloud dcloud 1.1K Jul 22 14:55 FileHandlerReport.txt
-rw-r--r-- 1 dcloud dcloud 1.6K Jul 22 14:55 wrapper.log

6. Temporarily stop the MID server: ./stop.sh

7. Edit the config.xml file (for example using nano)

* Set mid.proxy.use_proxy to false if no proxy server exists between the MID server and ServiceNow.

» Set TLS values from true to false. This action disables certificate, certificate chain, and CRL checks,
and prevents values on the ServiceNow "MID Security Policy" page from overwriting config.xml settings.

* Save the changes.

root@dcloud: /opt/servicenow/mid/agent#
total 304K

-rwxr-x--—- 1 dcloud dcloud 8.0K Jul 22
-rwxr-x-—-— 1 dcloud dcloud 1.1K Jul 22
drwxr-x--- 3 dcloud dcloud 4.0K Jul 22
-rwxr-x--- 1 dcloud dcloud 11K Jun 5
-rwxr-x--- 1 dcloud dcloud 1.3K Jun 5
drwxr-x--- 2 dcloud dcloud 4.0K Jul 21
-rwxr-x---— 1 dcloud dcloud 35K Jun 5
-rwxr-x-—— 1 dcloud dcloud 8.1K Jul 22
drwxr-x--- 2 dcloud dcloud 4.0K Jul 21
-rwxr-x--- 1 dcloud dcloud 71K Jun 5
drwxr-x--- 2 dcloud dcloud 4.0K Jun 5
-rwxr-x--- 1 dcloud dcloud 367 Jun 5
drwxr-x--- 6 dcloud dcloud 4.0K Jul 21
drwxr-x--- 3 dcloud dcloud 32K Jul 21
-rwxr-x--- 1 dcloud dcloud 883 Jun 5
drwxr-x--- 2 dcloud dcloud 4.0K Jul 22
drwxr-x--- 2 dcloud dcloud 4.0K Jul 21
drwxr-x--- 4 dcloud dcloud 4.0K Jul 21
drwxr-x--- 2 dcloud dcloud 4.0K Jul 21
drwxr-xr-x 6 dcloud dcloud 4.0K Jul 22
drwxr-xr-x 2 dcloud dcloud 4.0K Jul 22
drwxr-xr-x 2 dcloud dcloud 4.0K Jul 22
drwxr-xr-x 2 dcloud dcloud 4.0K Jul 22
-rwxr-x--- 1 dcloud dcloud 16 Jun 5
-rwxr-x--- 1 dcloud dcloud 15 Jun 5
drwxr-xr-x 2 dcloud dcloud 4.0K Jul 22
-rwxr-x--- 1 dcloud dcloud 1.1K Jun 5
drwxr-x--- 5 dcloud dcloud 4.0K Jul 22
-rwxr-x--- 1 dcloud dcloud 30K Jun 35
-rwxr-x---— 1 dcloud dcloud 12K Jun 5

1s
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[false]

In the ServiceNow GUI, navigate to the M 1D Security Policy page. Verify that the values on this page align
with the changes made in the config.xml file of the MID server. Correct configuration and matching values
enable successful trust and connectivity during the validation process between ServiceNow and the MID
server.

SerVicennw Favorites  History  Admin Certificate Check Policies ++ Q. Search -

7 | mid sec = W & Certificate Check Policies Name * (5 & | Actions on selected rows...

FAVORITES ——m——
Certificate Chain Check Hostname Check Revocation Check Policy Type
No Results

ALL RESULTS

~ MID Server system_defaults  global

public_netwaork global

private_network  global

Note: If your company policy mandates certificate usage, update the relevant settings on both
ServiceNow and the MID server to ensure proper certificate implementation for a successful
connection.

8. Start the MID server: ./start.sh

root@dcloud: /opt/servicenow/mid/agent$# ./start.sh
Starting Dummy ServiceNow MID Server with systemd...
Waiting for Dummy ServiceNow MID Server...

running: PID:1836374

9. In the ServiceNow GUI, type mid in the search field and select MID Servers.

* Locate the newly created MID server entry (for example "Dummy-ServiceNow-MID-Server").




servicenow  ai

v [mid

FAVORITES

> Discovery Definition - Cl

ALL RESULTS

Favorites

History  Admin MID Servers View: Discovery % Q. Search

MID Servers View: Discovery MName

Actions on selected rows...

Host name Status Validated Version Last refreshed

@ yokohama-
12-18-
2024__patch4-
05-14-

2025 0..

2025-07-22
12:54:01

10. Click the MID server entry, then click Validate.

Started




— MID Server
Dummy-ServiceNow-MID-Server View: Discovery

The MID Server facilitates communication between the ServiceNow pl
configuration parameters and capabilities here. Read about configuring

Name | Dummy-ServiceNow-MID-Server
Status ' Up
Version yokohama-12-18-2024_patch4-(
Lastrefreshed 2025-07-22 13:19:01
Started 2025-07-22 12:03:30
Stopped 2025-07-22 12:03:00
Time zone Etc/UTC

Logged inuser dummy.user

Update Delete

Related Links

|Va|idate I
REKEY

Grab MID logs, settings and thread dump

11. ServiceNow initiates a validation process to confirm connectivity, configuration, and assigned roles.




() MID server being validated

dcloud @ Validating

12. The validation process typically completes within 5 minutes. If the status remains "Validating" for more
than 10 minutes, perform these checks:

* Recheck the configuration settings on both ServiceNow and the MID server.
* Verify HTTPS connectivity between ServiceNow and the MID server.

* If these checks are successful examine the agent0.109.0 file on the MID server for certificate or other
issues.

A successful validation, with correct configuration and HT TPS connectivity, displays the expected status on
the ServiceNow "MID Server" page.

Dummy-

ServiceNow- dcloud
MID-Server

Section 4: Create a CatC Entry on ServiceNow

1. Open the ServiceNow GUI and enter “cisco” in the search bar. Select Cisco Catalyst Controller
Properties.



servicenow i

Y |cisco

FAVORITES

> Cisco Catalyst Center

Inbound - Cisco Catalyst Inventory...

ALL RESULTS

v Cisco Catalyst Center

| Cisco Catalyst controller prop...

Issue Categories
Preferences
Troubleshooting Log

Wireless Lan Controllers

Support
System Web Services

v |Inbound

Click New, complete the required fields, and then click Submit.

Cisco Catalyst Inventory D...

* % ¥ % * * *»




Passwords are encrypted and stored securely. When the property is used to generate the x-auth-token for
CatC connections, the password is decrypted as needed.

The MID Server dropdown lists all available MID serversin your ServiceNow instance. Select the MID
server you want to use to communicate with CatC.

Favorites  History  Workspaces H Cisco Catalyst controller properties - Created 2025-0... 7 Q, Search

Cisco Catalyst controller properties

Created 2025-07-01 15:13:14 Update Delete

3 IP address of Cisco Catalyst | 198.18.129.100
ontroller

ine Controller
User Name of Cisco Catalyst | servicenow
Engine Controller

MID Server used to connect to | Dummy-ServiceNMow-MID-Server
Cisco Catalyst Center

Section 5: Start the Integration in the CatC GUI

1. Open the Cisco Catalyst Center GUI. Navigate to Platform > Manage > Bundles. Enter itsmin the
search field.

= iyl Catalyst Center Platform [ Manage

Bundies

B |

Bundgie « Status Deseription

2. Click Enablefor the Basic ITSM (ServiceNow) CM DB Synchronization bundle. In the confirmation

[aala VWil aY f\l;f\l/ l:l’\f\hlf\ '\n'\in
MUM-UM, UITUR Havic agail i,

% Note: You must enable the Basic ITSM (ServiceNow) CMDB Synchronization bundle before



enabling other ITSM bundles.

3. Click Configure and complete the required fields:

» Instance Name: Enter a descriptive name for the ServiceNow instance.

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

@ This bundle has additional configurations for its Schedule-Based Integration Flows. View Flows

« Schedule to Publish Inventory Details - ServiceNow Connector - Unscheduled

ServiceNow Access Settings

This is used to specify the connection settings to a ServiceNow instance

(O Select an existing instance [o Create a new instance]
Instance Name*

dCloud-Test

R ————

Description

 URL, Username, and Password: Enter the ServiceNow instance credentials and test the connection.
Communication from CatC to ServiceNow uses TCP port 443.



Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

ServiceNow Access Settings

Ast Name* \

https://e= <" "800 service-now.com/

Username*

dummy.user

Password*

( .......... b‘l-:y

Check connectivity

@ Connection Established

Note: Disable Multi-Factor Authentication (MFA) in the ServiceNow GUI to allow successful
integration. If MFA isenabled an error is returned instead of the “Connection Established”

message.

4. Enter aname for the CM DB instance.

» Specify the CMDB configuration details, including which device attributes to sync, the ServiceNow
destination for CM DB details, connection settings, transformation mapping between Catalyst Center
device families and ServiceNow Cl classes, the maximum number of devices per API call, and
discovery source information.



Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

@ This bundle has additional configurations for its Schedule-Based Integration Flows. View Flows

s Schedule to Publish Inventory Details - ServiceNow Connector - Unscheduled

CMDB Inventory Settings

This is used to specify the CMDB Configuration details for ServiceNow, which includes the list of device attributes(mandatoryfoptional) that needs to be
synced, type of destination within ServiceMow to receive the CMDB details, connection settings to the ServiceMow instance, transformation mapping
between Cisco DNA Center device families and ServiceNow Cl classes, maximum number of devices that can be synced in a single API call and the
discovery source details.

(O Select an existing instance [o Create a new instance]
Instance Name*
CMDB dCloud

Description

5. Select Yesif the CatC App isinstalled on ServiceNow.

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Cisco ServiceNow Application

Do you have Cisco ServiceNow Application installed? @

OYes (O No

6. Choose Synchronize deviceinventory directly with CM DB. This option sends datato a REST AP
endpoint within the CatC App on ServiceNow.




Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Select Destination

Destination Type*

Synchronize device inventory dirﬁctl... Y

| Synchronize device inventory directly with CMDB

Destination Uri

/api/now/import/x_caci_cisco_dna_cist

7. Use the default inventory datafields or add additional fields as needed. Click Next on the Update
Transforms page.

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Select Inventory Data Fields

’ Name Description Is Attribute [ Is Reference
Host Name Hostname of the device o Attribute O Reference
MAC Address MAC Address of the Device o Attribute O Reference
Davica Id ki ol tha Device ©O Attribute (O Reference
IP Address Management IP Address of the device o Attribute O Reference
Serial Number Serial Number of the davice o Attribute O Reference
. Upgrade Failure Reason Upgrade Failure Reason o Attribute O Reference
a CurrentSMU Upgrade Date CurrentSMU Upgrade Date o Attribute O Reference
(] CurrentSMU CurrentSMU © Attribute (O Reference
a Prior Upgrade Date Prior Upgrade Date o Attribute O Reference
a Code Upgrade Date Code Upgrade Date o Attribute O Reference

7. In this section, device families are mapped to Cl classesin ServiceNow. Most device families are mapped,



but you can edit the mappings. Only valid Cl classes under the “Network Gear” parent class can be selected.
Valid classes appear in the “Update Transforms” section when configuring the Basic ITSM (ServiceNow)
CMDB Synchronization bundle.

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Update Transforms

Device Family Cl Class

Routers cmdb_ci_ip_router

cmdb_ci_ip_switch

tches and Hubs

cmdb_ci_wap_network

Xx_caci_cisco_dna_wireless_lan_control

8. Inthe Sour ce I dentifier (Exact Match) dropdown, select Cisco Catalyst Inventory, Other Automated,
or acustom identifier created in ServiceNow. The CatC retrievesthe Cl list viaAPI. Thisfield isfor record-
keeping and does not impact system behavior. In thel nventory Items per Iterationfield, enter alow value
(such as 25 or 100). This allows ServiceNow adequate time to process each batch before the next is sent.



Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Set Source ldentifier and Operational Limit

Source |dentifier(Exact Match)*

dCloud-CatC b

Inventory Items Per Iteration*

100

9. Review the summary page for the Basic I TSM (ServiceNow) CM DB Synchronization bundle. Click
Configure to finish the setup.

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Summary

Review your configuration and make any changes.
-~ Destination and Instance

Destination: ServiceMNow Domain: https:// WA service-now.com/ Uri;
lapifnow/import/x_caci_cisco_dna_cisco_dna_inventory_det Username: dummy.user Passward; *remweex

 Inventory Data Fields
Send To Destination: Host Name (A), MAC Address (A), Device Id (A), IP Address (A), Serial Number (A), Upgrade Failure Reason (A), CurrentSMU

Upgrade Date (A), CurrentSMU (A), Prior Upgrade Date (A), Code Upgrade Date (A), Building (RF), Location (RF), Time Since Code Upgrade (A), Ports (A),
Number Of Users (A), Role (A), Fabric Role (A), Uptime (A), Reachability status (A), Part Number (RF), Type (A), Software Version (A)

~ Data Transforms

Transformations: Routers: cmdb_ci_ip_router, Switches and Hubs: cmdb_ci_ip_switch, Unified AP: cmdb_ci_wap_network, Wireless Controller:
x_caci_cisco_dna_wireless_lan_controller

» Limit and source

Source ldentifier: dCloud-CatC Inventory Items Per Iteration: 100

The bundle has been configured!



Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Done! Bundle Configured.

10. Return to the Bundles page and select Basic I TSM (ServiceNow) CM DB Synchronization.

5

Bundles

Filtar =Q, itsm

Bundle Siatus Description

sic ITSM (ServiceNow) CMDB
synchronization ] You can schedule a synchronization or trigger an update between Catalyst Center’s device inventory and your
ITSM{ServiceNow) configuration management database(CMD| hese activities integrate Catalyst Center's
processas into the IT System Managemant processes of incident, change or problem management. Note: If your
DENWOTK,.,

ACTIVE

11. Go to the Contentstab, expand Integration Flows, and select Schedule to Publish Inventory Details—
ServiceNow Connector.

Catalyst Center Platform / Manage

Bundles Configurations

ACTIVE

Basic ITSM (ServiceNow) CMDB synchronization

mana

dent, change
, this bundle
ions will not work

or problem r s 2nt. Note: If your network de
must be activated before activating any other bundles in Catalyst Center platform. Otherwise, further bundle integrat

Vendor

Cisco Systems,

Ine. Information Contents Release Notes

Version

1.19.4 This bundle contains an integration workflow that enables communication between Catalyst Center and an ITSM(Se =Now) system. This bundle
also enables synchronization of network device data between Catalyst Center and the ITSM(ServiceNow) system,

Platform

Catalyst Center

1.2.5+
v Integration Flows (1)

Tags

Device Discovery, [Sc:hc:'i jle to Publish Inventory Details - ServiceNow Cc:l‘.rll.‘(:l-::r]

CMDE

Syncronization Tk scheduled frequency and extracts the required d formation to be able

is scheduler discovers th

to sync the I hanIT




12. Set adaily or weekly schedule, or run the synchronization immediately to send managed device data
from CatC to ServiceNow.

Schedule to Publish Inventory Details - ServiceNow Connector
Not Scheduled

How to use this flow

The integration flows can be scheduled to run periodically at a specified date/time. Configure scheduling the integration flow with the form provided.
* Schedule window cannot be lower than 24 hours

(O Run Now
() Run Later

© Recurring

Repeats

Daily W

@ Set Schedule Start

Jul 26,2025 (7]

8:00 AM v

Select Time Zone

(GMT-04:00) America/New_York v

[ Set Schedule End

Schedule

13. We can a'so run the synchronization process immediately to view managed devices from the CatC
inventory page in the ServiceNow CMDB CI device list right away.



Schedule to Publish Inventory Details - ServiceNow Connector
Scheduled

Description
This scheduler discovers the devices in the network in a scheduled frequency and extracts the required device information to be able to sync the Inventory with an ITSM system
Tags

ServiceMow

How to use this flow

The integration flows can be scheduled to run periodically at a specified dateftime. Configure scheduling the integration flow with the form provided.

* Schedule window cannot be lower than 24 hours

(O Run Later

(O Recurring

Schedule

14. Navigate to Platform > Runtime Dashboar d to view the status and success of the CMDB inventory
sync.

= 'Zlu';'c"o" Catalyst Center Platfiorm / Runtime Dashboard

CMDEB Synchronization Summary

Devices from Inventory = Devices sent to ServiceMow Devices synchronized Failures Unknown Sync. Emorls) (1) Synchrenization Attempt

17 17 MNA MNA MNA a faw seconds ago

[ 17 17 17 ] o 0 a faw seconds ago

Integration Flow Summary

REST-Based (0) | O [Schedule-Based {1310 J

Instances Parfarmance

Domain Hame Version All (1) = 2 -] e Minimua Manimum Average

Schedule to Publish Inventory Details - ServiceNow
Integrations . o 4 h 1 o 0 1 72.702s 72.702s 72.702s
Connector

15. In the ServiceNow GUI, enter cmdb _ci.list in the search bar and press Enter. Confirm that managed
devices from the CatC inventory appear in the CMDB CI device list and are associated with the correct
source identifier.



Servicenﬂw All Favorites  History  Workspaces  Admin Configuration ltems +r

¥ cmdb_cilist | ¥ & Configuration tems  Updated

FAVORITES

Manufacturer Location Description Updated - Created
Mo Results

ALL

L5 {empty)

(empty)

fempty)

(empty)

fermpty)

dChousd-CatC

dChousd-CatC

| hope this workflow has been helpful!
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