Configure Switched Port Analyzer on ACI
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| ntroduction

This document describes how to configure Switched Port Analyzer (SPAN) on Cisco Application Centric
Infrastructure (ACI) version 5.x and 6.x.

Background Information

In general, there are three types of SPAN. Local SPAN, Remote SPAN (RSPAN) and Encapsulated Remote
SPAN (ERSPAN). The differences between these SPANs are mainly the destination of copy packets. Cisco
ACI supports Local SPAN and ERSPAN.

Note: This document assumes that readers are already familiar with SPAN and differences between
Local SPAN and ERSPAN.

SPAN Typein Cisco ACI

Cisco ACI has three types of SPAN; Fabric SPAN, Tenant SPAN and Access SPAN. The difference between each
SPANSs s the source of copy packets.

As mentioned previously,

* Fabric SPAN iSt0 capture packets that come in and go out from interfaces between L eaf and Spine switches.

* Access SPAN iS to capture packets that come in and go out from interfaces between Leaf switches and external
devices.

* Tenant SPAN IS t0 capture packets that come in and go out from Endroint Group (EPG) on ACI Leaf switches.

* SPANtoCPU iStO capture packets that come in and go out from interfaces between Leaf switches and external
devices(Starting in 6.2).

This SPAN name corresponds to where to be configured on Cisco ACI GUI.

» Fabric SPAN is configured under Fabric > Fabric Policies
» Access SPAN is configured under Fabric > Access Policies



» SPAN to CPU is configured under Fabric > Access Policies
* Tenant SPAN is configured under Tenants > { each tenant}

Asfor the destination of each SPAN, only Access SPAN is capable of both Loca sPAN and ERSPAN. The other
two SPAN (Fabric and Tenant) are only capable of ERsPAN.

Limitations and Guidelines

Please review the Limitations & Guidelines from Cisco APIC Troubleshooting Guide. It is mentioned
iN Troubl eshooting Tools and Methodology > Using SPAN.

Configuration

This section introduces brief examples that relate to the configuration for each SPAN Type. There are
specific sample cases on how to select the span type in the later section.

SPAN Configuration is aso described in Cisco APIC Troubleshooting Guide: Troubleshooting Tools and
methodology > Using SPAN.

Access SPAN (ERSPAN)

Sample Topology


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
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Image 1: Sample topology for access ERSPAN

Configuration Example

Navigate to Fabric > Access Policies > Policies > Troubleshooting > SPAN.

* Right click on 'SPAN Destination Groups and select option to create SPAN Destination Group (DST_EPG).
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Image 2: Path to create access ERSPAN destination group

Fill in the information:
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Image 3: Configuration of an access ERSPAN destination group

Where:



Destination Type: EPG (Mandatory to be Access ERSPAN)

Destination EPG: Tenant/AP/EPG where destination endpoint is learned

Destination IP: P of the destination endpoint

Source IP: This can be any IP. If the prefix is used, node-id of the source nodeis used for the undefined bits.
For example, prefix: 192.168.254.0/24 on node-101 => src |P 192.168.254.101

Flow ID: By default set to 1, useful to identify the packet by flow in the ERSPAN header:

Frame 129 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface \Device\NPF_{4B87CC42E-2D34-: A |
Ethernet I}, Src: Cisco_f8:19:ff (@@:22:bd:f8:19:ff), Dst: VMware_b7:89:69 (88:50:56:b7:09:63) :
Internet Protocol Version 4, Src: 192.168.254.181, Dst: 192.168.254.1
* @eneric Routing Encapsulation (ERSPAN)
Flags and Versicn: @xleeg
Protocol Type: ERSPAN (@x33be)
Sequence Number: 387
* Encapsulated Remote Switch Packet ANalysis Type II

BEBL ... vaan e = Version: Type II (1)
. 8@l 1888 1818 = Wlan: 394
181, c.un vues waan = C05: 5
B = Encap: Originally 882.1Q encapsulated (2)
g = Truncated. lot truncated (@)
.... .. 86 @0AR GeA1 = SpanID: 1 )

BOBE BEBO BEBE .... .... ... cees waas = Reserved: @

............ APEe GRER ABGA BLleB 8118 = Index: 7@
v IEEE 862.3 Ethernet ¥
< >

Image 4: Packet in Wireshark to show Flow ID

p Tip: Tofilter the Flow ID, you can use this wireshark filter: er span.spanid == <Flow 1D>

* Create sPAN Source Group (SRC_GRP1), right click on 'SPAN Source Groups and select 'Create SPAN
Source groups:
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Image 5: Path to create an access ERSPAN source group

Fill in the information:
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Image 6: Configuration of an access ERSPAN source group
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Where:
Admin State: Enabled
Destination Group: Select the previously created Destination Group (DST_EPG)

* Inthissame box, click in the plus button (+) to add at least one SPAN Source.
» Configure these parameters to create the spAN Source (SRC1):

ic Create SPAN Source (]

A SPANM Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both. Note: If a source doesn not have a filter group assigned
to it, it will receive a filter group from its source group (if it exists).

Mame: SRCT

Description:

N
I:Ire-:licn: Incoming [ Outgaing )

Filter Group:

Span Drop Packets: '_|

.
Type: EPG Bouted Qutside |
| A

Add Source Access Paths

Source Access Path

Image 7: Configuration of an access ERSPAN source

Where:
Direction: Could choose between: Incoming, Outgoing or Both directions

Type: Could choose between: None (aregular front-port), EPG (Interface deployed as static binding inan
EPG, and only EPG traffic ismirrored) or Routed Outside (Interface used in a L 3out).

In this example, aregular front-port is used.

* Click on the plus button (+) to add a Sour ce Access Path. Fill in the information:



Create SPAN Source (]
A SPAN Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both. Mote: If a source doesn not have a filter group assigned
Associate Source to Path (]

Path Type: Direct Port Channel | Virtual Port Channel VEC Component PC

Node: | SITE2-L101 (Mode-101)

Fath: | ethl1N

Image 8: Creation of an access ERSPAN Source path

Where:

Path type: Choose between Port (individual), Direct port-channel, Virtual port-channel (When choosing this
option, the path shows VPCs already formed) and VPC component PC (only one leg of the VPC, choosing
the specific node)

Node: Choose the source node (node 101 as per topology example)

Path: source interface (ethl/1 as per topology example)

Access Local SPAN

Sample Topology
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Image 9: Sample topology of a local access SPAN

Configuration Example

Navigate to Fabric > Access Policies > Policies > Troubleshooting > SPAN.

» Right click on 'SPAN Destination Groups and select option to create SPAN Destination Group (DST_EPG).
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Image 10: Path to create a local access SPAN destination group

Fill in the information:

Create SPAN Destination Group (]

Name: DST_GRP

Description

M

Dastination Type S ¢ Ineriace

Image 11: Configuration of a local access SPAN destination group



Where:

Destination Type: Access Interface (Mandatory to be local SPAN)
Path type: Port

Node: Node-101 (As per topology)

Path: ethl1/45 (As per topology)

S

Note: Destination port does not need to have any tenant policy applied (eg. EPG, L3out or infra
deployment), otherwise, thisfault is raised:

Fault: F1559

Description: Fault delegate: Failed to configure SPAN with destination DST_GRP of destination
group DST_GRP due to Unsafe Destination Port for SPAN. Port already has an existing
Application EPG, L30ut, or InfraVLAN deployment

If the destination port is part of an EPG, the alternative would be switching to Access ERSPAN.

* Create sPAN Source Group (SRC_GRP1), right click on 'SPAN Source Groups and select 'Create SPAN
Source groups”:
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Image 12: Path to create a local access SPAN source group

Fill in the information:
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Image 13: Creation of a local access SPAN source group

Where:

Admin Sate: Enabled

Destination Group: Select the previously created Destination Group (DST_EPG)
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* Inthis same box, click in the plus button (+) to add at least one SPAN Source.

» Configure these parameters to create the sPAN Source (SRC1):



sc Create SPAN Source (%]

A S5PAN Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both. Note: If a source doesn not have a filter group assigned
to it, it will receive a filter group from its source group (if it exists).

Namea: | SRC

Description:

-~
Direction ncoming | Outgoing /I

Fitter Group

Span Drop Packets: []

-
T','pe.m EPG | Routed Outside _,J'

Add Source Access Paths

Source Access Path

Cancel Submit

Image 14: steps for the creation of a local access SPAN source

Where:
Direction: Choose between Incoming, Outgoing, or both directions

Type: Could choose between: None (aregular front-port), EPG (Interface deployed as static binding inan
EPG, and only EPG traffic is mirrored) or Routed Outside (Interface used in a L 3out).

In this example, aregular front-port is used. Aslong as the Source Access Paths added later are deployed in
the same node, the configuration is supported.

* Click on the plus button (+) to add a Sour ce Access Path. Fill in the information:



¢ Create SPAN Source

A SPAN Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both. Mote: If a source doesn not have a filter group assigned
Associate Source to Path D

Path Type: m Direct Part Channel Virtual Port Channe VPC Component PC

MNode:  SITEZ-L107 {Node-101)

Path: ethif

Cancel Submit

Image 15: Creation of a local access SPAN source path

Where:

Path type: Choose between Port (individual), Direct port-channel, Virtual port-channel (When choosing this
option, the path shows VPCs already formed) and VPC component PC (only one leg of the VPC, choosing
the specific node)

Note: Virtual Port Channel is not supported in Local Access SPAN

Node: Choose the source node (node 101 as per topology example)
Path: source interface (eth1/1 as per topology example)

Limitations:

Note: For Local SPAN, a destination interface and source interfaces must be configured on the
same L edf.



» The destination interface does not require it to be on an EPG aslong asit is UP.

* When the virtual Port-Channel (vPC) interface is specified as a source port, Local SPAN cannot be
used

However, thereis aworkaround. On afirst-generation leaf, an individual physical port that isa
member of vPC or PC can be configured as a SPAN source. With this Local SPAN can be used for
traffic on vPC ports.

This option, however, is not available on a second-generation leaf (Cisco bug ID CSCvc11053).
Instead, support for SPAN on "VPC component PC" was added via Cisco bug ID CSCvc44643in
2.1(2e), 2.2(2e) and forward. With this, any generation leaf can configure a port channel, which isa
member of vPC, asa SPAN source. This allows any generation leaf to use Local SPAN for traffic on
VPC ports.

Specifying the individual ports of a port channel on second-generation leaves cause only a subset of
the packets to be spanned (also due to Cisco bug ID CSCvc11053).

PC and vPC cannot be used as the destination port for Local SPAN. From 4.1(1), the PC can be used
as a destination port for Local SPAN.

Tenant SPAN (ERSPAN)

Sample Topology

Destination
SPAM LEAF 101 LEAF 102

Terant: SFAN = ih 145
AF: SFAN wlare 1008
EFG: EFAM

EF- 182,168 254,124 ath 11

wiare 101

[=

|
Terank: SFARM
AF: SPAN —
EFG: EPGI
EF- 10100101, 124

Image 16: Sample topology for Tenant ERSPAN

Configuration Example

—~ — i


https://tools.cisco.com/bugsearch/bug/CSCvc11053
https://tools.cisco.com/bugsearch/bug/CSCvc44643
https://tools.cisco.com/bugsearch/bug/CSCvc11053

Navigate to Tenant > <TENANT> > Policies > Troubleshooting > SPAN.

* Right click on 'SPAN Destination Groups and select option to create SPAN Destination Group (DST_EPG).
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Image 17: path to create tenant ERSPAN destination group

Fill in the information:



2 Create SPAN Destination Group [ ]

.

Image 18: Creation of tenant ERSPAN destination group

Where:

Destination EPG: Setup the Tenant (by default, takes the same tenant where the ERSPAN is being
configured), AP and EPG where the destination endpoint is learned

Destination IP: P of the destination endpoint

Source IP: Thiscan beany IP. If the prefix is used, node-id of the source node is used for the undefined bits.
For example, prefix: 192.168.254.0/24 on node-101 => src 1P 192.168.254.101

Flow ID: By default set to 1, useful to identify the packet by flow in the ERSPAN header. Use the tip shown
in Access ERSPAN to filter captures when this flow id is customized.

* Create sPAN Source Group (SRC_GRP1), right click on 'SPAN Source Groups and select 'Create SPAN
Source groups':
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Image 19: path to create tenant ERSPAN source group

Fill in the information:

51 Create SPAN Source Group a

Hame: | SRC_GRP

ur

Admin State; [ Disabled
S
Destination Group: DST_GRP @
Create Sources

Mama Direction Source EPG

Image 20: Creation of tenant ERSPAN source group

Where:

Admin Sate: Enabled



Destination Group: Select the previously created Destination Group (DST_EPG)

* Inthis same box, click in the plus button (+) to add at least one SPAN Source.
» Configure these parameters to create the spAN Source (SRC1):

;1 Create SPAN Source Group (]

Description:
Lr

Create SPAN Source (]

Mame: SRC1

Creat Diracticn ngming Quigaing "

Mam Source EPG: | EPGT il L)

D

Image 21 creation of tenant ERSPAN source EPG

Where:
Direction: Choose between Incoming, Outgoing, or both directions

Source EPG: Could choose between all EPGs within the same tenant. (EPGL1 as per topology example)

Fabric SPAN (ERSPAN)

Sample Topology
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Image 22: Sample topology for Fabric ERSPAN

Configuration Example

Navigate to Fabric > Fabric Policies > Policies > Troubleshooting > SPAN.

* Right click on 'SPAN Destination Groups and select option to create SPAN Destination Group (DST_EPG).
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Image 23: Path to create a fabric ERSPAN destination group

Fill in the information:

| Create SPAN Destination Group (]

Description

Destination EPG: | SPAN @ SPAM SPAN

I"'-
SPAM Version: | Version 1 m

Enforce SPAM Version: ||
Dastination 1P | 192.168.254.1

Source IP/Prefic: | 192168 254 0724

Flow ID: [1 Ca
TTL: |64
MTU: 1518 e

DSCP: | Unspecified

Image 24: Creation of fabric ERSPAN destination group

Where:



Destination EPG: Setup the Tenant, AP and EPG where the destination endpoint is learned
Destination IP: P of the destination endpoint

Source IP: Thiscan beany IP. If the prefix is used, node-id of the source node is used for the undefined bits.
For example, prefix: 192.168.254.0/24 on node-101 => src IP 192.168.254.101

Flow ID: By default set to 1, useful to identify the packet by flow in the ERSPAN header. Use the tip shown
in Access ERSPAN to filter captures when thisflow id is customized.

 Create sPAN Source Group (SRC_GRP1), right click on 'SPAN Source Groups' and select 'Create SPAN
Source groups”:

Bl APIC (oo - @O OWO OO
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Image 25: path to create fabric ERSPAN source groups

Fill in the information:



i Create SPAN Source Group (%]

Marme: | SCR_GRP

Admin State: |

Desiination Group: | DST_GRP i}

Create Sources
—_— +

Mamaa Diraction Source Paths Source Modes

Image 26: Creation of fabric ERSPAN source group

Where:
Admin State: Enabled
Destination Group: Select the previously created Destination Group (DST_EPG)

* Inthis same box, click in the plus button (+) to add at least on Source.
» Configure these parameters to create th source (SRC1):



> Create SPAN Source < ]

Mame: SRCI

Description;

Direction: nComing I Outgoing _,.E

rop Packets: []

Span D

-
I Association: '\ WRF Bridge Domain

Bridge Domain: | BD1
Add Source Fabric Paths

Sowurce Fabric Path

Image 27: creation of tenant ERSPAN fabric path

Where:
Direction: Choose between Incoming, Outgoing, or both directions

Association: Choose between VRF or Bridge Domain (in this example, it was chosen a specific BD to
capture)

* Click on the plus button (+) to add a Sour ce Fabric Path. Fill in the information:



> Create SPAN Source (]

Mame: SCR1

Description

Ty,
Direction Bolh Incarming | Dulgoing )
I

Span Drop Packets: []

I Association '/. WRF
M oD IALlg I\'.

Eridge Domain: BD1 I"_-_ﬂ

Add Source Fabric Paths

Source Fabric Path

Pod-1/Mode-101/athi/49
Pod=1/Mode-101fati /50
Pod-1/Mode-102/ath1j49

[ Pod-1iNode-102/eth1/50

Image 28: Creation of source paths for fabric ERSPAN
Where:

Node: Source node

Interface: Drop-down menu shows only uplinks from selected node (In this example, was shown the 4
uplinks from the topology aready added)

Span to CPU

Prior to ACI 6.2.1, ACI leaf switches did not support sending alocal SPAN (Switched Port Analyzer)
session directly to the switch CPU port (sup- et ho), which made on-box capture and analysis significantly
harder.

Sample Topology
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Image 29: Sample topology for SPAN to CPU

Configuration Example

Navigate to Fabric > Access Policies > Policies > Troubleshooting > SPAN.

» Right click on 'SPAN Destination Groups and select option to create SPAN Destination Group.
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Image 30: Path to create a SPAN to CPU destination group

Fill in the information:

I::llls.ég. APIC (PoD18)

System NS abric Virtual Networking Adrmin Operations Integrations
Create SPAN Destination Group
- p-dst-qrp-teal-103
SPANI Bescription: [GHONM]
= Mam
[ 1 D ER

Image 31: creation of SPAN to CPU destination group

Where:

Destination Type: Accessinterface

Part type: Port

-~ QOO0
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Access nterface



Path: select sup-ethO.

 Continue the configuration as shown in section Access Local SPAN.

The configuration steps are also shown in this video:

https://video.cisco.com/detail/video/6389779606112

Limitations:

SPAN to CPU isonly supported on the folowing platforms:

FX2 (HEAVENLY)

FX3 (Sundown)

GX (Wolfridge)

GX2 (Quadpeaks)

HX (Ararat)

FiltersACLS

Access SPAN has the capability to use ACL filters on access SPAN sources.

This feature provides the ability to SPAN a particular flow or flow of traffic in/out of a SPAN source.
Users can apply the SPAN Acl(s) to a source when there is aneed to SPAN flow specific traffic.
It is not supported in Fabric SPAN and Tenant Span source groups/sources.

A Filter Group can be associated to:

-Span Source: the filter group is used to filter traffic on ALL interfaces defined under this Span Source.


https://video.cisco.com/detail/video/6389779606112

SPAN Scurce - SRC D

all Creats SPAN Filler Group

Image 32: Option to add Filter in access source

-Span Source Group: the filter group (say X) is used to filter traffic on ALL interfaces defined under each of
the Span Source(s) of this Span Source Group.

SPAN Source Group - SRC_GRP1 l:

Image 33: Option to add Filter in access source group

In the case where a particular Span Source already associates with a Filter Group (say y), that filter group
(y) isused instead to filter group on al interfaces under this specific Span Source

- A Filter group that is applied at a source group automatically appliesto all sourcesin that source group.

- A Filter group that is applied at a source is applicable to that source only.

- A filter group is applied at both the source group and a source in that source group, the filter group applied
at the source takes precedence.

- A filter group applied at a source is deleted, filter group applied at the parent source group is automatically
applied.

- A filter group applied at a source group is deleted, it is deleted from all sources currently that inherit in that
source group.

To create afilter, these options are available:
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Image 34: filter entry options

- Source andd Destination prefixes.
- Source / Destination port ranges.
- |P protocol.

- Extended filters like: DCSP, Dot1P, TCP flags.

Validation

» In GUI, go to the source group of interest, click on it, and go to the Operational tab:

Operations
......

Policies

SPAN Source Group - SRC_GRPY

= Mo 10 Maimas Sassion D Admindstratoes Stade Qparational Stabe

=



Image 35: Validation of session in GUI

* INCLI APIC:

Shows all SPAN/Sessions configured in the fabric

show monitor summary

To filter sessions by type:

show monitor access session all
show monitor tenant session all

show monitor fabric session all

¢ |n CLI source switch:

show monitor session all

Example:

SITE2-L101# show monitor session all
session 11

name : SRC_GRP1

description : Span session 11
type : erspan

scale-mode : filter

version : 2

oper version : 2

state : up (active)

erspan-id : 1

granularity :

vrf-name : SPAN:SPAN

acl-name :

ip-ttl : 64

ip-dscp : ip-dscp not specified
destination-ip : 192.168.254.1/32
origin-ip : 192.168.254.101/24. >>>> node ID 101
mode : access

Filter Group : None

source intf :

rx : [Ethl/1]

tx : [Ethl/1]

both : [Ethl/1]



source VLANs :

rx :

tx :

both :

filter VLANs : filter not specified
filter L30uts : filter not specified

This output is useful to confirm if the session is enabled, awell as the source, destination headers, and
source interfaces (if islisted in rx and tx, direction was set to both)

To truly confirm thisis properly configured, take the span session ID from the description and run the
command below:

Example:

SITE2-L101# show system internal span-mgr session 11

SSN id 11 name "infra_SRC_GRP1_DST_GRP_DST_GRP" ptr 0x562a21a24b70 Admin UP nSrcsUP 1 Dst ERSPAN UP
Scale mode FILTER
vrfName SPAN:SPAN vnid 2752515 SrcIP 192.168.254.101/24 DstIP 192.168.254.1/32 flowId 1 tt] 64
vrf_id 5 table_id Ox5 vrf_vnid 2752515 (0x2a0003) slot 0 urib_nh_reg 1 epm_registered 1
Spine Proxy NH: RESOLVED nh_is_fabric 1 nh_dtep_ip 0xa00e042 nh_flag 1 nh_if_idx 0x1a031009 nh
Local NH: NOT Resolved ep_valid 0 ep_mac 00:00:00:00:00:00 ep_vlian 0 ep_if_idx 0x0
ep_flags 0 ep_tun_if_idx Ox0 ep_nh_mac 00:00:00:00:00:00 ep_nh_dtep_ip O0x0 ep_nh_ifid
COOP NH: NOT Resolved coop_valid 0 coop_tep_ip 0x0
Span Offset 255
Filter Group ID: O
(src-name, flt-grp-id) associations:
Src name: "SRC" Filter Group ID: O
SRC: id 17 ptr 0x562a21a22170 ssn_id 11 mode Access type Port dir ING-EGR vlan 0 if_idx
vlan_type INVALID hw_vlan O hw_vlan_up DOWN if_up UP is_fex 0 is_pc 0 sTot -1 pc_mb
Per SSN Summary: SSN 11 n_srcs_per_ssn 1 srcs UP 1

Summary: nSSNs: 1 nSSNs UP: 1 nSrcs 1 nSrcs UP 1

How to Read ERSPAN Data

ERSPAN Version (type)

ERSPAN encapsulates copied packets to forward them to the remote destination. GRE is used for this
encapsulation. The protocol type for ERSPAN on the GRE header is 0x88be.

In Internet Engineering Task Force (IETF) document, the ERSPAN version is described as type instead of
version.



There are three types of ERSPAN. I, 1l and 111. ERSPAN Typeis mentioned in this REC draft. Also, this
GRE RFC1701 can be helpful to understand each ERSPAN type as well.
Here is the packet format of each type:

ERSPAN Typel (used by Broadcom Trident 2)

Ethernet |P GRE Ethernet IP Pavioad
header header | header header | header y
) | 2 )
1 23456789012345678901234567890
4 ¥ oo = ¢ ¢ $ gt Lt ¢ + f=4=14% ¢ t =4 ¢ ¥ $ ks St | ¥ o e o o e o ¥ ¥
QIQI0IC10100000]|000000000100000] Protocol Type (0x88be=ERSPAN) |

p=cf=f=if=d=fogodg=tdetdod=d =4 Sk DL LR Sl St Dl DL Db Dl Dl ol DL Db D ol Lb

Image 36: GRE header for ERSPAN Version |

To provide an example, wireshark shows this protocol type:

Frame 1: 186 bytes on wire (B48 bits), 186 bytes captured (B42 bits) om interface \Device\WPF_{48TCCA2E- 2DE4 4078
Ethernet II, Sre: Clsco fS:10:0F (00:22:bd:fE:10:00), Dit: Veare b7:09:60 (B0:50:56:b7:09:69)
Internet Protocel Version 4, Src; 192,165,.2%4,100, Dst; 192, 168,.294.1

[' Generic Routing Encapsulation [ERSPAN] ]

Flags amd Versios: Swoboa
Protocel Type: ERSPAN (GxEBbe)
Encapsulated Resote Switch Packet AMalysis Type I
Ethernet II, Srcr Clsco foi38ceB (ZBiaciSerfoiddoeB), Dst: PVSTH (@1iB@dcrcciocacd)
BBZ. 10 wirtusl LAM, PRI: 5, DEI: 8, ID: 352
Legical-Link Central
Spanning Tree Protocol

Image 37: version validation in wireshark

Type | does not use the sequence field on the GRE header. It does not even use the ERSPAN header which
must succeed the GRE header if it was ERSPAN type Il and 111. Broadcom Trident 2 only supports this
ERSPAN typel.

ERSPAN Typell or |11


https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://www.rfc-editor.org/rfc/rfc1701

Ethernet IP GRE ERSPAN Ethernet P

Payload
header header header header header header y

Image 38: GRE header for ERSPAN Version |

Wireshark exampleis:

Frame 129: 114 bytes on wire (912 bits), 114 bytes captured (312 bits) on Enterface \Device\NPF_{4B7CC42E-2084-4
Ethernet II; Srci Cisco_fBil%:ff (@d:i2ibd:fB:19:FF), Dst: Veare_b7:09:69 (80:50:56:b7:89:49)
Internet Protodal Verslon 4, Sro: 102.168.254.101, Dat: 102.168.254.1

* Generic Routing Encapsulation (ERSFAN)

Protocal Type: ERSPAM [BxBBbe)
- n

M Eﬂh!ﬂiﬁﬁ"fﬂ Remote Switch Packet AMalysis Type II J
BBRL ... io.. oeean = Werslonr Type II (1)
vo OO 1RNMY 1910 = Wlan: 594
o T T T = 005 %
cael B sans saas = Encap: Originally 892.10 encapsulsted (2)
s eBer rmare reae = Troncated: Mot truncated (0)

...... B9 Ppe@ B2AL = SpanID: 1
D000 D00 B ... suas o sass sase sess ® AEServed: @
............ 0303 DODD OO0 Q13D 110 = Index: 7@

~ IEEE B82.3 Ethernet

Image 39: version validation in wireshark

If the sequence field is activated by the S bit, this must be ERSPAN type Il or 111. The version field on the
ERSPAN header identifies the ERSPAN type. In ACI, typelll is not supported as of 04/30/2026.

ERSPAN Typeand ACI SPAN Type

On 1st generation leaf and spine nodes, each ACI SPAN (Fabric, Access, Tenant) is operated in different
chips on each node.

» Access SPAN and Tenant SPAN are operated on Broadcom chip(T2:Trident2) on Leaf
» Fabric SPAN is operated either on NS(NorthStar) chip on Leaf or ALP(Alpine) chip on Spine.

Hence, due to Broadcom chip limitations,
» Access SPAN and Tenant SPAN use ERSPAN Typel

On the other hand, NS and ALP chips support type ll. So



 Fabric SPAN uses ERSPAN Typell

On 2nd generation or later nodes, all ACI SPAN uses ERSPAN Type Il by default.

If a SPAN source group for Access or Tenant SPAN has sources on both 1st-gen and 2nd-gen nodes, the
ERSPAN destination receives both ERSPAN Type | and Il packets from each generation of nodes.
However, Wireshark can decode only one of the ERSPAN Types at atime. By default, it only decodes
ERSPAN Typell. If you enable the decode of ERSPAN Type |, Wireshark does not decode ERSPAN Type
I1. See the later section on how to decode ERSPAN Type | on Wireshark.

To avoid this type of issue, you can configure ERSPAN Type on a SPAN destination group.

SPAN Destination Group - DST_GRP

Properties

MNamea: DST_GRP

Description:

Destination EPG: uniftn-SPAN/ap-5PANfepg-SPAN

) "
SPAN Version: |
5,

[ Enforce SPAMN Version: [] )

Destination IP: | 192168.254.1
Source IPfPrefix: | 192168.254.0/24
Flow ID: |1 -
TTL: |64 #
MTL: 1518

DSCP: | Unspecified

Image 40: Option to Enforce SPAN version

* SPAN Version (Version 1 or Version 2): Thisrefersto the ERSPAN Typel or 11

» Enforce SPAN Version (checked or unchecked): This decidesif the SPAN session must fail in case
the configured ERSPAN Type is not supported on the source node hardware.



By default, SPAN Versionis Version 2 and Enforce SPAN Version is unchecked. This meansthat if the
source node is 2nd gen or later which supports ERSPAN Type 1, it generates ERSPAN with Type Il. If the
source node is 1st gen which does not support ERSPAN Type |1 (except for Fabric SPAN), it falls back to
Type | since the Enforce SPAN Version is not checked. As aresult, the ERSPAN destination receives a
mixed type of ERSPAN.

This table explains each combination for Access and Tenant SPAN.

\S/ZrAsNon \E/r;c;r(;:r? SPAN 1st gen sour ce node 2nd gen sour ce node
Version 2 {Unchecked Uses Typel Uses Typell
Version 2 |Checked Fails Uses Typell
Version 1 {Unchecked Uses Typel Uses Typel
Version 1 |Checked Uses Typel Uses Typel

How to DecodeiVxL AN Header

iIVXLAN header uses destination port 48879. So, you can decode iVXLAN header aswell as VXLAN if you
configure UDP destination port 48879 as VXLAN on Wireshark.

1. Please ensure that you select iVXLAN encapsulated packets first.
2. Navigate to Edit > Preferences > Protocols > VXLAN.
3. Add port 48879 at the end of the ports:

4. And then Apply.



Ml Wireshark - Preferences - O X

Usglp |
USBLL
UserLog VXLAN UDP port(s) |4789,8472,48879
vCou
VICP
Vines FRP
VITA 49
VLAMN
VMC
VPE
VPe
VERP
VIR
VES Maonitori ]
VALAN |
VNLAM (GPE) :
wassp
WEXML
WCCP [ :
Web5ocket .
WHOQ J
WHOIS
Wi-Fi DPP
Wibdax (wrnx
WikdAX ASM
WikAAXY MAL »
< >

Virtual eXtensible Local Area Network

ok ][ concel | [ apply || Hep

Image 41: How to add custom port to decode iVXLAN header

Note: There are communication packets between APICs on Fabric ports. Those packets are not
encapsulated by iVXLAN header.



