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| ntroduction

This document decribes how to deploy an Application Virtual Switch (AVS) switch with an Adaptive
Security Virtual Appliance (ASAV) single firewall in Routed/GOTO mode asa L 4-L7 Service Graph
between two End Point Groups (EPGS) to establish client-to-server communication using ACI 1.2(x)
Release.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Access Policies configured and interfaces up and in service
* EPG, Bridge Domain (BD) and Virtual Routing and Forwarding (VRF) already configured

Components Used

The information in this document is based on these software and hardware versions:
Hardware & Software:

* UCS C220 - 2.0(6d)

ESXi/vCenter - 5.5

ASAV - asa-device-pkg-1.2.4.8
AVS-5215v3.1.10

APIC - 1.2(1i)

Leaf/Spines - 11.2(1i)

Device packages *.zip already downloaded

Features:



« AVS

« ASAv

» EPGs, BD, VRF

» Access Control List (ACL)
e L4-L7 Service Graph

* vCenter

The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Network Diagram

As shown in the image,
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Configurations

AV S Initia Setup creates aVMware vCenter Domain (VMM integration)2

% Note:

* You can create multiple datacenters and Distributed Virtual Switch (DV'S) entries under asingle
domain. However, you can have only one Cisco AV S assigned to each datacenter.



 Service graph deployment with Cisco AV Sis supported from Cisco ACI Release 1.2(1i) with Cisco
AV S Release 5.2(1)SV3(1.10). The entire service graph configuration is performed on the Cisco
Application Policy Infrastructure Controller (Cisco APIC).

» Service Virtual Machine (VM) deployment with Cisco AV Sis supported only on Virtual Machine
Manager (VMM) domains with Virtual Local Area Networks (VLAN) encapsulation mode. However,
the compute VMs (the provider and consumer VMs) can be part of VMM domains with Virtual
Extensible LAN (VXLAN) or VLAN encapsulation.

» Alsonotethat if local switching is used, Multicast address and pool are not required. If no local
switching is selected, then Multicast pool has to be configured and the AV S Fabric-wide multicast
address should not part of the Multicast pool. All traffic originated from the AV S will be either

VLAN or VXLAN encapsulated.

Navigate to VM Networking > VMWare > Create vCenter Domain, as shown in the image:

Create vCenter Domain

Specify vCenter domain users and controllers
Virtual Switch Name: AVS

Virtual Switch: | VMware vSphere Distributed Switch S e{E AT

Switching Preference: | No Local Switching Local Switching

Encapsulation: @ VLAN
VXLAN

Associated Attachable Entity Profile: AEP-AVS

* @

VLAN Pool: VianPool-AVS(dynamic)

Security Domains:

L2

Name

vCenter Credentials:

Description

Profile Name
vCenterCredentials

vCenter:

Usemame

root

Description

x +

Name
vCenterController

IP
10.201.35.9

Type Stats Collection
vCenter Disabled

If you' re using Port-channel or VPC (Virtual Port-channel) it is recommended to set the vSwitch policies to

use Mac Pinning.

After this, APIC should push AV S switch configuration to vCenter, as shown in the image:
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On APIC you can notice that aVXLAN Tunnel Endpoint (VTEP) addressis assigned to the VTEP port-
group for AVS. This address is assigned no matter what Connectivity mode isused (VLAN or VXLAN)
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Install the Cisco AV S softwarein vCenter

» Download vSphere Installation Bundle (VIB) from CCO using this link

% Note:In this case we are using ESX 5.5, Table 1, shows the Compatibility matrix for ESXi 6.0, 5.5,
5.1, and 5.0

Tablel - Host Software Version Compatibility for ESXi 6.0, 5.5, 5.1, and 5.0


https://software.cisco.com/download/type.html?mdfid=286025832&catid=268438038

Ly ] vl W Bt e B

iix g e 3 -
L5 s, - w30
57 e e 13

Within the ZIP file there are 3 VIB files, one for each of the ESXi host versions, select the one appropiate
for ESX 5.5, as shown in the image:

Boo s

Name Date Modified Date Created Size Kind
y License_Copyright_Document,pdf
README.txt
| cm;s_cisco—vern-v%[)-ﬁ.?.1_.3.1.10.0-;3.1__1.vib
_','._.c;oss cisco-vem-v250-5.2.1.3.1.10 0-3.2.1_vi_n —
M cross_cisco-vem-v250°52.1.3.1.10.0-6.0.1.vib
' VEM510-201512250107-BG-release.zip
" VEM550-201512250113-BG-release.zip
' VEM600-201512250119-BG-release.zip

» Copy the VIB fileto ESX Datastore - this can be done via CLI or directly from vCenter
% Note: If aVIB file exists on the host, remove it by using the esxcli softwar e vib remove command.

esxcli softwar e vib remove -n cross_cisco-vem-v197-5.2.1.3.1.5.0-3.2.1.vib
or by browsing the Datastore directly.
 |Install the AV S software using the following command on the ESXi host:

esxcli softwar e vib install -v /vmfs/volumes/datastor el/cross _cisco-vem-v250-5.2.1.3.1.10.0-3.2.1.vib --
maintenance-mode --no-sig-check

~ # esxcli software vib install -v /vmfs/volumes/datastorel/cross_cisco-vem-v25@-5.2.1.3.1.10.0-3.2.1.vib --maintenance-mode --no-sig-check
Installation Result
Message: Operation finished successfully.
Reboot Reguired: false
VIBs Installed: 5
VIBs Removed: Cisco
VIBs Skipped:
~ # vem status

VEM modules are loaded

Switch Name Num Ports Used Ports Configured Ports MTU Uplinks
viwitch@ 5632 ] 128 1500 wvmnicd
DVS Name Num Ports Used Ports Configured Ports MTU Uplinks
ovS 5632 18 512 9200 vmnics,vmnicd

VEM Agent (vemdpa) is running

- I

* Oncethe Virtual Ethernet module (VEM) is up, you can add Hosts to your AV S:



In the Add Host to vSphere Distributed Switch dialog box, choose the virtual NIC ports that are connected
to the leaf switch (In this example you move only vmnic6), as shown in the image:
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Click Next

In the Network Connectivity dialog box, click Next

In the Virtual Machine Networking dialog box, click Next
In the Ready to Complete dialog box, click Finish

% Note: If multiple ESXi hosts are used, al of them need to run the AVS/VEM so they can be managed
from Standard switch to DVS or AVS.

With this, AVSintegration has been completed and we are ready to continue with L4-L7 ASAv deployment:
ASAV Initial Setup
» Download Cisco ASAvV Device Package and import it into APIC:

Navigateto L4-L 7 Services> Packages > Import Device Package, as shown in the image:
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* If everything works well, you can see the imported device package expanding L4-L7 Service Device
Types folder, as shown in the image:

L4-L7 Service Device Type - CISCO-ASA-1.2 i
ACTIONS -
Properties
Vendor: CISCO .ifiaili.
ClIsco
Model: ASA
Capablliies: GoThrough,GaTo
Major Version: 1.2
Minor Version: 4.8

Minimum Required Controllar Version: 1.1
Logging Levael: DEALIG -

Prckage Nama: device_script.py
Supported Prolocols:
Intarface Labals:

= Namo
cluster_cirl_Ik
eximmal
Tailover_lan
fmilover_link

intemal

utilty

Before you continue, there are few aspects of the installation that need to be determined before the actual
L4-L7 integration is performed:

There are two types of Management networks, In-Band Management and Out-Of-Band (OOB), these can be
used to manage devices that are not part of the basic Application Centric Infrastructure (ACI) (leaf, spines
nor apic controller) which would include ASAv, Loadbal ancers, etc.

In this case, OOB for ASAvV is deployed with the use of Standard vSwitch. For bare metal ASA or
other service appliances and/or servers, connect the OOB Management port to the OOB switch or Network,
as shown in the image.

Connect Out-Of-Band Managament nahwork
for service appliances and other servers,
which naed 10 communicate with APIC

Use Virtual switch (Standard vSwitch or vDS) |~
connicting to non-ACI nabeork

Service Appliances

-
-

_.O_.
-~ S

A

T A UL SO (SOOI N I S — -
Managemant
nabwork

CiIsLo

ASAv OOB Mgmt Port management connection needs to use ESXi uplink ports to communicate with APIC



via OOB. When mapping VNIC interfaces, Network adapterl always matches the Management0/0 interface
on the ASAv, and the rest of the data plane interfaces are started from Network adapter2.

The Table 2 shows the concordance of Network Adapter IDs and ASAVv interface IDs:

Metwork Adapter 5
Network Adapter 6

Table2
Network Adapter ID ASAv Interface ID
[ Network Adapter 1 Managemento/o
Network Adapter 2 GigabitEthemet0/0
Network Adapter 3 GigabitEthemet0/1
Network Adapter 4 GigabitEthemet0/2

GigabitEthemetO/3
GigabitEthemat0/4

Network Adapter 7 GigabitEthemet0/5
Network Adapter 8 GigabitEthemeat0/6
Network Adapter 9 GigabitEthemet0/7
'Network Adapter 10 GigabitEthemet0/8

» Deploy the ASAv VM through the wizard from File>Deploy OVF (Open Virtualization For mat)
Template

» Select asav-esxi if you want to use standalone ESX Server or asav-vi for vCenter. In this case,
vCenter is used.

asav-esxi.mf
asav-vi.mf
& dayD.iso
asav-esxi.ovl
asav-vi.ovf
= boot.vmdk
= disk0.vmdk

» Go through the installation wizard, accept terms and conditions. In the middle of the wizard you can
determine several options like hostname, management, ip address, firewall mode and other specific
information related to ASAv. Remember to use OOB management for ASAv, asin this case you need
to keep interface Management0/0 while you use the VM Network (Standard Switch) and interface
GigabitEthernetO-8 is the default network ports.



(B Doploy OVF Template = =

Source
Select the source location.

OVF Template Detads
Hame and Locabon
Storage

Ready to Complete Depioy from a fie or LRL
! [2:\Pocuments V5P ACTIMAGE \asovS 5 2\asar-+i.ovF | orowse...
[Eriber & LFL to downlaad and instal the OV padeage from the Intermet, or

spealy a location accessble from your computer, such as & local hard drive, &
mebwork share, or & CDJOVD drive,

What networks should the deployed template use?

OVF Template Detads Map the rehwerks used in this OVF templabe o networks in your imventery

‘Warning: Multiple source networks are mapped o the host network: Vi Network




[Standaione =
Hostnamse

Hoslname
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Pﬂ\r—r—ﬁﬂ
Firewall Propertes
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 Click Finish and wait until ASAv deployment is finished

» Power Onyour ASAv VM and log in via console to verify initial configuration



interface ManagementB-H
Management-only

namMeif management

security-level @

ip address 18.281.35.223 255.255.255.8

ftp Hode p Ve

pager 1ine :

1tu management 1568

1w failover

icMp unreachable rate-limit 1 burst-size 1

10 asdm history enable

arp timeout 14488

w0 arp permit-nonconnected

‘oute managedent B.8.8.8 8.8.8.8 18.281.35.1 1

timeout xlate 3:88:88

imeout pat-xlate B:88:38

imeout conn 1:88:88 half-closed 8:18:88 udp B:82:88 sctp B:82:88 icvp B:88:82
tiMeout sunrpc B:18:88 h323 B:85:88 h225 1:80:880 mgcp B:85:88 mgcp-pat B:85:88
timeout =sip 8: BA =ip_media B:B2:BB sip-invite B:B3:88 sip-disconnect B:82:848
iMeout sip-pr ional-media B8:82:88 vauth B8:85:88 absolute

[imeout tcp-proxy-rea :mbly B:81:88

tiMeout floating-conn B:806:88

(--— More --->_

» Asshown in the image, some Management configuration is already pushed to the ASAv Firewall.
Configure admin username and password. This username and password is used by the APIC to log
in and configure the ASA. The ASA should have connectivity to the OOB network and should
be able to reach the APIC.

username admin passwor d <device_passwor d> encrypted privilege 15

H AU 1gJ# username adMin passSHOrd sc 3 privi
SAv-W-AUS (config)# wr mMem
Building configuration...

;ryptochecksum: d491b988 86fa522f 6f937baf bS5bfb318
7977 bytes copied in B.258 secs
NSAVv-W-AVUS (config)# ping 168.2081.35.211

ype escape sequence to abort.
ending 5, 188-byte ICHMP Echos to 18.281.35.211, timeout is 2 seconds:

success rate is 188 percent (5/5), round-trip minsavg/max = 172718 ms

ASAVv-W-AUS (config)#

Additionally, from Global configuration mode enable http server:
http server enable
http 0.0.0.0 0.0.0.0 management
L4-L7for ASAv Integration in APIC:
* Logintothe ACI GUI, click on the Tenant where the service graph will be deployed. Expand L4-L7

services at the bottom of the navigation pane and right click on L4-L 7 Devices and click on Create
L4-L 7 devicesto open the wizard



* For thisimplementation, following settings will be applied:
-Managed Mode
-Firewall Service
-Virtual Device
-Connected to AV'S domain with a Single Node
-ASAv Model
-Routed mode (GoTo)
-Management Address (has to match the previously address assigned to MgmtO/0 interface)

* Use HTTPS as APIC by default uses the most secure protocol to communicate with ASAv
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* The correct definition of the Device Interfaces and the Cluster Interfacesis critical for a successful
deployment

For thefirst part, use Table 2 showed in the previous section to properly match the Network Adapter IDs
with the ASAv interface IDs that you' d like to use. The Path refersto the physical Port or Port-channel or
VPC that enables the way in and out of the Firewall interfaces. In this case, ASA islocated in an ESX host,
where in and out are same for both interfaces. In aPhysical appliance, Inside and Outside of the Firewall
(FW) would be different physical ports.

For the second part, the Cluster interfaces have to be defined always with not exceptions (even if Cluster HA
is not used), thisis because the Object Model has an association between the mif interface (metainterface
on the Device Package), the L If interface (leaf interface such as e.g., external, internal, inside, etc.) and the
CIf (concrete interface). The L4-L7 concrete devices have to be configured in adevice cluster configuration
and this abstraction is called alogical device. Thelogical device haslogical interfaces that are mapped to
concrete interfaces on the concrete device.



For this example, the following association will be used:
Gi0/0 = vmnic2 = ServerInt/provider/server > EPG1

Gi0/1 = vmnic3 = Clientlnt/consumer/client > EPG2

L4-L7 Devices - ASAv-AVS-Routed i

E ACTIONT -

General _ Device 1
Waruiget: [ Managemant 1P Acdress: 10.201.35 273 ansgament Ppf .
Hame: ASAx-#VE-Roulsd vieninr Name: wCanipComeole: L 2

D Paciags: CISC0-ABA-12

Interfacns:
Servoe Ty Firewall = +
Do Tyrpa: VIRTUAL - Hama s Fath [ty For Porgte Pearing]
VMM Domain: VS -
S— & CigasaEramenil W oA 1 Heaie- 1028AC Pisning, Nodl .
ol fusenre: Binge
FRmeE Partveors ndapmer 4 M- 10RMAL Prnng
Furction Typs: | GoTheough  EFEI0S
Clusios Mods: Bingls Nods
e -
; lusber
| RN
CI‘EGBHIIHLE‘ Managemant 1P Agdress: 10,301,398 233 anagament Port 443
LChusler iierfasos
§

Lara rmie leingmy

Conlim Passwird: oo Ty

= e
- sy — A AE - Pouied Davics * 9
Conliguration State
Cn'?w ) Ins1 0 Barvaiing Ak AVS-Mouted Danace 1 GgabEEPamatn1|

% Note: For failover/HA deployments, GigabitEthernet 0/8 is pre-configured as the failover interface.
Device state should be Stable and you should be ready to deploy the Function Profile and Service Graph
Template

Service Graph Temple

Firstly, create a Function Profile for ASAv but before that you need to create Function Profile Group and
then L4-L7 Services Function Profile under that folder, as shown in the image:
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» Select the WebPolicyFor RoutedM ode Profile from the drop down menu and proceed to configure
the interfaces on the firewall. From here on, the steps are optional and can be implemented/modified
later. These steps can be taken at afew different stages in the deployment depending on how reusable
or custom the Service Graph could be.

For this exercise, arouted firewall (GoTo mode) requires that each interface has a unique | P address.
Standard ASA configuration also has a interface security level (external interface is less secure, internal
interface is more secure). Y ou can a so change the name of the interface as per your requirement. Defaults
are used in this example.

» Expand Interface Specific Configuration, add |P address and security level for Serverint with the
following format for the IP address x.x.x.x/y.y.y.y or x.x.x.x/yy. Repeat the process for the ClientInt
interface.

Create Function Profile

MName: FunProf-ASA

Description:

Copy Existing Profile Parameters: [
Profile: CISCO-ASA-1.2/WebPolicyForRoutedMode - @
Features and Paramaters

In ordes 1o auto apply new values to the parameters of existing graph instance when users modity funclion profiles, the name of top fokder must be ended with -Default,

Features: S
Folder/Param Nama Ve Mandatory Locked Shared
Interfaces
B 4 ' Device Config Davica
O Bridge Group Interface
=1 4 'V Interface Related Configuration  externallf false false
=] I Access Group ExtAccassGroup talse
.| Il 1Py Enforce EUI-84
= 4 ) interface Specific Configur... externallfCig false
0 4 ¥ |Pvd Address Configura...
O 7] IPv4 Address iovd_nddress 192.168.10.1/24
0 2] IPva Standby Addross
UPDATE I | CANCEL ]
O 1P Addross Configura...
| L IPv Link Local Addross,,

SURKIT CANCEL I

% Note: You can dso modify the default Access-List settings and create your own base template. By
default, the RoutedM ode template will include rulesfor HTTP & HTTPS. For this exercise, SSH and
ICMP will be added to the allowed outside access-list.



Create Function Profile

Name: FunProf-ASA

Description:

Copy Existing Profile Parameters: [~
Profile: CISCO-ASA-1.2/WabPolicyForRoutedMode - @
Faalures and Paramelens
In order to auto apply new values to the parameters of existing graph instance when users modify function profiles, the name of top folder must be ended with -Detault.

Features: . Basic Parametars
I Folder/Param Nama Valus Mandatory Locked Shared
=) 4 ‘¥ Destination Senvice destination_service
Accesslists a 1| High Port
=] = Low Port law_port 22 false
(=] =/ Operator operator 0q false
O » [ ICMP
(u] » [ Logging
[m] ¥ [ Protocol
(] b () Source Address
O b ) Source Service
= =] Action action parmit false
=] £ Order arder 30 false
PR | Pr—

» Then click Submit
* Now, create the Service Graph Template

I i Sew
o I Torad Pt ALLUMBRER —
s 0 s e o]

-

o re—————
P JUTE | r—
| I 44T Sarvice Deagh Tergiamy =

-
& I S rorbgamos — Mo

» Drag and Drop the Device Cluster to the right to form the relationship between Consumer and
Provider, select Routed Mode and the previously created Function Profile.




Graph Name: Graph1-alumbrer

Graph Type: @ Create A New One () Clone An Existing One
Consumer Provider
ASAv-AVS-...
ASAv

Please drag a device from devices table and drop it here to create a service node.
ASAv-AVS-Routed Information
Firewall: @ Routed Transparent

Profile: Pod6-ALUMBRER/FunProfGroup/FunPro: « @

susMIT || CANCEL

» Check template for faults. The templates are created to be reusable, they must then be applied to
particular EPGs etc.

» To apply atemplate, right click and select Apply L4-L7 Service Graph Template

- 68 L4-L7 Service Graph Template - Graph1-alumbrer
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» Define which EPG will be on the Consumer side and Provider side. In this exercise, AVS-EPG2 isthe
Consumer (Client) and AVS-EPGL is the Provider (server). Remember that no Filter is applied, this
will alow the firewall to do all the filtering based on the access-list defined in the last section of this
wizard.

» Click Next




STEP 1 > Contract

Config A Contract Between EPGs
EP(Gs Information

Consumer EPG [ External Network: Pod-ALUMBRER/AVS-REP-YMM - 3

Cantract information
Contract: @ Create A New Contract

Contract Name: EPG2-to-EPGI

Mo Filter (Allow AN Traffic): [/

Choose An Existing Confract Subject

Provider EPG | External Network: Pod-ALUMBRER/AVS -AEP-VMM ~ 3
Pod&-ALUMBRER/AVS-AEP-VMM-
alumbreriepg-AVS-EPG1
Pod8-ALUMBRER/IntemnalAEP-
VMM-alumbrerfepg-EPG-Internal-
alurmibrer
Podi-ALUMBRERNAF 1 -alumbrer
TAnyEPG
Pod&-ALUMBRERNVRF2/AnYEPG
Pod8-ALUMBRER/LIOut-N3K2/LINat

1. Contract

S

NEXT | CANCEL |

» Verify the BD information for each of the EPGs. In this case, EPGL1 is the Provider on the IntBD DB
and EPG2 is the Consumer on BD ExtBD. EPG1 will connect on firewall interface Serverint and
EPG2 will be connected on interface ClientInt. Both FW interfaces will become the DG for each of
the EPGs so traffic is forced to cross the firewall at al times.

* Click Next
Graph Template: PodB-ALUMBRER/Graph1-Temp-alumbrer - @
Consumer
o om |7
ASAv-AVS-...
AVS-EPG2
@
ASAv

ASAv-AYS-Routed Information
Firewall: routed
Profile: FunPro-ASA
Consumar Connector

Type: @ General ) Route Peering

BD: Pod6-ALUMBRER/ExtBD-alumbrer * i@
Cluster Interface: Glientint > i@
Providar Connacior
Type: @ General ) Route Peering
BD: Pod6-ALUMBRER/IMBD-alumbrer - @
Cluster Interface: Serverint -«

Provider

AVS-EPG1

‘ PREVIOUS I| NEXT ” CANCEL |




* Inthe Config Parameters section, click on All Parameters and verify if there are RED indicators that
need to be updated/configured. In the output as shown in the image, it can be noticed that the order on
the access-list ismissed. Thisis equivalent to the line order you’'ll seein ashow ip access-list X.
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* You can aso verify the | P addressing assigned from the Function Profile defined earlier, hereisa
good chance to change information if required. Once al parameters are set, click Finish, asshownin
the image:

STEP 3 > ASAv-AVS-Routed Parameters 1. Contract 2. Graph 3. ASAv-AVS-Routed Parameters

config parameters for the selectad device

Profile Mame: FunProt-ASA (]

Folder/Param Nama Value Wi Domain

B 4 ‘T Device Config Denvica
B b ) Access List ‘access-ist-inbound

[m] v [ Bridge Group Interface
B 4 ' Inberface Related Configuration axtomallt

All =] 4 ¥ Access Group ExtAconssGroup

=] T Inbound Access List name
m] ]| Cutbound Accoss List
m} ¥ L iPvE Enforce EUIHE4
=] 4 ¥ Insprince Specific Configuration extomal ifChg
=] 4 " |Pv4 Address Configuration IPvdAddress
=] | IPv4 Addross ipvd_addross
O =] 1Pvd Standby Address

O » I P Address Canfiguration
] 1l IPv8 Link Local Address Configuration

m_r L1 IPR e e Bchusetismmante

RED indicalons paramelers needed io be updaled and GREEN indicales parameien will be summiied io the previder EPG.

* If everything goes fine, a new Deployed device and Graph Instance should appear.
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Verify

» Oneimportant thing to verify after creating the Service graph is that the Consumer/Provider
relationship was created with proper Meta Connector. Verify under the Function Connector
Properties.

PodE-ALUMBRER .
e Function Connector - consumer i
I Chuick Stari

4 & Tanan Poé-ALUMBRER m Fauts History
v Il Appacanon Profiled
ppdcaticn Profile ACTIONS ~

¢ Il Hetworking

B L4-L7 Sorvice Parameters Properties
¢ Il Seciwity Pobcios Mame: consumer
¢ I Troubleshool Pokcins Attachment Motification: faise
v Il Monnorag Poleios Fiiters: saloct an optian -
A [ L4-LT Sorvices Meta Connector: Finevwal finfemal - dp

4 I L4-L7 Sandce Gragh Tempiaies
a N f':l.'l[!nl alumbner
4 1Bl Function Mode - ASAw
1] eonsumer

1L providor

N Note: Each interface of the Firewall will be assigned with an encap-vlan from the AVS Dynamic
Pool. Verify there are no faults.
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* Now, you can aso verify the information that was pushed to the ASAv



SAv—W-AUSH
face

show interface

higabitEthernetd-/8a
higabitEthernetB-/1
higabitEthernetB-/2
iigabitEthernet8-3
iigabitEthernet@ 4
higabitEthernetB/5

higabitEthernetd
iigabitEthernet8-7
iigabitEthernetd-8
anagementd-a
ISAVv—W-AVUSH shouw run
ccess-list access-1list
ccess : list
( list
list

access

access

inbound
inbound
inbound
inbound

ip brief
IP-Address

gned
1.35.223

extended
extended
extended
extended

y Manual
» Manual

y unset

permit
permit
permit
permit

Method Status

up

up
administratively
administratively
adMinistratively
administratively
administratively
administratively
administratively
up

unset

unset
unset
unset
CONFIG

tcp any any eq
tcp any any eq
tcp any any eq
icMp any any

MK
https
ssh

down
down
dowmn
dowWn
down
down
down

* A new Contract is assigned under the EPGs. From now on, if you need to modify anything on the
access-list, the change has to be done from the L4-L7 Service parameters of the Provider EPG.
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» On vCenter, you can also verify the Shadow EPGs are assigned to each of the FW interfaces:
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For thistest, | had the 2 EPGs communicating with standard contracts, these 2 EPGs are in different
Domains and different VRFs, so route leaking between them was previously configured. Thissimplifiesa
bit after your insert the Service Graph as the FW sets up the routing and filtering in between the 2 EPGs.
The DG previously configured under the EPG and BD can now be removed same as the contracts. Only the
contract pushed by the L4-L7 should remain under the EPGs.

M Quick Stan
4 Xk Tanan Pocs-ALUMBRER
4 I Appcation Profiles
4 & AVS-AEP-VMM-alumbrer
4 I Application EPGs
4 B EPG AVS-EPGY
I Domains (WMs and Bare-Me
I Static Bindings (Paths)
Il Sutic Bindings (Leaves)
W contracts
M Siaiic EndPoint
I Subnets

— R

K

ACTIONS ~
Tonant Mame  Coniract Name Contract Ty ded / QoS Class State Lot Sulyect Labal
. Consumed
= Coniract Type: Coniract
Pod8-ALUMBRA... EPG240-EPG1 Coniract Provided Unspecified {ormed

As the standard contract is removed, you can confirm that traffic is now flows through the ASAv, the
command show access-list should display the hit count for the rule incrementing every time the client sends

areguest to the server.



ASAv—-—AUS#H
ASAv-H-AVUSH
hccess—-list

shou access-list
cached ACL log flows:
alert-interval 3HH
hccess—-list access-list-inbound;: 4 elements; name hash: BxchS5hdb6c?
hccess—list access-list-inbound line 1 extended permit tcp any any
=A) Bxc873a747

hccess—list access-list-inbound
nt=A) Ax4B8bedbdd

access—list access-list-inbound
t=4) Bx532fd57a

awccess—list access—-list-inbound
«xedb5a7?5d

ASAv-H-AUSHE _

total B, denied B (deny-flow-mHax 4H96)

eq HWHH C(hitcn

line 2 extended permit tcp any any eq https (hit

line extended permit tcp any any eq ssh C(hitcn

line extended permit icmp any any (hitcnt=4) A

On the leaf, endpoints should be learned for client and server VMs as well asthe ASAv interfaces

leaf2# show endpoint
Legend:

0 - peer-attached
V - vpc-gttached

H - vtep
p - peer-aged

a - locally-aged 5 - static

L - local

5 - static-arp

e $mmmmmemasennaan e e ®
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Podo-ALUMBRER : VRF1-alumbrer

14/Pod&-ALUMERER : VRF1-alumbrer

39

Pod6-ALUMERER : VRF1-alumbrer

25

Podo-ALUMBRER : VRF1-alumbrer

Pod6-ALUMBRER : VRFZ
26
Podé-ALUMBRER : VRF2Z
overlay-1
overlay-1

13

overlay-1

13

overlay=-1

vxlan-14778359
wian-98
vlan-98
vlan-94
vian-94

Vian-97
wlan-97
vlan-93
vian-93

vxlan-16777209
vilan-16777209
vilan-16777209
vilan=16777209

see both firewall interfaces attached to the VEM.

ESX-1

~ # vemomd show port vlan
VEM Port Admin Link Stote

LTL
22 Ethl/5
23 Ethl/6
0
a3l
52

1849

uF
uP
uP
uP
up
up

uP
up
up

up
up

FWD
FWD
FWD
FWD
FWD
FWD

PC-LTL
1248
1948

L)

Couse

a
L
L

MAC Address
IP Address

5897 .bdad . fObc
o858 . 5689 . fdoz
192.168.19.18
YUSY . 589, cal9
192.168.18.1
192.168.2.11
0858 . 5689 . 3fca
172.16.1.18
9958 . 5689 .e7dd
172.16.1.1
18.9.184.93 ¢
18.8.96.67 L
2058 .5677.18a5 H
10.8.32.93 H
2058 . 5660 .ddab H
18.8.32.64 H

rerFRwurEErTrere 4

SGID ORG swveopath

a

MAC Info/
IP Info

______________ o o

Interface

——————— +

ethl/13

ethl/7

po4

ethl/7

pos

unspecified

unspecified

YVem Port
vmnicd
vmnics

vmkl

Type

ASAv-1in-AVS.ethl
ASAv-1n=-AV5. eth2




~ # vemomd show port vlan
LTL V5M Port Admin Link PC-LTL 5GID ORG svcpath Type Vem Port
24 Ethl/T UuP UP @ wvmnich
58 U UP K wvmkl
51 - ) Client1-AVS.ethd

52 uP  UP ; ! Serverl-AvS.ethd
148 UF UP

#l

Finally, the Firewall rules can be verified at the leaf level too if we know the PC Tags for source and
destination EPGs:

EPG i
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% Note: The EPG PCTags/Sclass never communicate directly. The communication isinterrupted or tied
together viathe shadow EPGs created by the L4-L7 service graph insertion.

And communication Client to Server works.



clscofcisco-UbuntuClient:~% 1fconfig
ethi Link encap:Ethernet HWaddr 00:50:56:89:3f:ca
inet addr:172.16.1.10 Bcast:172.16.1.255 Mask:255.255.255.0
inet6 addr: feB80::250:56ff:fe89:3fca/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:346596 errors:0® dropped:97 overruns:0 frame:0
TX packets:533034 errors:0 dropped:® overruns:0® carrier:0
collisions:® txqueuelen:1000
RX bytes:33670388 (33.6 MB) TX bytes:42734068 (42.7 MB)

Link encap:Local Loopback

inet addr:127.6.8.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:170350 errors:® dropped:® overruns:® frame:0
TX packets:170350 errors:® dropped:® overruns:® carrier:@
collisions:® txqueuelen:@

RX bytes:18739044 (18.7 MB) TX bytes:18739644 (18.7 MB)

cilsco@cisco-UbuntuClient:~5 ssh 192.168.10.10
cisco@192.168.10.10's password:
Welcome to Ubuntu 14.04 LTS (GNU/Linux 3.13.0-24-generic x86_64)

* Documentation: https://help.ubuntu.com/

4Last login: Mon Feb 1 18:14:11 2616 from 172.16.1.10
cisco@cisco-UbuntuClient:~5 5.




Leaf 101

E1/7,

S/
J &

Server Client
192.168.10.10/24 172.16.1.10/24
EPG1/VRF1 EPG2/VRF2
PC Tag 5476 PC Tag 17
Troubleshoot

VTEP addressis not assigned

Verify that Infrastructure Vlan is checked under the AEP:

Leaf 102

Clientlnt \ Serve
@ES}{\—?Q

rint




ACTIONS -

Properties
Nama: AEP-AVS
8cscmnon:
I Enabie Infrastrycture VLAN: [ T
Domains (VMM, Phiysical or Exte
A Mmm:ma& +
« Name State
AVS (Vmm-Viiware) formed
VSwitch Policies
Port Channel Policy: salect a valus - @
LLDP Policy: select a value - P
CDP Policy: CDP_ON - @
- @
- @

Unsupported Version

Verify VEM version is correct and support appropriate ESXi VMWare system.

~ # vem version

Running esx version -1746974 x86_64

VEM Version: 5.2.1.3.1.10.0-3.2.1

OpFlex SDK Version: 1.2(11)

System Version: VMware ESXi 5.5.0 Releasebuild-1746974
ESX Version Update Level: 0O

VEM and Fabric communication not working

- Check VEM status
vem status

- Try reloading or restating the VEM at the host:
vem reload
vem restart

- Check if there’s connectivity towards the Fabric. You can try pinging 10.0.0.30 which is (infra:defau

~ # vmkping -I vmkl 10.0.0.30
PING 10.0.0.30 (10.0.0.30): 56 data bytes

--- 10.0.0.30 ping statistics ---
3 packets transmitted, 0 packets received, 100% packet Toss

If ping fails, check:

- Check OpFlex status - The DPA (DataPathAgent) handles all the control traffic between AVS and APIC (t
ATT EPG communication will go thru this opflex connection.

~ # vemcmd show opflex
Status: 0 (Discovering)



Channel0: 0 (Discovering), Channell: 0 (Discovering)

Dvs name: comp/prov-VMware/ctrlr-[AVS]-vCenterController/sw-dvs-129
Remote IP: 10.0.0.30 Port: 8000

Infra vlan: 3967

FTEP IP: 10.0.0.32

Switching Mode: unknown

Encap Type: unknown

NS GIPO: 0.0.0.0

you can also check the status of the vmnics at the host level:

~ # esxcfg-vmknic -1

Interface Port Group/DVPort IP Family IP Address Netmask Broadc
vmkO Management Network IPv4 10.201.35.219 255.255.255.0 10.201
vmkO Management Network IPv6 fe80::e6aa:5dff:fead:63e 64

vmk1 160 IPv4 10.0.32.65 255.255.0.0 10.0.2
vmk1 160 IPV6 fe80::250:56ff:febb:ca25 64

~ #

- Also on the host, verify if DHCP requests are sent back and forth:

~ # tcpdump-uw -i vmkl

tcpdump-uw: verbose output suppressed, use -v or -vv for full protocol decode

Tistening on vmkl, Tink-type EN1OMB (Ethernet), capture size 96 bytes

12:46:08.818776 IP truncated-ip - 246 bytes missing! 0.0.0.0.bootpc > 255.255.255.255.bootps: BOOTP/DHC
12:46:13.002342 IP truncated-ip - 246 bytes missing! 0.0.0.0.bootpc > 255.255.255.255.bootps: BOOTP/DHC
12:46:21.002532 IP truncated-ip - 246 bytes missing! 0.0.0.0.bootpc > 255.255.255.255.bootps: BOOTP/DHC
12:46:30.002753 IP truncated-ip - 246 bytes missing! 0.0.0.0.bootpc > 255.255.255.255.bootps: BOOTP/DHC

At this point it can be determined that Fabric communication between the ESXi host and the Leaf does not
work properly. Some verification commands can be checked at the leaf side to determine root cause.

Teaf2# show cdp ne

Capability Codes: R

Router, T - Trans-Bridge, B - Source-Route-Bridge

S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
s - Supports-STP-Dispute
Device-ID Local Intrfce Hldtme Capability Platform Port ID
AVS:localhost.Tocaldomainmain
Ethl/5 169 SIs VMware ESXi vmnic4
AVS:localhost.Tocaldomainmain
Ethl/6 169 SIs VMware ESXi vmnic5
N3K-2(FOC1938R02L)
Eth1l/13 166 RSIs N3K-C3172PQ-1 Ethl/13

Teaf2# show port-c sum
Flags: D - Down P
I - Individual H
- Suspended r

- Up in port-channel (members)
Hot-standby (LACP only)
ModuTe-removed

s
S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-Tinks not met
F - Configuration failed

Group Port- Type Protocol Member Ports



Channel

5 Po5(SU) Eth LACP Eth1l/5(P) Ethl/6(P)

There are 2 Ports used in the ESXi connected via a Po5

leaf2# show vlan extended

VLAN Name Status Ports

13 infra:default active Ethl/1, Eth1l/20

19 -- active Ethl/13

22 mgmt:inb active Ethl/1

26 -- active Ethl/5, Ethl/6, Po5
27 -- active Ethl/1

28 HH active Ethl/5, Ethl/6, Po5
36 common : pod6_BD active Ethl/5, Ethl/6, Po5

VLAN Type Vlan-mode Encap

13 enet CE vxlan-16777209, vlan-3967
19 enet CE vx1lan-14680064, vlan-150
22 enet CE vxTan-16383902

26 enet CE vxlan-15531929, vlan-200
27 enet CE vlan-11

28 enet CE vlan-14

36 enet CE vxTan-15662984

From the above output it can be observed that the InfraVlan is not allowed or passed through the Uplinks
ports that go to the ESXi host (1/5-6). This indicates a misconfiguration with the Interface Policy or Switch
Policy configured on APIC.

Check both:

Access Policies > I nterface Policies > Profiles Access Policies > Switch Policies > Profiles

In this case, the interface profiles are attached to the wrong AEP (old AEP used for DVS), as shown in the
image:



Access Port Policy Group - AVS-102_1-ports-7_PolGrp (i )%

ACTIONS =

Properties
Naresi: AVS-102_1-ports-7_Pollap
Dascriphion:

Labet
Link Level Policy: 1Gigaans - i
€O Palicy: ©DP_ON - @
MCP Poliey: salact a valua -
LLOP Policy: LLDP_OM - @
STP Intesface Policy: selact a value -
Stormn Control Interface Policy: select o walue -
L2 Interface Policy: sslect a value -
Monibaring Policy: select o value -
Anached Ertity Profle: AEP_DVS - @
Connoctivity Filters: t
Swech 108 Indprinces

SHE‘IWLIS#GL] SUBMIT ] CLOSE |

After setting of the correct AEP for AV'S, we can now see that the InfraVlan is seen thru the proper Unlinks
at the Leaf:

leaf2# show vlan extended

VLAN Name Status Ports

13 infra:default active Ethl/1, Ethl/5, Ethl/6,
Eth1/20, Po5

19 - active Eth1l/13

22  mgmt:inb active Ethl/1

26 -- active Ethl/5, Ethl/6, Po5

27 -- active Ethl/1

28 - active Ethl/5, Ethl/6, Po5

36 common : pod6_BD active Ethl/5, Ethl/6, Po5

VLAN Type Vlan-mode Encap

13 enet CE vx1lan-16777209, vlan-3967
19 enet CE vx1an-14680064, vlan-150
22 enet CE vx1lan-16383902

26 enet CE vx1lan-15531929, vlan-200
27 enet CE vlan-11

28 enet CE vlan-14

36 enet CE vxTan-15662984

and Opflex connection is restablised after restarting the VEM module:

~ # vem restart

stopDpa

VEM SwISCSI PID is

Warn: DPA running host/vim/vimuser/cisco/vem/vemdpa.213997
Warn: DPA running host/vim/vimuser/cisco/vem/vemdpa.213997
watchdog-vemdpa: Terminating watchdog process with PID 213974

~ # vemcmd show opflex

Status: 0 (Discovering)

Channel0: 14 (Connection attempt), Channell: 0 (Discovering)

Dvs name: comp/prov-VMware/ctrlr-[AVS]-vCenterController/sw-dvs-129



Remote IP: 10.0.0.30 Port: 8000
Infra vlan: 3967

FTEP IP: 10.0.0.32

Switching Mode: unknown

Encap Type: unknown

NS GIPO: 0.0.0.0

~ # vemcmd show opflex

Status: 12 (Active)

Channel0: 12 (Active), Channell: 0 (Discovering)

Dvs name: comp/prov-VMware/ctrlr-[AVS]-vCenterController/sw-dvs-129
Remote IP: 10.0.0.30 Port: 8000

Infra vlan: 3967

FTEP IP: 10.0.0.32

Switching Mode: LS

Encap Type: unknown

NS GIPO: 0.0.0.0

Related | nfor mation

Application Virtual Switch Installation

Cisco Systems, Inc. Cisco Application Virtual Switch I nstallation Guide, Release 5.2(1)SV 3(1.2)

Deploy the ASAv Using VMware

Cisco Systems, Inc. Cisco Adaptive Security Virtual Appliance (ASAv) Quick Start Guide, 9.4

Service Graph Design with Cisco Application Centric Infrastructure White Paper

Service Graph Design with Cisco Application Centric I nfrastructure White Paper
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