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Framework Mapping: 
Cisco Duo + CISA Zero 
Trust Maturity Model 



1. Identity: Focuses on verifying and managing the identities of users, processes, and systems, ensuring access is
granted only to authenticated and authorized entities based on least privilege principles.

2. Device: Ensures that all devices accessing the network are identified, monitored, and meet security compliance
standards to reduce potential attack surfaces.

3. Network/Environment: Emphasizes secure network segmentation, dynamic access controls, and monitoring of
traffic flows to limit lateral movement and protect resources within hybrid, cloud, and on-premises environments.

4. Application Workload: Protects applications and workloads by enforcing secure access, implementing runtime
monitoring, and ensuring that interactions between applications are trusted and compliant.

5. Data: Focuses on protecting sensitive information through classification, encryption, monitoring, and policies that
prevent unauthorized access or exfiltration.

The CISA Zero Trust Model also builds on the foundational capabilities of the cross-cutting pillars with Visibility 
and Analytics,1 Automation and Orchestration,2 and Governance3 which support (acts as the Pillar Base) and 
enhance the maturity of each core pillar. 

Cisco® provides proven solutions for accelerating Zero Trust adoption. In this document we discuss how Cisco 
Duo meets the CISA ZTMM standards. 

1 Visibility and Analytics enable organizations to monitor and analyze behavior and events across the five pillars. This foundation capability 

provides the data-driven insights necessary to identify anomalies, detect threats, and enforce Zero Trust polices. 

2 Automation and Orchestration ensure that Zero Trust principles are implemented consistently and efficiently across the five pillars. By automating 

security tasks and orchestrating responses, organizations can reduce human error and improve reaction times to potential threats. 

3 Governance ensures that security policies, processes, and compliance requirements are well-defined and constantly applied across all pillars. It 

provides the overarching framework for decision-making, accountability, and adherence to organizational goals and regulatory mandates. 
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Background 

As U.S. Public Sector organizations transition toward a Zero Trust Architecture (ZTA), they align their strategies with 
the Cybersecurity and Infrastructure Security Agency (CISA) Zero Trust Maturity Model (ZTMM) and National 
Institute of Standards and Technology (NIST) SP 800-207.

Cisco Duo is a premier solution for accelerating Zero Trust adoption, specifically designed to address the "Identity" 
and "Device" components of the framework. Duo provides a cloud-native approach to securing access to any 
application from any device. Duo acts as a critical Policy Decision Point (PDP), ensuring that only trusted users 
and healthy devices can access protected resources.

By leveraging these frameworks, U.S. Public Sector Organizations can adopt a comprehensive strategy to 
strengthen its security posture across all five CISA Zero Trust pillars—Identity, Device, Network/Environment, 
Application Workload, and Data. 

2

https://www.cisa.gov/zero-trust-maturity-model
https://nvlpubs.nist.gov/nistpubs/specialpublications/NIST.SP.800-207.pdf
https://duo.com/
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Visibility and Analytics 

Foundation of Zero Trust 

Automation and Orchestration 

Governance 

Source: CISA Zero Trust Maturity Model June 2021 
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Figure 1. CISA Zero Trust Maturity Model 

• Identity: Duo provides industry-leading Multi-Factor Authentication (MFA), Single Sign-On (SSO), and
risk-based authentication to ensure that identities are verified continuously.

• Device: Duo provides deep visibility into every device (managed or unmanaged) accessing applications,
performing health checks and posture assessments before granting access.

• Network / Environment: Cisco Duo does not directly provide network-level segmentation or traffic control
capabilities; it plays a critical role within Cisco’s broader Zero Trust architecture.

• Application Workload: Duo protects individual applications—whether on-premises or in the cloud—by
enforcing granular access policies at the application layer.

• Data: Duo protects data indirectly by ensuring that only authorized users on compliant devices can reach the
applications where sensitive data resides.
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Duo's Role in the Five PIllars

Duo is a cornerstone of the Identity and Device pillars, with significant contributions to the Application 
Workload pillar. 
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Mapping to the CISA Zero Trust Five Pillars 

Table 1. Mapping Cisco Duo Capabilities to the CISA Zero Trust Identity Pillar - Authentication and Identity Stores
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Table 2. Mapping Cisco Duo Capabilities to the CISA Zero Trust Device Identity Pillar - 
Risk Assessments, Access Management, and Visibility and Analytics
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Table 3. Mapping Cisco Duo Capabilities to the CISA Zero Trust Identity Pillar - Automation and Orchestration and Governance
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CISA Zero Trust Network/Environment Pillar -  Cisco Duo doesn’t handle network segmentation, but it 
strengthens Cisco’s Zero Trust strategy by enforcing adaptive user and device authentication before access. 
Combined with Cisco’s broader Zero Trust stack (SD‑WAN, identity-based segmentation, and Security Service 
Edge), Duo helps deliver an identity‑driven approach that reduces implicit trust and improves network security.
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Table 4. Mapping Cisco Duo Capabilities to the CISA Zero Trust Device Pillar 
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Table 5. Mapping Cisco Duo Capabilities to the CISA Zero Trust Application Workload Pillar 
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Key observations 
• Identity and Device Leader: Duo is purpose-built for the first two pillars of the CISA model. It excels at verifying

"Who" is connecting and "What" they are connecting with.

• Ease of Deployment: Unlike network-heavy Zero Trust implementations, Duo can be deployed rapidly to protect
SaaS and on-premises applications, providing an immediate jump in Zero Trust maturity.

• Complementary to ISE: While ISE manages the Network (Pillar 3), Duo manages the Application Access (Pillar 4).
Together, they provide a full-stack Zero Trust solution.

• Visibility: Duo provides unique visibility into the "Shadow IT" and BYOD landscape, which is a core requirement for
the CISA "Device" pillar.

9

Table 6. Mapping Cisco Duo Capabilities to the CISA Zero Trust Data Pillar 

Summary 
Cisco Duo is an essential component of a CISA-aligned Zero Trust roadmap. It provides the necessary controls 
to move from "Traditional" to "Advanced" or "Optimal" maturity levels in the Identity and Device pillars by 
implementing phishing-resistant MFA, continuous risk assessment, and deep identity intelligence with device 
health visibility.

Resources 
For more information, please refer to the following:

Getting Started with Duo

Security First IAM
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https://duo.com/docs/getting-started
https://duo.com/solutions/security-first-iam

