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Service Providers today, such as AT&T, are offering alternative methods to connect to the PSTN viatheir IP network. Most of these services
utilize SIP as the primary signaling method and a centralized |P to TDM gateway to provide on-net and off-net services. AT&T IP Flexible
Reach is a service provider offering that allows connection to the PSTN and may offer the end customer aviable aternative to traditional PSTN
connectivity viaeither analog or T1 lines. A demarcation device between these services and customer owned servicesis recommended. The
Cisco Unified Border Element provides demarcation, security, interworking and session management services.

This application note describes how to configure a Cisco Unified Communications Manager (Cisco UCM) 8.0 with two Cisco Unified
Border Element (Cisco UBE) High Availability (HA) for connectivity using Hot Standby Routing Protocol (HSRP) to AT&T sIP
Flexible Reach SIP trunk service. The application note also covers support and configuration example for Cisco Unity Connection
(CUC) messaging integrated with the Cisco UCM. The deployment model covered in this application note is Customer Premises
Equipment (Cisco UCM/CUC/ Cisco UBE) to PSTN (viaAT&T IP Flexible Reach service). AT& T IP Flexible Reach provides inbound
and outbound call service.

Testing was performed in accordance to AT& T s IP Flexible Reach test plan and all features were verified. Key features verified are:
inbound and outbound basic call (including international calls), calling name delivery, calling number and name restriction, DNIS
trandations, CODEC negotiation, advanced 8Y'Y call prompter, intra-site transfers, intra-site conferencing, call hold and resume, call
forward (forward all, busy and no answer), leaving and retrieving voicemail (Cisco Unity Connection), Cisco auto-attendant, fax using
T.38 and G.711 (G3 and SG3 speeds), teleconferencing, failover of unresponsive SIP network to PSTN and outbound/inbound calls
to/from TDM networks.

The Cisco Unified Border Element function configuration detailed in this document is based on alab environment with asimple dial-
plan used to ensure proper interoperability between AT& T SIP network and Cisco Unified Communications Manager. The configuration
described in this document details the important commands for successful interoperability. Care must be taken by the network
administrator deploying Cisco UBE to ensure these commands are set per each dial-peer required, to interoperate to AT& T SIP network.

For IP Flexible Reach service with MISSMPLS PNT (and optionally with AT& T VPN) access, the Cisco Unified Border Element IP
address (facing the Customer Edge Router) can be private |P address. Thiswill be NATed by the AT& T managed Customer Edge
Router (or customer managed/M RS managed Customer Edge Router for AT& T VPN). Consult with AT& T provisioning engineer to
resolve any | P addressing issues.

Please refer to the Emergency 911/E911 Limitations and Restrictions section of this document for more information on Emergency
911/E911 services.

This Application Note uses the Cisco 2921 Integrated Services Router (ISR) Generation 2 (ISR-G2) to run Cisco UBE High
Availability with HSRP. However any other ISR G2 model can be used as this functionality does not depend on the platform. Hereisa
list of Cisco platforms capable of Cisco UBE functionality:

Cisco 3900 Series Integrated Services Routers
Cisco 2900 Series Integrated Services Routers
Cisco 2800 Series Integrated Services Routers
Cisco 3800 Series Integrated Services Routers
Cisco AS5350XM Universal Gateway

Cisco AS5400XM Universal Gateway

Cisco 1861 Integrated Services Router

Cisco 881 Integrated Services Router

Cisco 888 Integrated Services Router

Cisco 892 Integrated Services Router

Cisco IAD880 Series Integrated Access Devices
Cisco IAD2430 Integrated Access Device
Cisco ASR 1001 Router

Cisco ASR 1002 Router

Cisco ASR 1002 Fixed Router

Cisco ASR 1004 Router

Cisco ASR 1006 Router
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http://www.cisco.com/en/US/products/ps10536/index.html
http://www.cisco.com/en/US/products/ps10537/index.html
http://www.cisco.com/en/US/products/ps5854/index.html
http://www.cisco.com/en/US/products/ps5855/index.html
http://www.cisco.com/en/US/products/ps6268/index.html
http://www.cisco.com/en/US/products/ps6269/index.html
http://www.cisco.com/en/US/products/ps8321/index.html
http://www.cisco.com/en/US/products/ps9556/index.html
http://www.cisco.com/en/US/products/ps9566/index.html
http://www.cisco.com/en/US/products/ps10203/index.html
http://www.cisco.com/en/US/products/ps9572/index.html
http://www.cisco.com/en/US/products/hw/gatecont/ps887/ps5321/index.html
http://www.cisco.com/en/US/products/ps10878/index.html
http://www.cisco.com/en/US/products/ps9436/index.html
http://www.cisco.com/en/US/products/ps10423/index.html
http://www.cisco.com/en/US/products/ps9437/index.html
http://www.cisco.com/en/US/products/ps9438/index.html

Cisco UBE box to box High Availability is supported on the | SR-G2, beginning with Cisco UBE version 8.5 and future releases. Please
note that this Application note applies only to the I SR-G2 models.

Consult your Cisco representative for the correct 10S image and for the specific application and Device Unit License and Feature
License requirements for all your Cisco Unified Communications Manager with Cisco Unified Border Element components.
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Basic Call Setup
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Note: The Cisco Unified Border Element depicted in Figure 1 isnot an AT& T managed device. It isrecommended that the
group responsible for the administration, management and configuration of the Cisco Unified Communications Manager, also
manage and configure the Cisco Unified Border Element.

For Cisco supported deployment strategies using Cisco UBE, refer to the Cisco Unified Communications SRND Based on Cisco Unified
Communications Manager 8.x:

http://www.cisco.com/en/US/docs/voice ip comm/cucm/srnd/8x/uc8x.html
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Hardware Components

Cisco Integrated Service Router G2. This solution was tested with C2921 but this application note appliesto any ISR platforms. Refer
to the following links provided in the Introduction section of this document for more information on ISR platforms:

Packet Voice Data Module (PVDM). You will need to install DSP modules (PVDM) on an ISR platform if you require M TP,
Transcoding or Conference Bridge resources for codec s other than G.711. DSPs are not required for basic calls. Refer to the following
link for system required DSP calculator.

http://www.cisco.com/cgi-bin/Support/DSP/cisco_dsp_calc.pl

Cisco MCS 7800 Series server to run Cisco Unified Communication Manager (Cisco UCM)

Cisco IP Phones. This solution was tested with 7960, 7961 and 7971 phones, but any Cisco IP Phone model supporting RFC2833 can
be used)

Cisco MCS 7800 Series server to run Cisco Unity Connection (CUC).

Cisco 10S gateway (only needed if fax, analog phones or TDM systems are to interconnect). This component is tested with SIP
Gateway. However, an H.323 or MGCP gateway can be used, the protocol is optional and the choiceis|eft up to the customer s network
design. Pleaserefer to the |OS Fax Gateway Configuration section for details.

Software Requirements

Cisco Unified Communication Manager (Cisco UCM) Release 8.0. This solution was tested with 8.0.3.10000-8

Cisco Unified Border Element Release 8.5 with IOS version 15.1.2T4.1 release. This configuration was tested with C2900-universalk9-
mz.SPA.151-2.T4.1. File can be obtained from:

https:.//upload.cisco.com/cgi-bin/swc/fileexg/main.cgi ?ZCONTY PES=ATT-Managed-Services

CCO accessis required.

15.1.2T5 10S will be the standard GA CCO release for CUBE 8.5
Cisco Unity Connection (CUC) Release 8.5. This solution was tested with 8.5.0.96051.8
Cisco |0S Gateway (IP-TDM) version: 12.4 or later.

The documented Cisco UBE configuration can be supported with the following 10S feature sets. [P VOICE, SP SERVICES,
ADVANCED IP SERVICES, ADVANCED ENTERPRISE SERVICES, INT VOICE/VIDEOQ, IPIP GW, TDMIP GW,INT
VOICE/VIDEO, IPIPGW, TDMIP GW AES

Consult your Cisco representative for the correct IOSimage and for the specific application and Device Unit License and Feature
License requirements for all your Cisco Unified Communications components. For reference, please follow thislink:

http://www.cisco.com/en/US/prod/coll ateral /voi cesw/ps6790/gatecont/ps5640/order_guide c07_462222.html

« For HSRP configuration, please follow thislink:

http://www.cisco.com/en/US/products/sw/voicesw/ps5640/products _configuration example09186a0080b40d82.shtml
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http://www.cisco.com/cgi-bin/Support/DSP/cisco_dsp_calc.pl
https://upload.cisco.com/cgi-bin/swc/fileexg/main.cgi?CONTYPES=ATT-Managed-Services
http://www.cisco.com/cgi-bin/Software/Iosplanner/Planner-tool/iosresult.cgi?get_crypto=&data_from=&hardware_name=2821&software_name=INT%20VOICE%2FVIDEO%2C%20IPIP%20GW%2C%20TDMIP%20GW&release_name=12.4.20T&majorRel=12.4&state=:RL:HW:SW&type=Early%20Deployment
http://www.cisco.com/cgi-bin/Software/Iosplanner/Planner-tool/iosplanner.cgi?get_crypto=&data_from=&hardware_name=&software_name=INT%20VOICE%2FVIDEO%2C%20IPIPGW%2C%20TDMIP%20GW%20AES&release_name=12.4.20T&majorRel=12.4&state=:RL:SW&type=Early%20Deployment
http://www.cisco.com/cgi-bin/Software/Iosplanner/Planner-tool/iosplanner.cgi?get_crypto=&data_from=&hardware_name=&software_name=INT%20VOICE%2FVIDEO%2C%20IPIPGW%2C%20TDMIP%20GW%20AES&release_name=12.4.20T&majorRel=12.4&state=:RL:SW&type=Early%20Deployment
http://www.cisco.com/en/US/prod/collateral/voicesw/ps6790/gatecont/ps5640/order_guide_c07_462222.html
http://www.cisco.com/en/US/products/sw/voicesw/ps5640/products_configuration_example09186a0080b40d82.shtml

Features Supported
e« Basic Call using G.729
¢ Cadlling Party Number Presentation and Restriction
¢  Cdling Name
e AT&T Advanced 8YY Call Prompter (8YY)
e Intrasite Call Transfer
¢ Intra-site Conference (See Caveat section for details)
e Cdl Hold and Resume
e  Cdl Forward All, Busy and No Answer
e AT&T IP Teleconferencing
e Faxusing T.38 (See Caveat section for details)
¢ Fax over G.711 (See Caveat section for details)
¢ Incoming DNIS Trandation and Routing
¢ Cisco UBE: performs Delayed-Offer-to-Early-Offer conversion of aninitial SIP INVITE without SDP
e Outbound calsto AT&T sIP and TDM networks
«  CPE voicemail managed service, leave and retrieve voice messages viaincoming AT& T SIP trunk (Cisco Unity Connection)
¢ Auto-attendant transfer-to service (See Caveat section for details)
e Failover (From non-responsive SIP network to legacy PSTN circuit)

¢« RTCPissupported on the following Cisco IP Phone models: 7906, 7911, 7912, 7931, 7941, 7942 7945, 7961, 7962, 7965, 7970, 7971,
8961 9951

Features Not Supported
¢ Cisco UCM/Cisco UBE Codec negotiation of G.722.1

' 2009 Cisco Systems, Inc. All rights reserved.
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Codec

Fax

When using G.729 between AT& T IP Flexible Reach and Cisco Unified Communication Manager (Cisco UCM) / Cisco Unified Border
Element (Cisco UBE) SIP trunk, it is required to configure a conference bridge (CFB) resource to initiate a three-way conference
between G729 media end-points. (See configuration section for details).

It is recommended to have atranscoder resource if the customer network will support more than one codec. (See configuration section
for details)

Cisco Unified IP phones using SIP as the registration protocol (SIP-line) does not support G.729 with annex B. This current SIP line
side support causes failed call attempts when Cisco UBE is set for codec g729hbr8 negotiation. Workar ound isto remove g729br8
from the preference codec list and only enable g72 9r8 . (See configuration section for details)

AT&T IP Flexible Reach SIP service may offer g729 annexB during acall and g729 no annexB during another call, if this occurs during
transfer call or conference call the service will fail due to incompatible codec negotiation. In order to avoid this situation we recommend
the customer only advertise the codec g729r8 (g729 annexB=no) within the voice-class codec setting in Cisco UBE to avoid this caveat.

SIP Profiles on the Cisco UBE may also be employed to advertise desired RTP payload packet size. (See configuration for details)

For outbound calls, AT& T SIP network will always select the first choice codec presented in theinitial SIP INVITE (unless the end-
device does not support the listed preferred codec), and processes calls accordingly. Customers wishing to place G.711-only calls (e.g.
Fax over G.711) must configure separate dial-peer(s) on Cisco UBE with G.711 codec assigned as the only choice. This dial-peer is
matched on Cisco UCM by a Route Pattern directing callsto it. Typically, this solution is used for fax/modem transmissions using
G.711. To ensure that inbound fax/modem calls are established using G.711 codec, devices need to use dedicated range of DID numbers
which use a dial-peer towards SIP/MGCP/H.323 gateways supporting fax/modem with destination pattern and incoming called
number matching these DID range with the end-device using G.711 codec. Cisco UCM Region configurations and Region codec

Rel ationships might be needed to support G.711 fax and G.729 voice calls simultaneously over the same SIP Trunk.

For T.38 Fax calls, some SIP components within AT& T core do not support the :0 asthe Boolean value within the
T38FaxFillBitRemoval parameter within the SDP hea der of afax Re-INVITE. Thus, a SIP Profileis used to remove this attribute to
achieve fax T.38 interoperability across AT& T SIP core.

Early Offer

Cisco UCM 8.0 does not perform Early Offer invite. To offer Early Offer INVITE, Cisco UBE must use command Voice-Class SIP
early-offer Forced to offer Early offer INVITE.

SIP Provisional Acknowledgement

Some PSTN network call prompters utilize early-media cut-through to offer menu options to the caller (DTMF select menu) before the
cal is connected. In order for Cisco UCM/Cisco UBE solution to achieve successful early-media cut-through the Cisco UCM to Cisco
UBE call leg must be enabled with SIP PRACK. To enable SIP PRACK on the Cisco UCM, the SIP Profile SI P Rel1XX Options
setting must be set to Send PRACK . The SIP Profil eisfound under Device>Device Settings>SIP Profile, You can assign this feature
on aper SIP trunk basis using SIP profiles. SIP PRACK provisioning on Cisco UCM 8.X is enabled under SIP Profile configuration
page while SIP PRACK support on Cisco UCM 7.X is enabled under the Service Parameters configuration page.
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Emergency 911/E911 Services Limitations and Restrictions - Although AT& T provides 911/E911 calling capabilities, AT& T does not
warrant or represent that the equipment and software (e.g., |P PBX) reviewed in this customer configuration guide will properly operate
with AT&T IP Flexible Reach to complete 911/E911 calls; therefore, it is Customer’s responsibility toensure proper operation with its
equi pment/software vendor.

While AT&T IP Flexible Reach supports E911/911 calling capabilities under certain Calling Plans, there are circumstances when that
E911/911 service may not be available, as stated in the Service Guide for AT& T Business Voice over IP Services found in the SG
Library at http://new.serviceguide.att.com <http://new.serviceguide.att.com/>. Such circumstances include, but are not limited to,
relocation of the end user’s CPE, use of a non-native or virtual telephone number, failure in the broadband connection, loss of electrical
power, and delays that may occur in updating the Customer’s location in the automatic location informaion database. Please review the
AT&T Business Voice over |IP (BVolP) Services Service Guidein detail to understand the limitations and restrictions.
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Configuring Active Cisco Unified Border Element (Cisco UBE)

ACT2921-HSRP#sh ver

Cisco |0S Software, C2900 Software (C2900-UNIVERSALK9-M), Version 15.1(2)T4.1, M
AINTENANCE INTERIM SOFTWARE

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2011 by Cisco Systems, Inc.

Compiled Tue 30-Aug-11 07:41 by prod_rel_team

ROM: System Bootstrap, Version 15.0(1r)M1, RELEASE SOFTWARE (fcl)

ACT2921-HSRP uptimeis 1 week, 2 hours, 47 minutes

System returned to ROM by power-on

System restarted at 21:45:25 UTC Mon Nov 21 2011

System image file is "flash0:¢c2900-universalk9-mz.SPA.151-2.T4.1.bin"
Last reload type: Norma Reload

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Cisco CISC02921/K9 (revision 1.0) with 487424K/36864K bytes of memory.
Processor board ID FTX1348AHMN

3 Gigahit Ethernet interfaces

DRAM configuration is 64 bits wide with parity enabled.

255K bytes of non-volatile configuration memory.

255488K hytes of ATA System CompactFlash 0 (Read/Write)

License Info:

License UDI:

Devicet## PID SN

*0 CISC0O2921/K9 FTX1348AHMN
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Technology Package License Information for Module:’c2900°

Technology Technology-package Technology-package

Current  Type Next reboot
ipbase ipbasek9  Permanent  ipbasek9
security  None None None
uc uck9 Permanent  uck9
data None None None

Configuration register is 0x2102

ACT2921-HSRP#
ACT2921-HSRP#

ACT2921-HSRP#sh run
Building configuration...

Current configuration : 8174 bytes
1

! Last configuration change at 16:58:01 UTC Fri May 20 2011
!

version 15.1

service timestamps debug uptime

service timestamps log datetime msec

service password-encryption

1

hostname ACT2921-HSRP
!
boot-start-marker
boot-end-marker
!
!
logging buffered 3000000
enable secret 5 $13K 2np$Dh3Y bX L8c.7TtQiaQlO8H/
|
|
ipc zone default?
association 12

no shutdown?®

protocol sctp*

! Configures the Inter-Device Communication Protocol (IPC) and enters |PC zone configuration mode. Use this command to initiate the
communication link between the Active and Standby devices

2 Configures an association between the two devices and enters the | PC association configuration mode. Under this, configure the details of the
association such as transport protocol, local port, local |P address, remote port and remote |P address. Valid association IDs range from 1 to
255. There are no default association 1Ds.

% Restarts a disabled association and its associated transport protocol. For any changes to the transport protocol parameters, this association must
be shutdown.
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local-port 5000°
local-ip 172.20.110.160°
remote-port 50007
remote-ip 172.20.110.159®

!

no aaa new-model

!

no ipv6 cef

ip source-route

ip cef

!

no ip domain lookup
ip domain name yourdomain.com
multilink bundle-name authenticated

crypto pki token default removal timeout 0

1

crypto pki trustpoint TP-self-signed-1100168695

enrollment selfsigned

subject-name cn=l0S-Self-Signed-Certificate-1100168695

revocation-check none

1

!

crypto pki certificate chain TP-self-signed-1100168695

certificate self-signed 01
30820253 308201BC A0030201 02020101 300D0609 2A864886 F70D0101 04050030
31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 31313030 31363836 3935301E 170D3131 30343238 32333238
34315A17 0D323030 31303130 30303030 305A 3031 312F302D 06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 31303031
36383639 3530819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281
8100B432 AAOBA D59 04C59EEQ E429A41F EC3CABB89 F31B89FE 4205244B AF19C915
D2C17F3E B4E65255 8D3B6C30 06A3308E 84692E77 DAE976E8 A27F646C ESD66F27
38E06F9A E42A9960 2718BECS 91C440A5 0E864999 D9BB4BAD 376833C5 14C91A80
B85AE752 98318293 A755C6E9 1EF3EDE?2 28514065 6C15AE42 D9254626 09154A33
B63F0203 010001A3 7B307930 OF060355 1D130101 FF040530 030101FF 30260603
551D1104 1F301D82 1B414354 32393231 2D485352 502E796F 7572646F 6D61696E

4 Configures Stream Control Transmission Protocol (SCTP) as the transport protocol for this association and enables SCTP protocol
configuration mode.

® Definesthe local SCTP port number to use to communicate with the redundant peer.

% Defines the local router s P address to use to communicate with the redundant peer. The local |P address must match the remote | P address on
the redundant router.

" Defines the remote SCTP port number to use to communicate with the redundant peer.

8 Defines the remote | P address of the peer router used to communicate with the local device. All remote | P addresses must point to the same
device.
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2E636F6D 301F0603 551D2304 18301680 14EA5556 C165F16C F8748CB8 704DESC6E
52142C7C F3301D06 03551DOE 04160414 EAS5556C1 65F16CF8 748CB870 4DE8C652
142C7CF3 300D0609 2A864886 F70D0101 04050003 81810000 9B259F07 1DA9190C
0521E5C4 06525BC1 B6417A21 8A 756534 E9C752C6 00F920FD 81CD720D 5B141548
A316B005 B225B04D EF05B32B C670DED1 EF3B153A 7836A17B 01249EE7 4715A6A7
D1F9D6EC 3A348288 455C6884 DDCA4D963 434FC5D4 4F7A693A 2755D9CA AEC94468
F69526AD E0089014 BA9649CD CA6D14DF 10D04850 FC62D7
quit
voice-card O
dspfarm
dsp services dspfarm
1
1
voice service voip
no ip address trusted authenticate
address-hiding®
mode bor der-element™®
allow-connections sip to sip™
redundancy®?
redirect ip2ip
fax protocol t38 version 0 Is-redundancy 0 hs-redundancy 0 fallback none®®

This command a so controls the payload packet size.Use codec prefe@
g729r8 bytes 30 to set your payload packet size rate to 30 bytes. Make sure

you match the packet size rate set on CISCO UBE to the packet size rate set
on CISCO UCM, see CISCO UCM config for details.
ACT2921-HSRP(config-class)#codec preference 1 g729r8 bytes ?
Each codec sample produces 10 bytes of voice payload.
Valid sizesare:
10, 20, 30, 40, 50, 60, 70, 80, 90, 100,
110, 120, 130, 140, 150, 160, 170, 180, 190, 200, 210,

sip

header-passing
error-passthru®

no update-callerid
midcall-signaling passthru®®

. it 16 220, 230, 240.
S;IZV; gyn r?e?i'bciﬁgg hru Any other value within the range will be rounded down
| to nearest valid size.
;/oi ce class codec 118 <10-244> Choose avoice payload size from the list above /

codec preference 1 g729r 8 bytes 30™°

® This command enables address-hiding feature which prevents Cisco UBE from sending inside / customer network addressing.

10 This command is to Enable CUBE on both routers. The command is available and required in ISR G2 platforms only.

™ This command enables Cisco UBE s basic | P-to-P voice communication feature.

12 HSRP Redundancy command. This command is to Enable CUBE redundancy and call checkpointing on both routers.

13 This command is for T.38 Fax calls. The command can be enabled either globally, such asin this example, or per dial-peer basis using the
same command.. Remove this command when using G711 Fax calls.

14 This command allows SIP error messages to pass-through end-to-end without modification through Cisco UBE.

%5 This command must be enabled at a global level to maintain integrity of SIP signaling between AT& T network and Cisco Unified
Communications Manager (Cisco UCM) across Cisco UBE.

18 This command allows for privacy settings to be transparently passed across between AT& T network and Cisco UCM. This command can
either be set at aglobal level, such asin this example, or it can be set at the dial-peer level.

7 This command allows Cisco UBE to negotiate all flavors of G729 codec and must be configured in order to interoperate seamlessly across
AT&T sBVolP services. The command can be enabled either globally, such asin this example, or per dial-peer basis using the voice-class sip
g729 annexb-all command.

18 This command enables multiple codec support and performs codec filtering required for correct interoperability between AT&T SIP network
and CISCO UCM. Payload packet size can aso be configured here.

' 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 13 of 171



codec preference 2 g711ulaw

!

!

!

voice class sip-profiles 1

request INVITE sip-header Diversion modify " <sip:(.*)@(.*)>" " <sip:732368\1@\2>
n20

request INVITE sdp-header Audio-Attribute modify " a=ptime:20" " a=ptime: 30"
response ANY sdp-header Audio-Attribute modify " a=ptime:20" " a=ptime: 30"
request REINVITE sdp-header Attribute modify " a=t38faxfillbitremoval:0" " " %
request INVITE sdp-header Audio-Attribute add " a=ptime: 30" (see note 19)

I
I
!
!
!
license udi pid CISCO2921/K9 sn FTX1348AHMN

|

|
username cisco privilege 15 secret 5 $1$fCi8$vpLgeGY 8/cwzfNfGDY tkNO
!
redundancy inter-device

scheme standby SB%

!

I

redundancy

1

!

interface GigabitEthernet0/0

description $ETH-LANS$SETH-SW-LAUNCHS$$INTF-INFO-GE 0/0$
ip address 99.136.xxx.xx 255.255.255.248%

ip access-group 101 in

duplex auto

speed auto

standby 0 ip 99.136.xxx.Xx>
standby O priority 50%

19 This command with extended bytes 30 control the payload package sizeto 30 bytes Make surethis p ackage size match the package size
in Cisco UCM (under Service Parameter G729 set to 30). See Cisco UCM configuration for more details. Also the payload package size
matches the Voice class SIP profiles where the re quest INVITE sdp-header Audio-Attribute add "a=ptime:30" -is set to match Ptime 30.

D ThisSIP profile expands the Diversion header number from a 4-digit extension to afull 10-digit DID number in order to attain
interoperability with AT& T s NSN Network served users for forwarded calls.

2L This SIP Profile allows Cisco UCM to advertise desired and supported payload packet size or change package size to the desired package
setting.

2 This SIP profile removes the SDP attribute T38Fax FillBitRemoval:0 from Cisco 10S gateway up speed R e-INVITE (inbound call to CPE.)
Some SIP components within AT& T s SIP core do not support the :0 asthe Boolean value, instead some AT&T devices interpret the full
attribute as the Boolean value (1=attribute present; O=attribute not present). For this reason, we remove the attribute completely to achieve fax
T.38 interoperability across AT& T s entire SIP core.

2 Enable router redundancy schemes on both routers, where:scheme  redundancy state tracking scheme, st andby  enable standby (HSRP)
state tracking scheme, SB  the HSRP standby group name.

24 Outbound physical interface facing AT& T networks.
% Defines the virtual 1Pv4 | P address shared between the Active and Standby devices. This command enables the HSRP on the interface.
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standby 0 name SB?
!

interface GigabitEthernet0/1

ip address 172.20.110.160 255.255.255.0%
duplex auto

speed auto

media-type rj45

standby 6 ip 172.20.110.158%
standby 6 priority 50

standby 6 track 1 decrement 10%°
1

interface GigabitEthernet0/2

no ip address

shutdown

duplex auto

speed auto

1

ip forward-protocol nd

1

ip http server

ip http access-class 23

ip http authentication local

ip http secure-server

ip http timeout-policy idle 60 life 86400 requests 10000
1

ip rtcp report interval 3000

ip route 12.40.234.0 255.255.255.0 99.136.XXX.XX

ip route 172.20.0.0 255.255.0.0 172.20.110.1

ip route 207.242.xxx.xxx 255.255.255.255 99.136.XXX.XX
ip route 207.242.xxx.xxx 255.255.255.255 99.136.XXX.XX
1

access-list 101 permit ip host 99.136.xxx.xx host 224.0.0.2
access-list 101 permit ip host 99.136. xxx.xx host 224.0.0.2%
access-list 101 permit ip host 99.136. xxX.xx any

access-list 101 permit ip host 99.136. xxx.xx any

access-list 101 permit udp host 207.242.XXX.XXX any
access-list 101 permit udp host 12.40.234.xx any

access-list 101 permit udp host 12.40.234.xx any

access-list 101 permit udp host 12.40.234.xxx any
access-list 101 permit udp host 12.40.234.xxx any
access-list 101 deny udp any any

access-list 101 deny tcp any any eq 5060

26 Defines the Hot Standby priority used in choosing the active router. It ranges from 1 to 255 where 1 denotes the lowest priority and 255 the
highest priority. Note: In cases where the standby priority is the same, the device with the higher 1P address assumes the role of the Active
router.

%" Defines the name of the standby group which matches the scheme defined ( SB ). For multiple HSRP group s, the same standby name is used
as only one standby scheme s allowed in the configurations.

3 |nbound physical interface facing Cisco UCM system

2 Active Virtual interface facing Cisco UCM system

% Defines priority tracking. Refer to thislink for tracking details :

http://www.cisco.com/en/U S/tech/tk648/tk362/technologies tech note09186a0080094a891.shtml#intracking

%! These commands are needed for HSRP to communicate between the Active and the Standby Cisco UBE.
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access-list 101 deny tcp any any eq telnet
access-list 101 deny tcp any any eq ftp
access-list 101 deny tcp any any eq 22
access-list 101 permit ip any any
access-list 101 permit tcp any any range 16000 32000
1
1
1
control-plane
1
1
!
no mgcp package-capability res-package
no mgcp package-capability fxr-package
no mgcp timer receive-rtcp
mgcp fax t38 ecm
1
scep local GigabitEthernet0O/1
scep cecm 172.20.172.31 identifier 1 version 7.0
scep
1
scep ccm group 1
associate ccm 1 priority 1
associate profile 2 register mtp0123456789ab
associate profile 1 register cfb0018185bb7al
1
dial-peer voice 100 voip
description "Outgoing To AT&T"-AT&T facing side
destination-pattern 1T
session protocol sipv2
session target ipv4: 207.242. XXX XXX>2
voice-class codec 1%
voice-class sip asymmetric payload full
voice-class sip asserted-id pai**
voice-class sip privacy-policy passthru®
voice-class sip early-offer forced™®
voice-class sip profiles 1%
voice-class sip bind control sour ce-interface GigabitEther net0/0®
voice-class sip bind media sour ce-interface GigabitEthernet0/0
dtmf-relay rtp-nte®
fax-relay sg3-to-g3
fax rate 14400
fax protocol t38 version 0 Is-redundancy 0 hs-redundancy 0 fallback none™

%2 This command sets the SIP server target for outgoing SIP callsto AT& T

33 This command assigns the voice-class codec list that is to be supported for calls terminating to this dial-peer

3 This command enables the P-Asserted-1D feature for calls terminating to this dial-peer

% Allows for PAI privacy header setting to be passed through transparently

% This command enables delay offer-to-early offer conversion of initial SIP INVITE message to calls matched to this dial-peer level

37 This command enables the SIP profiles feature for calls matching this dial-peer

38 Configure the CUBE SIP messaging to use the HSRP virtual addressin SIP messaging. Once HSRP is configured under the physical interface
and the bind command has been issued, calls to the physical |P address will fail. Thisis because the SIP listening socket is now bound to the
virtual |P address but the signaling packets use the physical I1P address, and therefore cannot be handled.

% This command enables DTMF digit passing using RTP NTE (RFC2833) to calls matching this dial-peer.
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no vad

1

dial-peer voice 200 voip

description "Outgoing To AT&T IPPBX facing si de'

session protocol sipv2

incoming called-number 1T*

voice-class codec 14
voice-class sip asymmetric payload full*®

voice-class sip asserted-id pai**

voice-class sip privacy-policy passthru®

voice-class sip early-offer forced®

voice-class sip profiles 14

voice-class sip bind control source-interface GigabitEthernet0/1
voice-class sip bind media sour ce-interface GigabitEthernet0/1
dtmf-relay rtp-nte*®

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version 0 Is-redundancy 0 hs-redundancy 0 fallback none™
no vad

1

dial-peer voice 300 voip

description " Int’l callsto AT&T - AT&T facing side "
destination-pattern 011T

session protocol sipv2

session target ipv4: 207.242. XXX XXX

voice-class codec 1%

voice-class sip asymmetric payload full

voice-class sip asserted-id pai®?

voice-class sip privacy-policy passthru®

voice-class sip early-offer forced™

voice-class sip profiles 1%

voice-class sip bind control sour ce-interface GigabitEther net0/0%
voice-class sip bind media sour ce-interface GigabitEthernet0/0
dtmf-relay rtp-nte®

“ This command enabled t38 fax protocol for calls terminating on the dial-peer

“ This command assigns configured dial-peer properties to incoming calls matching called number string.

“2 This command assigns the voice-class codec list that is to be supported for calls terminating to this dial-peer

“3 This command forces RFC2833 RTP packets to utilize symmetric payload-type values between the SIP call-legs. This command is optional.
“ This command enables the P-Asserted-1D feature for calls terminating to this dial-peer

“ Allows for PAI privacy header setting to be passed through transparently

“6 This command enables delay offer-to-early offer conversion of initial SIP INVITE message to calls matched to this dial-peer level

" This command enables the SIP profiles feature for calls matching this dial-peer

“8 This command enables DTMF digit passing using RTP NTE (RFC2833) to calls matching this dial-peer.

% This command enabled t38 fax protocol for calls terminating on the dial-peer

% This command sets the SIP server target for outgoing SIP callsto AT& T

%! This command assigns the voice-class codec list that is to be supported for calls terminating to this dial-peer

%2 This command enables the P-Asserted-1D feature for calls terminating to this dial-peer

%3 Allows for PAI privacy header setting to be passed through transparently

% This command enables delay offer-to-early offer conversion of initial SIP INVITE message to calls matched to this dial-peer level

%5 This command enables the SIP profiles feature for calls matching this dial-peer

% Configure the CUBE SIP messaging to use the HSRP virtual addressin SIP messaging. Once HSRP is configured under the physical interface
and the bind command has been issued, calls to the physical IP address will fail. Thisis because the SIP listening socket is now bound to the
virtual |P address but the signaling packets use the physical 1P address, and therefore cannot be handled.
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fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version 0 Is-redundancy 0 hs-redundancy 0 fallback none®®
no vad

1
dial-peer voice 400 voip

description " Int’| callsto AT&T - IP-PBX facingside”

session protocol sipv2

incoming called-number 01175

voice-class codec 1%°
voice-class sip asymmetric payload full®

voice-class sip asserted-id pai®

voice-class sip privacy-policy passthru®

voice-class sip early-offer forced®

voice-class sip profiles 1%

voice-class sip bind control source-interface GigabitEthernet0/1
voice-class sip bind media sour ce-interface GigabitEthernet0/1
dtmf-relay rtp-nte®®

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version 0 Is-redundancy 0 hs-redundancy O fallback none®
no vad

1

!

dial-peer voice 500 voip

description" N11 Callsto AT&T - AT&T facing side ™
destination-pattern .11

session protocol sipv2

session target ipv4:207.242. XXX XXX

voice-class codec 1

voice-class sip asymmetric payload full

voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

voice-class sip early-offer forced

voice-class sip profiles 1

voice-class sip bind control source-interface GigabitEthernet0/0
voice-class sip bind media source-interface GigabitEthernet0/0
dtmf-relay rtp-nte

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version O Is-redundancy 0 hs-redundancy 0 fallback none
no vad

7

5 This command enables DTMF digit passing using RTP NTE (RFC2833) to calls matching this dial-peer.

%8 This command enabled t38 fax protocol for calls terminating on the dial-peer

* This command assigns configured dial-peer properties to incoming calls matching called number string.

% This command assigns the voice-class codec list that is to be supported for calls terminating to this dial-peer

81 This command forces RFC2833 RTP packets to utilize symmetric payl oad-type values between the SIP call-legs. This command is optional.
%2 This command enables the P-Asserted-1D feature for calls terminating to this dial-peer

8 Allows for PAI privacy header setting to be passed through transparently

% This command enables delay offer-to-early offer conversion of initial SIP INVITE message to calls matched to this dial-peer level
% This command enables the SIP profiles feature for calls matching this dial-peer

% This command enables DTMF digit passing using RTP NTE (RFC2833) to calls matching this dial-peer.

57 This command enabled t38 fax protocol for calls terminating on the dial-peer
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1
dial-peer voice 600 voip
description " N11 Callsto AT&T - IP-PBX facing side ™

session protocol sipv2

incoming called-number .11%

voice-class codec 1

voice-class sip asymmetric payload full

voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

voice-class sip early-offer forced

voice-class sip profiles 1

voice-class sip bind control source-interface GigabitEthernet0/1
voice-class sip bind media sour ce-interface GigabitEthernet0/1
dtmf-relay rtp-nte

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version O Is-redundancy 0 hs-redundancy 0 fallback none
no vad

1
dial-peer voice 700 voip

description " Incoming AT&T to IP-PBX - IP-PBX facing side™
huntstop®

destination-pattern [37][13][24].......

session protocol sipv2

session target ipv4:172.20.102.254

voice-class codec 17°

voice-class sip asymmetric payload full

voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

voice-classsip profiles 1

voice-class sip bind control sour ce-interface GigabitEther net0/1"
voice-class sip bind media sour ce-interface GigabitEthernet0/1
dtmf-relay rtp-nte

fax rate 14400

fax protocol t38 version 0 Is-redundancy 0 hs-redundancy 0 fallback none™
no vad

1

dial-peer voice 800 voip

description " Incoming AT&T to IP-PBX  AT&T facing side "
huntstop

incoming called-number [37][13][24].......
session protocol sipv2

voice-class codec 1

The defined destination pattern

entries used here are examples
used for lab testing.

% This command assigns configured dial-peer properties to incoming calls matching called number string.

% Disable dial-peer hunting on the dial peer. Once you enter this command, no further hunting will be allowed if a call fails on the specified dial

peer.
7 Change the Voice Class codec to the G711ulaw for G711 fax tests

™ Configure the CUBE SIP messaging to use the HSRP virtual addressin SIP messaging.Once HSRP is configured under the physical interface
and the bind command has been issued, callsto the physical IP address will fail. Thisis because the SIP listening socket is now bound to the

virtual |P address but the signaling packets use the physical I1P address, and therefore cannot be handled.

2 Remove this T.38 fax command for G711ulaw fax tests
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voice-class sip asymmetric payload full
voice-class sip asserted-id pai
voice-class sip privacy-policy passthru
voice-classsip profiles 1
voice-class sip bind control source-interface GigabitEthernet0/0
voice-class sip bind media sour ce-interface GigabitEthernet0/0
dtmf-relay rtp-nte

fax rate 14400

fax protocol t38 version O Is-redundancy 0 hs-redundancy 0 fallback none
no vad

1

!
gateway
media-inactivity-criteria al
timer recelve-rtcp 5

timer receive-rtp 86400

1
sip-ua

no remote-party-id

retry invite 2

timers expires 1800000
connection-reuse

1

1

!

gatekeeper

shutdown

1

!

linecon O

exec-timeout 00

password 7 05080F1C2243
login local

line aux O

linevty 0

exec-timeout 50

privilege level 15

password 7 01100F175804
login

transport input telnet

linevty 1

exec-timeout 50

privilege level 15

password 7 00071A 150754
login

transport input telnet

line vty 2

exec-timeout 50

privilege level 15

password 7 14141B180F0B
login

transport input telnet

" This command sets the number of INVITE s CISCO UBE will send out without receivi ng aresponse before failing the call.
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linevty 34

exec-timeout 50

privilege level 15

password 7 00071A 150754
login

transport input telnet

1

scheduler allocate 20000 1000
end

ACT2921-HSRP#
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Configuring Standby Cisco Unified Border Element (Cisco UBE)

STB2921-HSRP#sh ver

Cisco |0S Software, C2900 Software (C2900-UNIVERSALK9-M), Version 15.1(2)T4.1, M
AINTENANCE INTERIM SOFTWARE

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2011 by Cisco Systems, Inc.

Compiled Tue 30-Aug-11 07:41 by prod_rel_team

ROM: System Bootstrap, Version 15.0(1r)M1, RELEASE SOFTWARE (fcl)

STB2921-HSRP uptimeis 1 week, 2 hours, 48 minutes

System returned to ROM by reload at 22:39:10 UTC Fri Oct 28 2011
System restarted at 21:41:33 UTC Mon Nov 21 2011

System image file is "flash0:¢c2900-universalk9-mz.SPA.151-2.T4.1.bin"
Last reload type: Norma Reload

Last reload reason: Unknown reason

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Cisco CISC02921/K9 (revision 1.0) with 483328K/40960K bytes of memory.
Processor board ID FHK 1325F1PQ

3 Gigahit Ethernet interfaces

DRAM configuration is 64 bits wide with parity enabled.

255K bytes of non-volatile configuration memory.

248472K bytes of ATA System CompactFlash 0 (Read/Write)

License Info:

License UDI:

Devicet## PID SN

*0 CISC0O2921/K9 FHK1325F1PQ
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Technology Package License Information for Module:’c2900’

Technology Technology-package Technology-package

Current  Type Next reboot
ipbase ipbasek9  None ipbasek9
security  None None None
uc uck9 Permanent  uck9
data None None None

Configuration register is 0x2102

STB2921-HSRP#
STB2921-HSRP#

Standby I SR Configuration.
For detail explainations on configuration and commands, pleaserefer to the Actinve I SR configur ations above.

STB2921-HSRP#sh run
Building configuration...

Current configuration : 6478 bytes
1

version 15.1

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

1

hostname STB2921-HSRP
1
boot-start-marker
boot system flash0:¢c2900-universalk9-mz.SPA.151-2.T3.bin
boot-end-marker
1
!
logging buffered 3000000
enable secret 5 $1$xIBQSMIyjUIV CVKGSAQV hsyOysS.
1
!
ipc zone default
association 1
no shutdown
protocol sctp
local-port 5000
local-ip 172.20.110.1597
remote-port 5000
remote-ip 172.20.110.160™

" HSRP command specified Physical IP address for Standby ISR
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1
no aaa new-model
1
no ipv6 cef
ip source-route
ip cef
1
!
no ip domain lookup
ip domain name yourdomain.com
multilink bundle-name authenticated
1
1
!
crypto pki token default removal timeout 0
1
!
voice-card O
dspfarm
dsp services dspfarm
1
1
!
voice service voip
no ip address trusted authenticate
address-hiding
mode border-element
allow-connectionssip to sip
redundancy
redirect ip2ip
fax protocol t38 version O Is-redundancy 0 hs-redundancy 0 fallback none
sp
header-passing
error-passthru
no update-callerid
midcall-signaling passthru
privacy-policy passthru
g729 annexb-all
1
voice class codec 17
codec preference 1 g729r8 bytes 307’
codec preference 2 g711ulaw
1
1
1
voice class sip-profiles 1
request INVITE sip-header Diversion modify "<sip:(.*)@(.*)>" "<sip:732368\1@\2>

> HSRP command specified Physical |P address for Active ISR

" This command enables multiple codec support and performs codec filtering required for correct interoperability between AT& T SIP network
and CISCO UCM. Payload packet size can aso be configured here.

™ This command with extended bytes30 control the payload package sizeto 30 bytes Make surethis p ackage size match the package size
in Cisco UCM (under Service Parameter G729 set to 30). See Cisco UCM configuration for more details. Also the payload package size
matchesthe Voice class SIP profiles where the re quest INVITE sdp-header Audio-Attribute add "a=ptime:30"is set to match Ptime 30.
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reguest INVITE sdp-header Audio-Attribute modify "a=ptime:20" "a=ptime:30"
response ANY sdp-header Audio-Attribute modify "a=ptime: 20" "a=ptime:30"
request REINVITE sdp-header Attribute modify "a=t38faxfillbitremoval:0" ""
request INVITE sdp-header Audio-Attribute add "a=ptime:30"

license udi pid CISCO2921/K9 sn FHK 1325F1PQ
hw-module pvdm 0/1
1

!

!

username cisco password 7 01100F175804
!

redundancy inter-device

scheme standby SB

interface GigabitEthernet0/0

ip address 99.136.xxx.xx 255.255.255.248
ip access-group 101 in

duplex auto

speed auto

standby 0 ip 99.136.XXX.XX

standby O priority 50

standby 0 name SB

1
interface GigabitEthernet0/1
ip address 172.20.110.159 255.255.255.0
duplex auto
speed auto
media-type rj45
standby 6 ip 172.20.110.158
standby 6 priority 50
standby 6 track 1 decrement 10
1
interface GigabitEthernet0/2
no ip address
shutdown
duplex auto
speed auto
1

ip forward-protocol nd
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1
no ip http server

no ip http secure-server

1

ip rtcp report interval 3000

ip route 12.40.234.0 255.255.255.0 99.136.XXX.XX

ip route 172.20.0.0 255.255.0.0 172.20.110.1

ip route 207.242.xxx.xxx 255.255.255.255 99.136.XXX.XX
ip route 207.242.xxx.xxx 255.255.255.255 99.136.XXX.XX
1

access-list 101 permit ip host 99.136. xxx.xx host 224.0.0.2
access-list 101 permit ip host 99.136. xxx.xx host 224.0.0.2
access-list 101 permit ip host 99.136. xxx.xx any
access-list 101 permit ip host 99.136. xxx.xx any
access-list 101 permit udp host 207.242.XXX.XXX any
access-list 101 permit udp host 12.40.234.xx any
access-list 101 permit udp host 12.40.234.xx any
access-list 101 permit udp host 12.40.234.xxx any
access-list 101 permit udp host 12.40.234.xxx any
access-list 101 deny udp any any

access-list 101 deny tcp any any eq 5060
access-list 101 deny tcp any any eq telnet
access-list 101 deny tcp any any eq ftp

access-list 101 deny tcp any any eq 22

access-list 101 permit ip any any

access-list 101 permit tcp any any range 16000 32000
1

1

1

control-plane

1

1

1

1

scep local GigabitEthernet0/1

scep cecm 172.20.xxx.xx identifier 1 version 7.0
scep

1

scep ccm group 1

associate ccm 1 priority 1

associate profile 1 register cfb0018185bb7al
associate profile 2 register mtp0123456789ab

1

dspfarm profile 2 transcode
codec g711lulaw

codec g71lalaw

codec g729ar8

codec g729abr8

codec g729br8

codec g729r8

codec g722-64

maximum sessions 2

associate application SCCP
!
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dspfarm profile 1 conference

codec g711lulaw

codec g71lalaw

codec g729ar8

codec g729abr8

codec g729r8

codec g729br8

codec g722-64

maximum sessions 3

associate application SCCP

1
dial-peer voice 100 voip

description "Outgoing To AT&T"-AT&T facing side
destination-pattern 1T

session protocol sipv2

session target ipv4:207.242. XXX XXX

voice-class codec 1

voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

voice-class sip early-offer forced

voice-class sip profiles 1

voice-class sip bind control source-interface GigabitEthernet0/0
voice-class sip bind media source-interface GigabitEthernet0/0
dtmf-relay rtp-nte

fax rate 14400

fax protocol t38 version O Is-redundancy 0 hs-redundancy O fallback none
no vad

1

1

dial-peer voice 200 voip

description "Outgoing To AT&T IPPBX facing si de'
session protocol sipv2

incoming called-number 1T

voice-class codec 1
voice-class sip asymmetric payload full

voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

voice-class sip early-offer forced

voice-class sip profiles 1

voice-class sip bind control source-interface GigabitEthernet0/1
voice-class sip bind media source-interface GigabitEthernet0/1
dtmf-relay rtp-nte

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version O Is-redundancy 0 hs-redundancy 0 fallback none
no vad

1

dial-peer voice 300 voip

description " Int’l callsto AT&T - AT&T facing side "
destination-pattern 011T

session protocol sipv2

session target ipv4:207.242. XXX XXX

"8 This command assigns configured dial-peer properties to incoming calls matching called number string.
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voice-class codec 1

voice-class sip asymmetric payload full

voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

voice-class sip early-offer forced

voice-class sip profiles 1

voice-class sip bind control source-interface GigabitEthernet0/0
voice-class sip bind media source-interface GigabitEthernet0/0
dtmf-relay rtp-nte

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version O Is-redundancy 0 hs-redundancy 0 fallback none
no vad

1

dial-peer voice 400 voip

description " Int’| callsto AT&T - IP-PBX facingside”

session protocol sipv2

incoming called-number 011T

voice-class codec 1

voice-class sip asymmetric payload full

voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

voice-class sip early-offer forced

voice-class sip profiles 1

voice-class sip bind control source-interface GigabitEthernet0/1
voice-class sip bind media source-interface GigabitEthernet0/1
dtmf-relay rtp-nte

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version O Is-redundancy 0 hs-redundancy 0 fallback none
no vad

1

1

dial-peer voice 500 voip

description" N11 Callsto AT&T - AT&T facing side ™
destination-pattern .11

session protocol sipv2

session target ipv4:207.242. XXX XXX

voice-class codec 1

voice-class sip asymmetric payload full

voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

voice-class sip early-offer forced

voice-class sip profiles 1

voice-class sip bind control source-interface GigabitEthernet0/0
voice-class sip bind media source-interface GigabitEthernet0/0
dtmf-relay rtp-nte

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version O Is-redundancy 0 hs-redundancy 0 fallback none
no vad

1
dial-peer voice 600 voip

description " N11 Callsto AT&T - IP-PBX facing side™
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session protocol sipv2

incoming called-number .11

voice-class codec 1

voice-class sip asymmetric payload full

voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

voice-class sip early-offer forced

voice-classsip profiles 1

voice-class sip bind control source-interface GigabitEthernet0/1
voice-class sip bind media source-interface GigabitEthernet0/1
dtmf-relay rtp-nte

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version O Is-redundancy 0 hs-redundancy 0 fallback none
no vad

1
dial-peer voice 700 voip

description " Incoming AT&T to IP-PBX - IP-PBX facing side™”
huntstop

destination-pattern [37][13][24].......

session protocol sipv2

session target ipv4:172.20.102.254

voice-class codec 1

voice-class sip asymmetric payload full

voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

voice-class sip profiles 1

voice-class sip bind control source-interface GigabitEthernet0/1
voice-class sip bind media source-interface GigabitEthernet0/1
dtmf-relay rtp-nte

fax rate 14400

fax protocol t38 version O Is-redundancy 0 hs-redundancy 0 fallback none
no vad

1
dial-peer voice 800 voip

description " Incoming AT&T to IP-PBX  AT&T facing side™
huntstop™

incoming called-number [37][13][24].......

session protocol sipv2

voice-class codec 1

voice-class sip asymmetric payload full

voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

voice-class sip profiles 1

voice-class sip bind control source-interface GigabitEthernet0/0
voice-class sip bind media source-interface GigabitEthernet0/0
dtmf-relay rtp-nte

" Disable dial-peer hunting on the dial peer. Once you enter this command, no further hunting will be allowed if acall fails on the specified
dia peer.
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fax rate 14400
fax protocol t38 version O Is-redundancy 0 hs-redundancy 0 fallback none
no vad
1
!
gateway
media-inactivity-criteria al
timer recelve-rtcp 5
timer receive-rtp 86400
1
sip-ua
no remote-party-id
retry invite 2
timers expires 1800000
connection-reuse
1
!
gatekeeper
shutdown
1
!
linecon O
exec-timeout 0 0
password 7 05080F1C2243
login local
line aux O
linevty O
exec-timeout 00
privilege level 15
password 7 1511021F0725
login
transport input all
linevty 1
exec-timeout 0 0
privilege level 15
password 7 110A1016141D
login
transport input all
line vty 2
exec-timeout 0 0
privilege level 15
password 7 01100F175804
login
transport input all
linevty 3
exec-timeout 00
privilege level 15
password 7 121A0C041104
login local
transport input all
linevty 4
exec-timeout 0 0
privilege level 15
password 7 104D000A0618
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login
transport input all

|

exception data-corruption buffer truncate
scheduler allocate 20000 1000

end

STB2921-HSRP#
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Configuring Cisco Unified Border Element (Cisco UBE) 8.5 Standalone

In the following configuration example, al High Availability commands have been removed from the primary Cisco Unified Border Element
8.5 HA router for Non HA Deployments

C2921-CUBE-8_5#sh ver

Cisco |OS Software, C2900 Software (C2900-UNIVERSALK9-M), Version 15.1(2)T4.1, M
AINTENANCE INTERIM SOFTWARE

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2011 by Cisco Systems, Inc.

Compiled Tue 30-Aug-11 07:41 by prod_rel_team

ROM: System Bootstrap, Version 15.0(1r)M1, RELEASE SOFTWARE (fcl)

ACT2921-CUBE-8_5 uptimeis 1 week, 2 hours, 47 minutes

System returned to ROM by power-on

System restarted at 21:45:25 UTC Mon Nov 21 2011

System image file is "flash0:¢c2900-universalk9-mz.SPA.151-2.T4.1.bin"
Last reload type: Norma Reload

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Cisco CISC02921/K9 (revision 1.0) with 487424K/36864K bytes of memory.
Processor board ID FTX1348AHMN

3 Gigabit Ethernet interfaces

DRAM configuration is 64 bits wide with parity enabled.

255K bytes of non-volatile configuration memory.

255488K bytes of ATA System CompactFlash 0 (Read/Write)

License Info:

License UDI:

Devicet# PID SN

*0 CISC02921/K9 FTX1348AHMN
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Technology Package License Information for Module:’c2900°

Technology Technology-package Technology-package

Current  Type Next reboot
ipbase ipbasek9  Permanent  ipbasek9
security  None None None
uc uck9 Permanent  uck9
data None None None

Configuration register is 0x2102

ACT2921-CUBE-8_5#

ACT2921-CUBE-8 5#sh run
Building configuration...

Current configuration : 8174 bytes
1

! Last configuration change at 16:58:01 UTC Fri May 20 2011
!

version 15.1

service timestamps debug uptime

service timestamps log datetime msec

service password-encryption

1

hostname ACT2921-CUBE-8 5
!

boot-start-marker
boot-end-marker

!

!

logging buffered 3000000
enable secret 5 $13K 2np$Dh3Y bX L8c.7TtQiaQlO8H/
|

|

|

no aaa new-model

!

no ipv6 cef

ip source-route

ip cef

!

no ip domain lookup
ip domain name yourdomain.com
multilink bundle-name authenticated
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crypto pki token default removal timeout 0
1
crypto pki trustpoint TP-self-signed-1100168695
enrollment selfsigned
subject-name cn=l0S-Self-Signed-Certificate- 1100168695
revocation-check none
1
!
crypto pki certificate chain TP-self-signed-1100168695
certificate self-signed 01
30820253 308201BC A0030201 02020101 300D0609 2A864886 F70D0101 04050030
31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 31313030 31363836 3935301E 170D3131 30343238 32333238
34315A17 0D323030 31303130 30303030 305A 3031 312F302D 06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 31303031
36383639 3530819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281
8100B432 AAOBA D59 04C59EEQ E429A41F EC3CABB89 F31B89FE 4205244B AF19C915
D2C17F3E B4E65255 8D3B6C30 06A3308E 84692E77 DAE976E8 A27F646C ESD66F27
38E06F9A E42A9960 2718BECS 91C440A5 0E864999 D9BBABAD 376833C5 14C91A80
B85AE752 98318293 A755C6E9 1EF3EDE?2 28514065 6C15AE42 D9254626 09154A33
B63F0203 010001A3 7B307930 OF060355 1D130101 FF040530 030101FF 30260603
551D1104 1F301D82 1B414354 32393231 2D485352 502E796F 7572646F 6D61696E
2E636F6D 301F0603 551D2304 18301680 14EA5556 C165F16C F8748CB8 704DESC6E
52142C7C F3301D06 03551DOE 04160414 EAS5556C1 65F16CF8 748CB870 4DE8C652
142C7CF3 300D0609 2A 864886 F70D0101 04050003 81810000 9B259F07 1DA9190C
0521E5C4 06525BC1 B6417A21 8A 756534 E9C752C6 00F920FD 81CD720D 5B141548
A316B005 B225B04D EF05B32B C670DED1 EF3B153A 7836A17B 01249EE7 4715A6A7
D1F9D6EC 3A348288 455C6884 DDCA4D963 434FC5D4 4F7A693A 2755D9CA AEC94468
F69526AD E0089014 BA9649CD CA6D14DF 10D04850 FC62D7
quit
voice-card O
dspfarm
dsp services dspfarm
1
1
voice service voip
no ip address trusted authenticate
address-hiding®
mode bor der-element®
allow-connections sip to sip®
redirect ip2ip
fax protocol t38 version 0 Is-redundancy 0 hs-redundancy 0 fallback none®®

8 This command enables address-hidi ng feature which prevents Cisco UBE from sending inside / customer network addressing.

8 This command is to Enable CUBE on both routers. The command is available and required in ISR G2 platforms only.

8 This command enables Cisco UBE s basic | P-to-I P voice communication feature.

8 This command is for T.38 Fax calls. The command can be enabled either globally, such asin this example, or per dial-peer basis using the
same command.. Remove this command when using G711 Fax calls.

' 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 34 of 171



This command a so controls the payload packet size.Use codec prefe@
g729r8 bytes 30 to set your payload packet size rate to 30 bytes. Make sure

you match the packet size rate set on CISCO UBE to the packet size rate set
on CISCO UCM, see CISCO UCM config for details.
ACT2921-CUBE-8_5(config-class)#codec preference 1 g729r8 bytes ?
Each codec sample produces 10 bytes of voice payload.
Valid sizesare:
10, 20, 30, 40, 50, 60, 70, 80, 90, 100,
110, 120, 130, 140, 150, 160, 170, 180, 190, 200, 210,

sip

header-passing
error-passthru®

no update-callerid
midcall-signaling passthr u®
privacy-policy passthru®
g729 annexb-all®’

1 220, 230, 240.

;/oi ce class codec 1% Any other value within the range will be rounded down
codec preference 1 g729r 8 bytes 30%° tonearest vdidsize. _ _

codec preference 2 g711ulaw <10-244> Choose a Vvoice payload size from the list above

1
1

!

voice class sip-profiles 1
rgoequeﬁ INVITE sip-header Diversion modify " <sip:(.*)@(.*)>" " <sip:732368\1@\2>
request INVITE sdp-header Audio-Attribute modify " a=ptime:20" " a=ptime: 30" *
response ANY sdp-header Audio-Attribute modify " a=ptime:20" " a=ptime: 30"
request REINVITE sdp-header Attribute modify " a=t38faxfillbitremoval:0" " " %
request INVITE sdp-header Audio-Attribute add " a=ptime: 30" (see note 19)

license udi pid CISC0O2921/K9 sn FTX1348AHMN

8 This command allows SIP error messages to pass-through end-to-end without modification through Cisco UBE.

% This command must be enabled at a global level to maintain integrity of SIP signaling between AT& T network and Cisco Unified
Communications Manager (Cisco UCM) across Cisco UBE.

% This command allows for privacy settings to be transparently passed across between AT& T network and Cisco UCM. This command can
either be set at aglobal level, such asin this example, or it can be set at the dial-peer level.

8 This command allows Cisco UBE to negotiate all flavors of G729 codec and must be configured in order to interoperate seamlessly across
AT&T sBVolP services. The command can be enabled either globally, such asin this example, or per dial-peer basis using the voice-class sip
g729 annexb-all command.

% This command enables multiple codec support and performs codec filtering required for correct interoperability between AT&T SIP network
and CISCO UCM. Payload packet size can aso be configured here.

8 This command with extended bytes30 control the payload package sizeto 30 bytes Make surethis p ackage size match the package size
in Cisco UCM (under Service Parameter G729 set to 30). See Cisco UCM configuration for more details. Also the payload package size
matches the Voice class SIP profiles where the re quest INVITE sdp-header Audio-Attribute add "a=ptime:30" -is set to match Ptime 30.

% ThisSIP profile expands the Diversion header number from a 4-digit extension to afull 10-digit DID number in order to attain
interoperability with AT& T s NSN Network served users for forwarded calls.

®1 This SIP Profile allows Cisco UCM to advertise desired and supported payload packet size or change package size to the desired package
Setting.

%2 This SIP profile removes the SDP attribute T38Fax FillBitRemoval:0 from Cisco |OS gateway up speed R e-INVITE (inbound call to CPE.)
Some SIP components within AT& T s SIP core do not support the :0 asthe Boolean value, instead some AT&T devices interpret the full
attribute as the Boolean value (1=attribute present; O=attribute not present). For this reason, we remove the attribute completely to achieve fax
T.38 interoperability across AT& T sentire SIP core.
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1
!
username cisco privilege 15 secret 5 $1$fCi8$vpLgeGY 8/cwzfNfGDY tkNO
1
1
!
redundancy
1
!
interface GigabitEthernet0/0
description $ETH-LANSSETH-SW-LAUNCHS$$INTF-INFO-GE 0/0$
ip address 99.136.xxx.xx 255.255.255.248%
ip access-group 101 in
duplex auto
speed auto
1

interface GigabitEthernet0/1

ip address 172.20.110.160 255.255.255.0*
duplex auto

speed auto

media-type rj45

|

interface GigabitEthernet0/2
no ip address

shutdown

duplex auto

speed auto

1

ip forward-protocol nd
1

ip http server

ip http access-class 23

ip http authentication local

ip http secure-server

ip http timeout-policy idle 60 life 86400 requests 10000
1

ip route 12.40.234.0 255.255.255.0 99.136.XXX.XX

ip route 172.20.0.0 255.255.0.0 172.20.110.1

ip route 207.242.xxx.xxx 255.255.255.255 99.136.XXX.XX
ip route 207.242.xxx.xxx 255.255.255.255 99.136.XXX.XX
1

access-list 101 permit ip host 99.136. xxx.xx any
access-list 101 permit ip host 99.136. xxx.xx any
access-list 101 permit udp host 207.242.XXX.XXX any
access-list 101 permit udp host 12.40.234.xx any
access-list 101 permit udp host 12.40.234.xx any
access-list 101 permit udp host 12.40.234.xxx any
access-list 101 permit udp host 12.40.234.xxx any
access-list 101 deny udp any any

access-list 101 deny tcp any any eq 5060
access-list 101 deny tcp any any eq telnet

% Outbound physical interface facing AT& T networks.
% Inbound physical interface facing Cisco UCM system
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access-list 101 deny tcp any any eq ftp
access-list 101 deny tcp any any eq 22
access-list 101 permit ip any any

access-list 101 permit tcp any any range 16000 32000
1

1

1

control-plane

1

1

1

no mgcp package-capability res-package

no mgcp package-capability fxr-package

no mgcp timer receive-rtcp

mgcp fax t38 ecm

1

scep local GigabitEthernet0/1

scep cecm 172.20.172.31 identifier 1 version 7.0
scep

1

scep ccm group 1

associate ccm 1 priority 1

associate profile 2 register mtp0123456789ab
associate profile 1 register cfb0018185bb7al
1

dial-peer voice 100 voip

description "Outgoing To AT&T"-AT&T facing side
destination-pattern 1T

session protocol sipv2

session target ipv4: 207.242.xxx.xxx>

voice-class codec 1%

voice-class sip asymmetric payload full

voice-class sip asserted-id pai™’

voice-class sip privacy-policy passthru®

voice-class sip early-offer forced®

voice-class sip profiles 1'%

dtmf-relay rtp-nte'®

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version 0 Is-redundancy 0 hs-redundancy O fallback none'®
no vad

!

dial-peer voice 200 voip

description "Outgoing To AT&T IPPBX facing si de'
session protocol sipv2

% This command sets the SIP server target for outgoing SIP callsto AT& T

% This command assigns the voice-class codec list that is to be supported for calls terminating to this dial-peer

7 This command enables the P-Asserted-1D feature for calls terminating to this dial-peer

% Allows for PAI privacy header setting to be passed through transparently

% This command enables delay offer-to-early offer conversion of initial SIP INVITE message to calls matched to this dial-peer level
100 This command enables the SIP profiles feature for calls matching this dial-peer

101 This command enables DTMF digit passing using RTP NTE (RFC2833) to calls matching this dial-peer.

102 This command enabled t38 fax protocol for calls terminating on the dial-peer

' 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 37 of 171



incoming called-number 1T
voice-class codec 1'*

voice-class sip asymmetric payload full*®
voice-class sip asserted-id pai'®
voice-class sip privacy-policy passthru®
voice-class sip early-offer forced'®
voice-class sip profiles 1'%

dtmf-relay rtp-nte'*®

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version 0 Isredundancy 0 hs-redundancy O fallback none'™*
no vad

!

dial-peer voice 300 voip

description " Int’l callsto AT&T - AT&T facing side "

destination-pattern 011T

session protocol sipv2

session target ipv4: 207.242. XXX xxx 2

voice-class codec 1M

voice-class sip asymmetric payload full

voice-class sip asserted-id pai''*

voice-class sip privacy-policy passthru®®®

voice-class sip early-offer forced™®

voice-class sip profiles 1Y

dtmf-relay rtp-nte'®

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version 0 Is-redundancy 0 hs-redundancy O fallback none'®
no vad

!

dial-peer voice 400 voip

description " Int’| callsto AT&T - IP-PBX facingside”

session protocol sipv2

incoming called-number 0117

voice-class codec 1'%

7

193 This command assigns configured dial-peer properties to incoming calls matching called number string.

104 This command assigns the voice-class codec list that is to be supported for calls terminating to this dial-peer

105 This command forces RFC2833 RTP packets to utilize symmetric payload-type val ues between the SIP call-legs. This command is optional.
198 This command enables the P-Asserted-1D feature for calls terminating to this dial-peer

107 Allows for PAI privacy header setting to be passed through transparently

198 This command enables delay offer-to-early offer conversion of initial SIP INVITE message to calls matched to this dial-peer level
109 This command enables the SIP profiles feature for calls matching this dial-peer

119 This command enables DTMF digit passing using RTP NTE (RFC2833) to calls matching this dial-peer.

11 This command enabled t38 fax protocol for calls terminating on the dial-peer

12 This command sets the SIP server target for outgoing SIP callsto AT&T

13 This command assigns the voice-class codec list that is to be supported for calls terminating to this dial-peer

14 This command enables the P-Asserted-1D feature for calls terminating to this dial-peer

15 Allows for PAI privacy header setting to be passed through transparently

118 This command enables delay offer-to-early offer conversion of initial SIP INVITE message to calls matched to this dial-peer level
17 This command enables the SIP profiles feature for calls matching this dial-peer

18 This command enables DTMF digit passing using RTP NTE (RFC2833) to calls matching this dial-peer.

19 This command enabled t38 fax protocol for calls terminating on the dial-peer

120 This command assigns configured dial-peer properties to incoming calls matching called number string.
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voice-class sip asymmetric payload full*?

voice-class sip asserted-id pai'®®
voice-class sip privacy-policy passthru®?
voice-class sip early-offer forced'®
voice-class sip profiles 1'%
dtmf-relay rtp-nte'?’

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version 0 Is-redundancy 0 hs-redundancy O fallback none'?®
no vad

1

!

dial-peer voice 500 voip

description " N11 Callsto AT&T - AT&T facing side ™

destination-pattern .11

session protocol sipv2

session target ipv4:207.242. XXX XXX

voice-class codec 1

voice-class sip asymmetric payload full

voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

voice-class sip early-offer forced

voice-class sip profiles 1

4

dtmf-relay rtp-nte

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version O Is-redundancy 0 hs-redundancy 0 fallback none
no vad

1

dial-peer voice 600 voip

description " N11 Callsto AT&T - IP-PBX facing side™

session protocol sipv2
incoming called-number .1
voice-class codec 1
voice-class sip asymmetric payload full

voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

voice-class sip early-offer forced

voice-class sip profiles 1

dtmf-relay rtp-nte

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 version O Is-redundancy 0 hs-redundancy 0 fallback none

1129

12! This command assigns the voice-class codec list that is to be supported for calls terminating to this dial-peer

122 This command forces RFC2833 RTP packets to utilize symmetric payload-type val ues between the SIP call-legs. This command is optional.
128 This command enables the P-Asserted-1D feature for calls terminating to this dial-peer

124 Allows for PAI privacy header setting to be passed through transparently

125 This command enables delay offer-to-early offer conversion of initial SIP INVITE message to calls matched to this dial-peer level

126 This command enables the SIP profiles feature for calls matching this dial-peer

127 This command enables DTMF digit passing using RTP NTE (RFC2833) to calls matching this dial-peer.

128 This command enabled t38 fax protocol for calls terminating on the dial-peer

129 This command assigns configured dial-peer properties to incoming calls matching called number string.
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no vad

!

dial-peer voice 700 voip The defined destination pattern
description " Incoming AT&T to IP-PBX - IP-PBX facing side™ entries used here are examples
huntstop™® used for lab testing.
destination-pattern [37][13][24]....... ~—

session protocol sipv2
session target ipv4:172.20.102.254
voice-class codec 1'%
voice-class sip asymmetric payload full
voice-class sip asserted-id pai
voice-class sip privacy-policy passthru
voice-classsip profiles 1
dtmf-relay rtp-nte
fax rate 14400
fax protocol t38 version 0 Is-redundancy 0 hs-redundancy O fallback none'*
no vad
1
dial-peer voice 800 voip
description " Incoming AT&T to IP-PBX  AT&T facing side "
huntstop

incoming called-number [37][13][24].......
session protocol sipv2

voice-class codec 1
voice-class sip asymmetric payload full
voice-class sip asserted-id pai
voice-class sip privacy-policy passthru
voice-class sip profiles 1
dtmf-relay rtp-nte
fax rate 14400
fax protocol t38 version O Is-redundancy 0 hs-redundancy 0 fallback none
no vad
1
1
1
sip-ua
no remote-party-id
retry invite 2%
timers expires 1800000
connection-reuse
1
1
1
gatekeeper
shutdown
1

1% pisable dial-peer hunting on the dial peer. Once you enter this command, no further hunting will be allowed if acall fails on the specified
dia peer.

131 Change the Voice Class codec to the G711ulaw for G711 fax tests

1%2 Remove this T.38 fax command for G711ulaw fax tests

138 This command sets the number of INVITE s CISCO UBE will send out without receivi ng a response before failing the call.
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1
linecon 0
exec-timeout 0 0
password 7 05080F1C2243
login local
line aux O
linevty O
exec-timeout 50
privilege level 15
password 7 01100F175804
login
transport input telnet
linevty 1
exec-timeout 50
privilege level 15
password 7 00071A 150754
login
transport input telnet
line vty 2
exec-timeout 50
privilege level 15
password 7 14141B180F0B
login
transport input telnet
linevty 34
exec-timeout 50
privilege level 15
password 7 00071A 150754
login
transport input telnet
1

scheduler allocate 20000 1000
end

ACT2921-CUBE-8_5#
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Configuring Cisco Unified Communication Manager (Cisco UCM)

Cisco UCM Version
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Cisco UCM Regions(1 of 5)

Notes:

G711 Region isto assigned to Device Pool G711 and in turn will be assigned to |P Phonesto handle G711 codec

G729 Region isto assigned to Device Pool G729 and in turn will be assigned to SIP trunk to handle G729 codec

G722 Region isto assigned to Device Pool G722 and in turn will be assigned to SIP trunk and/or 1P Phones to handle G711 codec
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CISCO UCM Default Regions (2 of 5)
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CISCO UCM G711 Regions (3 of 5)
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Cisco UCM G729_Region (4 of 5)
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CISCO UCM G722 Regions (5 of 5)
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Device Pool (List)
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Device Pool for G.729
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Device Pool for G.729 (2 of 4)
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Device Pool for G.729 (3 of 4)
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Device Pool for G.729 (4 of 4)
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Device Pool for G.711 (1 of 4)
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Device Pool for G.711 (2 of 4)
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Device Pool for G.711 (3 of 4)
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Device Pool for G.711 (4 of 4)
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Device Pool Default (1 of 4)
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Device Pool Default (2 of 4)
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Device Pool Default (3 of 4)
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Device Pool Default (4 of 4)
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Cisco SIP IP Phone (1 of 12)
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Cisco SIP IP Phone (2 of 12)
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Cisco SIP IP Phone (3 of 12)
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Cisco SIP IP Phone (4 of 12)
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Cisco SIP IP Phone (5 of 12)
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Cisco SIP IP Phone (6 of 12)
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Cisco SIP IP Phone (7 of 12)
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Cisco SIP IP Phone (8 of 12)
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Cisco SIP IP Phone (9 of 12)
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Cisco SIP IP Phone (10 of 12)
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Cisco SIP IP Phone (11 of 12)
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Cisco SIP IP Phone (12 of 12)
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Cisco SCCP IP Phone (1 of 18)
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Cisco SCCP IP Phone (2 of 18)

Note: Media Resource Group List set to MRGL pointing to Media Resource Group (MRG) where MRG select Media resources
requires for the IP phone.
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Cisco SCCP IP Phone (3 of 18)
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Cisco SCCP IP Phone (4 of 7)
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Cisco SCCP IP Phone (5 of 18)
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Cisco SCCP IP Phone (6 of 18)

' 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 78 of 171



Cisco SCCP IP Phone (7 of 18)
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Cisco SCCP IP Phone (8 of 18)
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Cisco SCCP IP Phone (8 of 18)
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Cisco SCCP IP Phone (9 of 18)
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Cisco SCCP IP Phone (10 of 18)

Note: RTCP Enable to send RTP flow statistic
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Cisco SCCP IP Phone (11 of 18)
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Cisco SCCP IP Phone (12 of 18)
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Cisco SCCP IP Phone (13 of 18)
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Cisco SCCP IP Phone (14 of 18)
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Cisco SCCP IP Phone (15 of 18)
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Cisco SCCP IP Phone (16 of 18)
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Cisco SCCP IP Phone (17 of 18)
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Cisco SCCP IP Phone (18 of 18)
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10S Conference Bridge for G729

$ CISCO UCM requires a conference bridge resource for three-way conferencing that include g729 rtp streams.

Sample | OS configuration for conference bridge registered to Cisco UCM:
voice-card 2

dspfarm

dsp services dspfarm

1

scep local GigabitEthernet0/0

scep cecm 172.20.102.254 identifier 2 version 7.0
scep

1
scep ccm group 2

associate ccm 2 priority 1

associate profile 5 register CFB0015F90D0991

!

dspfarm profile 5 conference
codec g711lulaw

codec g71lalaw

codec g729ar8

codec g729abr8

codec g729r8

codec g729br8

codec g722-64

maximum sessions 3
associate application SCCP
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Music on Hold (1 of 2)
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Music On Hold (2 of 2)
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Music On Hold Audio Source Configurations
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Music On Hold Audio File Configurations
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Annunciator
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I0S Transcoder

$ If your network will support more than one codec, it is recommended to have a transcoder resource on Cisco Unified CM

Sample 10S Configuration transcoder MTP001567891090 registered to Cisco UCM (Refer to 10S configurations:
voice-card 2

dspfarm

dsp services dspfarm

1

scep local GigabitEthernet0/0

scep cecm 172.20.102.254 identifier 2 version 7.0
scep

1
scep ccm group 2

associate ccm 2 priority 1

associate profile 5 register CFB0015F90D0991
associate profile 1 register MTP001567891090
associate profile 3 register MTP987654398712

1

dspfarm profile 1 transcode universal
codec g711lulaw

codec g71lalaw

codec g729ar8

codec g729abr8

codec g729r8

codec g729br8
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codec g722-64
maximum sessions 4
associate application SCCP
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Route Pattern for CUCM phones to call the other CUCM phones via AT&T Networks (1 of 3)
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Route Pattern for CUCM phonesto call the other CUCM phonesvia AT& T Networks (2 of 3)
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Route Pattern for CUCM phonesto call the other CUCM phonesvia AT& T Networks (3 of 3)
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Route Pattern Outbound to CUBE and to AT&T NPA 408 for Voice and Fax T.38 (1 of 3)

' 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 103 of 171



Route Pattern Outbound to CUBE and to AT&T (2 of 3)
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Route Pattern Outbound to CUBE and to AT&T (3 of 3)
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Route Pattern Outbound to CUBE and to AT&T NPA 314 Voice and Fax t.38 (1 of 3)
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Route Pattern Outbound to CUBE and to AT&T (2 of 3)
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Route Pattern Outbound to CUBE and to AT&T (3 of 3)
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Route Pattern to IOS Fax (1 of 3)
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Route Pattern to 10S Fax (2 of 3)
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Route Pattern to 10S Fax (3 of 3)
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Route Pattern to Cisco Unity Connections (1 of 3)
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Route Pattern to Cisco Unity Connections (2 of 3)
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Route Pattern to Cisco Unity Connections (3 of 3)
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Translation Pattern for 10 digit Incoming Called-Number to 4-Digit Extension for dedicated FAX (1 of 3)
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Trandation Pattern for 10 digit Incoming Called-Number to 4-Digit Extension for FAX (2 of 3)
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Trandlation Pattern for 10 digit Incoming Called-Number to 4-Digit Extension for FAX (3 of 3)
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Cisco UCM SIP Trunk to Cisco UBE for connection to AT&T (1 of 6)
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Cisco UCM SIP Trunk to Cisco UBE for connection to AT&T (2 of 6)
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Cisco UCM SIP Trunk to Cisco UBE for connection to AT& T (3 of 6)
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Cisco UCM SIP Trunk to Cisco UBE for connection to AT&T (4 of 6)
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Cisco UCM SIP Trunk to Cisco UBE for connection to AT&T (5 of 6)
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Cisco UCM SIP Trunk to Cisco UBE for connection to AT&T (6 of 6)
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Cisco UCM SIP Trunk to Cisco Unity Connections (1 of 3)
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Cisco UCM SIP Trunk to Cisco U nity Connections (2 of 3)
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Cisco UCM SIP Trunk to Cisco Unity Connections (3 of 3)
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Cisco UCM Service Parameter Enable for Duplex Streaming
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Cisco UCM Service Parameter for G.729 Packet Size
Set Ptime = 30 for G729 in Cisco UCM Service Parameter (Refer to note 19 in ISR configurations for more details)
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SIP Profile used for SIP trunk (1 of 4)
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SIP Profile used for SIP trunk (2 of 4)
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SIP Profile used for SIP trunk (3 of 4)
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SIP Profile used for SIP trunk (4 of 4)

Note:  Some PSTN network call prompters utilize early-media cut-through to offer menu options to the caller (DTMF select menu) before
the cal is connected. In order for Cisco UCM/Cisco UBE solution to achieve successful early-media cut-through the Cisco UCM to Cisco
UBE call leg must be enabled with SIP PRACK. To enable SIP PRACK on the Cisco UCM, the SIP Profile SI P Rel1XX Options setting
must be set to Send PRACK . The SIP Profileisfou nd under Device>Device Settings>SIP Profile, You can assign this feature on aper SIP
trunk basis using SIP profiles. SIP PRACK provisioning on Cisco UCM 8.X is enabled under SIP Profile configuration page while SIP
PRACK support on Cisco UCM 7.X is enabled under the Service Parameters configuration page.
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SIP Trunk to Fax Gateway (1 of 6)
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SIP Trunk to Fax Gateway (2 of 6)
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SIP Trunk to Fax Gateway (3 of 6)

' 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 135 of 171



SIP Trunk to Fax Gateway (4 of 6)
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SIP Trunk to Fax Gateway (5 of 6)
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SIP Trunk to Fax Gateway (6 of 6)
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Configuring Cisco 10S Fax Gateway

CME192.xx#sh run
Building configuration...

Current configuration : 8966 bytes
|

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname CME192.xx

!

boot-start-marker
boot-end-marker

!

cardtypetl 21

logging message-counter syslog
logging buffered 10000000
no logging console

enable password cisco

!

no aaa new-model
network-clock-participate ot 2
!

dot11 syslog

ip source-route

ip cef

!

!

no ip domain lookup

no ipv6 cef

|

multilink bundle-name authenticated
|

!

isdn switch-type primary-ni

!

voice-card 0

!

voice-card 2

dspfarm

dsp services dspfarm**

!

!

voice call send-alert

!

voice service pots
supplementary-service gsig call-forward

3% This command enables DSP farming, allowing DSP resources to register to Cisco Unified CM as MTP, CFB or Transcoder
devices
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!
voice service voip
fax protocol t38 |s-redundancy 0 hs-redundancy O fallback none
sip
registrar server
!
!
!
voice class codec 1
codec preference 1 g722-64
codec preference 2 g729r8
1

voice class codec 2

codec preference 1 g729r8
codec preference 2 g711ulaw
1
voice class codec 3

codec preference 1 g711ulaw
codec preference 3 g722-64

1

!
voice register global

mode cme

source-address 172.20.192.21 port 5060
max-dn 100

max-pool 185

load 7970 SIP70.8-4-2S
tftp-path flash:

create profile sync 0000447632314492
1
voiceregister dn 1

number 4503

call-forward b2bua busy 4500
call-forward b2bua noan 2323 timeout 10
name SIP C2

refer target dial-peer

huntstop

mwi

1
voiceregister dn 2

number 4504

name SIP D2

huntstop

mwi

1
voice register pool 1

id mac 001D.4595.4D97

type 7970

number 1 dn 1

dtmf-relay rtp-nte

username 4503 password cisco
no call-waiting

description SIPC2

1
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archive
log config

hidekeys
1

controller T1 2/0
pri-group timeslots 1-24
!

controller E1 2/0/0
|

controller E1 2/0/1

1

1

!

interface GigabitEthernet0/0

ip address 172.20.192.21 255.255.255.0
duplex auto

speed auto

media-type rj45

1

interface GigabitEthernet0/1
no ip address

shutdown

duplex auto

speed auto

media-type rj45

1

interface Serial2/0:23

no ip address

encapsulation hdlic

isdn switch-type primary-ni
isdn protocol-emul ate network
isdn incoming-voice voice

no cdp enable

1

ip default-gateway 172.20.192.1

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 172.20.192.1
ip http server

ip http authentication local

no ip http secure-server

ip http path flash:

1

1
control-plane

1

1

!

voice-port 0/1/
timeouts ringing infinity
station-id number 3509
caller-id enable

0135

135 Fax station
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1

voice-port 0/1/1
timeouts ringing infinity
station-id number 3508
caller-id enable

1

voice-port 2/0:23
1
!
no mgcp package-capability res-package
no mgcp package-capability fxr-package
no mgcp timer receive-rtcp
mgcp fax t38 ecm
1
scep local GigabitEther net0/0'6
scep ccm 172.20.102.254 identifier 2 version 7.0
scep
1
sccp ccm group
associate ccm 2 priority 1
associate profile 5 register CFB0015F90D0991
associate profile 1 register M TP001567891090
associate profile 3 register M TP987654398712
1
dspfarm profile 1 transcode univer sal*®
codec g711ulaw
codec g71lalaw
codec g729ar 8
codec g729abr8
codec g729r8
codec g729br8
codec g722-64
maximum sessions 4
associate application SCCP
1
dspfarm profile 5 confer ence'™
codec g711ulaw
codec g71lalaw
codec g729ar 8
codec g729abr 8
codec g729r8
codec g729br8
codec g722-64
maximum sessions 3
associate application SCCP
1

2137

dspfarm profile 3 mtp
codec g711ulaw

136 These sccp commands configure the shared DSP resources as conference bridge (CFB) and as transcoder device for Cisco
Unified CM

187 This SCCP CCM Group 2 is associated with sccp cocm 172.20.xxx.xxx identifier 2 version 7.0

138 Hardware Transcoder for Cisco UCM.

39 Hardware MTP for Cisco UCM for Conference
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maximum sessions hardware 3
associate application SCCP
1

!

dial-peer voice 3599 pots'*
destination-pattern 3509
port 0/1/0

forward-digitsall

1

1

dial-peer voice 5 voip*
description outgoing FAX to SP using G.711ulaw
shutdown
destination-pattern 81..........
rtp payload-type nte 98
voice-class codec 3

session protocol sipv2
session target ipv4:172.20.102.254
dtmf-relay rtp-nte
playout-delay nominal 80'*
playout-delay mode fixed
fax-relay sg3-to-g3

fax rate 14400

no vad

1

1

dial-peer voice 3598 pots
destination-pattern 3508

port 0/1/1

forward-digits all

1

dial-peer voice 6 voip*®

description outgoing FAX to SP for T38
destination-pattern 1..........

rtp payload-type nte 98

voice-class codec 2

session protocol sipv2

session target ipv4:172.20.102.254

dtmf-relay rtp-nte

fax-relay sg3-to-g3

fax rate 14400

fax protocol t38 Is-redundancy 0 hs-redundancy 0 fallback
no vad

|

1

sip-ua

mwi-server ipv4:172.20.239.252 expires 3600 port 5060 transport udp unsolicited
|

140 Analog dial-peer for Fax Inbound

141 Djal-peer outbound Fax G711 to Cisco UCM to CUBE to SP
142 These 2 commands are necessary for Fax g.711

143 Djal-peer outbound Fax T38 to Cisco UCM to CUBE to SP
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1
telephony-service
sdspfarm units 2
sdspfarm transcode sessions 10
sdspfarm tag 1 mtp0015f90d0990
em logout 0:0 0:0 0:0
max-ephones 10
max-dn 20
ip source-address 172.20.192.21 port 2000
load 7961 SCCP41.8-4-2S
time-zone 5
max-conferences 8 gain -6
call-forward pattern .T
moh music-on-hold.au
transfer-system full-consult
transfer-pattern .... blind
create cnf-files version-stamp Jan 01 2002 00:00:00
1
!
linecon 0
exec-timeout 0 0
password cisco
login
line aux O
linevty 04
exec-timeout 00
password cisco
login
transport input telnet
linevty 5
exec-timeout 00
password cisco
login
1
scheduler allocate 20000 1000
end

CME192.21#
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Configuring Cisco Unified Communications Manager (Cisco UCM) for Cisco Unity Connection (CUC) integration

Voice Mail Profile
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Voice Mail Ports (1 0f 3)
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Voice Mail Ports (2 of 3)
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Voice Mail Ports (3 of 3)
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Voice Mail Pilot Number
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Voice Mail Message Waiting Lamp DNs (1 of 3)
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Voice Mail Message Waiting Lamp Off (2 or 3)
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Voice Mail Message Waiting Lamp on (3 of 3)

' 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 152 of 171



Hunt Pilot for Voice Mail (1 of 4)
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Hunt Pilot for Voice Mail (2 of 4)

' 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 154 of 171



Hunt Pilot for Voice Mail (3 of 4)
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Hunt Pilot for Voice Mail (4 of 4)
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Hunt List Setting for Voice Mail (1 of 2)
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Hunt List Setting for Voice Mail (2 of 2)
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Line Group Setting for Voice Mail (1 of 3)
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Line Group Setting for VVoice Mail (2 of 3)
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Line Group Setting for VVoice Mail (3 of 3)
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Configuring Cisco Unity Connection (CUC) for Connection to Cisco UCM SIP Integration

Cisco Unity Connection Version
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CUC Phone System Basics (1 of 2)
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CUC Phone System Basics (2 of 2)
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Cisco Unity Connection Port Group Settings
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CUC Port Settings
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Cisco Unity Connection Sample User Basic Settings (1 of 3)
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CUC Sample User Basic Settings (2 of 3)
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CUC Sample User Basic Settings (3 of 3)
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Cisco Unity Connection Sample Message Waiting Indicator
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Acronym Definitions

SIP Session Initiation Protocol

MGCP Media Gateway Control Protocol

SCCP Skinny Client Control Protocol

Cisco UCM Cisco Unified Communications Manager
Cisco UBE Cisco Unified Border Element

SP Service Provider

PSTN Public switched telephone network

P Internet Protocol

TDM Time-division multiplexing

CODEC Coder-Decoder (in this document a device used to digitize and undigitize voice signals)
HSRP Hot Standby Routing Protocol

HA High availability
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