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Abstract

Today companies are investing in enabling their workforce to have a secure connection to the resources hosted
in the Amazon Web Services (Public Cloud). This Cisco Validated Design guide (CVD) addresses a specific use
case of secure remote workers covered in the Secure Remote Worker SAFE Design Guide. The secure remote
worker solution uses the Cisco AnyConnect Secure Mobility Client, Cisco Duo, Cisco Umbrella, and Cisco
Advanced Malware Protection (AMP) for Endpoints.

Cisco AnyConnect Secure Mobility Client: Cisco AnyConnect Secure Mobility Client empowers remote
workers with frictionless, highly secure access to the enterprise network from any device, at any time, in any
location while protecting the organization. It provides a consistent user experience across devices, both on
and off-premises, without creating a headache for your IT teams. Simplify management with a single agent

Cisco Duo: Cisco Duo is a user-friendly, scalable way to keep business ahead of ever-changing security
threats by implementing the Zero Trust security model. Multi-factor authentication from Duo protects the
network by using a second source of validation, like a phone or token, to verify user identity before granting
access. Cisco Duo is engineered to provide a simple, streamlined login experience for every remote user.
As a cloud-based solution, it integrates easily with your existing technology and provides administrative,
visibility, and monitoring

Cisco Umbrella Roaming Security Module: Cisco Umbrella Roaming Security module for Cisco
AnyConnect provides always-on security on any network, anywhere, any time — both on and off your
corporate VPN. The Roaming Security module enforces security at the DNS layer to block malware,
phishing, and command and control callbacks over any port. Umbrella provides real-time visibility into all
internet activity per hostname both on and off your network or VPN

Cisco Advanced Malware Protection (AMP) Enabler: Cisco AnyConnect AMP Enabler module is used as a
medium for deploying Advanced Malware Protection (AMP) for Endpoints. It pushes the AMP for Endpoints
software to a subset of endpoints from a server hosted locally within the enterprise and installs AMP
services to its existing user base. This approach provides AnyConnect user base administrators with an
additional security agent that detects potential malware threats happening in the network, removes those
threats, and protects the enterprise from compromise. It saves bandwidth and time taken to download,
requires no changes on the portal side, and can be done without authentication credentials being sent to
the endpoint. AnyConnect AMP Enabler protects the user both on and off the network or VPN

© 2021 Cisco and/or its affiliates. All rights reserved. Page 3 of 70


https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise/design-zone-mobility/secure-remote-worker-design-guide.pdf

Cisco Duo

Cisco
AnyConnect

)
NS
L
Q.
P Q@
o o
O
&’

",

Figure 1. Components of the Cisco secure remote worker solution

Target Audience

This document provides best practices and recommended solutions for remote workers accessing resources
hosted in the AWS cloud. This solution brings together a secure architecture that includes Anyconnect Mobility
Client, Cisco Duo, Cisco Umbrella, and Cisco AMP for Endpoints to protect remote access workers even when
the user is on an untrusted network. In addition to validated designs, this CVD also provides recommended
step-by-step configuration.

The target audience for this CVD is Solutions Architect responsible for designing a secure environment for
remote workers and the Implementation team responsible for deploying security.

Scope
Cisco Secure Remote Worker (SRW) design guide covers the following components:
e Cisco Secure Anyconnect Mobility Client
e Secure connection using remote access VPN termination on Cisco virtual appliances
> Cisco Adaptive Security Virtual Appliance (Cisco ASAv)
e Authentication
- LDAP
> Duo (Two-factor authentication)

Threat Protection

> Cisco Umbrella Roaming Security Module (DNS Layer Security)
o Cisco Advanced Malware Protection Enabler

AWS Services
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> Virtual Private Cloud (VPC)

> Transit Gateway (TGW)

o Internet Gateway (IGW)

> Route53

> Security Groups (SG)

o EC2 instances

o Elastic Network Interface (ENI)
o Elastic IP (EIP)

o Route Table (RT)

Out of scope

This document does not cover the following topics:

Data Center connectivity (Hybrid Cloud): IPSec, SD-WAN, AWS direct connect enables hybrid cloud
connectivity. These solutions are not part of this design guide

Cisco ASA and NGFW authentication with DUO: Cisco ASA and NGFW support various types of
authentication. This document covers LDAP authentication and Duo Integration on Cisco ASA

This document does not cover the Cisco NGFWv VPN configuration and Cisco Defense Orchestrator (CDO)

AWS Network Load balancer will not work properly with TLS and DTLS; this architecture uses AWS Route53
for DNS based VPN session load balancing

This document covers “AWS Transit Gateway - TGW),” TGW is a regional construct. AWS supports inter-
region TGW peering; this design guide does not cover TGW-TGW peering

This architecture covers only VPN load-balancing; CVD does not focus on north-south and east-west traffic

Cisco AnyConnect VPN auto-connect may not function because a new connection may land on another
firewall when the VPN client initiates an auto-connect request
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SAFE Architecture Introduction

Remote worker access enterprise resources using Internet connection protected by remote access VPN
(RAVPN) or protected https session. Internet edge is an essential segment in the enterprise network, where the
corporate network meets the public Internet. The SAFE Model identifies the Internet edge as one of the places
in the network (PINs). SAFE simplifies complexity across the enterprise by implementing a model that focuses
on the areas that a company must secure. This model treats each area holistically, focusing on today’s threats
and the capabilities needed to secure each area against those threats. Cisco has deployed, tested, and
validated critical designs. These solutions provide guidance and best practices that ensure effective, secure
remote access to the resources.

Domains

Compliance @
Threat Defense
Secure Services @
Segmentation @
Visibility @

Management

Places in the Network (PINs)

Figure 2. key to SAFE organizes the complexity of holistic security into PINs & Secure Domain

The Internet edge is the highest-risk PIN because it is the primary ingress for public traffic and the primary
egress point to the Internet. Simultaneously, it is the critical resource that businesses need in today’s Internet-
based economy. SAFE matches up defensive capabilities against the categories of threats today. SAFE
simplifies security by starting with business flows, then addressing their respective threats with corresponding
security capabilities, architectures, and designs. SAFE provides guidance that is holistic and understandable.
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Figure 3. SAFE Architecture and Design Guides
More information about how Cisco SAFE simplifies security, along with this and other Cisco Validated Designs
(CVD), can be found here.

Business Flow and Threat Capabilities

Business Flows: SAFE uses the concept of business flows to simplify the identification of threats, and this
enables the selection of capabilities necessary to protect them. Secure Remote Worker has remote users
accessing applications hosted in the secured environment.

Business Use Case — Users/Devices need to consume apps and app-owners need to manage apps

Risks- Lack of Visibility, Unsecured Connection, Policy Violations, Infection, Vulnerability

Remote Workload
Worker and Application
(Web and App Tier)

Business Use Case — Users/Devices need to consume apps and app-owners need to manage apps

Risks- Lack of Visibility, Unsecured Connection, Policy Violations, Infection, Vulnerability

Remote Management
Worker (Management Tier)

Business Use Case — Users/Devices need to consume apps and app-owners need to manage apps

Risks- Lack of Visibility, Unsecured Connection, Policy Violations, Infection, Vulnerability

Remote Data Center
Worker (Hybrid Cloud)

Business Use Case — Users/Devices need internet access (when not on a secured network)

Risks- Lack of Visibility, Unsecured Connection, Policy Violations, Infection &
Remote Internet
Worker
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Figure 4. The Secure Remote Worker (AWS) Business Flow
Threat Capabilities: A secure remote worker is simplified using foundational, access, and business capability

groups. Each flow requires the foundational group. Additional business activity risks need appropriate controls
as shown in the Figure 5. User and Device capabilities are located where the flow originates from a remote
worker to AWS VPC. For more information regarding capability groups, refer to the SAFE Overview Guide.

File/Malware/IPS Check i cat VPN termination i Workload
Remote RAVPN Identity Authentication, Azure Network Radius and 2FA
(AMP for Endpoint) (DUO) Authorization and Posture and IPS Check Security Group for app and Application
Worker (SB)* (ASA and NGFW/FTD) (bUO) PP L
(Employees) (Web and App Tier)

R t File/Malware/IPS Check ~ RAVPN Identity Authentication, VPN termination Azure Network Radius and 2FA
emote (AMP for Endpoint) (DUO) Authorization and Posture and IPS Check Security Group for app Management
Worker (sey* (A mnd HEEWIFTE) {ouo) (Management Tier)

(SecOps/NetOps/DevOps)

RAVPN Identity Authentication, VPN termination Azure Network Radius and 2FA
Remote FlleMaweare/IE'> Check (DUO) Authorization and Posture and IPS Check Security Grou for app Data Center
(AMP for Endpoint) ty P
(tsy* (ABé and NORWIETE) (ouo) (Hybrid Cloud)

Worker

{_} \

File/Malware/IPS Check RAVPN - Always On Capability for Critical Users DNS Layer Security and I;'nte rnet
Remote (AMP for Endpoint) (Secure AnyConnect Mobility Client) URL Category Filtering
(Umbrella)

Worker

Figure 5. Threat Capabilities for business flows
*ISE is not part of this design guide
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Cisco Overview
This Cisco validated design guide (CVD) covers the following devices and modules to extend security to remote
workers.

Devices [ Modules Functionality

Cisco Secure AnyConnect Mobility Client VPN Client for endpoints

Cisco Adaptive Security Appliance (Virtual) - ASAv VPN Gateway / VPN concentrator
Cisco Firepower Next-Generation Firewall (Virtual) - VPN Gateway / VPN concentrator
NGFWv

Cisco Duo Multi-factor authentication

Cisco Umbrella Roaming Security Module DNS layer security

Cisco AMP Enabler File/Malware/IPS Check

Cisco AnyConnect Secure Mobility Client: Cisco AnyConnect Secure Mobility Client is available for Windows,
Mac, and Linux (64-bit) OS. It provides secure connectivity using TLS, DTLS, and IPSec VPN terminated on
Cisco ASAv and Cisco NGFWv for remote access VPN (RAVPN)

Cisco Adaptive Security Virtual Appliance (ASAv): The Cisco adaptive security virtual appliance is a security
appliance that protects the cloud environment. It provides users with highly secure access to cloud resources -
anytime, anywhere. The remote users can use Cisco AnyConnect Secure Mobility Client on the endpoints to
securely connect to the resources hosted in the Cloud. Cisco ASAv is available in AWS Marketplace and
supports "Bring your own license (BYOL)" and "Pay-as-you-go (PAY-G)" licensing models

Cisco ASAv provides a wide range of license entitlement options:

ASAv Models

ASAvV5, ASAv10, ASAv30, ASAV50, ASAv100

Cisco ASAv offers flexible management options:

Command Line Interface (CLI) On-box configuration

Adaptive Security Appliance Device Manager (ASDM) On-box manager

Cisco Defense Orchestrator (CDO) Cloud-based (multi-device manager)
Cisco Security Manager (CSM) On-premise (multi-device manager)
Application Programing Interface (API) Configuration, monitoring and orchestration

Cisco Next-Generation Firewall Virtual / Firepower Threat Defense Virtual (NGFWv): The Cisco Firepower
NGFW Virtual (NGFWv) helps you prevent breaches, get visibility to stop threats fast, and automate operations
to save time. A next-generation firewall virtual is a network security device that provides capabilities beyond a
traditional, stateful firewall by adding capabilities like virtual private network (VPN) application visibility and
control (AVC), Next-Generation IPS (NGIPS), URL filtering, and Advanced Malware Protection (AMP). Cisco
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NGFWLv is available in AWS Marketplace and supports "Bring your own license (BYOL)" and "Pay-as-you-go
(PAY-G)" licensing models.

Cisco NGFWVv has the following flexible management and configuration options:

Firepower management center (FMC) Centralized Manager

Firepower Device Manager (FDM) On-box manager

Cisco Defense Orchestrator (CDO) Cloud-based (multi-device manager)
Application Programing Interface (API) Configuration, monitoring and orchestration

Cisco Duo: Cisco Duo integrates with Cisco ASA or Cisco Firepower Threat Defense (FTD) VPN to add two-
factor authentication for AnyConnect logins. Duo supports two-factor authentication in a variety of ways:

« ASA-SSL VPN using SAML: With this configuration, end-users experience the interactive Duo prompt when
using the Cisco AnyConnect Mobility Client for VPN. The interactive MFA prompt gives users the ability to
view all available authentication device options and select which one to use. This administrator gets insight
into the devices connecting to the VPN and applies Duo policies such as health requirements or access
policies for different networks (authorized networks, anonymous networks, or geographical locations as
determined by IP address) when using the AnyConnect Mobility Client. Primary authentication and Duo MFA
occur at the identity provider, not at the ASA itself

« ASA SSL VPN using RADIUS: With this configuration, end-users receive an automatic push or phone call for
multi-factor authentication after submitting their primary credentials using the AnyConnect Mobility Client or
clientless SSL VPN via browser. This configuration supports Duo policies for different networks (authorized
networks, anonymous networks, or geographical locations as determined by IP address) when using the
AnyConnect client

« ASA SSL VPN using LDAPS: Using this option with the clientless SSL VPN, end-users experience the
interactive Duo prompt in the browser. The AnyConnect client does not show the Duo prompt and instead
adds a second password field to the regular AnyConnect login screen where the user enters the word
“push” for Duo Push, the word “phone” for a phone call, or a one-time passcode. This configuration does
not support IP-based network policies or device health requirements when using the AnyConnect client

o FTD VPN using RADIUS: Choose this option for Cisco Firepower Threat Defense (FTD) Remote Access VPN.
With this configuration, end-users receive an automatic push or phone call for multi-factor authentication
after submitting their primary credentials using the AnyConnect Mobility Client or clientless SSL VPN via
browser. Users may append a different factor selection to their password entry. This configuration supports
Duo policies for different networks (authorized networks, anonymous networks, or geographical locations as
determined by IP address) when using the AnyConnect client

For detailed information on the above authentication methods, checkout the following links:

https://duo.com/docs/cisco
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Login Request

 Cisco AnyConnect Secure Mobility Client - X ol l 1 I N
cisco
VPN:
Connected to az. .com. Cisco
K az.Srevpn.com @ Cisco AnyConnect | az.swvpn.com % CiscoMFA
ISCOI
az.srwvpn.com
a Please enter your username and password.
Group: swvpn
Username: answami
R i ity:
loaming Security: Password: | eewens . |
Umbrella is active.
Second Password: | *+++| |
oK Cancel
AMP Enabler:
AMP for Endpoints installed.
E] ® il \/ ><
cisco

Approve Deny

Figure 6. Cisco Duo

Cisco Umbrella Roaming Security Module: The Cisco Umbrella Roaming Security module for Cisco
AnyConnect provides always-on security on any network, anywhere, any time — both on and off VPN. The
Roaming Security module enforces security at the DNS layer to block malware, phishing, and command and
control callbacks over any port. Umbrella provides real-time visibility into all internet activity per hostname both
on and off your network or VPN.

License requirement to enable Umbrella Roaming Security Module:

Cisco Umbrella Roaming service Basic DNS-layer security

The same Umbrella Roaming Security module is used regardless of the subscription. Subscription is required to
enable features.

's Cisco AnyConnect Secure Mobility Client — X

VPN:
Connected to az.srwvpn.com.

az.srwvpn.com

Roaming Security:
Umbrella is active.

AMP Enabler:
AMP for Endpoints installed.

@ alvaln
cisco
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Figure 7. Cisco Umbrella Roaming Security Module

Cisco AnyConnect AMP Enabler: Cisco AnyConnect AMP Enabler is used as a medium for deploying Advanced
Malware Protection (AMP) for Endpoints. It pushes the AMP for Endpoints software to a subset of endpoints
from a server hosted locally within the enterprise and installs AMP services to its existing user base. This
approach provides AnyConnect user base administrators with an additional security agent that detects potential
malware threats happening in the network, removes those threats, and protects the enterprise from
compromise. It saves bandwidth and time taken to download, requires no changes on the portal side, and can
be done without authentication credentials being sent to the endpoint. AnyConnect AMP Enabler protects the
user both on and off the network or VPN.

’S Cisco AnyConnect Secure Mobility Client — X

VPN:
Connected to az.srwvpn.com.

az.srwvpn.com

Roaming Security:

Umbrella is active.

AMP Enabler:
AMP for Endpoints installed.

@ alvaln
cisco

Figure 8. Cisco AMP Enabler
License requirement to enable AMP Enabler:

Cisco AMP license Essential, Advantage or Premier

Security Integration

Let's look at the security integration covered in this design guide. We will start with a VPN configuration on the
firewall. Once firewalls are ready to accept VPN connection, we will then integrate the Cisco firewall with the
following security controls to get the desired security, visibility, and threat protection.
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Two factor authentication File, Malware & IPS Check

Cisco Cisco Umbrella Cisco Advanced

AnyConnect Roaming Malware
Secure Security Protection
Mobility Client Modules Enabler

VPN Client DNS layer security

Figure 9. Cisco Security Integration for Secure Remote Worker
It is essential to configure the AWS network before implementing the above security controls—the design
implementation section has detailed information on Network Integration.

NOTE: Cisco Duo, Umbrella, and AMP offer EU based locations for customers having to follow EU rules.
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Amazon Web Services Overview

Amazon Web Services (AWS) is a public cloud service provider for building, testing, deploying, managing
applications and services. AWS is amongst few leaders in a public cloud provider that offers infrastructure as a
service (laaS), platform as a service (PaaS), container as a service (CaaS), function as a service (FaaS), and
software as a service (SaaS). This document covers how a remote access VPN user securely access the cloud
resources using Cisco AnyConnect secure mobility client and other security modules.

Before we dive into the secure architecture, it is essential to define the importance of network-related services
used in the document. AWS offers a wide range of network services that will integrate with the Cisco security
portfolio to provide an unmatched secure remote worker experience. This Cisco validated design guide (CVD)
covers the following AWS services to build a highly secure and resilient architecture for Cisco Secure Remote
Worker.

o AWS Virtual Private Cloud (VPC): AWS VPC is a logically isolated section of the AWS cloud. It provides
complete control over the virtual networking environment, including selection of your customized IP address
range, creation of subnets, and configuration of route tables and network gateways (AWS Documentation)

o AWS Availability Zone (AZ): AWS locations are composed of Regions and Availability Zones. Each Region is
a separate geographic area. Each Region has multiple, isolated locations known as Availability Zones.
Availability Zone is a separate data center with separate network connection, power and cooling (AWS
Documentation)

« AWS Route Table (RT): A route table contains a set of rules, called routes, that are used to determine
where network traffic from your subnet or gateway is directed (AWS Documentation)

o AWS Internet Gateway (IGW): An internet gateway is a horizontally scaled, redundant, and highly available
VPC component that allows communication between instances in your VPC and the internet (AWS
Documentation)

o AWS Transit Gateway (TGW): AWS transit gateway acts as a cloud router that connects VPCs and on-
premises networks through a central hub. (AWS Documentation)

o AWS Security Group (SG): AWS security group (SG) acts as a virtual firewall for your EC2 instance to
control inbound and outbound traffic. AWS security group controls traffic on five-tuple information (AWS
Documentation)

« AWS EC2 instance (EC2): Amazon Elastic Compute Cloud is a virtual machine in AWS (AWS
Documentation)

o AWS Elastic Network Interface (ENI): An elastic network interface is a logical networking component in a
VPC that represents a virtual network card (AWS Documentation)

o AWS Elastic IP (EIP): AWS EIP is a public IP address mapped to the EC2 instance (AWS Documentation)

« AWS Route53: AWS Route 53 is a highly available and scalable cloud DNS service. It is designed to
integrate with AWS services (AWS Documentation)

AWS Marketplace Listing
Cisco offers Cisco ASAv, NGFWv, and FMCv in AWS Marketplace.

» Cisco Adaptive Security Appliance Virtual (ASAv): ASAv has two listings (Standalone and High Availability);
this CVD covers multiple standalone devices for VPN load balancing
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= Software Pricing Plans Mers info
[ Bring Your Own Licenss . [cisco Firepower Management Center (FMcy) BYOL m
@ alaln - -
## (7)| 6.6.0-80 Previous versions | By Clsco Systems, inc.
[ Annual (1) cisco
e i/, Other 6.6,0-80 | S4-t (46} Amazon Machin g (A1) | Uptec: 518120

Cisco Firepower Management Genter manages network security and operational functions for Gisco NGIPS and NGFW products. It automatically aggregates and correlates information. Reduce your

« Supported Licensing Model for ASAv and FTDv instance: Instances are licenses using Cisco smart licensing
and following licensing models are available

Licensing O BYOL : Bring-your-own-license A

BYOL : Bring-your-own-license

PAYG : Pay-as-you-go

« Bring-your-own-license (BYOL): Customers can use licenses available in their smart account on cisco
firewalls deployed in AWS

« Pay-as-you-go (PAYG): This option enables a full-featured firewall, and customers are billed directly by
AWS for compute and device licenses

Cisco ASAv and NGFWv supported instance type

Cisco ASAv supports the following mentioned instance types only (ASAv datasheet) enable license to support
throughput.

c3.large, c4.large, c5.large, m4.large ASAvV5
c3.large, c4.large, c5.large, m4.large ASAv10

c3.xlarge, c4.xlarge, c5.xlarge, m4.xlarge ASAv30
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https://www.cisco.com/c/en/us/products/collateral/security/adaptive-security-virtual-appliance-asav/datasheet-c78-733399.html

AWS Instance Size Supported License Entitlement

c3.2xlarge, c4.2xlarge, c5.2xlarge, m4.2xlarge ASAvV50

c5.4xlarge, c5n.4xlarge ASAv100

Cisco Firepower Next-Generation Firewall supports the following mentioned instance types only (NGFWv
datasheet) enable license to support throughput and the maximum number of VPN endpoints.

c3.xlarge, c4.xlarge, c5.xlarge, ¢5.2xlarge, c5.4xlarge NGFWv

Note: c5.2xlarge and c5.4xlarge can have upto eight interfaces.

Cisco Firepower Management Center (FMCv) supports management of NGFWv provisioned in AWS or outside
AWS.

AWS Instance Size

Maximum NGFWVv firewall

management support

c3.4xlarge, c4.4xlarge, c5.4xlarge NGFWv 25

Note: Refer to our datasheets for updated VPN numbers and throughput.

© 2021 Cisco and/or its affiliates. All rights reserved. Page 16 of 70


https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html

Cisco Secure Remote Worker Architecture for AWS

Today more and more organizations are consuming services, workloads, and applications hosted in AWS. AWS
provides a wide range of services that offer ease of usability, orchestration, and management. Customers are
embracing these services, but this resource consumption model opens another attack surface. Using Cisco
Security controls, customers can provide a secure connection to the AWS cloud infrastructure.

This remote access VPN architecture protects multi-VPC, multi-AZ (availability zone) by extending the Cisco
Secure Remote Worker solution. This Architecture brings together Cisco Security and AWS Infrastructure-as-a-
service (laaS) and extends remote access VPN capabilities with Duo, Umbrella, and AMP Enabler.
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Figure 10. Secure Remote Worker architecture for multi-VPC, multi-availability zone
The above network design has the following components and services:

o Cisco ASAv or Cisco NGFWVv for SSL VPN termination (TLS and DTLS)
¢ Cisco Secure Anyconnect Mobility Client on the endpoints
o Authentication
> Microsoft Windows 2019 Active Directory (LDAP)
e Threat protection
> Umbrella Security Roaming Module (DNS layer security)
o AMP Enabler (File, IPS, and Malware policies)
¢ AWS Hub and Spoke model

o AWS transit gateway to connect VPCs
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o AWS Route53 to load balance remote access VPN (RAVPN)

o AWS Security Group on workloads for micro-segmentation

o

o

o

AWS availability Zone for fault domains
AWS Internet Gateway for internet connectivity

AWS route table for routing

> AWS transit gateway for connection to the Data Center (not in scope)

Traffic Flow

North-South traffic flow (VPN traffic): AWS blocks layer-2 visibility required for native HA and VPN load
balancing. To enable resiliency and VPN load balancing, one must rely on the native cloud services such as
AWS Route 53 and AWS route table. In this architecture, VPN users send a DNS query to AWS Route 53 and
receive the Cisco Firewall's IP address, then make an SSL VPN connection to the firewall. AWS route 53 tracks

all the firewalls using health-checks, and it load-balances VPN connection endpoints (Cisco Firewalls).

o Each Cisco Firewall would have separate VPN pool CIDR

o To maintain symmetry, AWS route in subnet sends traffic back to the correct firewall

o Traffic uses AWS transit gateway to reach the spoke VPC

o Each AZ sh

Amazon Route 53

Remote Ihtorot
Worker [ISiatios
Gateway

VPN user

connects to
firewall

Figure 11.

ould have multiple firewalls
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North-South traffic flow (VPN)

Inbound traffic flow (non-VPN traffic): For inbound non-VPN traffic, we used AWS Network Load Balancer
(NLB). NLB keeps monitor the health of each firewall in the backend pool. Traffic lands on NLB using NLB's
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DNS/FQDN, then NLB load balances traffic to the firewall, and all ingress traffic is translated to inside interfaces
so that return traffic will come back to the same firewall.

o
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Figure 12. Figure12. Inbound traffic flow (non-VPN traffic)

Outbound traffic flow (non-VPN traffic): For outbound non-VPN traffic, we used AWS NAT gateway (NAT
GW). Here is the detailed traffic flow:

¢ Route table associated with Spoke1/2 VPC has a default route that points to AWS Transit Gateway
« Transit Gateway route table has a default route that points to HubVPC
¢ Private subnet in HubVPC has a route-table which contains a default route that points to NAT gateway

e Public subnet is HubVPC has a route-table that contains routes for spoke-VPCs that points to AWS transit
gateway
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Figure 13.

Outbound traffic (non-VPN traffic) uses AWS NAT gateway

Remote access VPN key capabilities for traffic and threat management

Static Split Tunnel versus Dynamic Split Tunnel

The default behavior of a VPN client is to tunnel all traffic. The client sends everything through the tunnel unless
the split tunnel is defined. Split tunnels are of two types static and dynamic.

Remote
Worker

salesforce

All traffic is routed
via tunnel
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Figure 14. Remote employee accessing resources hosted in the data center (tunnel-all)

Static Split Tunnel

Static split tunneling involves defining the IP addresses of hosts and networks that should be included in or
excluded from the remote access VPN tunnel. The limitation of the static split tunnel is that it is based on IP
addresses defined in the split tunnel ACL. You can enhance split tunneling by defining dynamic split tunneling.

access-list stunnel standard permit IP 10.82.0.0 255.255.0.0
group-policy vpn-user attributes
split-tunnel-network-list value stunnel

The above configuration pushes the route for 10.1.0.0 255.255.0.0 network to the VPN client. The VPN client
only sends traffic for 10.1.0.0/16 through the tunnel. Traffic not destined for 10.1.0.0/16 network is not part of
the VPN tunnel.

FTD configuration example for split tunnel: Link

Q

salesforce @

SaaS

Data Center / Cloud

Internet
Traffic

TLS or IPsec VPN Tunnel

Remote ) %

Worker Cisco ASA
or
Cisco NGFW
Figure 15. Traffic destined for 10.1.0.0/16 is sent through the VPN tunnel, other traffic is exempted from
VPN tunnel

Dynamic Split Tunnel

With dynamic split tunneling, you can fine-tune split tunneling based on DNS domain names. Because the IP
addresses associated with full-qualified domain names (FQDN) can change or simply differ based on region,
defining split tunneling based on DNS names provides a more dynamic definition of which traffic should, or
should not, be included in the remote access VPN tunnel. If any addresses returned for excluded domain names
are within the address pool included in the VPN, those addresses will then be excluded. Excluded domains are
not blocked. Instead, traffic to those domains is kept outside the VPN tunnel.

Example: you could send traffic to Cisco WebEXx, salesforce and Office365 on the public Internet, thus freeing
bandwidth in your VPN tunnel for traffic that is targeted to servers within your protected network.
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Cisco ASA
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Cisco NGFW

Figure 16. Dynamic split tunnel applied (exclude traffic destined to exclude domains)
Cisco ASA natively supports a "dynamic split-tunnel" feature. On the Cisco Next-Generation firewall, the
dynamic split tunnel feature is configured using Flex-Config.

VPN always on

Always-0On operation prevents access to Internet resources when the computer is not on a trusted network,
unless a VPN session is active. Enforcing the VPN to always be on in this situation protects the computer from
security threats.

When Always-On is enabled, it establishes a VPN session automatically after the user logs in and upon
detection of an untrusted network. The VPN session remains open until the user logs out of the computer, or the
session timer or idle session timer (specified in the ASA group policy) expires. AnyConnect continually attempts
to reestablish the connection to reactivate the session if it is still open; otherwise, it continually attempts to
establish a new VPN session.

When Always-On is enabled in the VPN Profile, AnyConnect protects the endpoint by deleting all the other
downloaded AnyConnect profiles and ignores any public proxies configured to connect to the ASA.
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Figure 17. VPN always on feature

Cisco ASA
or
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A remote worker is protected by the solutions mentioned above when the remote worker is on or off the VPN

connection.

No VPN connection - Cisco AnyConnect modules provide protection when users are not on a VPN.

e Cisco Umbrella Roaming Module continues to provide DNS layer security

e Cisco AMP enabler continues to protect against the threats

e Cisco Duo continues to provide MFA for SaaS applications

salesforce @

Figure 18. Remote worker is not connected to VPN

Data Center / Cloud

Cisco ASA
or
Cisco NGFW

VPN without a split tunnel - Cisco AnyConnect modules provide protection when users are on a VPN and split

tunnel is not enabled.

¢ Cisco Umbrella Roaming Module continues to provide DNS layer security
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e Cisco AMP enabler continues to protect against the threats

¢ Cisco Duo continues to provide MFA for SaaS and Cloud applications

salesforce @

Data Center / Cloud
Ch BUe (=
SaaS || |
Users (-5 BUS It #
All traffic is routed Inteﬁet
via tunnel atnc
Internet
TLS or IPsec VPN Tunnel —
Cisco ASA
or
Cisco NGFW
Figure 19. Remote worker is on VPN (no split tunnel)

VPN with a split tunnel - Cisco AnyConnect modules provide protection when users are on a VPN with a split
tunnel enabled.

e Cisco Umbrella Roaming Module continues to provide DNS layer security

o Cisco AMP enabler continues to protect against the threats

e Cisco Duo continues to provide MFA for SaaS and Cloud applications

J

salesforce

Data Center / Cloud

()
)
Internet

Traffic

Internet

TLS or IPsec VPN Tunnel

Remote

Worker Cisco ASA
or
Cisco NGFW

Figure 20. Remote worker is on VPN (split tunnel)
VPN with a dynamic split tunnel - Cisco AnyConnect modules provide protection when users are on a VPN
with a dynamic tunnel enabled.

e Cisco Umbrella Roaming Module continues to provide DNS layer security
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e Cisco AMP enabler continues to protect against the threats
e Cisco Duo continues to provide MFA for SaaS and Cloud applications

e Excluded domains are excluded from VPN encryption but still protected by Umbrella, and AMP

salesforce @

Data Center / Cloud

b DS
Excluded Domains
SaaS Users

Cisco
Umbrella

Internet
Traffic

TLS or IPsec VPN Tunnel

Worker Cisco ASA
or
Cisco NGFW

Figure 21. Remote worker is on VPN (Dynamic split tunnel - exclude domain)
VPN with always on VPN feature enabled - Cisco AnyConnect modules provide protection when users are on
a VPN and split tunnel is not enabled.

¢ Cisco Umbrella Roaming Module continues to provide DNS layer security
o Cisco AMP enabler continues to protect against the threats

e Cisco Duo continues to provide MFA for SaaS and Cloud applications

salesforce

Data Center / Cloud

Users
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Internet
Traffic

Internet
=3 TLS or IPsec VPN Tunnel =
AMP4E E il
Remote | | |
Worker Cisco ASA
(untrusted network) or
Always-On operation prevents access Cisco NGFW
to Internet resources when the
computer is not on a trusted network.
Figure 22. Remote worker is on the trusted network (always-on-VPN)
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Non-VPN Remote worker (Duo Network Gateway)

Remote workers without Cisco Secure AnyConnect Mobility Client can use Cisco Duo Network Gateway to
securely access internal web applications from any device, using any browser, from anywhere in the world.
Users can also remotely SSH to configured hosts through Duo Network Gateway after installing Duo's
connectivity tool, providing server access without a VPN.

Users first authenticate to Duo Network Gateway and approve a two-factor authentication request before they
may access your different protected services. Session awareness minimizes repeated MFA prompts as users
access additional services and hosts via your gateway.

Data Center / Cloud

Duo Network Gateway

https (443) —p
Internet >

Remote 9' I

Worker -
No A VPN Cli
(No AnyConnect Client) SAML 2.0

Identity Provider

Figure 23. Non-VPN remote worker (Duo Network Gateway)
Duo Network Gateway: DNG Documentation
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Design Implementation

Since we have covered the design specifics, we will begin implementing and setting up the AWS environment.
We will start by setting up the AWS VPCs as per the design shown in the below diagram. Once VPCs are ready,
we will attach an internet gateway to HubVPC, followed by a transit gateway attachment. Once our base

network is ready, we will deploy ASAs and add ASAs in AWS route53 to load balance VPN sessions.
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Figure 24. Secure Remote Worker architecture for multi-VPC, multi-AZ

Network Implementation Overview

¢ Set up the Infrastructure

o

Create VPCs and Subnets

o

o Deploy Transit Gateway and add VPCs

o

Deploy and Cisco Firewall (ASAv) in AZ1, AZ2, and AZ3
o Configure routing and VPN load balancing
> Create and associate route tables
> Configure VPN ASAs (HubASA1, HuUbASA2, and HuUbASA3)

o Create and configure AWS route 53

Deploy Associate\ Configure
Firewalls

on
Firewalls
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Figure 25.

Network Implementation

Security Implementation Overview

« Configure Cisco ASAv (enable VPN configuration)

« Integrate Cisco Duo for two-factor authentication

« Integrate Cisco Umbrella Roaming Security Module

Cisco
AnyConnect
Secure
Mobility Client

Figure 26.

Integrate Cisco AMP Enabler

Cisco Advanced
Malware
Protection
Enabler

Cisco Umbrella
Roaming

Security
Modules

Security Implementation

Set up the AWS Infrastructure

In this section, we will create new AWS VPCs and configure all the associated components that we need for our

deployment.

Implementation procedure:

¢ Infrastructure Deployment

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.
Step 6.
Step 7.
Step 8.

Create the VPCs

Create the Subnets in each VPC

Create Internet Gateway and attach it to the HubVPC

Create Transit Gateway and attach VPCs

Deploy ASAs and Workloads in VPCs

Create, configure and associate route tables

Configure VPN ASAs (HubASAO01, HubASA02, and HubASAO03)
Configure AWS route53 for VPN load balancing

« Authentication

o Configure LDAP authentication for RAVPN

Step 1.
Step 2.
Step 3.

Add aaa-server group on ASAVs
Edit aaa-server settings

Change primary authentication in Anyconnect Connection Profile

« Enable two-factor authentication with Duo (LDAP with Duo)

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.
Step 6.

Setup use on Duo portal

Add Application on Duo portal

Configure aaa-server (LDAP-Duo)

Edit Duo-LDAP and add servers in the selected server group

Edit AnyConnect VPN profile and add LDAP-Duo for two-factor authentication

Download and install certificates on all ASAVs
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Step 7. Download and install Cisco Duo package on all ASAVs for clientless VPN
o Threat Protection
o Umbrella Roaming Security Module
Step 1. Download Umbrella Roaming Security Module
Step 2. Setup AnyConnect Client Profile
Step 3. Enable Umbrella Roaming Security Profile
Step 4. Enable Umbrella DNS Security
o AMP Enabler
Step 1. Create Endpoint Group for RAVPN users
Step 2. Create Endpoint Group policy for RAVPN users
Step 3. Download connectors for MAC, Windows, Linux, and Android
Step 4. Add AMP Enabler Service Profile
Step 5. Edit the Group-Policy to Download the AnyConnect AMP Enabler

Infrastructure Deployment

Step 1. Create the VPCs - Log on to the AWS console and search for ‘VPC’ service. Click on “Your VPCs”
then click create VPC for each of the VPCs in the table below.

HubVPC 10.0.0.0/16 Hub
Spoke1VPC 10.1.0.0/16 Spoke1
Spoke2VPC 10.2.0.0/16 Spoke2

aws

Services v  Resource Groups v %

D New VPC Experience
ot what you ik o o 8 e
VPC Dashboard » Q Filter by tags and attributes or search by keyword 1t0dofd
Filter by VPC:
. Name - VPCID - State - IPVACIDR  IPv6CIDR DHCP options set Main Routs table Main Network ACL
Q Selecta VPG
Spoke2VPC vpc-08297061184dd3bd  available  10.2.0.016 - dopt-87e93aec b-Ocbacd58b5bo627co ack-Ob1fBeefeacd7ed1d
- ‘é'fgl';';L PRIVATE Spoke1VPC vpc-0cce0280118d13c40  avallable  10.1.0.046 - dopt-87e3aec tb-038a2eBBeb4baaz52 ack-0a1c2595¢591138df
HUBVPC vpc-DleadcboicBeecafe  avallable  10.0.0.016 - dopt-87e93aec b-0854580d775552b50 ack0d22588d5fcafastd
Py vpe-154b17e avallable  172310... - dopl-87e93aec b-8fbd3bed ack-4bc76320
ubnets

Step 2. Create Subnets in each VPC - Click on the VPC - Subnets - Create Subnets and create subnets in
the table below.

10.0.0.0/24 HubmgmtO1
HubVPC 10.0.3.0/24 Hubmgmt02
10.0.6.0/24 Hubmgmt03

10.0.1.0/24 HuboutsideO1

© 2021 Cisco and/or its affiliates. All rights reserved. Page 29 of 70



10.0.4.0/24
10.0.7.0/24
10.0.2.0/24
10.0.5.0/24
10.0.8.0/24
Spoke1VPC 10.1.1.0/24

Spoke2VPC 10.2.1.0/24

Services v  Resource Groups ~

Huboutside02
Huboutside03
Hubinside01
Hubinside02
Hubinside03

Spoke01-Web

Spoke02-Web

= ceo
VPC Dashboard new q Filter by tags and attributes or search by keyword 1to 14 of 14
Filter by VPG:
ter by } Name ~ Subnetin - State - VPG -~ IPV4CIDR - Avallable IPvé.- IPv6 GIDR Avallabllity Zone = Availability Zor
Q Selacta VPG
subnet-555bdc19 avallable  vpe-154fb17e 1723132020 4091 us-east-2c usez-az3
v ;TJ:,‘;L PRIVATE Subnet-3d540b47 available  vpe-154fb17e 1723116020 4091 us-east-Zb use2-az2
subnet-73826318 available vpe-154fb17e 172.31.0.020 4091 us-east-2a use2-az1
Your VPCs
Hubinside01 subnet-0048288256ab04721  avallable  vpo-OfeadcboicBoecafe | . 10.02.0124 248 us-east-2a use2-azt
Hubinsids02 ‘subnet-Db5df14fB9aBe2364 available  vpc-OfeadchcicBescafe | .. 10.0.5.0i24 248 us-east-20 usez-az2
Route Tables
Hubinside03 subnel-07cESe05a0BI6047c  avallable  vpe-OfeadcSclcBcecafe | ...  10.0.8.0i24 249 us-east-2c usez-az3
Internet Gateways ves
Hubmgmi01 Subnet-02697¢13471708ciT available  vpe-OfeadcBcTcBoecafe | .. 10.0.0.024 249 us-east-2a usez-az1
I
zga'fjas;"" ntarnst Hubmgmto2 Subnet-0250df5721c8aefzc available  vpo-OfeadoBotcBoecate | .. 10.0.3.0/24 250 us-east-2b use2-az2
N
Hubmgmto3 subnet-0220714a686ceabSe  avallable  vpo-Ofeadc6icicBoecafe| . 10.0.6.0124 250 us-east-26 use2-az3
DHCP Options Sels
Huboutside01 subnet-0B0352447d45047h  available  vpc-Dfeadc6icicBescats | .. 10.0.1.0i24 250 us-east-2a usez-azt
Elastic IPs »
astielis Huboutside02 subnet-Dc2e20ad0cedg96a6 available  vpc-OfeadcBeicBoecate | .. 10.0.4.0/24 249 us-east-2b useZ-az2
Managed Prefix Lists Huboutside03 subnet-0c496c1666a6188¢7 available  vpc-Ofea3ccicBoecafe | .. 10.0.7.024 250 us-east-2¢ use2-az3
Endpoints Spoke1-Web subnet-08e42686800775320 available  vpo-Ocee0280118d13040 | ... 10.1.1.0/24 249 us-east-2a usez-az1
Endpoint Senvices Spoke02-Web subnet-0a6c0M00347bac0a avallable  vpo-0G207061184dd3lbd | 10.21.0/24 249 us-east-2b use2-az2
NAT Galeways .

HubVPC has ASAs and it connects with Spoke1VPC and Spoke2VPC using the AWS transit gateway.

e HubASA1, HubASA2, and HubASA3
e Spoke01-Web01 (10.1.1.100)

o Spoke1VPC has a Linux machine for testing
e Spoke02-Web02 (10.2.1.100)

o Spoke2VPC has a Linux machine for testing

Step 3. Create Internet Gateway and attach it to HubVPC - Access AWS VPC service = click Internet

Gateway > Create Internet Gateway and once created attach it to HubVPC

Services v

Resource Groups

@D New VPG Experience
Tl 8 whest yo think
Internet gateways (2} o
VPC Dashboard

Filter by VPG: Q

Q Select a VPG

 VIRTUAL PRIVATE
CcLouD

Your VPCs

Name ¥ Internet gateway ID

v State A4

VPCID

Actions ¥ Create internet gateway

1 @

v Owner v

| HublGW

igw-0b64dfaa2caed4461

@) Attached

vpc-Ofea3cbecBeecafe | HubVPC

— |

- igw-cdeSTeac

@ Attached

vpe-154fb17e

Subnets

Route Tables

Internet Gateways new

Step 4. Create Transit Gateway and attach VPCs - Access AWS VPC service - Transit Gateways > Create
Transit Gateway
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Resource Groups

@D New VPG Experience

Tt wht you ek o 8 0

- Q Fiter by tags and attributes or search by keyword 1t010f1

Endpoint Services @ Name - Transit Gateway ID -  OwnerlD State -

NAT Gatewnya [m 1 tgw-0135a44724b7461 [ ) avalable]

Peering Connections

Transit Gateway: tgw-035ad47c24b74d61 [_J Q=]

¥ SECURITY

Metwork ACLs Details  Tags  Sharing

Security Groups

Transit Gateway ID  tgw-0f35a447c24b74d61 Owner account ID

w VIRTUAL PRIVATE State  availabie Amazon ASN 64512

NETWORK (VPN)

DNS support  enable VPN ECMP support  enable
Customer Gateways Auto acoept shared  disable Default association route table  enabls

Virtual Private Gateways attachments
Association routs table ID

Propagation route table ID

tgw-rtb-04ad00a0536350edd
tgw-rib-04ad00a0535350edd

Site-to-Site VPN Default propagation route table  enable

Connections
Client VPN Endpoints

¥ TRANSIT GATEWAYS

Transit Gateway
Attachments

Transit Gateway Route
Tables

Netwark Manager

Create the three Transit Gateway attachment for hub and spoke model

TG name VPC Name Subnets Associated

Attachment Type

TG-to-Hub HubVPC VPC attachment Hubinside01, Hubinside02, and

Hubinside03

TG-to-Spoke1 Spoke1VPC VPC attachment Spoke01-Web

TG-to-Spoke2 Spoke2VPC VPC attachment

Spoke02-Web

Services v  Resource Groups + %
D New VRC Experionce F—
Tl s it you ik L )
Filter by tags and attributes or search by keyword 1to30f3

Endpaints Q e Y

Endpoint Services . Name - Transit Gateway attachmentID  ~ Transit Gateway ID - Resource type- Resource ID - | state Associated route table ID - Associationstate -

NAT Gateways TG-to-Spoke2  lgw-attach-D4cB0MSM 831849 tgw-0f35a447c24b74d61 VPG wpc-06297061184dd3fbd  available tgw-rtb-04ad00a053635fed8 associated

Peering Connections TGo-Spoke?  lgw-attach-0460a3268b91b689b tqu-0t35a447c24b74d61 vee Vpc-0cos0280118d13c40  available tgu-r1b-04ad00a053635 ed8 associated
 SECURITY B TGioHb tgw-atiach-021921d08afBfee04 tgqu-0f353447c24b74d61 vpe vpc-OfeadcicicBoacate  available tguertb-04ad00a053635HedB assoclated

Network ACLs

Security Groups

VIRTUAL PRIVATE Transit Gateway Attachment: tgw-attach-02192fd08af6lee0d _)_J-

NETWORK (VPN)

Customar Gataways Details ~ Tags

Virtual Private Gateways i o

Transit Gateway LI 1 Transit Gateway owner ID

Site-to-Site VPN Transit Gateway 1D {gw-0f35a447c24574061 [rmpse———— ]

Gonnactions Resource typs  VPC State  available

Glient VPN Endpoints Resource ID  vpc-DieadcsecBeacale Associated route table  tgw-rib-04ad00a0S3B35ledB

state  associated i
 TRANSIT GATEWAYS Asseclation fesacle DNS support  enable
) SubnetIDs  subnet-0b5df14/89aBe2364 IPVE support  disable
Transit Gateways subnet-0d48288256ab04 72f
subnet-07c65605a0816047¢

Transit Gateway Route

Tables

Network Manager

Subnets for Transit Gateway attachment

VPC Name

TG-to-Hub

TG-to-Spoke1

TG-to-Spoke2
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Hubinside01, Hubinside02, and Hubinside03

Spoke01-Web

Spoke02-Web
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Create route-table in Transit Gateway and associate route table with HubVPC, Spoke1VPC, and Spoke2VPC

VPC Name Attachment Type

HubVPC VPC attachment
Spoke1VPC VPC attachment

Spoke2VPC VPC attachment

Services ~

Resource Groups

D New VPG Experiance Create Transit Gateway Route Table TS R
Tll s wht you ik i L
Filter by tags and attributes or search by keyword Tto1of1
Endpoints Q v
Endpoint Services , @ Name - TransitGateway route table ID  + Transit Gateway ID - State - Default association route table - Default propagation raute table -
NAT Gateways | @ TGWRT tgw-rtb-D4adD0a053635ledB tgw-035a44Tc24bT4dE1 available Yes Yas
Peering Connections
¥ SECURITY Transit Gateway Route Table: tgw-rib-04ad002053635feds _N_J=|
Network ACLs
Security Groups Detalls Propagations | Prefix list references  Routes  Tags
VIRTUAL PRIVATE Create association
NETWORK (VPN)
Customer Gateways Q, Filter by attributes or search by keyword 1to 3013
Virtual Private Gateways
Attachment ID Resource type Resource ID State
Site-to-Site VPN
Connections tgw-attach-0460a32e8bSbEI%D VPC wpc-Doce02801fBd 13040 associated
Client VPN Endpaints tgw-attach-021921d08af6fec04 vee vpe-DleascBetcBoecate associated
¥ TRANSIT GATEWAYS {gw-attach-04c90f0SMcBIRB4R vpe VpC-06297061184dd3Mbd assaciated
Transit Gateways
Transit Gateway
Attachments
Transit Gateway Route
Tables
Network Manager

Add routes in the route table associated to the transit gateway, the route table has routes for the following

subnets:

HubASA1 VPN pool 10.100.0.0/16 HubVPC

HubASA2 VPN pool 10.200.0.0/16 HubVPC

HubASA3 VPN pool 10.201.0.0/16 HubVPC

Spoke1VPC 10.1.0.0/16 Spoke1VPC

Spoke2VPC 10.2.0.0/16 Spoke2VPC

Default Route 0.0.0.0/0 HubVPC
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aws Services v  Resource Groups ~ %

R Create Transit Gateway Route Table B0 o 8 e

ndpoints Q Filter by tags and attributes or search by keyword 10101
Endpoint Services 4 @ Name = Transit Gateway route table ID' =« Transit Gateway ID ~ State ~ Default - route table ~
NAT Gateways Hew I @ TGWRT tgw-rtb- g available Yes Yes
Peering Connections
¥ SECURITY Transit Gateway Routa Table: tgw-rtb-04ad00a053635fed8. _J-}=]
Network ACLs
Secury Groups es Details jati Prefix list Tags
VIRTUAL PRIVATE The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes,

NETWORK (VPN)
Create static route
Customer Gateways

Virtual Private Gateways

@ Fitter by attributes or search by keyword 1070l 7
Site-to-Site VPN
Gonnections cIDR Attachment Resource type Route type Route state Profix List ID
Client VPN Endpoints 0.0.0.000 ttach | vpe-Ofead VPG static active
* TRANSIT GATEWAYS 10.0.0.016 g h-021 | vpe-0f vPC propagated active
Transit Gateways 10.1.0.018 gw-altach-0460s | vpe-0coe0280118d13¢40 vPC propagated active
Transit Gateway 10.100.0.0/16 ) h | vpe-Ofe VPC static active
Attachments 10.2.0.018 tgw-altach-04c90f09F cBIfB49 | vpo-0B2970611B4dd3fbd vPe propagated active
Transit Gateway Route| 10.200.0.0116 ttach | vpe-ofi VPG static active
Tables
10.201.0.016 gw-attach-021 | vpe-0f vPC static active

Network Manager

Step 5: Deploy ASAs and Workloads in VPCs - Deploy the following workloads in AWS VPCs and allow traffic in
the AWS security group. Three ASAs are deployed in this architecture, each AZ has one ASAv, but we recommend
using multiple ASAs per AZ.

Deploy Workloads in HubVPC, Spoke1VPC, and Spoke2VPC

o Access AWS marketplace and search for Microsoft Window Server 2016 or 2019 and Cent OS and deploy

instances.
s rvone s s 05—
HubADO1 HubVPC HubmgmtO01 10.0.0.55 TCP 389 Windows Server
2019
Spoke01-Web01 Spokel1VPC Spoke01-Web 10.1.1.100 TCP 80 CentOS 7.5
Spoke02-Web01 Spoke2VPC Spoke01-Web 10.2.1.100 TCP 80 Cent0OS 7.5

¢ Active Directory Server:
o Deploy MS Windows Server 2016 or 2019 from AWS Marketplace
o Install AD services, create a domain, and add users

> Ensure Windows firewalls, and AWS security allows TCP 389 (LDAP), and ICMP traffic
¢ Red HAT VMs:

o Deploy Red HAT from AWS Marketplace
o Install httpd service and start httpd

o Ensure iptables, and AWS Security Group allows TCP 80 traffic, and ICMP traffic
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Services

Resource Groups

@ New EC2 Experience
X L A o % @
EC2 Dashboard Q Filter by tags and attributes or search by keyword [~] 1to6of6
Events new
vents Mama ~| Instance ID - InstanceTyps - | Availability Zone - Instance State - Status Checks - AlarmStatus | PublicDNS(IPvé) - [Pvé Public IP 1Pve 1
Tags
[®  husaoor 1084ea33tadacttled  t2micro us-east-2a @ running © 22checks.. Mone » 3132.474.26 |
Limits
HubASAD1 =0T14127094049869¢ «c5.2xlarge us-gast-Za @ running & 2/2chacks .. None \n 3.23.149.111 -
v Instances HubASAD2 019003045895080an 5 2xlarge us-east-2b @ running © 22checks .. None » 13.50.176.234
HubASAD3 -0a575248bbbB2b5ih 5 2xdarge us-east-2¢ @ running © 212 chacks None “ 3128225110
Instance Types @  Spoke01-Web01 0bb816d1chBbAcSba  t2micra us-east-2a & running © 22checks .. Mone Y
Launch Templates B Spoke02-WebD1 L0d76c123cBIE0189  12.micto us-aast-2b @ running @ 22checks . None -
Spot Requests
Savings Plans

Step 5. Deploy Cisco ASAVS - Deploy ASAs in HubVPC - Access AWS marketplace and search Cisco ASA
and deploy BYOL offering

HubASAO1

HUbASA02

HubASA03

Services

HubVPC HubmgmtO01
HuboutsideO1

Hubinside01

HubVPC Hubmgmt02
Huboutside02

Hubinside02

HubVPC Hubmgmt03
Huboutside03

Hubinside03

~  Resource Groups ~

10.0.0.10
10.0.1.10
10.0.2.10

10.0.3.10
10.0.4.10
10.0.5.10

10.0.6.10
10.0.7.10
10.0.8.10

TCP 22, 80 & 443

TCP 22, 80 & 443

TCP 22, 80 & 443

ASAv 9.14.x

ASAv 9.14.x

ASAv 9.14.x

@D New EC2 Experience "
el us whatyou thiek X ctions A O © O
EC2 Dashboard tew @ Filter by tags and attributes or search by keyword [>] 1to6of6
Events new
Name =~ Instance ID - Instance Type - Availability Zone -~ Instance State - Status Checks - Alarm Status Public DNS (IPvd) = IPvd4 Public IP IPvE |
Tags
HubADO1 H084ea33iadacTHed  t2.micro us-gast-2a @ running & 22checks ... None ™ 313217426
Limits
@ HubASAD1 i-0714127084cA9868c ¢S5 2xlarge us-east-2a & running & 212 checks _ None % 323148111
¥ Instances @  HubASAD2 H0f90a3035895e80aa S 2xlarge us-gast-2b & running & 2/2checks ... None ™ 13.58.176.234
- HubASAD3 i-0a575249bbba2b5fb ¢S 2xlarge us-sast-2c & running & 272 checks .. None ‘9 3.128.225.110
Instance Types Spoke01-WebD1 i-0bb816d1cbebBesba 12 micro us-east-2a @ running 22 checks ... MNone -
Launch Templates Spoke(2-Web01 i-0d76c123c81460189 12 micro us-east-2b @ running & 212 checks _ None W
Spot Requests
Savings Plans

e Access AWS console, click EC2 - Launch Instance - Click AWS Marketplace - Search for Cisco ASA and
click Cisco ASA BYOL offering to deploy ASAv (you can also use Standard (PAY-G) offering)
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1.Choose AMI 2 Chooselnstance Type 3. Configure Instance & Add Storage 5. Add Tags 6. Gonfigure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Gancel and Exit
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or you can select one of
your own AMls.

tems Manager |
Quick Start (0) 110 2 of 2 Products
My AMIs (0) il Cisco Adaptive Security Virtual Appliance (ASAv) - Standard Package m
alialn
cisco ek (12)19.14.1.10 Previous versions | By Cisco Systerms, Inc.
AWS Marketplace (2) i
Starting from $0.63/hr or from $4,125 00yt (32% sawvings) for software + AWS usage fees
Community AMIs (0) free Trlal Linux/Urix, Othar 9,14.1.10 | 64-bit {xBE) Amazon Machine Image (AMI) | Updiated: 7/3/20
The Gi daptive Security Virtual Appl brings full firewall to virtualized to secure data center traffic and multi-tenant environments.
¥ Catagories More infa
CREETE Cisco Adaptive Security Virtual Appliance (ASAV) - BYOL
altaln
| (ll sclc * (1)]9.14.1.10 Previ rsions | By Cisco Systems, Inc
~ Operating System LimaxUriéx, Other 8.14.1.10 | Ba-bt (xBE) Amazon Machine Image (AMI) | Updated: /10720
The © daptive Security Virtual Appli brings full firewall functi to virtualized to secure data center traffic and multi-tenant environments.

¥ All Linux/Unix

() other @) More info

¢ Read pricing information and click continue

« Select correct instance type as per the requirement

Services v  Resource Groups ~ %

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Conligure Security Group 7. Review
Step 2: Choose an Instance Type
L AL - — - - — N——
@ chgd.4xlarge 16 32 1 x 950 (SSD) Yes Up to 10 Gigabit Yes
@ chigd.Bxlarge 32 B4 1% 1900 (SSD) Yes 12 Gigabit Yes
(] c6gd.12xlarge 48 96 2 x 1425 (SSD) Yes 20 Gigabit Yes
(/] Compute optimized cBgd.16xlarge 64 128 2 x 1900 (SSD) Yes 25 Gigabit Yes
@ Compute optimized c6gd.metal 64 128 2 x 1900 (SSD) Yes 25 Gigabit Yes
c5n.large 2 5.25 EBS only Yes Up to 25 Gigabit Yes
c5n.xlarge 4 105 EBS only Yes Up to 25 Gigabit Yes
(] ©5n.2xlarge 8 21 EBS only Yes Up to 25 Gigabit Yes
Compute optimized c5n.dxlarge 16 42 EBS only Yes Up to 25 Gigabit Yes
@ Compute optimized cbn.9xlarge 36 96 EBS only Yes 50 Gigabit Yes
@ c5n.18xlarge 72 192 EBS anly Yes 100 Gigabit Yes
"] c5n.metal 72 192 EBS only Yes 100 Gigabit Yes
@ c5d.large 2 4 1 x 50 (SSD) Yes Up to 10 Gigabit Yes
@ Compute optimized c5d.xlarge 4 8 1x 100 (SSD) Yas Up to 10 Gigabit Yas
@ Compute optimized c5d.2xlarge 8 16 1 x 200 (SSD) Yes Up to 10 Gigabit Yes
Conc Proviaus Nex Confiur nstance Detas

Click configure instance details, on instance details screen add the following information:
e VPN - HubVPC
o Subnet Information for ASA01:
o First Subnet/vNIC - Hubmgmt01
o Second Subnet/vNIC - Huboutside01

o Third Subnet/vNIC - HubinsideO1
Leave default storage setting and click add Tags

In Tags mention - Name - HUbASAO1

Select Security Group that allows traffic (22, 80, and 443)
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Click on launch and select key to deploy this instance
Now deploy HUbASAO02 and HubASAO3 using the following subnets:
o HubASA02
o First Subnet/vNIC - Hubmgmt02
o Second Subnet/vNIC - Huboutside02

° Third Subnet/vNIC - Hubinside02
o HubASAO03

o First Subnet/vNIC - Hubmgmt03
o Second Subnet/vNIC - Huboutside03
o Third Subnet/vNIC - Hubinside03

Now move m0/0 to management only and add default route on the outside interfaces; this step is optional and
added to segregate management and data traffic. Interface management0/0 can be used as a data interface, by
default ASA is configured with "no management-only" command. Use jump-box do add change management
interface configuration.

On ASA1 (HubASAO01)

Interface m0/0

ip address 10.0.0.10 255.255.255.0
management-only

!

route management 0.0.0.0 0.0.0.0 10.0.0.10
route outside 0.0.0.0 0.0.0.0 10.0.1.10

On ASA2 (HubASA02)

Interface m0/0

ip address 10.0.3.10 255.255.255.0
management-only

!

route management 0.0.0.0 0.0.0.0 10.0.3.1
route outside 0.0.0.0 0.0.0.0 10.0.4.1

On ASA2 (HubASA03)

Interface m0/0

ip address 10.0.6.10 255.255.255.0

management-only
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route management 0.0.0.0 0.0.0.0 10.0.6.1

route outside 0.0.0.0 0.0.0.0 10.0.7.1

Now map EIP on ethO and eth1 of allow ASAs (ethO is management and eth1 is outside)

Deploy Active Directory HubVPC - Access AWS marketplace and search for Microsoft Window Server 2016
deploy instance (HubADO1) in Hubmgmt01 subnet

e Once AD is deployed, install AD service

« Disable windows firewall

o Add a test user

o Allow TCP 389 port for LDAP in AWS security Group

Services ~

@ NewEC2 Experience

el us what you think
EC2 Dashboard rew
Events new

Tags

Limits

¥ Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts e

Capacity Reservations

AMIs

¥ Elastic Block Store
Volumes
Snapshats

Lifecycle Manager

X

Resource Groups ~ %

[ETIIEET LR Connect  Actions v A O & @
Q Filter by tags and attributes or search by keyword 1to6of6
Name ~  Instance ID ~ Instance Type - Availability Zone - Instance State - Status Checks - Alarm Status Public DNS (IPvd) - IPvaPubliclP -~ IPvBI
| @ HubADOY i-084ead3tadacTied  12.micro us-east-2a & running & 212 checks None W 3.132174.26
HUbASAQ1 FOT14127084049668c 5. 2xlarge us-gast-2a @ running @ 22checks.. None » 323148411
HubASAQZ 0f90a3035805e8eaa  c5.2xlarge us-east-2b @ running © 22checks.. Nons Y 13.59.176.234
HUbASADS -0a5752490bb8205f0 5. 2xlarge us-east-2c @ running @ 22checks.. None » 3.128.225.110
Spoke01-Web01 -0bbB16d1cbBbBcEba 12 micro us-east-2a @ running & 212 checks _ None W
Spoke02-Web01 H0dT6c123cB1460169  t2.micro us-gast-2b @ running @ 22 checks Nona =
Instance: | i-084ea331adac7Hed (HubADO1)  Elastic IP: 3.132.174.26 _R_N=]
Descripion | Status Checks | Monitoring | Tags.
Instance ID  i-084ea331adac7iled Public DNS (Pvd) -
Instance state  running 1Pvd Public P 3.132.174.26
Instance type  #2.micro PBIPs -
Finding ~ Opt-in to AWS Compute Optimizer for recommendations. Learn Elastic IPs ~ 3.132.174.26*
more
Private DNS __ip-10-0-0-55.us-east-2.compute.intarnal Avallailty zone _us-east-2a
Private Ps  10.0.0.55 Security groups  HUbSG. view inbound rules. view outbound rules

Secondary private IPs
VPC ID

Subnet ID

vpo-Ofeadcbiolcaoecale (HUbVPC)

subnet-02687¢1347f70acf7 (HubmgmiQ1)

Scheduled events Mo scheduled even

AMIID

ts

0aB3d9223efod9d62)

Platform details __ Windows

Windows_Server-2019-English-Full-Base-2020.08.10 {ami-

Natwork interfaces

&thd

Usage operation  Runinstances:0002

Deploy Web Servers

Access AWS marketplace and search for red hat instances and deploy in Spoke01VPC and Spoke02VPC

¢« Spoke01-Web01 in Spoke1VPC

« Spoke02-Web01 in Spoke2VPC

o Install httpd service and start it

e Allow port 80, 443 and ICMP traffic in AWS Security Group

Spoke01-Web01

e Deploy in Spoke1VPC

¢ Install httpd service and start it

e Allow port 80, 443 and ICMP traffic in AWS Security Group
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@D New EC2 Experience

el s what you think
EC2 Dashboard
Events

Tags

Limits

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts .

Capacity Reservations

¥ Images

AMis

¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security

Resource Groups ~

x Launch Instance Connect  Actions ¥ A0 % @
(Q Fitter by tags and attributes or search by keyword (%] 1to6of6
Name - Instance ID - Instance Type - Awailability Zone - Instance State ~ Status Checks ~ Alarm Status PublicONS (IPvd) - IPvéPubliciP -~ IPvB1
HubADO1 i-084eaddtadacTfed 2. micro us-sast-2a @ running @ 202 checks None “ 3132174.26 .
HubASAO1 10714127084049868c  c5.2xlarge us-east-2a @ running @ 202checks ...  None % 3.23.149.111 -
HubASAQ02 -0f80a3035895e8eaa c5.2xlarge us-gast-2b & running & 22checks... Nons “ 13.50.176.234 .
HubASAG3 10a575249bbb82b5M  c5.2xlarge us-gast-2c @ running © 2i2chacks ... None = 3.128.226.110 -
@ Spoke01-Web01 i-0bbB1Bd1chEbBCcSba  12.micro us-east-2a & running & 22 checks ...  None e - - |
Spoke02-Web01 10d76c123c61460189  tZ.micro Us-east-2b @ running @ 22 chacks None % -
Instance: | i-0bb816d1cbBbBcSba (Spoke01-Web01)  Private IP: 10.1.1.100 _J-}=|
Description | Status Checks | Monitoring  Tags
Instance ID  -0bbB16d1cb8bBcSba Public DNS (IPvd) -
Instance state  running 1Pva Public P -
Instance type  t2.micro &) B IPs -
Finding ~ Opt-in to AWS Compute Optimizer for recommendations. Learn Elastic IPs
more
Private DNS  ip-10-1-1-100.us-east-2. compute.internal Availability zone  us-east-2a
Private IPs ~ 10.1.1.100 Security groups  default. view inbound rules. view outbound rules
Secondary private IPs Scheduled events Mo scheduled events
VPGID  vpe-0cce028011Bd13c40 (Spoke1VPC) AMIID  RHEL-8.2.0_HVM-20200423-x86_64-0-Hourly2-GP2 (ami-
DaS4aefdefdn51881)
Subnet ID  subnet-08e42686809775320 (Spoke01-Weab) Platform details  Red Hat Enterprise Linux
Network interfaces  eth0 Usags operation  Runinstances:0010
1AM role Source/dest. check  False

Spoke02-Web01
¢ Deploy in Spoke1VPC

« Install httpd service and start it

o Allow port 80, 443 and ICMP traffic in AWS Security Group

@ New EC2 Experience —
Tol us what you ink X Launch Instance Connect | Actions A O & @
EC2 Dashboard e Q) Filter by tags and attributes or search by keyward [~] 1to6of6
Events «
Name + | Instance ID - instanceType - Availability Zone - Instance State - Status Checks - AlarmStatus  PublicDNS(IPvd) - IPvdPubliclP - IP61
Tags
HubADO1 -084ea331adacTed 2.micro us-east-2a @ running & 2i2checks.. None ‘,‘ 313217426 -
Limits
HUbASADT 10714127094c49860¢  c5.2xlarge us-east-2a @ rnning © 2i2checks...  None % 3.23.149.11 .
¥ Instances HUbASADZ -0f90a3035895680aa 65 2xlarge us-east-2b @ running @ 212 checks _ None ) 13.50.176.234 N
Instances HUbASAD3 1-0a575248bbbB205M  c5.2xarge us-east-2c @ running @ 2i2checks... None % 3.126.225.110
Instance Types Spoke01-Web01 -0bb816d1cbBbBcSba t2.micra us-east-2a @ running & 2i2checks... None ‘,' - -
Launch Templates @ Spoke02-Web01 1-0d76c123cB4E0189  t2.micro us-gast-2b & running © 2i2checks... None ) - -
Spot Requests 0d76¢123c81460189 (Spoke02-Web01)  Private IP: 10.2.1.100 _N-J =
Savings Plans —
Reserved Instanices Description  Status Checks ~ Monitoring ~ Tags
Dedicated Hosts Instance ID i-Dd76c123cB460189 Public DNS (Pvd) -
nni " P
Capacity Reservations Instance state  running 1Pv4 Public |
Instance type  t2.micro P8RS -
¥ Images Finding ~ Opt-in ta AWS Compute Optimizer for recommendations. Learn Elastic IPs.
mare
Als Private DNS  ip-10-2-1-100.us-sast-2.compute intermal Avallabiliy zone  us-east-2b
w Elastic Block Store Private IPs 10.2.1.100 Securlty groups  GeTaul, view INbound 1uies. view oulbound riles
Secondary private IPs Scheduled events  No schaduled events
Volumes VPCID  vpc-06207061184dd3fod (Spoks2VPC) AMIID  RHEL-8.2.0_HVM-20200423-x86_64-0-Hourly2-GP2 (ami-
Snapshots DaS4aefdel3b51881)
; Subnet ID  Subnet-0a6C0100347baela (SpokeD2-Web) Platform details  Red Hat Enterprise Linux
Lifecycle Manager
Network interfaces _ethD Usage operation  Runinstances:0010

Step 6: Create, configure and associate route tables - Create route tables to route traffic. Spoke1-WebRT has

a default route pointing to AWS Transit Gateway.
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Services v

el s it you ik
VPG Dashboard
Fiter by VPC:

Q Selecta VPG

 VIRTUAL PRIVATE
CLOUI

Your VPCs
Subnets
Internet Gateways

Egress Only Internat
Gateways

DHCP Options Sets

Elastic IPs

Endpoints
Endpoint Services

NAT Gateways

@D New VPC Experience

Managed Prefix Lists

Resource Groups

L A
Q) search : Spokal Add fitter 1to20f2
Name ~ | Route Table ID - Explicit subnet associatior =~ Edge associations Main VPC ID - Owner
rtb-038a2688664baa252 - - Yes vpc-0cca0280118d13c40 | ... 904585389016
@  Spokel-WebRT rtb-09aB51635ch209273 subnet-08e4 2686808775320 - No vpe-Dcce028011Bd13040 | ... 904585389016
Route Table: rib-09a85f635c5209273 L) _R=}
Summary Subnet Associations  Edge Associations  Rloute Propagation Tags
Edit routes
View | Al routes -
Destination Target Status Propagated
10.1.0.016 local active No
[ 0.0.0.0/0 tgw-0f35a447c24b74di61 active No

Spoke1-WebRT is associated to Spoke01-Web.

Services v

Resource Groups + %

VPC Dashboard

Filter by VPC:
Q, Selecta VPC

 VIRTUAL PRIVATE
CcLOUD

Your VPCs
Subnats

Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs.
Managed Prefix Lists

Endpoints

Create route table JICETELERG o 8 e
(), search: Spoket Add filter 1t020f2
Name “  Route Table ID Explicit subnet association ~ Edge associations Main VPG ID Owner
rtb-039a2eB8e64baa252 - - Yes vpe-0cce02B0118d13c40 | .. 904585389016
@  Spoke1-WebRT rtb-0! 73 subnet-0 09775320 - No vpe-0cce0280118d13040 | ... 904585389016
Route Table: rib-09a85(635cb209273 _}_J=]
Summary Routes Edgs Route Tags
Edit subnet associations
1todofd
Subnet ID IPv4 CIDR IPv6 CIDR
| bnet-08e4 75320 | Spoke01-Web 10.1.1.0/24 -

Spoke2-WebRT has a default route pointing to AWS Transit Gateway.

Services v

Resource Groups ~ %

@D New VPG Experienca

Tell s whist you thirk

VPC Dashboard

Filter by VPC:

Q, Select a VPC
 VIRTUAL PRIVATE

cLouD

Your VPCs

Subnets

Internet Gateways

Egress Only Internet
Gataways

DHGP Options Sets
Elastic IPs

Managed Prefix Lists
Endpoints

Endpoint Services

NAT Gateways

Peering Connections

= oo
Q) search : Spoke2 filter 1to20f2
Name “ Route Table ID - Explicit subnet association Main VPCID - Owner
rib-Ocbac458b5bcB27cc - Yes vpe-06297061184dd3fbd |. 904585389016
B  Spoke2-WebRT 1b-01268d0496486518 subnet-0a6c0f00347bae0a - No Vpc-06297061184ddafbd |... 904585388016
Route Table: rb-01a68004964865(18 _N_R=!
r— ~— S =
Edit routes
View | All routes -
Destination Target Status Propagated
10.2.0.0118 local active No
0.0.0.0/0 tgw-0f35a447c24b74d61 active No

Spoke2-WebRT is associated to Spoke02-Web.
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Services ~

Resource Groups ~

orri (Y -
Lo e Srpen Create route table LIS o8 @
VPG Dashboard ». () search: Spoke2 Add filter 1t020f2
Filter by VPC:
by ‘ Name “  Route Table ID Edge Main VPC ID Owner
Q selecta VPC
rib-Ocbacd58bSbes27ce - - Yes vpc-D629706 11B4ddi3Mbd |... 904585389016

':TJSQLPRMTE | @ spokez-webRT e bret - No vpe-06297061184d03Mbd |... 904585389016 |

Your VPCs

[ Route Table: rtb-0168d04964865118 _J_]-]

Internet Gateways

Edit subnet associations
Egress Only Internet
Gateways
1to1of1

DHCP Options Sets »

Elastic IPs Subnet ID 1Pv4 CIDR 1Pv6 CIDR

Managed Prefix Lists subnet-0s6c01100347bae0a | Spoke02-Web 10.2.1.0024 |

Endpoints

HubinsideRT-AZ1 has the following routes:
o Default-Route points to the NAT Gateway
« Route for Spoke1VPC and Spoke2VPC points to the Transit Gateway
¢ Route for VPN pools points to respective ASA ENIs
> 10.100.0.0/16 - HubASA1 (eth2 ENI)
> 10.200.0.0/16 - HubASA2 (eth2 ENI)

> 10.201.0.0/16 - HUbASA1 (eth2 ENI)
HubinsideRT-AZ1 is associated to HubinsideO1

Note: Same route table can be applied to Hubinside02 and Hubinside03. As a best practice we have
HubinsideRT-AZ2 and HubinsideRT-AZ3 with similar routes

Services v

Resource Groups

ol iy i sy L A -]
WPC Dashboard tew Q search : HublnsideRT Add filter 1to3of3
Fifter by VPC:
terty . Name - Route Table ID Edge Main VPCID - Owner
Q Selecta VPC

I @  HublnsideRT-AZ1 b 0c805a ibret Ee—— No vpc-Dieadchotclcecale | ... 904585389016
v z‘gt':‘- PRIVATE HublnsideRT-AZ2 b-00ec6173341afcceb subnet-Ob5df14f89aBe2364 No vpc-Dleadcbeichcecate | ... 804585388016
our Ve HublnsideRT-AZ3 ib-0e809159064081bb subnet-07cE5e05a0816047c No vpe-DieadcbelcBoecale | .. 904585389016
Subnets
Route Table: tb-0630b6ad9f70c905a _N_R=
Interet Gateways » Summary Subnet Edge Route Tags
Egress Only Internet
Gateways u Edit routes:
DHCP Options Sets now
Elastic IPs View | Al mutes e
Managed Prefix Lists rew
anaged Prefix Ltz Destination Target Status Propagated
Endpoints
10.0.00116 local active No
Endpoint Senvices
NAT Gateways v 0.0.0010 nat-0788c49a7e3a84300 active No
Peering Gonnections 10.1.0.016 Igw-0135a447c24b74d61 active Ne
* SECURITY 10.2.0.016 Igw-0135a447c24b74d61 active No
Network ACGLs 10.100.0.0/18 eni-Ofda53768a07be2efc active No
Security Groups nes
10.200.0.0116 enl-01587f0b27d7 16866 active No
 VIRTUAL PRIVATE
NETWORK (VPN) 10.201.0.0/16 &ni-0768382202148achd active No
Customer Gateways
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aws

Services ~  Resource Groups ~ %

Omreene -
o VPG Bt Create route table [N TS o0 @
VPG Dashboard ne (), search : HublnsideRT Add filter ito3of3
Filter by VPC:
iiter by . Name - Routs Table ID - | Explicit subnet association | Edge assoclations Main VPC ID - | Owner
Q Selecta VPC
[ @ HubinsigerT-az1 5 Bret a2l - No \pe-OfeadchcicBeecals | ... 904585388016
v :'rn"':l’:'- PRIVATE HublnsideRT-AZ2 tb-00ec8 173341afcoeb subnet-0b5df14/89a8e2364 - No vpc-OfeadcBeicBoecafe | ... 904585389018
o vPes HublnsideRT-AZ3 tb-0e8b91590640e61bb. subnet-07c65005a08%6047c - No vpc-OfeadchicicBoecae | ... 904585388016
Subnats
Route Table: rtb-0630b6ad9f70cs05a _§_N=!
Route Tables
Internet Gateways e Summary Routes Subnet jati Edge Associati Route i Tags
Egress Only Intemet
Catoways 1o Edit subnet associations
DHGP Options Sets tew P
Elastic IPs Hew
Subnet ID 1Pvd CIDR IPv6 CIDR
Managed Prefix Lists v
Endpoints Subnet-0048288256a604721 | Hubinside0t 10.02.024
Endpoint Services

HubinsideRT-AZ2 has the following routes:
o Default-Route points to the NAT Gateway
¢ Route for Spoke1VPC and Spoke2VPC points to the Transit Gateway
« Route for VPN pools points to respective ASA ENIs
> 10.100.0.0/16 - HubASA1 (eth2 ENI)
> 10.200.0.0/16 - HubASA2 (eth2 ENI)

> 10.201.0.0/16 - HubASA1 (eth2 ENI)
HubinsideRT-AZ2 is associated to Hubinside02

HubinsideRT-AZ3 has the following routes:
o Default-Route points to the NAT GW
¢ Route for Spoke1VPC and Spoke2VPC points to the TGW
¢ Route for VPN pools points to respective ASA ENIs
> 10.100.0.0/16 - HubASA1 (eth2 ENI)
> 10.200.0.0/16 - HubASA2 (eth2 ENI)

> 10.201.0.0/16 - HubASA1 (eth2 ENI)
HubinsideRT-AZ3 is associated to Hubinside03

Step 7: Configure RAVPN ASAVs (HubASAO01, HubASA02, and HubASAO03) - Now we have our base

infrastructure ready, let's configure RAVPN using Cisco Adaptive Security Device Manager (ASDM). Cisco VPN
wizard configuration guide (Cisco Documentation).

VPN Profile Name VPN Pool VPN Type

HubASAO1 srwvpn 10.100.0.0/16 RAVPN (SSL)
HubASA02 srwvpn 10.200.0.0/16 RAVPN (SSL)
HubASAO03 srwvpn 10.201.0.0/16 RAVPN (SSL)

Launch ASDM, click on Wizards > VPN Wizards - AnyConnect VPN Wizard. Click next on the introduction
page. Now add vpn profile name as “srwvpn” and select outside interface.
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa96/asdm76/vpn/asdm-76-vpn-config/vpn-wizard.html#ID-2217-0000005b

® [ ) AnyConnect VPN Connection Setup Wizard
Steps Connection Profile Identification
1. Introduction This step allows you to configure a Connection Profile Name and the Interface the remote access

. users will access for VPN connections.
2. Connection Profil

Identification
3. VPN Protocols

Connection Profile Name: |srwvpn

4. Client Images -
VPN Access Interface: outside

5. Authentication
Methods

6. SAML Configuratic

7. Client Address
Assignment

8. Network Name
Resolution Servers

9. NAT Exempt

10. AnyConnect Cliel
Deployment

11. Summary

< Back _ Cancel Help

Under the VPN protocol, select SSL and then click next.

[ BON ) AnyConnect VPN Connection Setup Wizard
Steps VPN Protocols
1. Introduction AnyConnect can use either the IPsec or SSL protocol to protect the data traffic. Please select

2. Connection Profile which protocol or protocols you would like this connection profile to support.

Identification

4 SSL
3. VPN Protocols

4. Client Images [ ] IPsec

5. Authentication Device Certificate

Methods ] . ) . . .
Device certificate identifies the ASA to the remote access clients. Certain

6. SAML Configuratic | AnyConnect features (Always-On, IPsec/IKEv2) require that valid device certificate
@i Alilss be available on the ASA.

Assignment
8. Network Name Device Certificate: = -- None -- Manage...
Resolution Servers

9. NAT Exempt

~

10. AnyConnect Cliel
Deployment

11. Summary

< Back _ Cancel Help

Now upload and point to the latest AnyConnect, click next
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Steps
1.
2.

Introduction

Connection Profile
Identification

3. VPN Protocols
. Client Images

5. Authentication

Methods

6. SAML Configuratic
7. Client Address

AnyConnect VPN Connection Setup Wizard

Client Images

ASA can automatically upload the latest AnyConnect package to the client device when it
accesses the enterprise network.

A regular expression can be used to match the user-agent of a browser to an image.
You can also minimize connection setup time by moving the image used by the most commonly
encountered operation system to the top of the list.

‘ & Add_‘lﬁ’ Replace_‘ﬁ Delete_‘ + _|~F_

Image Regular expression to match user-agent

disk0:/anyconnect-win-4.8.03052-webdeploy-k9.pkg _

Assignment
8. Network Name

Resolution Servers
9. NAT Exempt
10. AnyConnect Cliel

Deployment
11. Summary You can download AnyConnect Client packages from Cisco by searching 'AnyConnect VPN
Client' or click here.
< Back _ Cancel Help
Select LOCAL authentication and click next.
| BON ) AnyConnect VPN Connection Setup Wizard
Steps Authentication Methods
1. Introduction This step lets you specify the location of the authentication server.
. . You can click on the "New..." button to create a new server group.

2. Connection Profile

Identification
3. VPN Protocols Pt P C 4ML New...
4. Client Images
5. Authentication Local User Database Details

Methods answami
6. SAML Configuratic User to be Added
7. CIierlt Address Username: Add >>

Assignment
8. Network Name Password: Delete

Resolution Servers Caiifili Feeswaik
9. NAT Exempt
10. AnyConnect Cliel

Deployment
11. Summary
< Back _ Cancel Help

On SAML configuration leave default settings and click next.

Now add a VPN pool (refer to the above table for pool information - Each ASA has a different pool).
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® OO0 Add IPv4 Pool

Name: VPNPOOL

Starting IP Address: 10.100.0.10

Ending IP Address:  10.100.63.254

Subnet Mask: 255.255.0.0 <
Hep  cancel  (NOKEND
Add DNS and Domain information, click next.
| JON | AnyConnect VPN Connection Setup Wizard
Steps Network Name Resolution Servers
1. Introduction This step lets you specify how domain names are resolved for the remote user when accessing

2. Connection Profile otz [ el e sehs

Identification

DNS Servers: 4.2.2.2

3. VPN Protocols

4. Client Images WINS Servers:
5. Authentication Domain Name: |srwlab02.com
Methods

6. SAML Configuratic

7. Client Address
Assignment

8. Network Name
Resolution Serve|

9. NAT Exempt

10. AnyConnect Cliel
Deployment

11. Summary

< Back - Cancel Help

Enable NAT exempt for VPN traffic, then click next on AnyConnect Client Deployment page.
Click finish to deploy.
Repeat VPN setup steps for HUbASAO02 and HUbASAO3, use the following VPN pool.

VPN Profile Name VPN Pool VPN Type

HubASA02 srwvpn 10.200.0.0/16 RAVPN (SSL)

HubASAO03 srwvpn 10.201.0.0/16 RAVPN (SSL)

Step 8: Configure AWS route53 for VPN load balancing - AWS route53 provides a way to load balance remote
access VPN sessions
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Register domain using Route53 (example: srwvpn.com): Access Route53 and click register domains—>
Register Domain. Add the required information and register domain for Anyconnect VPN.

Services v  Resource Groups v %
Registered domains

Dashboard
Hastad 20nss Register Domain Transfer Domain Domain Billing Report )
Health checks

i Q Search domains by prefix X < Displaying 1105 out of 5 domains >  »|
Traffic flow
Traffic policies Domain Name +  Privacy Protection Expiration Date Auto Renew Transfer Lock
Policy records Al contacts July 30, 2021 v x
Domains All contacts. March 24, 2021 v x
Registered domains All contacts March 23, 2021 v x
Pending requests All contacts March 19, 2021 v x
Resolver | Srwvpn com All contacts. May 15, 2021 x x
VPCs
Inbound endpoints

Create a public hosted zone: Click AWS Router 53 - Hosted Zones - Create Hosted Zone. Now add a public
hosted zone for srwvpn.com.

Services v  Resource Groups ~ %
Dashboard Hosted zones i«
Health checks How hosted zones work
v Traffic flow

Traffic policies @@ Z
Policy records

¥ Domains
Hosted zones (1) [e]

Registered domains

Pending requests
a 1 @
¥ Resolver
VPCs Domain name v Type v Created by v Record count v Description v Hosted zone ID v
Inbound endpoints A iz ted by
i et et O |
Outbound endpaints srwvpn.com Public Route 53 § RoureS3 Registrar
Rules HostedZs ted
branchsite.net Public Route 53 B ostedZone created by o
Query logging RouteS3 Registrar
H
myszureapp.net Public Route 53 4 R;;jgi";;‘;f‘ " D
Switch to old console HostedZone created by
f i O
mysafeapp.net Public Route 53 6 Routes3 Registrar

Create health-checks for HubASA01, HubASA02, and HubASAO03: Use EIP associated with eth2 of
HubASAO01, HubASA02, and HUbASAO3 in health-checks.

e Use URL as tcp://EIP:443
e Protocol TCP

e Port 443
Note: Add health-check for HUbASAO1, HUbASAQ02, and HubASAO3 using their respective EIPs
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Services

<« < 1103 of 3health checks >

(PP Delete health check  Edit health check
Dashboard
Hosted zones T Filter by keyword
Health checks Name - Status Description - Alarms. - [+

=) HubASAD3 I iaithy topi//3,128.48,85:443/ No alarms configured.
Traffic flow

HUBASAD1 . B \ioaithy 1opi//3.128.191.40:443/ No alarms configured.
Traffic policies _

O HubASADZ N {icalthy 6p://18.189.255 139:443/ No alarms configured.
Polioy records — -
Domains

Info  Monitoring ~ Alams  Tags | Healthcheckers  Latency
Registered domains
Pending requests D d35ce4fl-2106-42d2-9267-cB6042Idecat Advanced configuration

URL tcp://3.128.181.40:443/ Request interval 30 seconds @
Resolver
- Specify endpoint by 1P address Failure threshold 3 @
s
Inbound endpoints Protacol TGP € Search string - @
Outbound endpoints Hostname - Latency graphs  No @
Rules IP address 3.128.191.40 @ Invert health check status No @
Guery logaing Port 443 @ Disable health check MNo @
Path -@ Health checker regions  Using recommended heaith check regions: €

Add “A-records” in hosted zone: Now add three "A" records, one for each ASA and use the following

properties:
e« Type: A record
¢ Routing Policy: Weighted
« Differentiator/Weight: O (zero is required for equal distribution)
¢ Value: eth2 EIP of ASA
e TTL: 60
e Record ID: HubASAO1
o Health-Check: HUbASAO1
Route 53 x SrWVPN.COM o Delete H Test record Configure query logging ‘
Dashboard » Hosted zone details eaie_|
Health checks
Records (6) Hosted zone tags (0)
v Traffic flow
Traffic policies
Policy records Records (6) info
B The following table lists the existing records in srwvpn.com. You can't delete the SOA record or the NS record named srwvpn.com.
¥ Domains
Registered domsins [ createrecord |
Pending requests Q 1 &
¥ Resolver
" " Value/Ro TTL Evaluate
VPCs Record . Twme v R":f"“g . B"f'z“ o Mias v ute (second H:al:h o target Record ID v
Inbound endpoints neme (2 niatar trafficte ¥ s) v chee health ¥
Outbound endpoints d35ccaff-
21ce-42d2-
fules srwpn.com A Weighted No 31281914 oy 9267 - HubASAD1
Query logging ° c86c42fdec
af
Switeh » . e6927830-
witch to old console db03-4686-
Srwvpn.com A Weighted No :;l; 89,255, 60 beéf- - HubASAD2
7dd45d170
Ba9
1e3c61d9-
2d0d-4875-
Srwvpn.com A Weighted No 3.128.48.85 60 be6d- - HubASAD3
01e9291b0
62b

Note: Add “A records” for HUbASA02, HUbASAO3, and associate health-check as well.
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Authentication

Configure LDAP Authentication for RAVPN
Step 1. Add aaa-server group on ASAs
Step 2. Edit aaa-server settings
Step 3. Change primary authentication in Anyconnect Connection Profile

Now we have our base infrastructure ready, and we are all set to integrate LDAP authentication. Once LDAP
authentication is enabled, we will modify the AnyConnect VPN profile to use LDAP for RAVPN user
authentication. Active directory server is deployed in HubVPC.

HubADO1 HubVPC/HubmgmtO1 10.0.0.55 Windows Server 2019 Data Center

Services ~

Resource Groups

S—— io

@ NewEC2 Experience

el us what you think X L ]
EC2 Dashboard tew (), search: HubADO1 Add filter [~] 1t010f1
Events e
[ ] Name + Instance ID ~ Instance Type - Availability Zone - Instance State - Status Checks - Alarm Status Public DNS (IPv4) ~  IPv4 Public IP - IPvEl
Tags
| @  HubADO1 |-084ea331adacTfled  12micro us-sast-Za & running @ 22checks... None ™) 3.132.174.26 - ]
Limits
¥ Instances Instance: | i-084ea331adacfed (HUbADO1)  Elastic IP: 3.132.174.26 _J =]
Description Status Checks Monitoring Tags
Instance Types
Instance |0 i-084ea331adac7fled Public DNS (IPvd) -
Launch Templates Instance state  running |Pvd Public P 3.132.174.26
Spot Requests Instance type  12micra IPvBIPs -
Savings Plans Finding ~ Opt-in to AWS Compute Optimizer for recommendations. Learn Blastic IPs  3.132.174.26*
more
Reserved Instances Private DNS  ip-10-0-0-55.us-sast-2.compute.intemal Avalability zone  Us-east-2a
Dedicated Hosts wew Private IPs ~ 10.0.0.55 Security groups  HubSG. view inbound rules. view outbound rules
Capacity Reservations Secondary private IPs Scheduled events o scheduled events
VPCID  vpc-DieadctcicBoacafe (HUBVPC) AMIID  Windows_Server-2019-English-Full-Base-2020.06.10 (ami-
¥ Images 0a83092236f049062)
A Subnet I subnet-02697c1347f70acf7 (HubmgmtO1) Platform details ~ Windows
s
Metwork interfaces ~ ethd Usage operation  Runinstances:0002
w Elastic Block Store IAM role - Source/dest. chack  True

AWS Security Group associated with this VM has rules to allow RDP (TCP 3389), and LDAP (389) port. Cisco
ASAs (HubASAO1, HUbASA02, and HubASAO03) uses a management interface to reach HubADO1 (Active
Directory Domain Controller)

Step 1. Add aaa-server group on ASAVs - In ASDM, go to configuration -> Remote Access VPN -> AAA
server group. Click on add, give it a name and then select LDAP from the drop-down menu and click ok.
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» [ Clientless SSL VPN Access

p
ﬁ Local Users
+ 3 Secure Deskiop Manager
* [ Certificate Management
T Language Licalization
%8 Load Balancing
F' DHCP Server

==
f;

o, Device setup

@ Hom ) Monitaring | (g save Q¥ Refresh | ) Back () rorvard| P Help| Type topic co

oY ] Remote Access VPN
2 Introduction

» BB Nework (Client) Access

il

cisco
7 0 Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups.
AAA Server Groups
Server Group Protocol Accounting Mode  Reactivation Mode  Dead Time  Max Failed Attempts. Add
Duo-LDAP LDAP Depletion 10 u
LDAP LDAP Depletion 10 3 Edit
LOCAL LOCAL
Delete:
[ 18K ) Add AAA Server Group
AAA Server Group:  LDAP
Protocol: LDAP B
Reactivation Mode: ) Depletion Timed
| Dead Time: 10 minutes
Find: © O Match Case Max Failed Attempts: 3
Servers in the Selected Group
Sarvar Name ar IP Address  Interface Timeout Add
10.82.0.8 managemen
Edit
Delete
Move U
Move Down

Firewall
Find:
Site-to-Site VPN

© ©  Match Case

[, Device Management

- Reset Apply

Step 2. Edit aaa-server settings - Select aaa-server added in step1, click on add and then add LDAP
server information as soon in the following screenshot.

[ l#] Natwark (Chent) Access

000 Remate Access VPN
7 Introduction

E 1] Local Users,
» f Secure Deskiop Manager
[a| * 3 certificate Managemant
17 Language Localization
2 Laad Balancing
' DHEP Sarver
o ONS
» T Advanced

o, Device setup

@) Home EXJCBRNGURIRN () Moritoring | (i Save (QW Refresh | ) ack () rorvera| @ Help | Tyie topie (o

B Firewalt

(5

8 site-to-site vn

[, Device Management

100 Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups.

AMA Sarver Groups
Sarver Group Protacal Accounting Mode Reactivition Mode Dead Time  Max Fasked Attempts Add
Duo-LDAP [ Dapletion 10 3
LDAP DaP Depletion 10 3 i
LOCAL e Edit AAA Server
Delete
Server Group: AP
Interface Name management  [)
Server Name of IP Address: 10.0.0.55
Timeout: 60 seconds
LDAP Parameters for authentication fauthorization
Enable LOAP over SSL
| server port: 389
Find: | server Type: Microsoft B
Servers Inthe Sel | B3se ON: de=swlabo2,de=com
Servr Narmmoclly | scope: Al levels beneath the Base ON Add
100055 | " B
Naming Attribute:  sAMAccountName e
Login DN: answami@s wlab02.com Detere
Login Password: .
LDAP Atribute Map: -~ None - [ Move Down
SASL MDS authentication =
est
SASL Kerberos authentication
LDAP Parameters for Group Search
Group Base DN:
Group Search Timeout. 10
R |

Find: O3 Match Case

Reset Apply

vl
cisco

Step 3. Change primary authentication in Anyconnect Connection Profile - Now change primary

authentication in AnyConnect VPN profile to LDAP.
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& Home_[a Monitaring | (5 Save (¥ Refresh | Q) Back () rorvard | P Help Type wopic G

15 secure Mobility Salution inside

¥ e Address Assignment
» 13 Advanced
» [ Clieness S5L VPN Access
v o AA/Local Users
B asa serer Groups Login Page Setting
S LDAP Atiribute Map
) Local Users
+ £l Secure Deskiop Manager
» [ Certficate Management
3 Language Localization Connection Profiles

+ Bypass interface access lists for inbo

Access lists from group policy and user f

 Allow user to select connection profi

Shutdown portal login page.

528 Load Balancing Connection prafile (tunnel group) specifii
1" DHCP Server N |
Hows | % Add| Edit| @ Delete  Find
» B adanced Name ssLinabled
DelaultRAGroup {
e faulWEBVPNGroup

&, Device Setup

silinlie
cisco

opo Remota Accss VPN 0oe -
7 miroducion The security appliance automatically depl ® Edit AnyGonnest Gonnection Profile: stwvon |
v B8] Netwark (Chent Access _ Cisco AnyConnect VPN Client supports IF
Hame: srwvpn
* [ AnyConnect Customization/Localization /Access Interfaces. | Favanted
P AnyConnect Chent Profile + Enable Cisco AnyConnect VPN Client Ak sreepn
| AnyConnect Clent Software
5 i Oyvamic Access Pliies S5L access mui;:z enabled if you allow s Lschmtication
' Group Policies Interface b el Method: AnA
58] IPsec(IKEV1) Connection Profies e o |
] Psec(KEW2) Conneetion Profiles [AAA Server Group: LDAP B Manage..

Use LOCAL if Server Group fails

SAML |dentity Provider
SAML Server - -~ Nane --- B Mange.

Client Address Assignment

DHCP Servers:

O None DHCP Link DHCP Subnet
Client Address Pools:  VPNPOOL Select...
Client IPv6 Address Pools: Select...

Default Group Policy
Group Policy: GroupPolicy_srwvpn S Mamage..
iFollawing fields are linked to attribute of the group policy selected above.)
Enable SSL VPN client protocal
Enable IPsec(IKEv2) client protocol
DNS Servers: 4222

WINS Servers:

Domain Name:  srwlab0z.com

) Frrewanl Find:

G

3 site-to-site vin

Let group URL take precedence if
[, Device Management T

@next @ Previous

Reset ‘Apply

Duo integration (Two-factor-authentication): We now have our primary authentication setup, and it uses the
LDAP server. Duo provides two-factor-authentication for RAVPN; let's integrate with Duo (Duo documentation).

Enable two-factor authentication with Duo (LDAP with Duo)

Step 1. Setup use on Duo portal

Step 2. Add Application on Duo portal

Step 3. Configure aaa-server (LDAP-Duo)

Step 4. Edit Duo-LDAP and add servers in the selected server group

Step 5. Edit AnyConnect VPN profile and add LDAP-Duo for two factor authentication

Step 6. Download and install certificates on all ASAs

Step 7. Download and install Cisco Duo package on all ASAs for clientless VPN

Step 1. Setup use on Duo portal - Add a user on the Duo portal and have the user enroll for push, call, or

text for two-factor authentication.
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Q Search for users, groups, applications, or devices [ ciscosystems-Labac | 0: (P  Anuohav Swami v

[BERLLELG]
Dashboard » Users

Device Insight
Users Directory Sync | Import Users | Bulk Enroll Users Add User

Policies

Applications

Need to activate a replacement phone? Learn more about Reactivating Duo Mobile [4.
Users
Add User

1 0 0 0 0 0

Pending Enroliments

Total Users Not Enrclled Inactive Users Trash Bypass Users Locked Out
Bulk Enroll Users
Import Users
Select (0)v Export v Q search
Username a Name Email Phaones Tokens Status. Last Login
Groups
SECECTES | answami 1 Active Jun 23, 2020 3:28 PM

2FA Devices

Note: Ask users to enroll for push, call, or text for second-factor authentication.

Step 2. Add a user on the Duo portal (Search for Cisco ASA SSL VPN and click protect), Copy integration key,
secret key, and API hostname. This information will be used on ASA to integrate Duo two-factor-authentication
(2FA).

='I= @ Search for users, groups, applications, or devices [ ciscosystems -tabac | i0: GNP  Anubhav Swami v

Dashboard
Dashboard > Applications

Device Insight
Applications
Policies

Applications *
Protect an Application 1 G Did You Know Your Account Has Secure SS0?
o 4
ERaCERE G ¢ Duc's secure single sign-on (SSO) allows users to access their cloud applications by logging in just once while providing you
Users sz @ customized policies on a per-application basis, to secure them from risky users and devices.
Groups
Endpoints
2FA Devices Export Q search
Administrators
e Name = Type Application Policy Group Policies
Configuration
Reports Cisco ASA SSL VPN Cisco ASA SSL VPN |

Settings

Step 3. Configure aaa-server (LDAP-Duo) - Use integration key, secret key, and APl hostname for Duo
integration.
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& Hnmz[—j Monitoring | &) save @ Refresh ) Back () Forva d‘ ? He|p| Type topic Go ot
0008 Remate Access VPN 0 O Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups
2 Inwroduction AAA Server Groups
g Network (Chend) Access Server Grou Proocol Accaunting Mode _Reactivation Mode _Dead Time _Max Failed Attempts “
» [#§ Cliendess SSL VPN Access Duo-LDAP DAP Depl 10 3
o peaia LDAP LDAP Depletion 10 3 Edit
LocaL LocAL
¥ LDAP Attribute Map Delere
'l Local Users.
» 3 Secure Desktop Manager
» [ Certificate Management
5 Language Localization P
Edit ARA Server Grol
%® Load Balancing e
(¥ DHCP Server AAA Server Group:  Duo-LDAP
o DNS Protocol: LoAP
» T Advanced
Reactivation Mode: ) Depletion  Timed
- | Dead Time: 10 minutes E
Find: © O Match Case
| Max Failed Attempts: 3 -
Servers in the Selected Group
Server Name or IP Address  Interface Timeout Add
api-a2800513.duosec... outside 60
Edit
Help Cancel -
Delete
Mave Up
Mave Dawn
Test
| o, Device setwp
| € Firewan
7
- Find: ©|©® I Marchcase
| 3 sie-to-site ven
| [, Device Management
Bacas

Step 4. Edit Duo-LDAP and add servers in the selected server group (timeout should be 60).

Server or IP address is APl hosthame

Base DN is dc=Integration_key,dc=duosecurity,dc=com
Login DN is same as Base DN

Login password is integration key.

& unm[ﬁ Monitoring | |y Save (¥ Refresh | () Back () Forvard P Help Type topic Go haln
©coo Remote Access VPN 1010 Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups
g] Introduction AAA Server Groups
» 8] Network (Client) Access
| A M Ti Max Falled A
+ [ Clentess SSL VPN Accass Server Graup Wﬂ ccounting Mode _Reactivation Made ;oa._n me ,u ailed Attempts . Add
| v of AMA/Local Users TOAR Depletion 16 3 L
2 LOCAL LOCAL
5§ LDAP Attribute Map Delete
g £l Local Users. LA ] EAT AAR Servar
£ Secure Desktop Manager
[/ * [ Certificate Management Server Group: Dua-LDAP
T3 Language Localization Interface Name: | outside B
% Load Balancin
1 DHCP Server ’ Server Name or IP Address:  api- (S urity.com
o8 DNS Timeout: 60 seconds
» T Advanced
LDAP for
3 Enable LDAP over SSL —
Find: @ @ | Match Case Sarver Port: 34
Servers in the Selected Group Server Type: -~ Detect Automatically/Use Generic Type -~ B
Server Name or IP Address  Interface Timeaut . . _ . - 1] “
PSRRI P S 5 Base DN: de=DIEGH ), dc=duos ecurity, dc =com -
Scope: One level beneath the Base DN Edit
Naming Attribute: cn Delete
Login DN: de=DiEsooMMMMIb i - duosecurity dc ~com e
Login Password: Mave Down
LDAP Attribute Map: -~ None --
=Ll B Test
SASL MDS5 authentication
SASL Kerberos authentication
LDAP Parameters for Group Search
Group Base DN:
| fh, Device Setwn Group Search Timsout: 10
& Firewall
{ Help cancel (DN
Find: OO MachCase - |
| G4 sire-to-site ven _
| a Device Management
» Reset Apply

Step 5. Edit AnyConnect VPN profile and add LDAP-Duo for two factor authentication - Make sure that
"Use primary username" is checked.

© 2021 Cisco and/or its affiliates. All rights reserved. Page 51 of 70



@ Huma[ﬂ Mnitaring (i) Save (¥ Refresh | ) Back () rornvard 2 Help| Type topic o bl
560 e A0 0 £onf L) Edit AnyConnect Connaction Profile: srwvpn i
, ivoducton [ The security appliance automat | Basic Secondary Server Group E

‘The Cisca AnyConnect VPN Clie  + mcmm\ | Server Group: Duo-LDAP B manage..
eneral
=l Access Interfaces 1
Client Addressiny Use LOCAL if Server Group fails
I [Tl AnyConnect Client Profile  Enable Cisco AnyConnect ¥ Authantication
EAMOH‘M:". :II:r: :l‘(vur: 5L access murt be enblel ]l Use primary username (Hide secondary username on login page)
Dynamic Access Policies e YT | arhe o Attributes Server: © Primary Secondary
B Group Polkles Lise i) Allow Access Accounting
& 8] IPsec(IKEv1) Connection Profiles Croug Allks /G Session Username Server: € Primary Secondary
) IPsec(kEv2) Connection Profiles outtily a roup Allas/Groy
3 Secure Mobilly Soluion Inside Interface-Specific Secandary Authentication Server Groups
» B Address Assignment | [ Add]mF £die [l Delere
N Iig ‘:“"‘;st P Ac  Bypass Interface access list Interface Server Group Fallback to LOCAL Use primary username
entless cess
v of AAAfLOcal Users Access lists from group policy |
[ AAA Server Groups Login Page Setting
LDAP Attribute M
Local u,:" e ¥ Allow user to select connec
» [ Secure Desktop Manager Shutdown portal login page
+ I Certificate Management Username Mapping from Certificate
T Language Lacalization Connection Profiles Pre-fill username from certificate
-_; Load Balancing Connection profile (tunnel grou Hide username from end user
DHCP Server |
8 ons | @ Add|Gf edit| @ Delete. £ Fallback when a certificate is unavailable
» T advanced Name SSLEn Password: '+ Prompt | Useprimary  Use F
DefaultRAGroup
DefaultWEBYPNGroup « Specify the certificate fields to be used as the username
e | Primary Field CN (Common Name) B
Secondary Fleld:  OU (Organization Unit)
Use the entire DN as the username
Use script to select username
None [# Add[mf Eait[f Delete
i, Device Setup |
&, e | Certificate Mapping for Multi-Certificate Authentication
irewal
- Secondary Authentication Certificate First Certificate ) Second Centificate
ggne—(ufsuwm | Find: @ text @ Previous |
| Let group URL take precede sed.
Device Management
L o | v o [R]

Step 6. Download and install certificates on all ASAVs (hubasa1l, hubasa2, and hubasa3) - Click the
configuration tab and then click Device management. Navigate to certificate management > CA
certificates. Import the following certificates on all ASAVs.

Cert1: https://dl.cacerts.digicert.com/DigiCertHighAssuranceEVRootCA.crt

Cert2: https://dl.cacerts.digicert.com/DigiCertSHA2HighAssuranceServerCA.crt

@ Home

(] Monitoring | [ save Q¥ Refresh | ) Back () rorw

Identity Certificates
3 GWQPM

» 8 DNS
1 REST AP Agent
» [ Advanced

‘? Help| Type topic Go

aY:] Device Management
» B Management Access
» 3B Lcensing Issued To Issued By Expiry Date Associated Trustpoints Usage Active Add
» 38 system Image Configuration DigiCert SHA2 High Assur... |cn=DigiCert High Assura. 0 UTC O \SDM_TrustPointl
=l | » @ High Availability and Scalabllity DigiCert High Assurance ... cn=DigiCert High Assura... 00:00:00 UTC Nav 10 2031 ASDM_TrustPointd Signature Yes Edit
» {3 Logging QuoVadis Root CA 2 en=Queadis Root CA 2,... 18:23:33 UTC Nov 24 2031 _SmanCaliHome_ServerCA General Purpose No
{3 smart Call-Home Show Details
8 Cloud web Security
» 0 Users/Aas Request CRL
[&!] | * [E2 certificars Management
H Delete

Find:

| o, Device sewp

| @ Firewan

| 32 Remare Access vn

E'gn-m-sne VPN

© @ Match Case

Reset

Apply

Step 7. Download and install Cisco Duo package on all ASAVs (hubasa1, hubasa2, and hubasa3) for
clientless VPN - Checkout Duo documentation (step 4)
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Access Cisco Secure AnyConnect Mobility Client (Server: srwvpn.com, username, password, and secondary
password). In secondary password as push, call, or text to get Duo challenge on the enrolled device.

Login Request

isco A ility Cli - X
'S‘CISCO nyConnect Secure Mobility Client W I T l I
cisco
{0 VPN:
e s
Connected to az.srwvpn.com. Cisco
) Cisco AnyConnect | az.srwvpn.com X
CiscoMFA
az.srwvpn.com i [a)
Please enter your username and password.
Group: srwvpn ”
Username: answami
Roaming Security:
Password: e

Umbrella is active.
Second Password: | *++4|

oK Cancel

AMP Enabler:
AMP for Endpoints installed.

& 0 il A e

Approve Deny

By default, the user will get a certificate error, to avoid certificate error install trusted certificates on ASAVs.
(Cisco Documentation)

Threat Protection

Cisco Umbrella Roaming Security Module
Step1. Download Umbrella Roaming Security Module
Step 2. Setup AnyConnect Client Profile
Step 3. Enable Umbrella Roaming Security Profile
Step 4. Enable Umbrella DNS Security

Step 1. Download Umbrella Roaming Security Module: - Access Cisco Umbrella portal, navigate to
Deployments > Core Identities > Roaming Computers, and click Roaming Client. Download module profile
(Orglnfo.json). (Cisco Umbrella Documentation)

Download Roaming Client

The roaming client protects laptops and desktops, on and off the network. Before
installing the roaming client, read through the documentation and prerequisi

A For your Internal domains to resolve, you must add them to the internal domain
1. It's Important to add them before you deploy!

Cisco Umbrella Roaming Client

Download Windows Client
Supported Versions: Windows Vista, 7, 8, 10

Download macOS Client
Supported Versions: macO$ 10,11+

AnyConnect Umbrella Roaming Security Module

Cisco AnyConnect can be configured to enable an Umbrella Roaming Security module
which provides similar functionality to the roaming client. There are many deployment
options, and each requires the customized profile downloaded below. For ful

mentation, read here.

Download Module Profile

@ The Umbrella module requires AnyConnect for Windows or macOS, version
4.3 MR1 minimum. 4.3 MR4+ is recommended.

The AnyConnect 4.x client download can be found here (requires contract).
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Step 2. Setup AnyConnect Client Profile - In ADSM, navigate to Configuration > Remote Access VPN >
Network (Client) Access = AnyConnect Client Profile = Click add. Now let's upload Orginfo.json file to
Cisco ASA and map it with AnyConnect VPN profile, Umbrella roaming security profile, and Group Policy.

@ Hnm_D Monttoring | (g Save (¥ Refresh () Back () Forward| 9 Help Type topic Go aluls

Remota Access VPN n_
Introduction
[ ovork {Cheng Acoess This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or |ater.You can select a profile to edit, change group or to delete.
2] AnyConnect Connection Prafiles You can select the 'Add’ button to add a new profile. Pressing the Import or Export button is for upload and download of client profiles between local machine and device.
|2 AnyConnect Customization/Localization The profile Usage field is introduced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

AnyConnect Client Software
Ky Dynamic Access Policies @ Add sl ¢ 1|F Change Group Policy| i Delete| ¥ Import| 8 Export|@H validate

HH Group Policies Profile Name Profile Usage Group Policy.

E] IPsec(IKEv1) Connection Profiles srwamp AMP Enabler Service Profile GroupPolicy_srwvpn
8] IPsec(IKEv2) Connection Profiles. D onnect VPN Profile GraupPolicy_srwvpn
3 secure Mobility Solution

|7 Baokmarks

» Bip Address Assignment
» 13 Advanced
¥ [B Clientless SSL VPN Access
v @ AMA/Local Users
i AAA Server Groups.
S LDAP Attribute Map
Local Users
» [ secure Desktop Manager
» 3 Certificate Management
T Language Localization
28 Load Balancing
1B' DHCP Server
o DNS
» T Advanced

& Device Setup

) Firewall

5 Site-to-Site VPN

ﬂ Device Management

» Reset Apply

Step 3. Enable Umbrella Roaming Security Profile: Navigate to Configuration > Remote Access VPN >

Network (Client) Access = Group Policy = select Group_Policy, now ensure it has Umbrella Roaming

Security Profile enabled

@ NomeD Monitoring | (g Save Q¥ Refresh ) Back () rorwurd | D Help Type topic ¢ e

Remote Access VPN 7170 O Configuration > Remote Access VPN > Network (Client) Access > Group Policies
? Introduction Manage VPN group policies.A VPN group Is a collection of d pairs that may be stored internally on the device or externally on a RADIUS/LDAP

v Eb] Network (Client) Access server. The aroup policy information is referenced by
8] AnyConnect Connection Profiles e o Edit Internal Group Policy: GroupPolicy_srwvpn

» 3 AnyConnect Customization/Localizati

[+ Device List. ..

2 [ AnyConnect Client Profile General Keep Installer on Client System: Inherit Yes No
AnyConnect Client Softwa Servers L
g ﬂ A i Datagram Transport Layer Security (DTLS): # Inherit ~ Enable Disable B
g p Unnelng DTLS Compression: Inherit Enable Disable B
5 Pro
[« 5, ke Biaisinsotinny — SSL Compression: Inherit  Deflate 25 Disable ke
13 Secure Mobility Solution > IPsec(lKEvl) Client Ignore Don't Fragment(DF) Bit: Inherit Enable Disable
>
4 g ::.’:: :""""“’"‘ Client Bypass Protocol: Inherit  Enable Disable
» [ Clientless SSL VPN Access FQDN of This Device: FQDN
v o AAA/Local Users
18 AM Server Groups MTU: Inherit
5 LDAP Attribute Map Keepalive Messages: Inherit  Disable Interval seconds
) Local Users
» £ Secure Desktop Manager Optional Client Modules to Download: | Inherit  ampenabler,umbrella ?]
» [E3 Certificate Management f
13 Language Localization Always-On VPN: Inherit Disable Use AnyConnect Profile setting @
'-; fosd) Setaechg Client Profiles to Download: Inherit
rver
4% DNS @ Add [ Deletel
» T3 Advanced Profile Name Profile Usage/Type
sovumb Umbrella Roaming Security Profle
srwamp AMP Enabler Service Profile
% &n Device Setup | ———
M | Find: Next
| @ Firewatl | L L
7 Help cancel  (CKNN

rlasd L
| a Device Management

» Reset Apply

Note: Uncheck Inherit and select umbrella from the drop-down menu.
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Step 4. Enable Cisco Umbrella Security - Access Umbrella portal and navigate to Policies > DNS
policies -> Create DNS policy to enable DNS layer security. This policy blocks users from accessing
malicious websites.

Cisco Umbrella

Pr fon Applied Modified

rwvpn e ~
|S P DNS Policy 1 Identity 1 Policy Setting Jun 29, 2020 |
Policy Name
srwvpn
Management
WU 1 identity Affected WU 2Destination Lists Enforced

DNS Policies

Edit Identity
Edit
Firewall

U Security Setting Applied: srwvpn
File Analysis Not Enabled

- -
Policy Components d Disat

Destination Lists U Umbrella Default Block Page Applied
No Content Settings Applied Edit  Preview Block Page

Enable
WU Application Setting Applied: srwvpn

Edit  Disable

A Advanced Settings
@ Enable Intelligent Proxy
Gain visibility into threats, content, or apps by proxying web connections for risky domains.

[ sSL Decryption
Enabling SSL decryption allows the intelligent proxy to inspect traffic over HTTPS and block custom URLSs in destination lists.
Turning on SSL decryption allows HTTPS URL blacking

Integrations

ecryption Lists

Enable IP-Layer Enforcement
Gain visibility into threats that bypass DNS lookups by tunneling suspect IP connections. Note: this is only available for Roaming
Computer identities.

B2 Enforce SafeSearch

Enfarce SafeSearch for queries sent to supported search engines Learn Mare

Cisco AMP Enabler

Cisco AMP Enabler - Now we have Cisco AnyConnect is integrated with Cisco Duo, and Cisco Umbrella
Roaming Security Module. Let's integrate Cisco Secure Anyconnect Mobility Client with Cisco AMP (Cisco AMP
enabler documentation)

Step 1. Create Endpoint Group for RAVPN users

Step 2. Create Endpoint Group policy for RAVPN users

Step 3. Download connectors for MAC, Windows, Linux, and Android
Step 4. Add AMP Enabler Service Profile

Step 5. Edit the Group-Policy to Download the AnyConnect AMP Enabler

Step 1. Create Endpoint Group for RAVPN users - Access Cisco AMP portal, navigate to management
-> groups > create group
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Hmim
cisco

AMP for Endpoints
Dashboard  Analysis~  Outbreak Control v Accounts ~

< Edit Group:|SecureRemoteWorker|

Name

Description

Parent Group

Mac Policy
Linux Policy

i0S Policy

Child Groups

st

Windows Policy

Android Policy

SecureRemoteWorker
m
Protect Policy v
Default FireAMP Android v‘
Protect Policy for FireAMP Mac v
| Protect Policy for FireAMP Linux v
Protect v

Cancel m

@ A ? | Anubhav Swami v

Search Q

o

Computers

1 direct member
28 DESKTOP-3V3HNJG

No child members

Assign computers to groups on the Computers page

Add Child Groups

[ Select All I Deselect A\I]

SORT [A I v] [Search ] [ Select All | Deselect All

DMZ Shared Services
Domain Controller
Industrial Workstations
Orbital Group

Protect

Secure Campus
Secure Cloud

Secure DC

Server

Triage

l Remove Selected > I [ { Add Selected I

Step 2. Create Endpoint Group policy for RAVPN users - Create a policy for windows endpoint and

attach it to the “SecureRemoteWorker” Group. Also, configure "custom detection" to block specific hash

value.

|V B8 SecureRemoteWorker-Windows I

Modes and Engines

Files Quarantine
Network Block

Malicious Activity Protect... Quarantine

System Process Protection

Outbreak Control

Protect

Custom Detections - Simple

IC\nudApp-CSD

(® View Changes

Step 3. Download connectors for MAC, Windows, Linux, and Android - Access Cisco AMP portal,
navigate to management - download connector - select SecureRemoteWorker from the drop-down

Microsoft Windows Default

Custom Detections - Advanced

Not Configured

Modified 2020-07-02 17:46:31 UTC

Exclusions Proxy

Not Configured

Application Control

Not Configured

ar G
Groups
SecureRemoteWorker 1
Network

Net Configured

Serial Number 241

I + Download XML H €8] Duplicate ” / Edit ]

menu. You can also use URLs and use URLs in firewalls configuration. If firewall reports error with URL,
download connectors and host connectors in AWS S3 bucket.
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Dashboard  Analysis ~

Download Connector

Qutbreak Control -~

el AMP for Endpoints

Management ~| Accounts v

Group ‘ SecureRemoteWorker

Search

Anubhav Swami v

Q

=2 Windows §¥ Protect Policy & Mac $% Protect Policy for FireAMP Mac
L4
No computers require updates Flash Scan on Install & Fiash Scan on Install
Redistributable Connector Version: 1.12.4.740
Connector Version: 7.1.5.11523 @ Package Format: DMG
Show URL I [ Download ] Show URL l [ Download
O Linux $# Protect Policy for FireAMP Lin... % Android $# Default FireAMP Android

Flash Scan on Install

Distribution | RHEL/CentOS 6 - |

Connector Version: 1.11.1.663

O Install from Google Play

Connector Version: 2.0.1.73

[ Show URL H Download l

Show GPG Public Key

Step 4. Add AMP Enabler Service Profile -Navigate to Configuration > Remote Access VPN - Network
(Client) Access = AnyConnect Client Profile. Add the AMP Enabler Service Profile, point to connect URL
shown in step 3.

[ Show URL ][ Download ]

ene Cisco ASDM 7.14(1) for ASA - 40.76.232.34

@& Hume[a Munltur\ng‘ (& save Q¥ refresh| ) Back () ronvare ? H!\p‘TVPE topic Go "I‘sélé
000 Remote Access VPN " Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Client Profile
introduction
=] AnyConnect Connection Profiles
> AnyConnect Customization/Localization

This panel is used to manage AnyConnect Client Profiles and perform group assignment far AnyConnect versian 2.5 or later.You can select a profile to edit, change group or to delete.
You can select the ‘Add" button to add a new profile. Pressing the Import or Export button is for upload and download of client profiles between local machine and device.
The profile Usage field is introduced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

H ]
AnyConnect Client Software
g iy Dynamic Access Policies |4 Add | Edit B8 Change Group Policy| [ Delete| 33 Import @ Export |43 validate
] 0 Group Poicies e e rotie Usage Group oic e bocaion
=] ] IPsec(IKEv1) Connection Profiles. {An =

] IPsec(IKEV2) Connection Profiles. srwvpn AnyConnect VPN Prafile GroupFolicy_srwvpn disk0: [srawpr.xml
17 Secure Mobility Solution srwumb Umbrella Roaming Security Profile GroupPolicy_srwvpn disk0: /Orginfo.json
» fip Address Assignment
» [ Advanced

» [ Clientless SSL VPN Access
» ol AMA/Local Users
» [ Secure Desktop Manager
» (3 Centificate Management
& Language Localization
28 Load Balancing
1B DHCP Server
o DNS

» B Advanced

Step 5. Edit the Group-Policy to Download the AnyConnect AMP Enabler
« Navigate to Configuration > Remove Access VPN > Group Policies - Edit
¢ Go to Advanced - AnyConnect Client > Optional Client Modules to Download
¢ Choose AnyConnect AMP Enabler
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&3] AnyConnect Connection Profiles
» [ AnyConnect Customization/Localizatic
[ AnyConnect Client Profile
[ AnyConnect Client Software

W Dynamic Access Policies

1] gj IPseclKEv1) Connection Profiles

1PseciIKEv2) Connection Profiles
m Secure Mobility Solution
» B Address Assignment
» [ Advanced
» [ Clientless SSL VPN Access
> o AAA/Local Users
» [ Secure Desktop Manager
> Certificate Management
@ Language Localization
% Load Balancing
1" DHCP Server
8 DNS
» 3 Advanced

no0o Remote Access VPN
lruduninn
Jm
g

o, Device Setup
5 Firewall

& Hnml_[a Monitoring | |y Save memn|° Back () Forward | P Help | Type topic Go

7171 O Configuration > Remote Access VPN > Network (Client) Access > Group Policies
Manage VPN group policies.A VPN group 1 a collction of riented

| arvar Tha ariin nolicy

General
Servers
Split Tunneling
Browser Proxy

T

* |Psec(IKEv1) Clier

b pairs that may be stored Internally on the device o externally on a RADIUS/LDAP

nrnafilas and
Edit Internal Group Policy: GroupPolicy_srwvpn

Keep Installer on Client System:
Datagram Transport Layer Security (DTLS):
DTLS Compression:

5L Compression:

Ignore Don't Fragment(DF) Bit:

Client Bypass Protocol:

FQDN of This Device:

MTU:

Keepalive Messages:

Optional Client Modules to Download:
Always-On VPN:

Client Profiles to Download:

18 Inherit Yes

3 inherit Enable
1 Inherit Enable
1 Inherit Deflate
18 Inherit Enable
8 Inherit Enable
14 FQDN

1 Inherit

1 Inherit Disable

No
Disable
Disable
Lzs Disable
Disable

Disable

Interval seconds

Inherit _ampenabler,umbrella

8 Inherit Disable

Inherit

% Add [Y Delete|

Use AnyConnect Profile setting @

Prafile Name

Frafie Usage Type

srwumb Umbrella Roaming Security Profile
srwamp AMP Enabler Service Profile
Find: @ Next @ Previous

Help

cncel (O

Reset Apply

| site-to-site ven '3
| 3, Device Management
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Validation Testing

Test Case 1 - Cisco AnyConnect Remote Access VPN load balancing using AWS route 53

The secure remote worker initiates a connection to srwvpn.com (srwvpn.com mapped HubASAO01, HubASA02,
and HubASAO3 in endpoints. AWS route 53 keeps track of Cisco firewalls on TCP 443, as long as the firewall

responds to these probes firewall is marked as online.

The AWS route 53 is responsible for load balancing SSL VPN across HUbASAO1, HubASAO02, and HubASAO03.

Amazon Route 53

Internet
Gateway

VPN user
connects to
firewall

& s ciou

HubVPC - 10.0.0.0/16

Public Subnet

|
1

i

!

!

!

!

!

!

| =

T &2 ==
i ENI- ENI-2
!

!

i

!

!

!

outside
10.0.1.0/24

Public Subnet

outside
10.0.4.0/24

I8 pusiic supnet

—@s
: ENI-1 ENI-2

[~ [

ASAV or NGFWV

inside
10.0.2.0/24

Private Subnet

inside
10.0.5.0/24

[B] riivate subnet

outside inside
10.0.7.0/24 10.0.8.0/24

Availability Zone

Availability Zone

Availability Zone

! Spokel VPC - 10.1.0.0/16

vPC

Web
10.1.1.0/24

attachment

Amazon EC2

Spoke1-WebServer
10.1.1.100

Spoke2 VPC - 10.2.0.0/16

Transit

Gateway Private Subnet

Spoke2-WebServer

10.2.1.100
Amazon EC2
Web
10.2.1.0/24
Data Center - 10.3.0.0/16
[
K |
K |
atachement K |

"B

The AWS route 53 endpoint configuration ensure equal load distribution of SSL RAVPN.

Record

name v

srwvpn.com

srwvpn.com

srwvpn.com

e g
A Weighted
A Weighted
A Weighted

Differe
ntiator ¥

0

Alias

No

No

No

Value/Ro TTL Health
ute (second check .
trafficto ¥ s) v
d35ccaff-
27ce-42d2-
.’[;.128.191.4 60 9267~
cB86ca2fdec
of
26927830-
18.189.255. db03-4686-
139 60 beéf-
7dd45d170
8a9
1e3c61d9-
2d0d-4875-
3.128.48.85 60 b66d-
01e9291b0
62b

Evaluate

target Record ID

health ¥

- HubASAQ1
- HubASAQ2
- HubASAQ3

Remote worker is connected to srwvpn.com and session is terminated on HubASAO1 (firewall 1). User is able to

access workloads in Spoke1VPC and Spoke2VPC.
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0 VPN: Reply from

- ]  Connected to srwvpn.com. Reply from 10.
— from 10.

WWwWwwwww

Secure Mobility Client

Roaming Security:
Umbrela is active. Status Overview

Wwwww

Reply from 10.

Reply from 10.

VPN (Connected; from 10.
Bytes Sent: 13052
AMP Enabler: Bytes Received: 41585
AMP for Endpoints installed. Time Connected: 00:00:47
Cient Address (IPv4): 10.100.0.10
Clent Address (IPv6): Not Available
Server Address: 3.128.191.40
ssion Disconnect: None

Ro:

ming Security

IPv4 DNS Protection Status: Protected Reply from

/ IPV6 DNS Protection Status: ~ Disabled Reply from
4 Web Protection Status: Protected
Last Connected: Today 10:15:56 PM

Collect diagnostic information for all
installed components.

Diagnostics...

Remote worker is connected to srwvpn.com and session is terminated on HubASA2 (firewall 2). User is able to
access workloads in Spoke1VPC and Spoke2VPC.

VPN:
Connected to srwvpn.com.

Secure Mobility Client

Roaming Security:
Umbrela is active. Status Overview

29151
AMP Enabler: Bytes Received: 61325

AMP for Endpoints installed. MRS 00.04.32
Gient Address (IPv4): 10.200.0.10
Cient Address (IPV6): Not Available
Server Address: 18.189.255.139

y from 10.
from 1.
from 10.
from 10.

vl
cisco

| I

Roaming Security

1Pv4 DNS Protection Status: Protected e 18
1Pv6 DNS Protection Status: Disabled / From 10,
Web Protection Status: Protected

Last Connected: Today 10:05:34 PM

Collect diagnostic information for all
installed components.

Remote worker is connected to srwvpn.com and session is terminated on HubASA3 (firewall 3). User is able to
access workloads in Spoke1VPC and Spoke2VPC
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RAVPN load balanced
by route 53

Becure Mobility Client

0 Roaming Security:
Umbrela is active. Status Overview

VPN (Connected)
Bytes Sent:

~=9 AMP Enabler: Bytes Received:
£ ;

AMP for Endpoints installed.

Cient Address (IPw4): 10.201.0.10

Ciient Address (IPv6): Not Available

Server Address: 3.128.48.85
- ne

Roaming Security
1Pv4 DNS Protection Status: Protected
1Pv6 DNS Protection Status: Disabled
Web Protection Status: Protected

Connected ‘ Last Connected: Today 10:12:50 PM
HubASA3

tion

Test Case 2 - Cisco Duo two-factor authentication (2FA)

When a remote access VPN user connects to the secure network, the user is challenged to enter a primary and
secondary password. RAVPN user must provide the primary password as configured on the LDAP server, and in
the secondary password, the user can enter "push, text, or call". Duo sends a challenge for two-factor
authentication post-primary authentication is successful.

AnyConnect VPN client user experience

Login Request

) Cisco AnyConnect Secure Mobility Client - X T
' '
0 Cisco
[ & VPN:
=]  Connectedto  srwvpn.com. Cisco
i @ Cisco AnyConnect | srwvpn.com X = .
“— SCOMFA
Srwvpn.com
L) piease enter your usemame and password.
-
00:17:44 P4 Group: i
Username: answami
Y ing dai P wd: | sesesssess
Umbrelia is active. assword:
Second Password: 4
oK Cancel
AMP Enabler:
AMP for Endpoints installed.
!
[=1KO) Ll A X
Approve Deny

Cisco Duo portal shows information about authenticated users; it provides the IP address, enroliment
information, and timestamp.

Access Duo admin portal and navigate to Navigate Reports - Authentication Logs.
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PrNaw
Dashboard
Device Insight
Policies
Applications
Users

Groups
Endpoints

2FA Devices

Administrators

Trusted Endpoints
Configuration

Reports
Authentication Log
Sing -On Log
Telepho:

Administrator Actions

Authent Summary

Denied Authentications

Settings

Billing

9 Search for users, groups, applications, or devices

Dashboard > Authentication Log

Authentication Log

> Last24 hours Y No filters applied

3 Authentications

Shown at every 15 minutes.

o | |

E Cisco Systems - Lab A/C | ID:_ Anubhav Swami w

Export v

4PM 7PM 10PM 1AM 4AM 7AM 10AM
Thu. Jul 2 Fri. Jul 3
Showing 1-3 of 3 items Showing | 25 ~ rows
Timestamp (UTC) Result User Application Access Device Second Factor
12:35:26 PM + Granted answami Cisco ASA SSL VPN Location Unknown “~ Duo Push
JUL 3, 2020 User approved 2000 i
Raleigh, NC
5:30:32 PM + Granted answami Cisco ASA SSL VPN Location Unknown ~ Duo Push
JUL 2, 2020 User approved 0.000
Balsigh BC

Test Case 3 - Cisco Umbrella Roaming Security Module (DNS layer protection)

Cisco Umbrella Roaming Security Module for Cisco Secure AnyConnect Mobility Client enforces DNS layer
security. Administrators can enforce DNS policies configured for the on-premise users to RAVPN users also
regardless of whether remote access VPN users is connected to the secure network or not. In the deployment
section, we added a DNS policy that blocks traffic to malicious sites. On the RAVPN client, we access
"examplemalwaredomain.com," and Umbrella drops traffic, and the user sees the Umbrella block page.

Site Blocked

x  +

< (&) I @& malware.opendns.com/main?url=examplemalwaredomain.com&server=ash16&prefs=&tagging=&nref l

atliar]n,
cisco

Cisco Umbrella

This site is blocked due to a security threat.

examplemalwaredomain.com

This site is blocked due to a security threat that was discovered by the Cisco Umbrella security

researchers.

To view logs access Cisco Umbrella portal and navigate to reporting = core reporting = security activity
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TIME

@ Inthe Last Hour
Last 24 Hours
Yesterday

This Week

Core Reports

B B2 G

Last 30 Days

EVENT TYPE
© Antivirus
©) Cisco AMP

Security Category v

[ Group Events by Type

RESPONSE

@ Allowed

[© Biocked

Top Identities

Management

All Security Activity (Last 24 Hours)

LAST 24 HOURS

SECURITY CATEGORY (MALWA... @ BLOCKED
examplemalwaredomain.com

DESKTOP-3V3HNJG

Event Details (1 of 4)

Date & Time
Jul 3, 2020 at 12:44 PM

identity

Jul 3, 2020 at 12:44 PM

External IP

Destination x Result
ategories
- xamplemalwaredomain.com Malware Blocked
DNS Record Type
Internal 1P

A

Blocked Sessions

To search activity logs access Cisco Umbrella admin portal and navigate to reporting = activity search

sco Umbrella Report

ctivity Search

ore Reports
alvale ore Rep
cisco

[sronse [P

urity Activity
FILTER BY: Q

Activity Search
Response Sel

Event Type Salect All

(O # Antivirus

O = Application

AMP
Management g e
Exported R nation List
0 < Integration
Ry — ;

Admin Audit Log

d CLEAR

Identity Used by Policy @
@ DESKTOP-3V3HNJG nexusrules.officeapps a
i DESKTOP-3V3HNJG nexusrules.officeapps.live.com = DESK

/3HNJG

@ DESKTOP s.officeapps.live.com & DESKTOP

SKTOP-3V3HNJG

s.officeapps.live.com s DESKTC

& DESKTOP

s.Ive.com & DESK

@ DESKTOP-3V3HNJG

lassets-ss|.xboxlive.com @ DESKT

@ DESKTOP-3V3HNJG diassets-ssl.xboxlive.com =)
@ DESKTOP-3V3HNJG spelient wg, spotify.com i DESKTOP
@ DESKTOP-3V3HNJG spelient.n y.com @& DESKTOP
- SKTOP-3V3HNJG examplemalwaredomain.com = DESKT
i@ DESKTOP-3V3HNJG examplemalwaredomain.cor & DESK
i@ DESKTOP HNJG inference location.live.net I DESKTOS

!
Schedule  Download
B8 Columns

Results per page: 50 ~

Internal IP External IP

£ LAST 24 HOURS ~

All Requests ~

1-50

Actien 3

© Block

© Bilock

© Bloc}

© Block

© Bloch

© Bloch

© Block

© Block

© Bloch

© Block

© Bloch

© Block

Allowed sessions
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Reporting / Core Repons

aliali ng { (@) (s £ LAST 24 HOURS =
asco Activity Search Scaade  Downioad
o Q, Search request activity Advanced= |  CLEAR BB Columns Al Requests
DESKTOP-3V3HNJG % Alowed

FILTER BY: Q | O Viewing activity from Jul 2, 2020 at 12:48 PM to Jui 3, 2020 a Results per page: 50 = 1-50

R Select A
espanse " identity Destination Identity Used by Policy @ s

[ © Blocked m DESKTOP-3V3HNJG Www.cisco.com & DESKTOP-3V3HNJG

[ # Proxied

SKTOP-3V3HNJG

- @ DESKTOP-3V3HNJG
Additional Reports & DESKTOP-3V3HNJG @ DESKTOP-3V3HNJG
Protocol Select All
O & HrTe @ DESKTOP-3V3HNJG www.clsco.com @ DESKTOP-3V3HNJG
0O & HTTPS i DESKTOP-3V3HMJG ocsp.digicert. com i@ DESKTOP. HNJG
& DESKTOP-3V3HNJG ocsp.digicert.com @ DESKTOP-3V3HNJG
Event Type Select All

@ DESKTOP-3V3HNJG i DESKTOP-aV3HNJG

O ¥ Antivirus

S— O = Application @ DESKTOP-3V3HNJG @ DESKTOP-3V3HNJG
op Identities -
0 Ei Cisco AMP
@ DESKTOP-3V3HNJG @ DESKTOP-3V3HNJG
Management O % Content Category

[ = Destination List & DESKTC G

i DESKTOP-3V3HNJG

[0 <« Integration
0 e Sec

[ @ Tenant Controls @ DESKTOP-3V3HNJG settings.data.micrasoft.com i _DESKTOP-3V3HNJG

& DESKTOP-3V3 & DESKTOP-3V3HNJG

/ Categary

Test Case 4 - Cisco AMP enabler (File blocking)

Cisco Secure AnyConnect Mobility Client provides integration with the AMP enabler module. AMP enabler
ensures that the remote access user stays protected from malware. In the deployment section, we integrated
the AnyConnect client with AMP enabler and configured a policy to block the file with a specific hash value. On
the RAVPN user tries to download a blocked file.

{8 file-example_PDF_1MB.pdf X o+

@ file-examples.com/wp-content/uploads/2017/10/file-example_PDF_1MB.pdf

Lorem ipsum

Lorem ipsum dolor sit amet, consectetur adipiscing
elit. Nunc ac faucibus odio.

Vestibulum neque massa, scelerisque sit amet ligula eu, congue molestie mi. Praesent ut

varius sem. Nullam at porttitor arcu, nec lacinia nisi. Ut ac dolor vitae odio interdum

condimentum. Vi dapib dal ex, vitae malesuada ipsum cursus

convallis. M. sed eg nulla, ac orci. Mauris diam felis,

vulputate ac suscipit et, iaculis non est. Curabitur semper arcu ac ligula semper, nec luctus

nisl blandit. Integer lacinia ante ac libero lobortis imperdiet. Nullam mollis convallis ipsum, .
ac accumsan nunc vehicula vitae. Nulla eget justo in felis tristique fringilla. Morbi sit amet N,  Warning!
tortor quis risus auctor condimentum. Morbi in ullamcorper elit. Nulla iaculis tellus sit amet Threat Quarantined
mauris tempus fringilla.

Maecenas mauris lectus, lobortis et purus mattis, blandit dictum tellus.

* Maecenas non lorem quis tellus placerat varius.

To search activity logs access Cisco AMP portal and navigate to dashboard - events.
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it AMP for Endpoints (remien)

Analysis ~  Outbreak Control ~  Management ~  Accounts

Dashboard

Dashboard Inbox Overview I0S Clarity

¥ Filter: (New) @

Event Type [ Al Event Types

Filters Add filters by clicking on the ¥ icon in the event details

ﬂmekange[Weskv Sort | Time ~ ;J

@

Search

A

? | Anubhav Swami v

Q

Select a Filt

+ Group | All Groups

+

@ Not Subscribed ~ | | Reset

»  DESKTOP-3V3HNJG detected SREBXESF.pdf as Simple_Custom_Detection

»  DESKTOP-3V3HNJG detected -6 5 tmp a5 Simple_Custom_Detection

IF| 1B Quarantine: Successful
SF) 1 Quarantine: Successful

2020-07-03 13:25:11 UTC

2020-07-03 13:23:20 UTC

»  DESKTOP-3V3HNJG updated policy with serial number 241

|S¥]| £y Policy Update

2020-07-02 22:03:22 UTC
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Appendix
Appendix A - Summary

Cisco Secure Remote Worker Architecture outlines the design principle for a highly scalable and resilient design
for remote access VPN. Today remote workers are the majority of the workforce, and an organization must
provide unmatched security to the remote workers. This design guide provides detailed information on validated
designs for RAVPN and positioning firewalls in AWS.

______________ » . AWS Cloud
! HubVPC - 10.0.0.0/16 Spokel VPC - 10.1.0.0/16
SRS i Private Subnet
i e o I
Amazon Route 53 I Public Subnet Private Subnet I
| |
| |
i 1 Shichrassi @ Spoke1-WebServer
! ; K 10.1.1.100
T & 1) : Amazon EC2
i ENI-L ENI-2 |
I ASA o NGFWY I Web
| ) I
1 outside inside 1 10.1.1.0/24
' 10.0.1.0/24 10.0.2.0/24 |
| |
A e : --------- o : D — Spoke2 VPC - 10.2.0.0116
L Honty i Public Subnet Private Subnet i Gateway Private Subnet
‘ ‘
| |
| |
i i |
I I vee vee
- i i A @ Spoke2-WebServer
: : (s 10.2.1.100
e : : ‘Amazon EC2
[ N ey !
Remote T ! outside inside | Web
| 2 |
Worker Gatsivey : 10.0.4.0/2 10.0.5.0/24 ; 10.2.1.0/24
Q. |l . RIGRAE"""""""
; Bl ruvic subnet B rrivate subnet S CT DR ODIE

VPN user
connects to

firewall ; G . ;
: &) = :
: ENI-L % g i

VPN
attachement

ASAV or NGFVWV

outside inside
10.0.7.0/24 10.0.8.0/24
Figure 27. Components of the Cisco secure remote worker solution

This document describes how to load balancing RAVPN connection, scaleout when required. In addition to
scalability, cisco integrates with other security modules for better visibility and threat management.

o Cisco Duo (Two-factor Authentication)
o Cisco Umbrella Roaming Security Module (DNS layer security)
o Cisco AMP enabler (Malware protection)

Appendix B - Maximum RAVPN sessions support on ASA and NGFW

The maximum number of remote access VPN sessions supported on the Cisco ASA and Cisco Next-Generation
Firewall.

Cisco ASAv datasheet: https://www.cisco.com/c/en/us/products/collateral/security/adaptive-security-virtual-

appliance-asav/datasheet-¢c78-733399.html

Cisco NGFWVv datasheet: https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-
virtual/datasheet-c78-742858.html

© 2021 Cisco and/or its affiliates. All rights reserved. Page 66 of 70


https://www.cisco.com/c/en/us/products/collateral/security/adaptive-security-virtual-appliance-asav/datasheet-c78-733399.html
https://www.cisco.com/c/en/us/products/collateral/security/adaptive-security-virtual-appliance-asav/datasheet-c78-733399.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html

Appendix C - Licensing information

This section defines the packaging structure and licensing information for the Cisco AnyConnect secure mobility
client. The following AnyConnect VPN licenses are available:

e Plus subscription license

e Plus perpetual license

e Apex subscription license

« VPN only perpetual license
Subscription licenses are term-based licenses available in terms of 12 to 60 months.
Perpetual licenses are permanent licenses.

Plus license includes basic VPN services such as device and per-application VPN, trusted network detection,
basic device context collection, FIPS compliance, Network Access Manager 802.1X supplicant, the Cloud Web
Security module, and the Cisco Umbrella Roaming module. The existing AnyConnect customers should think of
AnyConnect Plus as similar to the previous AnyConnect Essentials.

Apex license includes more advanced services such as endpoint posture checks (hostscan through ASA VPN,
or ISE Posture through the Cisco ldentity Services Engine), network visibility, next-generation VPN encryption,
and clientless remote access VPN as well as all the capabilities of AnyConnect Plus. The existing AnyConnect
customers should think of AnyConnect Apex as similar to previous AnyConnect Premium and Premium Shared
Licenses.

« Clientless (browser-based) VPN termination on the Cisco Adaptive Security Appliance

« VPN compliance and posture agent in conjunction with the Cisco Adaptive Security Appliance

« Unified compliance and posture agent in conjunction with the Cisco Identity Services Engine 1.3 or later

« Next-generation encryption (Suite B) with AnyConnect and third-party (non-AnyConnect) IKEv2 VPN clients
¢ Network Visibility Module

o ASA multi-context mode remote access

o SAML Authentication (new in 4.4 with ASA 9.7.1 or later)

o All Plus services described above
VPN-only licenses are perpetual based, clientless, and may only be used on a single ASA. The web security
module, cisco umbrella roaming, ISE posture, network visibility is not supported. VPN-only license provides the
following functionality:

« VPN functionality for PC and mobile platforms, including per-application VPN on mobile platforms, Cisco
phone VPN, and third-party (non-AnyConnect) IKEv2 VPN clients

o Clientless (browser-based) VPN termination on the Cisco Adaptive Security Appliance

« VPN-only compliance and posture agent in conjunction with the Cisco Adaptive Security Appliance

¢ FIPS compliance

» Next-generation encryption (Suite B) with AnyConnect and third-party (non-AnyConnect) IKEv2 VPN clients

o SAML Authentication (new in AnyConnect 4.4 with ASA 9.7.1 or later)
The Anyconnect Secure Mobility Licenses are supported on the following platforms:
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» Cisco Adaptive Security Appliance (Physical and Virtual)
« Cisco Next-Generation Firewall (Physical and Virtual)

e Licensing information

Appendix D - Acronyms Defined

ACL - Access Control List

AD - Active Directory

AMP - Advanced Malware Protection

AMPA4E - Advanced Malware Protection for Endpoints
ASAv - Adaptative Security Virtual Appliance

ASDM - Adaptive Security Appliance Device Manager
AVC - Application Visibility and Control

AZ - Availability Zone

CDO - Cisco Defense Orchestrator

CFT - CloudFormation Template

CVD - Cisco Validated Design

ELB - External Load Balancer or Elastic Load balancer
ENI - Elastic Network Interface

FDM - Firepower Device Manager

FMC - Firepower Management Center

FQDN - Fully Qualified Domain Name / DNS Name

FTD - Firepower Threat Defense

IGW - Internet Gateway

ILB - Internal Load Balancer

MFA - Multi Factor Authentication

NGW - NAT Gateway

NGFWv - Next-Generation Firewall Virtual

NGIPS - Next Generation Intrusion Prevention System
NVA - Network Virtual Appliance

PIN - Place in network
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RAVPN - Remote Access VPN
Route53 - DNS Services

RT - Route Table

SG - Security Group

TGW - Transit Gateway

VPC - Virtual Private Cloud
VPN - Virtual private network

Appendix E - References

This section will list all the references:

SAFE Secure Internet Edge Architecture Gmde

quide-pin-secure-internet-edge.pdf

SAFE Secure Internet Architecture Guide:

rchltecture—gmde pdf
SAFE Edge Remote Access VPN with DDoS Design Guide:

edge-remote-access-vpn-ddos.pdf
SAFE Secure Cloud for AWS Design Gwde

Cisco AnyConnect VPN: https://www.cisco.com/c/en/us/products/security/anyconnect-secure-mobility-

client/index.html

Cisco Anyconnect VPN Ordering Guide:
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https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html

Duo configuration Guide (ASA and FTD): http://duo.com/docs

Cisco Duo Network Gateway: https://duo.com/docs/dng

AWS Documentation: https://docs.aws.amazon.com/

AWS Security Group: https://docs.aws.amazon.com/vpc/latest/userqguide/VPC SecurityGroups.html
AWS Network Access List: https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
AWS VPC: https://aws.amazon.com/vpc/

AWS Transit Gateway: https://aws.amazon.com/transit-gateway/

AWS Internet Gateway: https://docs.aws.amazon.com/vpc/latest/userguide/VPC Internet Gateway.html
AWS Elastic Load Balancer: https://aws.amazon.com/elasticloadbalancing/

AWS Route Table: https://docs.aws.amazon.com/vpc/latest/userguide/VPC Route Tables.html

AWS Route 53 (DNS): https://aws.amazon.com/route53/

AWS CloudFormation Template (CFT): https://aws.amazon.com/cloudformation/resources/templates/
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