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Overview

The Secure Branch is a place in the network (PIN) where a company does business across dispersed locations.
This guide addresses the most common branch business flows across all in  dustries and the security used to
defend them. Branch examples are stores in retail, clinics in healthcare, banks in financial markets, etc.
Typically less complex and smaller in footprint than campuses or data centers, branches can have large
numbers of | ocations supporting network access for employees, third parties, and customers.

The Secure Branch is one of the six places in the network within SAFE. SAFE is a holistic approach in which
Secure PINs model the physical infrastructure and Secure Domains re  present the operational aspects of a
network.

The Secure Branch architecture guide provides:
6 Business flows typical for branch locations

8 Branch threats and security capabilities
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Figure 1.
The Key to SAFE. SAFE provides the Key to simplify cybersecurity into Secure Places in the Network (PINs) for infrastructure
and Secure Domains for operational guidance.
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SAFE simplifies security by starting with business flows, then addressing their respective threats with
corresponding security capabilities, architectures, and designs. SAFE provides guidance that is holistic and

understandable.
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Figure 2.
SAFE Guidance Hierarchy

Business Flows

The Secure Branch is where physical presence is important for internal empl  oyees, third - party partners, and
customers.

s Internally, employees use devices (PCs, laptops, phones, tablets, and other tools) that require access to
branch - critical applications (i.e. payments), collaboration services like (voice, video, email) and the

Internet.

e}

Third parties, such as service providers and partners, require remote access to applications and devices.

Customers at the branch use guest Internet access on their phones ort  ablets.
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Customer

Clerk processing credit card transaction to PCl server

Employee researching product information on website
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Subject matter expert consulting with remote colleague

Connected device with remote vendor support

Guest accessing Internet website

Figure 3. Branch business use cases are color coded to define where they flow.

Functional Controls

Functional controls are common security considerations that are derived from the technical aspects of the

business flows.

Secure Applications
Secure Access

Secure Remote Access

Secure Communications

Secure Web Access

Applications require sufficient security controls for protection.
Employees, third parties, customers, and devices securely accessing the network.

Secure remote access for employees and third - party partners that are external to the
company network.

Email, voice, and video communications connect to potential threats outside of company
control and must be secured.

Web access controls enforce usage policy and  help prevent network infection.
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Secure applications for PCI: Clerk processing credit card transaction to PCI server

Secure web access for employees: Employee researching product information on website

>————6

Secure communications for collaboration: Subject matter expert consulting with remote colleague

Internal

External access VPN: Connected device with remote vendor support
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Secure guest Internet access: Guest accessing Internet website

Customer

Figure 4. Branch business flows map to functional controls based on the types of risk they present.

Capability Groups
Branch security is simplified using foundational, access and business capability groups.

Each flow requires access and foundational groups. Additional business activity risks require appropriate
controls as shown in figure 5 which often reside outside the branch (non - branch capabilities).

For more information regarding capability groups, refer to the SAFE overvi  ew guide.
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Figure 5.
Branch security simplified into capability groups

Secure Branch threats and capabilities are defined in the following sections.

Threats
The branch has four primary threats, and the defense is explained throughout the rest of the document:
Exploitation of trust

People have a specific job to do. Unfortunately, the trust of employees can be compromised. Malicious
employees (especially administrators) are very dangerous.

Partners can be compromised. If a trusted partner is breached, an attacker wou Id have access via stolen
credentials.

Endpoint malware

Devices present at the branch are a common source of contamination. Devices of employees, partners or
customers can be infected from multiple sources such as web use, email use, or lateral infection f rom other
devices on the network. Mobile devices can roam networks increasing chances of compromise. Devices
accepting credit cards and the Internet of Things are primary attack points.
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