Q&A

Cisco Network Virtualization

Q. What is network virtualization?
A. Cisco Network Virtualization is the efficient utilization of network resources through logical segmentation of a single physical
network. An example of multiple logical networks over a common infrastructure could be different organizational units or
departments on a single companywide network. Alternatively, it could be an enterprise customer wanting to differentiate between an
employee and vendor and to which resources each has access in the network. Cisco Network Virtualization also fits into the Cisco®
Service Oriented Network Architecture (SONA).

Q. How does Cisco Systems® deliver network virtualization services?
A. Cisco has created technologies and products and has produced architecture and design guides to help enterprises implement Cisco
Network Virtualization in their campus.

Q. What is the reason for implementing Cisco Network Virtualization?
A. The need for Cisco Network Virtualization comes from multiple factors: regulatory compliance (for example,, Sarbanes-Oxley [SOX]
and the Health Insurance Portability and Accountability Act of 1996 [HIPAA]), outsourcing, network consolidation because of
mergers and acquisitions, and so on. The goal is to reduce total cost of ownership (TCO) by sharing network resources while still
maintaining secure separation between organizations, groups, or individuals. Operating multiple physical networks is more expensive
in terms of both capital expenditures and operating expenses.

Q. To which areas of the network does infrastructure virtualization apply?
A. Cisco Network Virtualization is applicable to all the primary parts of the network, including the campus, branch, data center, and
WAN. These solutions specifically address virtualization in the campus (or enterprise).

Q. Which verticals can benefit from Cisco Network Virtualization?
A. Many verticals can benefit. Some examples include:
●

Automotive

●

Healthcare

●

Financial institutions

●

Higher education

●

Retail

●

Multitenant units

WHAT’S NEW: TECHNOLOGIES

Q. How can customers evolve their architecture to make greater use of Cisco Network Virtualization and SONA?
A. SONA, which includes Cisco Network Virtualization, encompasses both a vision for the evolution of enterprise IT and a pathway to
get there. This path is unique for each customer. It is important that the Cisco sales and services teams work closely with each
customer to help that customer evolve its architecture, using important capabilities described in the SONA framework in a way and
timeframe that best meets the customer’s objectives and requirements.
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Q. What technologies are involved in delivering Cisco Network Virtualization?
A. Cisco provides several solutions that preserve the benefits of today’s campus design while introducing the capability of segmenting
the network into secure virtual networks by overlaying VPN mechanisms onto the existing LAN. These include 802.1x, Network
Admission Control (NAC), generic routing encapsulation (GRE) tunnels, virtual routing and forwarding (VRF)-lite, and
Multiprotocol Label Switching (MPLS) VPNs. These solutions can address the problems associated with deploying services and
security policies in a distributed manner. Whatever their size or security needs, enterprises today can enjoy the benefits of a virtualized
campus network with many closed user groups, all on a single physical network.

Q. Which LAN switching platforms support Cisco Network Virtualization solutions?
A. The Cisco Catalyst® 3560, 3750, 4500, and 6500 Series Switches can be used to implement infrastructure virtualization solutions in
the enterprise. Table 1 lists platform coverage at a high level.
Table 1.

Platform Coverage

Platform

GRE (Hardware)

VRF-lite

MPLS VPN

Multicast Support (for GRE,
VRF-lite, and MPLS VPN)

Cisco Catalyst 6500 Series Supervisor Engine 720 and
Cisco Catalyst 6500 Supervisor Engine 32

Yes

Yes

Yes

Yes

Cisco Catalyst 4500 Series Supervisor Engine II-Plus,
Cisco Catalyst 4000/4500 Supervisor Engine III, Cisco
Catalyst 4000/4500 Supervisor Engine IV, and Cisco
Catalyst 4000/4500 Supervisor Engine V

No

Yes

No

No

Cisco Catalyst 3550, 3560, and 3750
Series Switches

No

Yes

No

No

Q. What are the benefits of the technologies available to implement path isolation?
A. The primary technologies involved in delivering path isolation in the campus are GRE, VRF-lite, and MPLS.
GRE tunnels represent a fairly simple approach to creating a small number of closed user groups on the campus network. A frequent
requirement for corporate IT departments is to provide access to the global Internet for onsite guests or visitors, but to prevent those users
from accessing internal sites and resources. Often, the simplest solution is to extend a single “guest” VLAN across a large part of the
network. Used in combination with the Cisco VRF-lite feature, GRE tunnels can create a simple, easy-to-administer solution for guest
access in any Layer 3 network where Cisco Catalyst 6500 Series Switches and the Cisco Catalyst 6500 Series Supervisor Engine 720 or
Cisco Catalyst 6500 Supervisor Engine 32 is deployed. Rather than extending a VLAN across the network to provide guest access, guest
traffic is instead isolated to a unique VRF at each distribution layer switch. The traffic is then transported across the corporate LAN
through the GRE tunnel to a central device, such as an Internet edge switch. The advantages to this solution include:
●

Guest VLANs are prevented from spanning across the corporate switched network (Spanning Tree Protocol domain is not extended
over the campus).

●

Guest user traffic is isolated from the rest of the corporate LAN traffic.

●

The point of ingress for all guest traffic is centralized, making security and quality-of-service (QoS) policies easier to administer.

VRF-lite, a Cisco feature also known as multi-VRF customer edge, provides a solution for campus segmentation by enabling a single
routing device to support multiple virtual routers. Each logical router contains its own set of interfaces as well as a routing table and a
forwarding table. VRF-lite enables support for scenarios where IP addresses can be overlapped among the VPNs. Each VRF maintains an
independent routing domain. This characteristic provides the flexibility of using any IP address space for any given VPN, regardless of
whether it overlaps or conflicts with the address spaces of other VPNs. Therefore, each group can independently use private IP addressing,
as defined in RFC 1918. In this scenario, Network Address Translation (NAT) is not required. This addressing flexibility is beneficial in
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many scenarios. For example, when the networks of acquired companies are merged into a shared LAN, the acquired network can be
incorporated into the infrastructure as a separate VPN. In this way, the acquired company’s network can preserve its original address space
without conflicting with other VPNs. Likewise, this flexibility is beneficial to enterprises that host engineering or development groups,
which often need manage their own address space independently.
Another way to segment a campus network for closed user groups is by overlaying MPLS-based, Layer 3 VPNs onto the routed
infrastructure of the campus LAN. Like GRE tunnels and VRF-lite, MPLS VPNs provide a secure and dependable way to form logically
separated networks on a common physical infrastructure. In MPLS, closed user groups are established through VPNs that are transported
independently over the core of the network using labels. The networkwide benefit of this approach is that any VPN can be configured to
connect users and resources at any location in the network, without any compromises in performance or network design. Accordingly,
MPLS VPNs are the most scalable of the three solutions for Cisco Network Virtualization discussed in this document.

Q. Why is Cisco different?
A. Cisco differentiates itself from most other vendors by adopting a systems-level approach that integrates services throughout the
infrastructure. Looking at the Cisco Catalyst switching portfolio, it becomes apparent that a wide range of Layer 3 switches support
network virtualization. Other vendors have point solutions that are only applicable for limited areas within the campus network. Cisco
Network Virtualization is a primary component of the Cisco SONA framework.
FOR MORE INFORMATION
For more information about Cisco Network Virtualization, visit http://cisco.com/en/US/netsol/ns658/networking_solutions_package.html
or contact your local account representative.
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