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5. Configure Domain Host Configuration Protocol (DHCP) relay. 

6. Configure IPN interfaces with DHCP relay. 

Configuring the IPN 

Note: The following instructions are for the Cisco Nexus 7000 Series. For different platforms, such as the Cisco 

Aggregation Services Router (ASR) running Cisco IOS
®
 Software or the Cisco ASR 9000 Series with Cisco IOS XR 

Software, the configuration varies but can easily be derived.  

With Link Layer Discovery Protocol (LLDP) you can verify the connections between the spine switch and the IPN 

ports. Make sure that you enable LLDP on the Cisco Nexus switch. 

dp2- p1- ipn1(conf)# feature lldp  
dp2 - p1- ipn1(conf)# exit  
!  
dp2 - p1- ipn1# show lldp neighbors  
Capability codes:  
  (R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Devic e 
  (W) WLAN Access Point, (P) Repeater, (S) Station, (O) Other  
Device ID                         Local Intf          Hold - time   Capability  
Port ID      
dp2 - p1- s1                         Eth1/7              120          BR          
Eth8/32      
dp2 - p1- s2                          Eth1/8              120          BR          
Eth8/32      
dp2 - p2- ipn1                       Eth1/9              120          BR          
Eth2/9       
dp2 - p2- ipn1                       Eth1/10             120          BR          
Et h2/10      
Total entries displayed: 4  
dp2 - p1- ipn1#  
 
dp2 - p2- ipn1(conf)# feature lldp  
dp2 - p2- ipn1(conf)# exit  
!  
dp2 - p2- ipn1# show lldp neighbors  
Capability codes:  
  (R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device  
  (W) WLAN Access Point, (P) Repeater, (S) Station, (O) Other  
Device ID                         Local Intf          Hold - time   Capability  
Port ID      
dp2 - p2- s1                         Eth2/7              120          BR          
Eth1/32      
dp2 - p2- s2                         Eth2/8              120          BR          
Eth1/32      
dp2 - p1- ipn1                       Eth2/9              120          BR          
Eth1/9       
dp2 - p1- ipn1                       Eth2/10             120          BR          
Eth1 /10      
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Total entries displayed: 4  
dp2 - p2- ipn1#  

Configuring a VRF instance 

As a best practice, isolate the traffic between the two fabrics across the IPN in a VRF instance because the 

solution exposes the underlay (overlay-1) of Cisco ACI to the IPN. 

dp2-p1-ipn-1 dp2-p2-ipn-1 

vrf context IPN - 1 vrf context IPN - 1 

Configuring the OSPF process 

On each IPN switch, enable and configure OSPF (Figure 2). As a best practice for isolating the network used 

between pods, create the VRF instance in the OSPF process as well. Currently, OSPF is the only supported 

routing protocol for peering an IPN switch and a Cisco ACI spine switch. 

Figure 2.   OSPF configuration 

 

dp2-p1-ipn-1 dp2-p2-ipn-1 

feature ospf  
!  
router ospf IPN  
  vrf IPN - 1 
    router - id 1.1.1.1  
    log - adjacency - changes  

feature ospf  
!  
router ospf IPN  
  vrf IPN - 1 
    router - id 2.2.2.1  
    log - adjacency - changes  
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dp2-p1-ipn-1 dp2-p2-ipn-1 

  ip ospf network point - to - point  
  ip router ospf IPN area 0.0.0.0  
  ip pim sparse - mode 

  ip ospf network point - to - point  
  ip router ospf IPN area 0.0.0.0  
  ip pim sparse - mode 

When isolating the IPN in a VRF instance, configure the static designated rendezvous point address (the 

previously defined loopback address) under the VRF instance and use the bidir configuration keyword at the end 

of the configuration syntax. 

dp2-p1-ipn-1 dp2-p2-ipn-1 

vrf context IPN - 1 
  ip pim rp - address 192.168.100.2 
group - list 225.0.0.0/8 bidir  
  ip pim rp - address 192.168.100.2 
group - list 239.0.0.0/8 bidir  
  ip pim ssm range 232.0.0.0/8  

vrf context IPN - 1 
  ip pim rp - address 192.168.100.2 
group - list 225.0.0.0/8 bidir  
  ip pim rp - addres s 192.168.100.2 
group - list 239.0.0.0/8 bidir  
  ip pim ssm range 232.0.0.0/8  

Configure the IPN Interfaces. 

dp2-p1-ipn-1  dp2-p2-ipn-1  

interface Ethernet1/7  
  mtu 9150  
  no shutdown  
 
interface Ethernet1/7.4  
  description dp2 - p1- s1  
  mtu 9150  
  encapsulation dot1q 4  
  vrf member IPN - 1 
  ip address 192.168.1.1/31  
  ip ospf network point - to - point  
  ip router ospf IPN area 0.0.0.0  
  ip pim sparse - mode 
  no shutdown  
 
interface Ethernet1/8  
  mtu 9150  
  no shutdown  
 
interface Ethernet1/8.4  
  descript ion dp2 - p1- s2  
  mtu 9150  
  encapsulation dot1q 4  
  vrf member IPN - 1 
  ip address 192.168.1.5/31  
  ip ospf network point - to - point  

interface Ethernet2/7  
  mtu 9150  
  no shutdown  
 
interface Ethernet2/7.4  
  description dp2 - p2- s3  
  mtu 9150  
  encapsulation dot1q 4  
  vrf member IPN - 1 
  ip address 192.168.2.1/31  
  ip ospf network point - to - point  
  ip router ospf IPN area 0.0.0.0  
  ip pim sparse - mode 
  no shutdown  
 
interface Ethernet2/8  
  mtu 9150  
  no shutdown  
 
interface Ethernet2/8.4  
  description dp2 - p2- s4  
  mtu 9150  
  encapsulation dot1q 4  
  vrf member IPN - 1 
  ip address 192.168.2.5/31  
  ip ospf network point - to - point  
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Using the Cisco APIC 2.0 fabric setup script 

The new fabric setup script requests a fabric ID. Currently, 1 is the only ID supported for the fabric. You configure 

the pod ID according to the location of the APIC. For example, as shown in Table 1, APICs 4 and 5 will be in Pod2. 

Thus, in their respective fabric setup scripts, the pod ID will be 2. 

Cluster configuration ...  
  Enter the fabric name [ACI Fabric1 #1]: dp2 - fabric  
  Enter the fabric ID (1 - 128) [1]:  
  Enter the number of controllers in the fabric (1 - 9) [3]: 5  
  Enter the POD ID (1 - 9): [1]  
  Enter the controller ID (1 - 3) [1]:  
  Enter the controller name [apic1]: dp2 - apic1  
  Enter address pool for TEP addresses [10.0.0.0/16]: 10.111.0.0/16  
  Note: The infra VLAN ID should not be used elsewhere in your environmen t  
        and should not overlap with any other reserved VLANs on other platforms.  
  Enter the VLAN ID for infra network (2 - 4094): 3967  
  Enter address pool for BD multicast addresses (GIPO) [225.0.0.0/15]:  
 
Out - of - band management configuration ...  
  Ent er the IP address for out - of - band management: 10.122.226.31/24  
  Enter the IP address of the default gateway [None]: 10.122.226.1  
  Enter the interface speed/duplex mode [auto]:  
 
Administrator user configuration...  
  Enable strong passwords? [Y]  
  Enter th e password for admin:  

Configuring the Multipod setup 

Unlike Layer 3 connections in previous configurations, a Multipod setup uses the spine switch ports. For this 

reason, new access policies are built that are attached to specific spine policies. These policies didn't exist 

previous to Cisco ACI 2.0. The first step is to build these policies in the Cisco ACI fabric to enable these spine 

ports.  

Setting up Pod1 

Your initial Pod1 will look like the normal fabric membership view, similar to the example shown here. 
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Defining Pod1 spine access policies 

Just as for every port in the Cisco ACI fabric, you need to define access policies to define port behaviors. The 

policies for the spine ports are a little different than those defined in the past. The VLAN pool is specific to the spine 

switch and uses VLAN 4. This setting cannot be changed by the user. This policy will be attached to the Layer 3 

domain.  

Choose Fabric > Access Policies > Pools > VLANS and create a static VLAN pool that contains only VLAN 4. 

 

 

 

Next, you need to create the AEP. Choose Fabric > Access Policies > Global Policies > AEP. 



 

 
© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 13 of 44 

 

You can now build the Layer 3 domain that will associate the VLAN pool and AEP previously created and that will 

be associated with the interfaces of the spine switch.  

Choose Fabric > Access Policies > Physical and External Domains > External Routed Domains. 
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Starting with Cisco ACI 2.0, you can create the spine interface policies. To start, build a link-level interface policy. 

Choose Fabric > Access Policies > Interface Policies > Policies > Link Level. In the case here, use the 

configuration defaults. 

 

Next, create the spine policy group using the link-level policy and your previously created AEP. Choose Fabric > 

Access Policies > Interface Policies > Policy Group > Spine Policy Groups. 
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Next, create the spine interface profile definition. You can select multiple interfaces (a range) as needed. Choose 

Fabric > Access Policies > Interface Policies > Profiles > Spine Profiles. The setup here uses two 40-Gbps 

interfaces facing a Cisco Nexus 7000 Series Switch using ports 8/31 and 8/32. 

 

Now you can create the spine switch profile. Choose Fabric > Access Policies > Switch Policies > Profiles. 
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Defining Pod2 spine access policies 

In Pod2, if you use different interfaces from the spine switches to the IPN, whether because you are using different 

line-card slots or different spine-switch models in Pod1 and Pod2 (for example, the Cisco Nexus 9508 Switch in 

one pod and the Cisco Nexus 9336PQ ACI Spine Switch in the other pod), you must create the same access 

policies for the spine switches that have yet to be discovered in the fabric. If your spine interfaces differ, you still 

can reuse the policy groups because the properties will be the same. If your spine interfaces are the same, you can 

simply add your spine nodes to the switch profile later as explained in this document.  
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