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When you use service graph redirect (with  Go- To mode or with L1 or L2 mode), the L4 - L7 device doesn't need 
to be connected directly to the bridge domains in which the endpoints reside. In addition, the endpoints do not 
need to be in different bridge domains for the traffic to traverse an L4 - L7 device.  

Figure 5 shows the bridge domain topology for a service graph with PBR to a firewall in Go- To mode. The 
firewall is connected to the bridge domain that is called L4 - L7 BD in this example. Virtual machines are on BD1 
and BD2. With service graph redir ect, you can configure traffic from EPG1 to EPG2 to be sent through the 
firewall first, as well as traffic from EPG1 or EPG 2 to EPG3. You can also define a rule that says that only traffic 
on port 80 between EPG1 and EPG2 has to go through the firewall, w hereas other traffic can go directly 
between EPG1 and EPG2.  

 

  Figure 5. 
BD configuration for the deployment of an L4 - L7 device in policy - based redirect (PBR) mode  

When you use service graph redirect with an L1 or L2 mode L4 - L7 device, the L4 - L7 device needs to be 
connected to two dedicated bridge domains in which the endpoints do NOT reside.  

Figure 6 shows a firewall connected to the two dedicated L4 - L7 bridge domains. Virtual machines are on BD1 
and BD2. Just as in the example illustrated in Figure 5, with service graph redirect you can configure traffic from 
EPG1 to EPG2 to be sent through the firewall first, as well as traffic from EPG1 or EPG 2 to EPG3.  

 

  Figure 6. 
BD configuration for the deployment of an L4 - L7 device in policy - based redirect (PBR) mode with L1/L2 mode  
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  Figure 19. 
The bridge domain requires a relationship with a VRF instance, and in some designs you may need to allocate one VRF 
instance per bridge domain  

Figure 20  shows a simple design in which a single VRF instance is sufficient, and the instance does not need to 
be split because IP routing is not enabled for either BD1 or BD2. With this design, the endpoint database is just 
learning MAC addresses in both bridge d omains; hence, traffic entering from BD1 cannot reach BD2 by 
bypassing the L4 - L7 device. No network address translation (NAT) configuration is required on the L4 - L7 
device.  

 

  Figure 20. 
Design using bridge domains without routing  

(Note:  The VRF instance is shown in  gray to indicate that this relationship is needed just to meet object tree 
requirements.)  
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Figure 26 shows a topology that works with second - generation leaf switches starting with Cisco APIC Relea se 
2.3. This topology works both within a single pod (left) topology as well as with a multi - pod topology (right) (for 
more information about multi - pod, please refer to: https://www.cisco.com/c/en/us/solutions/collateral/data -
center - virtualization/application - centric - infrastructure/white - paper - c11 - 739571.html ). 

 

  Figure 26. 
Design considerations with static routing L3Out with SVI and vPC  

Note:   With topologies consisting of more than two first - generation border leaf switches, the preferred 
approach is to use dynamic routing and a differen t VLAN encapsulation per vPC pair on the L3Out SVI. This 
approach is preferred because the fabric can route the traffic to the L3Out connection that has reachability 
to the external prefix without the need to perform bridging on an outside bridge domain.  

Regardless of which hardware is used on the leaf configured for L3Out, if you are using first - generation leaf 
switches in the fabric, you also need to consider whether there are servers connected to the same leaf 
configured for L3Out to an L4 - L7 device (Fi gure 27).  

 

  Figure 27. 
Design considerations when attaching endpoints to leaf nodes configured with L3Out  

https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739571.html
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739571.html






https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/Cisco-ACI-Floating-L3Out.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/Cisco-ACI-Floating-L3Out.html


 

© 2021  Cisco and/or its affiliates . All rights  reserved.  Page 31 of 76 

Graph connector prop erties  

The connector also has two properties: it can be Layer 3 or Layer 2, and you can choose to enable or disable 
unicast routing on the bridge domain to which it connects.  

You can find the connector configuration under Tenant > Services > L4 - L7 > Servic e Graph Templates by 
selecting a template and then selecting the Policy tab, under Connections.  

In most cases, the connector Adjacency Type should be set to Layer 2 (L2) unless you need to bring up the 
pervasive SVI on a bridge domain that has no endpoints , but in the latest releases this is set to L3 by default 
because, if there is no SVI present, this setting is simply ignored.  

If the connector is set for unicast routing (the option is called Unicast Route), the bridge domain forwarding 
depends on whether  unicast routing is enabled or disabled on the bridge domain itself. If the connector is set to 
not use unicast routing, then the bridge domain will not perform routing even if the bridge domain is configured 
for routing.  

If you are using the routed mode w ith an L3Out interface instance, the connector to the outside bridge domain 
must be configured as Layer 3. You can configure this connector through the GUI by selecting CON1 and 
changing Adjacency Type from L2 to L3.  

You can set the adjacency type through REST calls as follows:  

<vnsAbsConnection name = "CON1" adjType=L3>  

 <vnsRsAbsConnectionConns tDn="uni/tn - Sales/AbsGraph - WebGraph/AbsTermNodeCon -
Consumer/AbsTConn" />  

  <vnsRsAbsConnectionConns tDn="uni/tn - Sales/AbsGraph - WebGraph/AbsNode - Virtual -
Server/AbsF Conn- external" />  

</vnsAbsConnection>  

Deploying the graph template on multiple EPG pairs  

The service graph is always associated with a contract between two EPGs.  

An L4- L7 device can be connected through a service graph to multiple EPGs. Because the interfaces of the L4 -
L7 devices are the same, Cisco ACI allocates a different VLAN for the L4 - L7 interface and the associated 
shadow EPG each time the consumer - side or provider - side EPG is in a different bridge domain.  

Figure 30 illustrates this point. In this figure, the graph template is applied one time between the EPG Outside 
and the EPG Web, and it is applied a second time between the EPG Outside and EPG App. The EPG Web and 
EPG App are in the same bridge domain; hence, the L4 - L7 appliance interfaces a re associated with two 
shadow EPGs: one for BD1 and one for BD2.  

Even if the graph template is applied to more EPGs in BD1 or BD2, the L4 - L7 appliance is still connected only to 
the two shadow EPGs.  
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  Figure 30. 
When the service graph is used between multiple EPGs o n two bridge domains, the L4 - L7 appliance always is attached to 
two shadow EPGs  

If the graph template is applied to EPGs in different bridge domains, Cisco ACI will configure more shadow 
EPGs (one per bridge domain), as shown in Figure 31.  

 

  Figure 31. 
When the serv ice graph is used between multiple EPGs in three bridge domains, the L4 - L7 appliance is attached to three 
shadow EPGs 

With an L4 - L7 deployment with virtual appliances, Cisco ACI assigns the VLAN to the port group that the L4 - L7 
device interface attaches to  (hence also to the shadow EPGs), making sure that they match.  
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The following configuration illustrates the device selection policy (logical device contexts) for the configuration 
of a virtual L4 - L7 device via VMM integration.  

Assume that you had defined these logical interfaces:  

<vnsLDevVip name="ASAv01 - cluster">  

     <vnsCDev name="ASAv01 - active" vmName="ASAv01" vcenterName="line1" >  

     <vnsCIf name="Gig0/0" vnicName="Network adapter 2"/>  

     <vnsCIf name="Gig0/1" vnicName="Network adapter 3"/>  

     <vnsCIf name="Gig0/2" vnicName="Network adapter 4"/>  

</vnsCDev>  

<vnsLIf name="external">  

      

     <vnsRsCIfAtt tDn="uni/tn - TenantName/lDevVip - ASAv01- cluster/cDev - ASAv01- active/cIf -
[Gig0/0]"/>  

</vnsLIf>  

<vnsLIf name="internal">  

     <vnsRsCIfAtt tDn="uni/tn - TenantName/lDevVip - ASAv01- cluster/cDev - ASAv01- active/cIf -
[Gig0/1]"/>  

 </vnsLIf>  

<vnsLIf name="internal2">  

     <vnsRsCIfAtt tDn="uni/tn - TenantName/lDevVip - ASAv01- cluster/cDev - ASAv01- active/cIf -
[Gig0/2]"/>  

</vnsLIf>  

Assume that you d efined three contracts as in the following XML script:  

<vzBrCP name="c1">  

    <vzSubj name="http">  

            <vzRsSubjGraphAtt tnVnsAbsGraphName="g1"/>  

    </vzSubj>  

</vzBrCP>  

<vzBrCP name="c2">  

    <vzSubj name="http">  

            <vzRsSubjGraphAtt tnVn sAbsGraphName="g1"/>  

    </vzSubj>  

</vzBrCP>  







https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html#Verified_Scalability_Guides
https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html#Verified_Scalability_Guides
https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html#Verified_Scalability_Guides
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  Figure 36. 
Topology of a routed L4 - L7 deployment with PBR one - arm mode  

PBR also can be use d in a two - VRF- instances design with route leaking. You can place a PBR device between 
consumer and provider VRF instances or in either of them, as in Figure 37.  

 
  Figure 37. 

Topology of a routed L4 - L7 deployment with PBR in two VRF instances  
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Figure 39 shows a transpa rent mode deployment with routing provided by the Cisco ACI fabric.  

This design requires two bridge domains. The default gateway for the servers is the IP address of the subnet of 
the outside bridge domain. Because IP routing is enabled on BD1, the IP addr esses of the endpoints in BD2 are 
learned as if they were in BD1, and they are associated with the MAC address of the L4 - L7 device.  

Because BD1 has routing enabled, you need to make sure that BD1 learns only the addresses of the subnet that 
you defined. Th us, you should configure Limit IP Learning to Subnet (previously called Subnet Check). You also 
need to make sure that a maximum of 4096 IP addresses are learned on this interface (based on the verified 
scalability limits), and that the IP addresses are ag ed independently by configuring IP aging.  

 

  Figure 39. 
Firewall deployed in transparent mode with routing provided by the Cisco ACI fabric  

One- arm mode  
Figure 40 shows a one - arm mode deployment with the classic networking constructs. Figure 41 shows the 
same topology in Cisco ACI.  

In one- arm mode, the default gateway for the servers is the router and not the load balancer. The load balancer 
is connected with one VLAN to the router as well, which is the default gateway for the load balancer itself. The 
load bal ancer uses source NAT for the traffic from the clients to the servers to help ensure receipt of the return 
traffic.  

With ACI the routing is performed by the ACI fabric, the default gateway for the servers is the subnet on BD2, 
and the default gateway for t he load balancer is the subnet on BD3.  

The contract is established between the external EPG and the server EPG, and is associated with the service 
graph.  

This topology has three bridge domains: one bridge domain for the outside, or client side (BD1); one b ridge 
domain for the inside, or server side (BD2); and one bridge domain for connectivity with the load balancer 
(BD3). With this setup, you can optimize flooding on BD2.  

On BD3 the load balancer forwards traffic from the clients to the servers by routing it through the Cisco ACI 
fabric. Therefore, you need to make sure that the only addresses learned in BD3 are the ones that belong to the 
BD3 subnet: that is, the virtual addresses announced by the load balancer and the NAT addresses.  

You should configure L imit IP Learning to Subnet (previously called Subnet Check) on BD3. You also need to 
make sure that a maximum of 4096 IP addresses are learned on this interface (based on the verified scalability 
limits) and that the IP addresses are aged independently by configuring IP aging.  
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  Figure 40. 
Deployment of a load balancer in one - arm mode  

 

  Figure 41. 
Load balancer deployed in one - arm mode in Cisco ACI  
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  Figure 43. 
Management network  

Data  traffic  
To set up end - to- end connectivity between EPGs through the service node, you need to create data path 
networks for service nodes. This process is performed during service graph rendering based on the 
configuration in the device selection policy. T his section describes domain and VLAN pool configuration for data 
traffic on both physical and virtual service devices.  
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L4- L7 device in physical domain  

For L4- L7 devices in a physical domain, specify the physical domain with the static allocation mode for the 
VLAN range for the L4 - L7 device.  

Specify the path and VLAN ID in the cluster interface, which are similar to the specifications for static path 
bindings for the EPG (Figure 44). Based on this VLAN and path configuration, VLANs are programed on the leaf  
interfaces through service graph deployment. Thus, you need to configure all of possible leaf interfaces 
connected to the service devices. If you have an active/standby service device pair, you need to add both 
service devices as concrete devices. In this  example, ASA1 and ASA2 are an active/standby firewall pair.   

 

  Figure 44. 
L4- L7 device in physical domain configuration  
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In the case of L1 or L2 mode with Active - Active, specify the VLAN ID in the concrete interface instead of in the 
cluster interface (Figure 45).  

 

  Figure 45. 
L4- L7 device in physical domain configuration for L1/L2 mode with Active - Active mode  

Note:   In the case of L1 mode with Active - Active, the consumer and provider connectors must be 
connected under different leaf nodes.  

L4- L7 device in VMM domain  

For virtual app liances, specify the virtual machine manager (VMM) domain using the dynamic allocation mode 
for the VLAN range for the L4 - L7 device (Figure 46). The APIC will select VLANs from the VLAN range, 
configure the Cisco ACI fabric, create port groups for the serv ice node connector, and change the vNIC 
configuration of the virtual appliance during service graph rendering.  

The VMM domain can also contain a VLAN range that uses static allocation mode, but the VLAN range specified 
with dynamic allocation mode will be used for service graph deployment.  

Specify the VM name and the vNICs of the VM: this is required for automatic vNIC placement. Path 
configuration is not mandatory unless the L3Out is used for the service device connectivity. For L3Out, the APIC 
selects the  VLAN that is used in the L3Out logical interface profile configuration. If you have an active/standby 
service device pair, you need to add both service device VMs as concrete devices. In this example, ASAv1 and 
ASAv2 are an active/standby firewall pair.  









https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-failover.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-failover.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/high_availability_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/high_availability_for_firepower_threat_defense.html






https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/clustering/asa-cluster-solution.html
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  Figure 52. 
L4- L7 device configuration for ASA/FTD clustering (one concrete device for single pod)  

Note:   Although this section explains how to define an L4 - L7 device for a cluster, the use of service graph 
is not mandatory to connect a cluster to an ACI fabric.  

In the case of Multi - Pod with anycast service, devices in the same pod connected to the ACI fabric through the 
same port channel are one big logical devic e. Thus, one L4 - L7 device contains multiple concrete devices. For 
example, in Figure 53, concrete device1 consists of the firewalls in pod1 and concrete device2 consists of the 
firewalls in pod2.  
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  Figure 54. 
Port channels for cluster control plane  

For more information about ASA/FTD clustering, see the configuration guides at 
https://w ww.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc - config - guide -
v67/clustering_for_the_firepower_threat_defense.html  or 
https://www.cisco.com/c/en/us/td/docs/security/asa/asa97/configuration/general/asa - 97- general - config/ha -
cluster.html . 

For more information about ASA/FTD clustering across pods, see Cisco ACI Multi - Pod and Service Node 
Integration Whi te Paper at https://www.cisco.com/c/en/us/solutions/collateral/data - center -
virtualization/applicati on- centric - infrastructure/white - paper - c11 - 739571.html . 

https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa97/configuration/general/asa-97-general-config/ha-cluster.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa97/configuration/general/asa-97-general-config/ha-cluster.html
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739571.html
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739571.html
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Design for sharing L4-L7 appliances 
Some L4 - L7 appliances have multitenant functions. These functions differ by vendor. This section describes 
multitenant design using Cisco ASA and F5 BIG - IP. It also describes how to share an L4 - L7 device among 
different tenants and use multiple service graph rendering.  

Multiple tenants: Using a Cisco ASA/FTD physical appliance  
The ASA context and FTD instance capabilities provide multiple service appliances on the sam e physical 
hardware. Each service appliance has a different configuration space, a different management IP address, 
different credentials, etc. The Cisco ACI service graph treats each virtual context as a concrete device (L4 - L7 
device on the APIC), so you can share one ASA physical device across multiple tenants and use multiple 
service graph rendering (Figures 55 and 56).  

 

  Figure 55. 
Cisco ASA/FTD virtual context  
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Multiple tenants: Using a VRF  
Starting from Cisco FTD Release 6.6.0, both physical and virtual FTD appliances support VRF. The VRF in FTD 
provides routing table isolation, but because all VRFs are in the same virtual context or in the same virtual 
device and share the same management IP address, this is different from the virtual context capability.  

F5 BIG- IP Local Traffic Manager (LTM) has a route domain capability similar to that of a VRF. It provides routing 
table isolation, but all partitions are in the same service device and share the same management IP address.  

Note:   Some BIG- IP LTM platforms support v irtual clustered multiprocessing (vCMP), which is similar to 
the ASA virtual context. vCMP allows you to run multiple instances of the BIG - IP software on a single 
hardware platform. For details, please see the F5 documentation.  

 

  Figure 56. 
F5 BIG- IP multitenant des ign  




































