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Icon  Threat  Icon  Capability  Security Solutions  

Application Security 
Appliance (ASA))  

  

Attacks using worms, viruses, or 
other techniques.  

  

Intrusion Prevention 
System (IPS) 

Cisco Secure Firewall 
(Firepower Threat Defense 
(FTD)) 

  

Malware distribution across 
networks or between servers and 
devices.  

  

Network  Anti - Malware  Cisco Secure Firewall 
(Firepower Threat Defense 
(FTD)) 

Application Security 
Appliance (ASA))  

  

Attack tools hiding in permitted 
applications.  

  

Application Visibility 
Control (AVC)  

Cisco Secure Firewall 
(Firepower Threat  Defense 
(FTD)) 

  

Attacks against poorly developed 
applications and web 
vulnerabilities.  

  

Web Application Firewall 
(WAF) 

Cisco Secure Application 
Delivery Controller (Radware 
Alteon WAF)  

  

Theft of unencrypted traffic.  

  

TLS Encryption Offload  Cisco  Secure Application 
Delivery Controller (Radware 
Alteon)  

  

Attackers or malicious users 
accessing restricted information.  

  

Identity/Authorization  Cisco Identity Services 
Engine (ISE) 

Cisco Secure Access by Duo  

Solution Architecture 
Developing a defense - in- depth architecture requires identifying existing threats and applying appropriate 
security capabilities to thwart them.  

The two business flows defined earlier are shown with the necessary security capabilities.  



https://www.cisco.com/c/en/us/solutions/enterprise/design-zone-security/landing_safe.html#~tab-architecture
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 Secure Data Center Reference Architecture  Figure 5. 

Business Use Cases  
The first business use case depicted below is a payment application for PCI compliance. The clerk is depicted 
by the green token is connected to the WAN from a branch office. The clerk is processing a sales transaction 
that includes a credit card and is accessing the payment application in the data  center. The data flow enters the 
data center Core zone from WAN and is routed to the Software Defined zone. Software Defined zone refers to 
software defined segmentation, which is delivered by Cisco Application Centric Infrastructure (ACI).  

The flow ente rs the ACI Leaf  through a Layer 3 Out (L3Out) , and an ACI Service Graph allow  the flow through to 
the external Alteon . The Alteon Web Application Firewall inspects and the SSLi (TLS offload) decrypts the flow. 
The unencrypted flow is redirected by ACI to t he Firepower for inspection.  If the flow passes all inspections, it is 
returned to the ACI leaf switch  and routed to the internal Alteon. The internal Alteon encrypts the flow and 
routes it back to ACI. ACI routes t he flow to the HyperFlex servers  hosting the application . If the flow fails 
inspection at any point, it is dropped by the inspecting appliance.  
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 Business Use Case 1: Clerk processing a sales order transaction.  Figure 6. 
 

The second business use case depicted secures remote access for employees  accessing a n application in the 
data center . The field engineer is depicted by the blue token is accessing the data center using a VPN 
connection to submit a work order to the workflow application. The data flows from the Internet enters the Edge 
zone, where the VPN termination is handled by the Edge . The flow is routed to the distribution switch in the 
Services zone and then to the Core zone. The path from the core to the application is the same as the business 
use case 1.  



 

© 2022 Cisco and/or its affiliates . All rights reserved.  Page 11 of 64 

 

 Business Use Case 2: Field Engineer submit  a work order  Figure 7. 

Network Topology  
The network topology below illustrates  the nodes in the Cisco ACI fabric . The fabric consists of two leaf nodes, 
two spine nodes and three Application Policy Infrastructure Controllers ( APICs). Each leaf node connects to the 
two spine nodes and each APIC controller connects to the two leaf nodes. The leaf nodes do not direct connect 
to each other nor do the spine nodes. The leaf nodes act as the connection point for all servers, storage, 
physical or virtual L4 - L7 service devic es, and external networks . The spine nodes act as the high - speed 
forwarding engine between leaf nodes. The Cisco ACI fabric is managed, monitored, and administered by the 
Cisco APICs. Each node on the network, the Cisco ADC, Cisco Secure Firewall and Fabric Interconnect  
connects to both leaf nodes with port - channel interfaces. A secure overlay management network is 
implemented for out of fabric accessibility but is not depicted.  

The purple design icons represent  the product selected to provide the security capabilities required  to protect 
the business use cases . Solid purple icons represent  physical appliances, and the icons with the white 
background represent virtual appliance s or software.  
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 Network Topology  Figure 8. 
 

The table below lists the hardware models and software versions tested.  

Component  Model  Version  

ACI APICs APIC- SERVER- L1 apic - 5.1(3e)  

ACI Spine Switch es 

N9K- C9504  n9000 - 15.1(3e)  

ACI Leaf Switches  

N9K- C93180YC - FX n9000 - 15.1(3e)  

Cisco Secure ADC Alteon  

Alteon D- 7612  32.6.3.0  

Cisco Secure Firewall 
Management Center  

Firepower Management Center 
Virtual Appliance  VMWare  

7.0.0.1 - 15  







https://www.cisco.com/c/en/us/solutions/data-center-virtualization/application-centric-infrastructure/aci-secure-adc-design-guide.html


https://www.cisco.com/c/en/us/products/collateral/security/secure-adc-alteon-ds.html
https://www.cisco.com/c/en/us/products/security/firewalls/index.html#~products
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6 -  The internal Alteon encrypts the flow and routes it to ACI fabric.  

7 -  The ACI fabric routes the flow to the servers . 

Implementation Steps  

Cisco ACI Configuration  

This section summaries the configuration of a tenant, the L3Outs, PBRs and the Service Graph.  

Prerequisites: An ACI environment with basic configuration , dynamic routing  enabled , and network ports 
configured . Refer to the SAFE Design Guide: Secure Data Center Cisco ACI Multi - Site Reference Design  for 
detailed steps to configure the Cisco ACI environment . 

Step 1.  Add a tenant named TenantB and create a VRF named VRF - B. The remaining  options are left 
as default.  

 

Step 2.  Create the following bridge domains in VRF - B; Alt - Ext, Alt - Int, FTD- Data and Web - Srv. Under 
the L3  Configurations of each domain, config the gateway to route traffic between the bridge 
domains. L3Out Association is not requi red for the bridge domains because traffic remain within the 
ACI fabric.  

 

Step 3.  Create an Application Profile named Web - Services. Under the Web - Services Application 
profile, create the Application EPGs Alt - Ext, Alt - Int and Web - Srv and associate each to the 
corresponding bridge domain. The FTD does not required an EPG because traffic is redirected to it 
using a PBR. 

https://www.cisco.com/c/dam/en/us/solutions/collateral/design-zone/cisco-validated-profiles/secure-dc-design-guide-cvd.pdf
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L3 Ext Network: TenantB /L3Out - Ateon/Alt - Ext  

L3 Destination  

(VIP): true  

Service EPG  

Policy: /  

Cluster Interface: Outside  

 

Provider Connector  

Type: bd  

BD: TenantB/Alt - Ext  

L3 Destination  

(VIP): true  

Redirect Policy: svcCont/Alt - Ext  

Service EPG  

Policy: /  

Cluster Interf ace: Inside  

 

FTD Information:  

Contract: TenantB/Ext - To- WebSrv  

Graph: TenantB/Services  

Node: FTD Device  

Cluster: Firewall  

Firewall: routed  

Policy- Based Redirect: true  

Consumer Connector Type: bd  

BD: TenantB/FTD- Data  

L3 Destination (VIP): true  

Redirect Policy: svcCont/FTD - Cluster  

Service EPG Policy: /  

Cluster Interface: One - Arm  

Provider Connector Type: bd  

BD: TenantB/FTD- Data  
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L3 Destination (VIP): true  

Redirect Policy: svcCont/FTD - Cluster  

Service EPG Policy: /  

Cluster Interface: One - Arm 

 

Alt- Int Information:  

Contract: TenantB/Ext - To- WebSrv  

Graph: TenantB/Services  

Node: Alt - Int  

Device Cluster: Inside - LB Load  

Balancer: two - arm  

Policy- Based Redirect: true  

Consumer Connector Type: l3out  

L3 Ext Network: TenantB/L3Out - Ateon/Alt - Int L3  

Destination (VIP): true  

Service EPG Policy: /  

Cluster Interface: Outside  

Provider Connector  

Type: bd  

BD: TenantB/Alt - Int  

L3 Destination (VIP): true  

Redirect Policy: svcCont/Alt - Int  

Service EPG Policy: /  

Cluster Interface: Inside  
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Step 13.  Assign Secure Application ID to VIP  

Navigate to  Configuration > Application Delivery > Virtual Services . Under Virtual Services of Selected Virtual 
Server, select the virtual service. Click the pencil to edit the virtual service.  Click the HTTP tab and select 
Payment_ID  for Secure Web Application . Click Submit , Apply and Save . 

 

 










































