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As artificial intelligence moves from experimental
labs to the core of global enterprise strategy, the
infrastructure supporting it must evolve. This solution
brief, Navigating Neocloud, explores the emergence
of specialized, Al-first cloud providers and the unique
security landscape they create. We journey from the
architectural differences between Neoclouds and
Hyperscalers to the specific risks inherent in high-

speed Graphic Processing Unit (GPU) fabrics.

By introducing the ClusterMAX™ benchmark and
detailing how Cisco's integrated security portfolio
aids in achieving compliance, we provide a roadmap
for organizations to achieve performance without
compromising on the security, intellectual property
protection, or regulatory compliance required.

This brief explores the architectural shift toward
specialized GPU providers, identifies the unique risks
to Al intellectual property, and demonstrates how
Cisco’s security portfolio enables high-performance
compliance with ClusterMAX, SOC2, ISO 27001, and
Cybersecurity Maturity Model Certification (CMMC).
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https://cloud.google.com/discover/gpu-for-ai
https://newsletter.semianalysis.com/p/clustermax-20-the-industry-standard
https://www.clustermax.ai/v2
https://www.aicpa-cima.com/resources/download/compare-soc-for-supply-chain-soc-2-r-and-soc-for-cybersecurity
https://www.iso.org/standard/27001
https://dodcio.defense.gov/CMMC/
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What is a Neocloud?

Traditional cloud providers were built for the era of
the website and the database. But the explosion of
Generative Al has created a new, insatiable demand:
massive, raw, parallel processing power. To meet this
need, a new breed of service provider has emerged-
the Neocloud.

Why Neoclouds are Emerging

The first Neoclouds didn’t start in traditional data
centers. They often emerged from high-performance
niches like 3D rendering farms or specialized crypto-
mining operations. As Large Language Models (LLMs)
went mainstream, these providers pivoted their
infrastructure to offer what Hyperscalers couldn’t:
immediate, at-scale access to dense clusters of high-
throughput networks optimized specifically for the
“heavy lifting” of Al training and inference.

Why Now?

The shift to Neocloud is driven by three primary
market forces:

GPU Scarcity: While traditional cloud struggle with
supply chain constraints, Neocloud specializes in
securing and deploying the latest GPU hardware
(like H100s and A100s) as their primary business.

Architecture Bottlenecks: Standard virtualized
cloud networks are designed for general traffic,
creating “bottlenecks” that slow down the massive
data transfers required between GPUs and Al
training.

The Cost of Scale: For organizations training frontier
models, the overhead and egress fees of general-
purpose clouds can become prohibitively expensive
compared to the streamlined, performance-focused
pricing of a Neocloud.
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Neocloud Architecture

GPU Clusters

High-Speed Interconnect

Ea

Orchestration Layer
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The Neocloud Advantage

Neoclouds offer a “supercomputer-as-a-service”
experience that provides several distinct advantages:

Bare-Metal Performance: By removing the
“virtualization tax,” Neoclouds allow Al models to
run directly on the hardware, maximizing every clock
cycle of the GPU.

Ultra-Low Latency Fabrics: Neoclouds utilize high-
bandwidth, low-latency fabrics to ensure thousands
of GPUs can communicate at the speeds required for
intensive model training and inference.

Dense Clustering: Unlike general clouds that spread
resources across a data center, Neoclouds provide
high-density clusters (like ClusterMAX) where GPUs
are physically and logically optimized for massive
parallel workloads.
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Architecture Matters: Neoclouds vs. General-Purpose Clouds
Not all clouds are created equal. While Hyperscalers built the modern internet, the massive
compute requirements of Generative Al have exposed limitations of general-purpose
architecture. Choosing the right platform depends on whether you need a "swiss army knife"
or a "precision instrument".
The Hyperscaler Gap The Traditional Cloud Limit
Hyperscalers (AWS, Azure, GCP) dominate Standard cloud providers focus on virtualizing
general-purpose cloud services but prioritize CPU and memory for web apps and storage.
breadth over Al optimization. Performance: Traditional clouds rely on
Optimization: They support broad workloads; virtualization layers; Neoclouds deliver bare-metal
Neoclouds are purpose-built for Al. GPU performance with specialized cooling and
orchestration.
Provisioning: GPU access can take weeks at scale;
Neoclouds offer near-instant availability. - Use Cases: Traditional clouds power SaaS and
) enterprise apps; Neoclouds enable massive-scale
Networking: Hyperscalers often rely on standard Al training, inference, and scientific computing.

Ethernet; Neoclouds deploy high-speed, high-
throughput net

Table 1. Neocloud vs. Hyperscaler vs. Regular Cloud Provider

Hyperscaler

R lar CI
(AWS, Azure, GCP) egular Cloud

Feature/Aspect Neocloud

Primary Focus Al / HPC Workloads General Purpose / SaaS Web Apps / Storage

Compute Type Bare-metal GPU Virtualized GPU / CPU Virtualized CPU

High-speed, high

Networking Standard Ethernet Standard Ethernet
throughput network
Minimal Security

SeCU I’ity For advanced security, contact Cisco to Sta ndard L3/L4 Standa rd L3/L4
tailor a solution. tailor a solution.

GPU Availability Instant / High Density Restricted / Shared Limited to None

Performance Tax Zero (Bare-Metal) High (Virtualization) High (Virtualization)


https://investor.cisco.com/news/news-details/2025/Cisco-Powers-AI-Ready-Data-Centers-From-Hyperscale-to-Enterprise/default.aspx
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The Shared Responsibility Model

In the Neocloud world, the “shared responsibility How Cisco Fills the Gap

model” looks different than it does in traditional

cloud environments. Because Neoclouds provide Cisco’s security portfolio is designed to help you
high-performance, bare-metal access to GPUs, the manage your side of the shared responsibility model
customer inherits a much larger security footprint. without sacrificing the performance you came to

Neocloud for.
Understanding this boundary is critical: The provider

secures the infrastructure, but you must secure the - You own the Workload: Cisco Secure Workload
innovation. provides the visibility and microsegmentation the
provider doesn’t.
The Neocloud Boundary - You own the Traffic: Cisco Hypershield and Secure
Firewall protect the data flows that the provider
The Provider’s Responsibility: They are responsible simply carries.

for “security OF the cloud.” This includes physical
data center security, power, cooling, and the health
of the physical GPU hardware and the underlying
network fabric.

You own the Access: Cisco Duo and Identity
Services Engine (ISE) ensure that only authorized
researchers and admins can touch your expensive
GPU clusters.

The Customer’s (Your) Responsibility: You are

responsible for “security IN the cloud.” Because you

have direct access to the hardware, you own the

security of the operating system, the GPU drivers,

the data, and—most importantly—the Al Model

Weights and Intellectual Property.
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The New Frontier of Threat: Unique Risks in Neocloud

While Neoclouds offer unparalleled performance,

their specialized architecture creates a different kind
of attack surface. Traditional security tools often suffer
from “blind spots” in these high-speed, bare-metal
environments.

The Isolation Challenge:
Lateral Movement

In dense GPU clusters, the high-speed backend
fabric is designed for performance, not necessarily
for security.

Cross-Tenant Leakage: Without robust
microsegmentation, there is a risk of traffic “leaking”
between customers sharing the same physical
cluster.

Silent Lateral Movement: Attackers can move
between GPU nodes across the high-speed fabric,
often undetected by traditional OS-level monitoring.

Infrastructure Blind Spots:
Fabric Persistence

Because Neoclouds provide “close to the metal”
access, the underlying hardware components become
primary targets.

Vulnerable Nodes & Drivers: Unpatched GPU
drivers or firmware can become persistent entry
points for exploits that survive even if a container is
deleted.

Orchestration Vulnerabilities: Insecure Kubernetes
configurations or unpatched images can lead to
cluster-wide compromises, giving attackers access
to the raw compute power.

Identity & API Vulnerability:
The Management Plane

Neoclouds are heavily driven by APIs and management
consoles to orchestrate massive Al jobs.

Over-Privileged Access: API keys and service
accounts often have excessive permissions, allowing
a single compromised credential to take over an
entire GPU fleet.

Console Abuse: Unauthorized access to
management planes can lead to “Job Abuse,” where
attackers hijack your expensive compute for their
own purposes (like crypto-mining or unauthorized
model training).

The “Crown Jewel” Threat:
Model & Data Integrity

In the Al era, your most valuable asset is your model.
Neoclouds introduce specific risks to this
Intellectual Property.

Model Theft & Exfiltration: High-speed fabrics
allow for the rapid, silent exfiltration of proprietary
model weights and training data.

Adversarial Manipulation: If the infrastructure is
tampered with, training data can be “poisoned,” or
model inference can be manipulated, leading

to unreliable Al outputs.

The Compliance Hurdle

Many Neocloud environments lack the native logging
and auditability required for regulated industries.

Audit Gaps: Difficulty in hosting financial, healthcare,
or public sector workloads due to a lack of controls
aligned with SOC2, ISO 27001, or CMMC.
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ClusterMAX: Benchmarking the Al Cloud

As Neocloud adoption accelerates, organizations need
a standardized way to evaluate providers for security,
reliability, and operational maturity. ClusterMAX,
developed by SemiAnalysis, has emerged as the
industry benchmark for GPU cloud environments,
rating providers across five critical dimensions:

ClusterMAX Security

Security

Isolation & Pentesting

Orchestration

Cluster Management
& Observability

= Kubernetes support

= GPU memory sanitation

Security - Isolation guarantees, GPU sanitization, + Tenant isolation

. . = GPU operators
pentesting rigor. e

(NVIDIA)
= SLURM integration
= Monitoring and logging

= Regular pentesting

Orchestration - Kubernetes support, GPU
operators, SLURM, observability.

Reliability - Uptime, failure resilience, hardware
lifecycle management.

GPU Availability

Access Speed
& Scalability

= Rapid provisioning

Reliability
Uptime & Resilience
= SLA-backed

Storage - High-performance storage integration for availability

Al workloads - Large cluster

' capacity

» Multi-GPU
configurations

» Hardware lifecycle
management

= Failure recovery
processes

GPU Availability - Access speed and cluster
scalability.

Storage

High-Performance
Data Access
= NVMe or parallel
file systems
- Low-latency storage
for Al workloads

The 5 Pillars of ClusterMAX Security

= Scalabile capacity

To achieve a top-tier rating, a Neocloud provider must
meet five rigorous security requirements that address

the unique risks of Al infrastructure: Why Benchmarking Matters

Tenant Isolation: Secure segmentation and

backend network separation.

Node Hardening: Enforced patching for GPU nodes,
drivers, and firmware.

Identity Control: Per-tenant RBAC for management
planes and GPUs.

Deep Observability: Telemetry for East-West traffic
and job behaviors.

Auditability: Compliance-aligned logging (SOC2,
ISO, CMMC).

ClusterMAX helps organizations move beyond
“marketing promises” to objective validation:

Objective Comparison: Compare providers using
a standardized scoring system.

Risk Reduction: Select providers with proven
isolation and sanitization protocols.

Compliance Readiness: Ensure the underlying
infrastructure can support regulated Al customers
(Financial, Healthcare, Public Sector).


https://newsletter.semianalysis.com/p/clustermax-20-the-industry-standard
https://csrc.nist.gov/projects/role-based-access-control
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The Cisco Unified Defense for Neocloud

As Al workloads redefine the boundaries of compute,
traditional security models must evolve to protect

the specialized, high-performance architecture of

the Neocloud. Cisco’s unified defense for Neocloud
provides a performance-first, integrated security
framework designed specifically for GPU-accelerated
environments. Rather than treating security as a
bolt-on, this architecture embeds# protection across
four critical layers: the Management Plane, Perimeter
Layer, Fabric Layer, and Workload Layer.

By unifying identity, infrastructure, and deep
observability, Cisco ensures that security never
becomes a bottleneck for Al innovation. Backed by
the global intelligence of Cisco Talos, this layered
approach mitigates unique risks such as cross-tenant
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lateral movement and model integrity attacks. Whether
enforcing Zero Trust access for administrators

or providing eBPF-powered isolation for massive

GPU clusters, Cisco delivers the technical controls

and auditable evidence required to pass stringent
compliance benchmarks like ISO 27001, SOC 2, and
CMMC-all without compromising the ultra-low latency
that production-grade Al demands.

Cisco Secure Firewall

Cisco Secure Firewall delivers high-performance
macrosegmentation and advanced threat defense.
It provides “virtual patching” for vulnerable systems
and inspects encrypted traffic without introducing
performance-killing latency, leveraging the
Encrypted Visibility Engine (EVE) to detect threats in
encrypted traffic without full decryption.

The Layered Neocloud Stack

Management Plane

Unified policy management
and verified identity access.

= Security Cloud Control
= Secure Access
= Duo

Fabric Layer

Identity-based
segmentation and
telemetry across the
high-speed fabric.

- ldentity Services
Engine (ISE)

= Secure Network
Analytics (SNA)

Perimeter Layer

Foundational
macrosegementation
and threat defense at
the network.

= Secure Firewall

Workload Layer

Kernel-level protection
and microsegmentation.

= Secure Workload

- Isovalent Enterprise
Platform


https://www.cisco.com/site/us/en/products/security/firewalls/index.html
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Cisco Secure Workload

Cisco Secure Workload automates
microsegmentation and least-privilege access
across multicloud environments. It provides deep
visibility into application behavior to secure East-
West traffic and prevent lateral movement within
dense GPU clusters.

Isovalent Enterprise Platform

Isovalent Enterprise Platform offers scalable, high-
performance networking and security tailored for
dynamic cloud-native infrastructure. It enhances
visibility and threat defense across hybrid and
multicloud deployments, providing identity-based
security, zero-trust networking, and efficient
observability for Kubernetes and cloud environments
without compromising performance

Cisco Security Cloud Control

Cisco Security Cloud Control is a unified
management platform that centralizes visibility and
policy enforcement. It unifies threat response and
ensures a consistent security posture across all
Neocloud infrastructure.

Secure Access

Cisco Secure Access is a comprehensive Zero
Trust Network Access (ZTNA) solution that secures
access across applications and environments for
any user, device, and location. It consolidates
multiple security functions such as Zero Trust
Network Access, Secure Web Gateway, Cloud
Access Security Broker, cloud firewall, DNS-layer
security, and more into a single cloud-managed
service. This solution simplifies user experience,
enhances security with granular access controls,
and streamlines IT operations with a unified
management console. It is designed to protect
hybrid workforces and supports secure access
to SaaS, private apps, and the internet regardless
of user location or device.
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Cisco Secure DDoS Protection

Cisco Secure DDoS Protection provides automated,
real-time mitigation of volumetric and application-
layer attacks at the network edge. It ensures the
continuous availability of GPU infrastructure and
management APIs, preventing costly service
disruptions during intensive Al training and inference
cycles.

Cisco Identity Services Engine (ISE)

Cisco ISE delivers centralized, identity-based access
control and policy enforcement across the physical
and virtual infrastructure. It ensures that only
authorized administrators and compliant devices can
access critical hardware, providing the foundational
visibility and control needed to meet stringent
enterprise security and audit requirements.

Cisco Duo

Cisco Duo enforces strong identity verification

and device health checks across all administrative
and developer access points. It secures the
Neocloud management plane against credential-
based attacks, ensuring that only trusted users and
compliant devices can manage high-value GPU
resources and Al APls.

Cisco Secure Network Analytics (SNA)

Cisco SNA uses machine learning and telemetry to
detect “silent” threats like data exfiltration and lateral
movement. It identifies hidden threats in encrypted
traffic without requiring decryption, maintaining both
security and privacy.

Cisco’s unified framework helps meet ClusterMAX
standards by integrating protection across the network
fabric, workloads, and management plane. These

ten solutions provide a foundational, layered defense
that secures Al infrastructure at scale, ensuring

your Neocloud remains high-performing, secure,

and compliant.


https://www.cisco.com/site/us/en/products/security/secure-workload/index.html
https://isovalent.com/product/
https://www.cisco.com/site/us/en/products/security/security-cloud-control/index.html
https://www.cisco.com/site/us/en/products/security/secure-access/index.html
https://www.cisco.com/site/us/en/products/security/ddos-protection/index.html
https://www.cisco.com/site/us/en/products/security/identity-services-engine/index.html
https://duo.com/
https://www.cisco.com/site/us/en/products/security/security-analytics/secure-network-analytics/index.html
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Mapping Security to Compliance
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For organizations operating in regulated industries, performance is only half the equation;
compliance is the other. As Al moves from the lab to production, Neocloud environments must
prove they can protect sensitive data under the world’s most rigorous regulatory frameworks.

Cisco’s security architecture is designed not just to defend, but to provide the granular
evidence and enforcement required to meet these global standards. The following sections
map our seven core security solutions to the specific requirements of SOC 2, ISO 27001, and
CMMC, providing a blueprint for building a compliant and trusted Al infrastructure.

SOC2: Establishing Trust in the Al Cloud

SOC2 is the industry benchmark for demonstrating that
a service organization has the necessary controls to
protect customer data. In a Neocloud environment, the
ClusterMAX™ requirements for Multi-Tenant Isolation
and Deep Observability are the technical bedrocks of
the SOC 2 "Security" and "Confidentiality" criteria.

Table 2. SOC2 Compliance for Neocloud

By implementing Cisco’s layered defense, organizations
can prove to auditors that East-West traffic is strictly
isolated and that every GPU job is monitored for
abnormal behavior. This mapping illustrates how

Cisco provides the granular auditability and protection
required to host sensitive Al workloads while meeting
all five Trust Services Criteria.

Isovalen : - 4
Secure Secure Eﬁterpﬁ'sz Security Cloud Secure Secure DDoS Secure Network Duo Identity Services
Firewall Workload Platform Control Access Protection Analytics (SNA) Engine (ISE)
Enforces policies Enforces
. Enforces network : Enforces Enforces secure . s ohe Detects threats, Enforces MFA, [
Secum)" policies, prevents isolates microsegmentation, posture, detects Enforces unified Blacks s‘.’ph‘smalm anomalies, and device trust, micro/macro
attacks Gorhpnoiniegd runtime security vulnerabilities Satoenus el s forensics access S0 me e o,
workloads security controls access
- - > - b Prevents R
R " Ensures authorized Ensures network Prevents exploits, Ensures resilient, Detects availability . Limits incident
Availability Ensures uptime Via  appiication resilence, ensurs system securty S TN | oo, ookl | | eiideed impact, ensures
execution observability stability connectivity response dlsriptions uptime
: 5 = Detects process Ensures Secures
Processmg gféﬁ;?;?‘gﬁc' ::;:::nzs;ig:thonzed Protects data, gf::éﬁtss’fadmes' Validates secure, Maintains legitimate anomalies, authorized processing paths,
Integrity CorEHon acecition process integrity iraniica authorized access traffic flow unauthorized access, valid prevents
P P! changes actions interference
e Detects data
D) s
Cnnfidentialily Prevents data leaks, :?;laatii:\‘e;?t‘;we Enforces encryption, ::gs:%‘é r;oa('jgs, L;ea‘:l?l:;?\zed :g%t"e:és datar exfiltration, Controls access S:r?f‘irdoelgﬂa\
secures traffic leakage egress controls access data disclosure infrastructure ::’:f::;‘::“; to senskive data data access
; Protects Pll from Isolates PIl, prevents  Restricts accessto  _oCures nodes, Protects user, Safeguards data cetects Protects Pll via Sociros N
Privacy network breaches unauthorized a ersonal data protects personal data privac access points exfitration, strict access AEERIE.
b e P data POMECY. P suspicious access isolates data

Green = Key solution core to the requirement


https://www.aicpa-cima.com/resources/landing/system-and-organization-controls-soc-suite-of-services
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ISO 27001: Global Standards for Information Security

ISO 27001 provides a globally recognized, risk-based
framework for managing information security. The
ClusterMAX pillars of Infrastructure Hardening and
Node Lifecycle Management align directly with ISO
27007’s focus on operational security and system
integrity. Cisco solutions support these requirements
by automating “virtual patching” and enforcing identity-

Table 3. 1SO 27001 Compliance for Neocloud

Isovalent

based access across the GPU fabric. This table
demonstrates how Cisco’s architecture maps to key
Annex A controls, ensuring that high-performance GPU
clusters are operated within a mature, internationally
standardized security management system that
prioritizes both performance and risk mitigation.

Secure Secure Enterprise Security Cloud Secure Secure DDoS Secure Network Do Identity Services
Firewall Workload Platform Control Access Protection Analytics (SNA) Engine (ISE)
Enforces network- Enforces zero- Detects 5 Enforces strong
A.9 Access Control level access sg:;r:: 2 vigir;(;nad iz:':{:fr‘g;:;‘:;f ggz:’::s sl?cci:;e trust identity n/a unauthorized E:;?]:ﬁ:rs ;:ecrg':sd' identity-based
policies PO P access access attempts g access
Enforces encrypted Moni rkload Enf . Centralizes Analyzes
high- a Secures encrypted Protects
A.10 Cryptography tunnels and TLS onitors Workloa HHIOTERaInEN:. encryption encrypted nfa nfa
inspection encryption speed encryption management sessions encrypted traffic pattems
i Provides logging Secures workload Enforces Enforces secure Secures cloud- Ensures Monitors i Controls
2&1(:?1 ;Rperatmns and threat operations, runtime security, operational based operational operational operational Eact:r;sazgggtmnal operational
4 protection policies posture baselines traffic service resilience network activity &l access, devices
A3 Secures network Segments Secures, Secures Protects all data E:::%:Srds Detects system Protects Secures
Communications boundaries and workload segments network communication Ty comm anomalies, communication communications
Security segmentation communications communications endpoints availability misuse system access via segmentation
A.14 System - Secures
Acquisition, 2{3[::5 sexsptlenni’l‘S Protects workload 5212:::: gc:]lcy' ﬁ’]?rglsri‘rlf;flr’e policy development nia Monitors new Secures build Enforces new
Development & if 9 sy integrity, policies environment system behavior pipeline access node posture
o ecycle clusters management
Maintenance access
A.16 Information
Security Detects and blocks Provides deep Provides real- Centralizes Logs and Migrates Detects and Logs and reports Logs and
Incident h rk threats workload forensic time process- incident reporting detects access volumetric analyzes network authentication manages access
Malnagemem data level forensics and logs incidents security incidents anomalies incidents violations
A.17 Business Ensures resilient St ecurty Erasssresliare ii':;::'r';e;mlw Ensures resilient Ensures maximum Detects availability-  Ensures resilient Ensitusrestlert
Continuity network security continuity networking management remote access service availability impacting anomalies  identity services authorization
0 = Provides auditable Centgralizes unified Provides Provides network Provides strong Enforces
A.18 Compliance Logz "g;:f’wﬂme I‘:;T«I:?:‘::w hﬁ:;“ compliance compliance tg?: fi;z;mﬂ availability SLA hehavioral authentication, network policy
POICY; L P evidence reporting i compliance evidence audit compliance

Green = Key solution core to the requirement

"


https://www.iso.org/standard/27001
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CMMC: Securing the Defense Industrial Base

For organizations handling Controlled Unclassified
Information (CUI) within the federal supply chain,
CMMC compliance is a non-negotiable requirement.
In a Neocloud, the GPU fabric itself must act as a
hardened enclave. The ClusterMAX requirements for
Secure Backend Networks and Per-Tenant RBAC are
essential for meeting CMMC domains like Access
Control and System & Communication Protection.

Table 4. CMMC Compliance for Neocloud
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Cisco’s security portfolio ensures that federal Al
initiatives are protected by the same level of rigor
required for traditional defense systems. This table
highlights how our solutions provide the continuous
monitoring and incident response capabilities
necessary to maintain CMMC eligibility and secure
the nation’s most sensitive Al innovations.

" CERTIFICATION Isovalen! : . M
i~ Secure Secure E:te:)fis:e Security Cloud Secure Secure DDoS Secure Network Do Identity Services
Firewall Workload Platform Control Access Protection Analytics (SNA) Engine (ISE)
Enforces network- Enforces secure E Detects Enforces identity-
Enforces workload Controls granular it Enforces zero-trust Protects availability ¢ Enforces granular,
AC (Access Control)  level access o posture, limits dbp . unauthorized access g based access
oo access policies workload access s application access of access services Lot verified access ponoies
AU (Audit & Logs network traffic ;‘::;ﬁ';f ‘;‘r’ét::aeg Logs network. Menitors posture, tgg:l:gpllcallon Logs attack and :;‘::Jg:féfz:ﬁ?y :ﬁ&imlc tion ::,9;::;15;‘ poticy
Accountability) and events oo activity, viclations logs security state activity mitigation events hlysend i device postire decisions
Manages secure Maintains :
CM (Configuration  network Heisanoneedy) SEnforces ecirs Enforces baselines,  Enforces secure availability of e on Verifies device Frovides accese
Management) :unriigﬁi;mtmn orfRion Configurations detects drift access policies g;zr;:g‘zment S amales security posture Feetine
: : Integrates identity- Enforces identity- Secures nodes, Validates Safeguards Detects Provides strong Provides strong
';‘ A'j;g‘r'fii:‘t'g;) based network RIotEcis worklond based workload protects user/device authentication compromised MFA, identity identity,
access * security credentials identity strictly service availability identities, misuse verification authentication
Detects threats, Alds incident Detects Provides threat Automates incl Blocks Contains
::? ident R ) enables incident E:riﬂ?:s[g::‘:ﬁ e detection, vulnerabilities, visibility and volumetric incident Df;s;z‘:;:ggﬁg:; compromised incidents,
ncident Response response forensics prevents exploits context mitigation P users, devices quarantines devices
A (Risk Blocks exploits, Scans vulnerabilities,  _rovides high~ Centralizes policy Secures remote Ensures critical Detects anomalous Efforcos Mt Crchast sud
A t) segments networks enforces posture performance kemel and reportin CUI access service availability network behavior factor identity identity-based
Ssessmen g L isolation i, verification network policy
Secures
SC (System Secures boundaries Segments workload Secures, segments Secures nodes, remote/cloud Protects boundary Moltlora ra ik Prolacis aceaaatn Secures
& Communications and network communieations network protects communication communication for threats clems communications
Protections segments communications communications chafinels availability 7 via segmentation
Sl (System Prevents Maintains system, Detects Prevents resource- Prevents
Biniomaion  Totsmovrs ifoied  omston whosities,  Poocodsnlion  GLUUICL  Deecetress e . comomes
Integrity) workload changes integrity enforces patching failures access

Green = Key solution core to the requirement


https://dodcio.defense.gov/CMMC/
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Building a Trusted Al Infrastructure

The shift to Neocloud represents more than just a
change in hardware; it is a fundamental shift in how
we build and scale intelligence. As Al models become
the most valuable intellectual property on earth, the
infrastructure that hosts them must be as resilient as
it is powerful.

By aligning with the ClusterMAX standard and
leveraging Cisco’s security portfolio, organizations

can move past the “security tax” and embrace a future
where performance and protection are inextricably
linked. Whether you are training frontier models or
deploying real-time inference, the goal remains the
same: to innovate with the confidence that your data,
your models, and your reputation are secure.

Resources

For more information, please refer to the following:

Explore fundamentals of Al Security

T
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Ready to Secure Your Al Future?

Navigating the complexities of Neocloud security

and global compliance doesn’t have to be a solo
journey. Cisco is ready to help you architect a secure,
high-performance foundation for your Al initiatives.

Take the Next Step:

Work with our experts to identify gaps in your
current GPU cloud architecture.

Get a deep dive into the configurations for the
Cisco Al-security suite.

Contact your Cisco Account Team to discuss how
we can help you meet CyberMAX standards and
achieve your compliance goals.

See why Cisco is the critical infrastructure for the Al era
Secure your Al transformation and power your cyber defenses



https://sec.cloudapps.cisco.com/security/center/resources/ai-security
https://www.cisco.com/site/us/en/about/why-cisco/index.html
https://www.cisco.com/site/us/en/products/security/artificial-intelligence-ai/index.html
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