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Note: The documentation set for this product strives to use bias - free language. For purposes of this
documentation set, bias - free is defined as language that does not imply discrimination based on age,
disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and
intersectionality. Exceptions may be present in the documentation due to language that is hardcoded in the
user interfaces of the product software, language used based on RFP documentation, or language that is
used by a referenced third - party product.

1. Introduction

The Cisco ®wireless solutionis designedto provide 802.11 wireless networking solutions for enterprises and
service providers. It simplifies the deployment and management of large - scale wireless LANs (WLANSs) and
enables a unique best -in- class security infrastructure. The operating system manages all data client,
communications, and system administration functions, performs ~ Radio Resource Management (RRM) functions,
manages system wide mobility policies using the operating system security solution, and coordinates all
security functions using the operating system security framework.

The Cisco wireless solution has evolved over the last 20 years, starting from the first - generation 802.11b
(Wi-Fi 1) to 802.11ax (Wi - Fi 6) technology, and it continues to evolve with continuous, best - in- class
innovation to offer the best Wi - Fi experience to customers.

With intent - based networking built on the Cisco Digital Network Architecture (Cisco DNA), Cisco enterprise
wireless solutions go beyond the latest Wi - Fi 6 (802.11ax) standard and are ready for growing user
expectations, Internet of Things (IoT) devices, and next generation cloud - driven applications.

Cisco DNA Spaces
Digitize people, spaces and things

Cisco DNA Center

Catalyst 9800 Catalyst 9100 Cisco Wireless Aironet Access
Wireless Controllers  Access Points Controllers Points

Figure 1.
Cisco next - generation wireless stack
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The core components of the Cisco wireless stack in the intent - based infrastructure are as follows:

Cisco Catalyst ®9800 Series Wireless Controllers _: The Catalyst wireless controllers (WLCs) streamline the
best of RF excellence with the benefits of open, programmable CiscolOS  ©XE, meaning you no longer have two
operating systems to manage. These modular, scalable, reliable, and highly secure controllers are flexible
enough to deploy anywhere fincluding your choice of cloud.

The Cisco Catalyst 9800 software has been rewritten from scratch to leverage the benefits of Cisco I0S XE,
and the configuration model has been made more modular and flexible. This means that although most AireOS
features are retained, there might be changes in the way you configure certain functionalities.

Cisco Catalyst 9100 Access Points  : Going beyond the Wi - Fi 6 standard, the Catalyst 9100 Access Points

(APs) provide integrated security, resiliency, and operational flexibility, as well as increased network
intelligence. These acces sbagednetworksanescaledontlee growirg) demmarslsaf nt e nt
the 1oT while fully supporting the latest innovations and newest technologies, making them perfect for

organizations of all sizes.

To geta complete overview and learn more about Cisco enterprise wireless products and solutions, please visit
the following page: https://www.cisco.com/site/us/en/products/networking/wireless/index.html

This document serves as a technical guide and reference for one of the most important functionalities offered

by the Cisco wireless infrastructure, namely seamless secure mobility, based on Cisco Catalyst 9800 Series
Wireless Controllers running on the Cisco IOS XE operating system. It aims to explain the different roaming
technologies with explanations and references to packet captures and provides a walk - through of configuring
the Catalyst 9800 Series controller and also some best practices. This document also explains Inter- Release
Controller Mobility (IRCM) between AireOS - based WLCs and Cisco 10S XE based WLCs.

Note: This document does not delve into the RF design and considerations needed for Wi - Fi client

roaming.

2. Mobility

Mobilty, or roaming, supports a wireless LAN clientds abil

access point to another, securely and with as little latency as possible. This section explains how mobility works
when controllers are included in a wireless network.

2.1 Campus deployment 3 APs in local mode

When a wireless client associates and authenticates to ¢
entry for that client in its c¢client database. This entr
context and associations, Quality of Service (QoS) contexts, the WLAN, and the associated access point. The

controller uses this information to forward frames and manage traffic to and from the wireless client.

The figure below shows a wireless client that roams from one local mode access point to another local mode
access point when both access points are joined to the same controller.
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Figure 2.
Catalyst 9800 intra - controller roaming

¥ \VLC Client Database

CAPWAP Tunnel

When the wireless client moves its association from one access point to another, the controller simply updates
the client database with the newly associated access point. If necessary, a new security context and new

associations are established as well.

The process becomes more complicated, however, when a client roams from an access point joined to one
controller to an access point joined to a different controller. It also varies based on whether the controllers are

operating on the same subnet.
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The figure below shows inter -controller Layer 2 roaming, which occurs when the wireless LAN interfaces of the
controllers are on the same IP subnet.

Note: The Catalyst 9800 Series has a new configuration model and introduces the concept of profiles and
tags. Ina Catalyst 9800 deployment, itis possible for a wireless controller to roam from one AP to another

AP in the same controller, but mapped to a different policy. The new configuration model is explained in
detail in a later section, and scenarios involvingintra - controller and inter - policy tag roaming are explained
as well.

— VLAN X -
Data Traffic Client A entry moved to WLC2 Data Traffic
Bridged on to - - Bridged on to
VLAN X Client A: MAC, IP Client A: MAC, IP VLAN X
Address, AP, QoS, ACL Address, AP, QoS, ACL Catal
Catalyst - atalyst
3;0365 /=500 g WL C1 Client Database @ WLC2 Client Database 9800
(WLC‘]) m NN BN NN BN BN BN BN BN BN BN BN BN BN BN BN BN B BN BN M B O W ( (WLCZ)

Mobility Message Exchanges

Catalyst 9800
Deployment

Catalyst 9800
Deployment

Post-Roam Data Path

Pre-Roam Data Path

Client A roams from AP1 to AP2

Figure 3.
Catalyst 9800 inter - controller Layer 2 roaming

When the client associates to an access point joined to a new controller, the new controller exchanges mobility
messages with the original controller, and the client database entry is moved to the new controller. A new
security context and associations are established if necessary, and the client database entry is updated for the
new access point. This process remains transparent to the user.

The figure below shows inter -controller Layer 3 roaming, which occurs when the wireless LAN interfaces of the
controllers are on different IP subnets.
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Figure 4.
Catalyst 9800 inter - controller Layer 3 roaming

Layer 3 roaming is similar to Layer 2 roaming in that the controllers exchange mobility messages on the client

roam. However, instead of moving the client database entry to the new controller, the original controller marks
own client

the client with an O0Anchordé entry in i
client database, where it is marked wi
and the client maintains its original IP address.

2.2 Remote office deployment 8 APs in FlexConnect mode

ts
t h

a

OForeigno

Cisco FlexConnect ®is a wireless solution for branch office and remote office deployments. It enables customers
to configure and control access points in a branch or remote office from the corporate office through a WAN
link without deploying a controller in each office. The FlexConnect access points have the flexibility to switch
client data traffic centrally or locally and perform client authentication centrally or locally when their connection

to the controller is lost.
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For aclient to roam seamlessly in a remote office deployment with access points in FlexConnect mode, a Flex
site tag is required. A Flex site tag is a means of grouping the access points at a remote site, similar to a
mobility domain in local mode, that facilitates seamless roaming of clients within the group of APs. Fast roaming
is achieved by caching a derivative of the master key from a full Extensible Authentication Protocol (EAP)
authentication so that a simple and secure key exchange can occur when a wireless client roams to a different
access point. This feature avoids the need to perform a full RADIUS EAP authentication as the client roams from
one access point to another. The FlexConnect access points need to obtain the CCKM/OKC/11r cache
information for all the clients that might associate to them, so they can process the information quickly instead
of sending it back to the controller. If, for example, you have a controller with 300 access points and 100 clients
that might associate to them, sending the CCKM/OKC/11r cache for all 100 clients is not practical. If you create
a Flex site tag comprising a limited number of access points (for example, if you create a group of four access
points in a remote office), the clients roam only among those four access points, and the CCKM/OKC/11r cache
is distributed among those four access points only when the clients associate to one of them.

Central Site -
g
.—.—
[0 00000,

? RADIUS Server

Figure 5.
FlexConnect architecture
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3. 802.11 roaming (Layer 2 roaming)

A wireless client roam occurs when the wireless device sees a better signal from a neighboring access point

than from its own access point to which itds been associ
when exactly to roam is dictated by the client device and is mostly vendor specific. The wireless infrastructure,

if set up properly, aids in the handoff process.

The handoff process consists of three phases:

1. Scanning: A wireless client periodically collects information about its environment through passive
scanning (beacons) and active scanning (probes). This includes information about the WLAN,
access points, and the Received Signal Strength Indication ( RSSI) levels at which it hears the
neighboring access points. When the RSSI values begin to drop below a certain threshold level, the
wireless client device probes to find alternate access points to associate to and decides the next
best access point to which it can roam. Most clients these days start to look for alternative access
points if the RSSIdropsbelow -70to - 75 dBm.(This is avendor - specificimplementation detail and
could vary depending on the vendor). If the client sees the signal level consistently below its
threshold, it initiates the next step in the roaming process, authentication.

2. Authentication: When the wireless client decides on the access point to which it wants to roam, it
sends an authentication frame to the new access point and waits for the access point to respond
with an authentication frame. Think of this open sys
cabled and oOestablishing the physical |linkdé when con

3. Reassociation: After the authentication phase, the wireless client sends a reassociation request
frame to the new access point, expressing its interest in roaming within the extended service set
with the information about the previous access point. The access point responds with a
reassociation response to the wireless client, along with an ~ Association ID (AID). The infrastructure
now takes care of clearing the old mapping of the client to its previous access point.

If no higher - level Layer 2 security is configured on the WLAN, the handoff process is complete at this stage and
the wireless client can start passing traffic.

Apart from higher - level security, WLANs are also mapped to access policies, such as VLAN, Access Control

Lists (ACLs), and QoS. In a typical campus environment, the  Service Set Identifier (SSID) broadcasted by all the

access points in the campus will be same, but the access policies could differ within the campus, based on the

location of the access point and the WLAN controller to which the access point is associated. When a wireless

client roam happens within the extended service set and access policies remain the same after the roam,
whether itbe aninter -controllerorintra -cont r ol | er roam, itdés considered a La
an L2 roam is reassociation to a new access point with a better signal, with no change in Layer 3 parameters.

When the client roams and access policies change in the roamed environment, and the infrastructure helps
preserve the | P address and policies associated with the
considered a Layer 3 (L3) roam. In any case, the role of the Cisco Unified Wireless Network infrastructure is to

provide a seamless, fast, and secure roam for the best wireless experience for end users.
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3.1 Full authentication roam

Whenthe SSID is configured with L2 higher - level security on top of basic 802.11 open system authentication,
more frames are required for the initial association and when roaming. The two most common security methods
standardized and implemented for 802.11 WLANS are:

o WPA/WPA2 - PSK (Wi- Fi Protected Access 2 8 Preshared Key), also known as WPA2 - Personal:
Authentication of clients with a preshared key.

o WPA/WPA2 - EAP, also known as WPA2 - Enterprise: Authentication of clients with an 802.1X/EAP
method in order to validate more secure credentials through the use of an authentication server, such as
certificates, username and password, and tokens.

The 802.11 standard specifies the use of EAP and 802.1X for user authentication and dynamic key distribution.
The call flow diagram of a high - level EAP framework is provided below for reference. Please note that there are
different EAP methods (like EAP Transport Layer Security [EAP - TLS], Protected EAP [PEAP], EAP Flexible
Authentication via Secure Tunneling [EAP - FAST], Lightweight EAP [LEAP], and so on), and the call flow during
the certificate exchange and EAP authentication exchange varies slightly among these variations.

802.11 Authentication and Association

+ R i »

EAPolL Start

EAP Identity Request

EAP Identity Response RADIUS Access Request

Authentication [Server Certificate

Encrypted Tupnel Established

EAP Success (or Failure) RADIUS Access Accept (or Reject)

4 Way Handshake (On Success)

Figure 6.
EAP/802.1X call flow

It is important to know that even though these two methods (PSK and EAP) authenticate/validate the clients in
different ways, both use basically the same WPA/WPAZ2 rules for the key management process. Whether the
security is WPA/WPA2 - PSK or WPA/WPA2 - EAP, the process known as the WPA/WPA2 4 -way handshake
begins the key negotiation between the WLC/AP and the client, with a Master Session Key (MSK) as the original
key material once the client is validated with the specific authentication method used.
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( ’ poralkey) «-=-=-- a! ______ »| Derive PTK
Generate GTK
KEK (Key Encryption Key)
KCK (Key Confirmation Key) Install PTK Install PTK e
Temporal Keys and GTK
Figure 7.

802.11 key management and distribution

Here is a summary of the process:

1. An MSKis derived from the EAP authentication phase when 802.1X/EAP security is used, or from
the PSK when WPA/WPA2 - PSK is used as the security method.

2. From this MSK, the client and WLC/AP derive the  Pairwise Master Key (PMK), and the WLC/AP
generates a Group Master Key (GMK).

3. Once these two master keys are ready, the client and the WLC/AP initiate the WPA/WPA2 4 - way
handshake (whichis illustrated later in this document with some screen captures), with the master
keys as the seeds for negotiation of the actual encryption keys.

4. Those final encryption keys are known as the  Pairwise Transient Key (PTK)and the Group Transient
Key (GTK). The PTK is derived from the PMK and is in order to encrypt unicast frames with the
client. The GTK is derived from the GMK and is used to encrypt multicast/broadcast on this specific
SSID/AP.
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3.1.1 WPA/WPA -2 PSK

When WPA- PSK or WPA2- PSK is performed via Temporal Key Integrity Protocol (TKIP) or Advanced Encryption
Standard (AES) for the encryption, the client must go through the process known as the WPA 4 - way handshake
for both the initial association and also when roaming. As previously explained, this is basically the key
management process used in order for WPA/WPAZ2 to derive the encryption keys. However, when PSK is
performed, it is also used to verify that the client has a valid preshared key to join the WLAN.

This capture shows the initial association process when WPA or WPA2 with PSK is performed.

No. Time Source Destination Protocol Lengtt Info

1 0.000000 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8d 802.11 70 Authentication, SN=1538, FN=0, Flags=........ C
2 0.001259 68:7d:b4:5e:43:8d ZebraTec_bb:52:ef 802.11 70 Authentication, SN=8, FN=0, Flags=........ C
3 0.001703 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8d
4 0.006213 68:7d:b4:5e:43:8d ZebraTec_bb:52:ef 802.11 190 Association Response, SN=1, FN=0, Flags=........ C
5 0.022887 68:7d:b4:5e:43:8d ZebraTec_bb:52:ef EAPOL 184 Key (Message 1 of 4)
6 0.029685 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8d EAPOL 184 Key (Message 2 of 4)
7 0.031484 68:7d:b4:5e:43:8d ZebraTec_bb:52:ef EAPOL 218 Key (Message 3 of 4)
8 0.032848 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8d EAPOL 162 Key (Message 4 of 4)
9 0.032982 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8d 802.11 65 Action, SN=1540, FN=0, Flags=........ C, SSID=cal-psk
10 0.034433 68:7d:b4:5e:43:8d ZebraTec_bb:52:ef 802.11 56 Action, SN=2, FN=0, Flags=........ C

Figure 8.

Packet capture 0 WPA/MWPA2 PSK initial association

As shown, after the 802.11 open system authentication and association process, there are four EAP over LAN
(EAPOL) frames from the WPA 4 -way handshake, which are initiated by the AP with message -1 (the PMK is
sentin this frame) and finished by the clientwith  message -4. After a successful handshake, the client begins to
pass data frames (such as Dynamic Host Configuration Protocol [DHCP]), which in this case are encrypted with

the keys derived fromthe 4 - way handshake (this is why you cannot see the actual content and type of traffic
from the wireless captures).

Note: EAPOL frames are used to transport all of the key management frames and 802.1X/EAP
authentication frames over the air between the AP and the client; they are transmitted as wireless data
frames.

When roaming, the client basically follows the same frame exchange, in which the WPA 4 - way handshake is
required in order to derive new encryption keys with the new access point. This is done for security reasons
established by the standard, and is due to the fact that the new AP does not know the original keys.

The only difference is that there are reassociation frames instead of association frames, as shown in this
capture:

No. Time Source Destination Protocol Length Info

1 0.000000 ZebraTec_bb:52:ef Cisco_03:ed4:cd 802.11 70 Authentication, SN=631, FN=0, Flags=........ (o
2 0.001365 Cisco_03:ed:cd ZebraTec_bb:52:ef 802.11 70 Authentication, SN=0, FN=0, Flags=........ C
3 0.001976 ZebraTec_bb:52:ef Cisco_03:e4:cd n Request, SN=632, FN=0, Flags «.C, SSID=cal-psk
4 0.006372  Cisco_03:ed:cd '802.11 190 Reassociation Response, N=0, Flag ‘
5 0.009625 Cisco_03:e4:cd EAPOL 184 Key (Message 1 of 4)
6 0.015140 ZebraTec_bb:52:ef Cisco_03:ed:cd EAPOL 184 Key (Message 2 of 4)
7 0.016851 Cisco_03:e4:cd ZebraTec_bb:52:ef EAPOL 218 Key (Message 3 of 4)
8 0.018502 ZebraTec_bb:52:ef Cisco_03:e4:cd EAPOL 162 Key (Message 4 of 4)
9 0.018678 ZebraTec_bb:52:ef Cisco_03:ed4:cd 802.11 65 Action, SN=633, FN=0, Flags=........ C, SSID=cal-psk
. 0.020122 Cisco_03:e4:cd ZebraTec_bb:52:ef 802.11 56 Action, SN=2, FN=0, Flags=........ C

Figure 9.

Packet capture 8 WPA/WPA2 PSK reassociation
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3.1.1 WPA/WPA -2 EAP

When an 802.1X/EAP method is used to authenticate the clients on a secure SSID, even more frames are
required before the client begins to pass traffic. These extra frames are used to authenticate the client
credentials, and depending on the EAP method, there might be between 4 and 20 of these frames. These come

after the association or reassociation but before the WPA/WPA2 4

phase derives the MSK used as the seed for the final encryption key generation in the key management process
(4- way handshake).

The wireless capture below shows an example of the frames exchanged over the air between the access point
and the wireless client upon initial association when WPAwith PEAPvO and EAP Microsoft Challenge Handshake
Authentication Protocol (EAP - MSCHAPV2) is performed.

No.

0.029071
0.032847
0.036524
0.047766
0.049805
0.053918
0.063900
0.070256
0.071874
0.076143
0.077027
0.080786
0.083691
0.094822
0.096552
0.100747
0.106017
0.135907
0.136534
0.141152
0.143457
0.148299
0.148685
0.149928

Figure 10.
Packet capture 8 WPA/WPA2 802.1X initial association

Source
ZebraTec_bb:52:ef

3:8e

c. ef
68:7d:b4:5e:43:8e

68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e

Destination
68:7d:b4:5e:43:8e
ZebraTec_bb:52

ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef

Protocol Length

802.11

Info
Authentication, SN=126, FN=0, Flags=.

Request, Identity

Response, Identity

Request, TLS EAP (EAP-TLS)

Response, Legacy Nak (Response Only)

Request, Protected EAP (EAP-PEAP)

Client Hello

Request, Protected EAP (EAP-PEAP)

Response, Protected EAP (EAP-PEAP)

Server Hello, Certificate, Server Key Exchange, Server Hello Done
Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
Change Cipher Spec, Encrypted Handshake Message
Response, Protected EAP (EAP-PEAP)

Application Data

Application Data

Application Data

Application Data

Application Data

Application Data

Application Data

Response, Protected EAP (EAP-PEAP)

Success

Key (Message 1 of 4)

Key (Message 2 of 4)

Key (Message 3 of 4)

Key (Message 4 of 4)

Action, SN=129, FN=0, Flags= ...C, SSID=cvoice

Sometimes this exchange shows more or fewer frames, depending on multiple factors, such as the EAP
method, retransmissions due to problems, client behavior, or whether the client already exchanged the
certificate with the server. Whenever the SSID is configured for an 802.1X/EAP method, there are more frames
(for the authentication), and hence more time is required before the client begins to send data frames.

When the wireless client performs a regular roam here (the normal behavior, without implementation of a fast
secure roaming method), the client must go through the exact same process and perform a full authentication
against the authentication server, as shown in the captures. The only difference is that the client uses a

reassociation request to inform the new AP that it is actually roaming from another AP, but the client still has to
go through full validation and new key generation.
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Time
16:54:43.246686

Source
Apple_64:5d:e5

Destination
68:7d:b4:5e:43:8f

Protocol  Length

Info

4715 16:54:43.248163 68:7d:b4:5e:43:8f Apple_64:5d:e5 69 Authentication, SN=8, FN=0, Flags=........ [4

4717 16:54:43.248853 Apple_64:5d:e5 68:7d:b4:5e:43:8f 802.11 211 Reassociation Request, SN=2756, FN=0, Flags=........ €, SSID=cvoice
4719 16:54:43.263550 68:7d:b4:5e:43:8f Apple_64:5d:e5 802,11 183 Reassociation Response, SN=1, FN=0, Flags=........ C

4721 16:54:43.266930 68:7d:b4:5e:43:8f Apple_64:5d:e5 EAP 72 Request, Identity

4723 16:54:43.269581 Apple_64:5d:e5 68:7d:b4:5e:43:8f EAP 76 Response, Identity

4725 16:54:43.276763 68:7d:b4:5e:43:8f Apple_64:5d:e5 EAP 73 Request, TLS EAP (EAP-TLS)

4727 16:54:43.278065 Apple_64:5d:e5 68:7d:b4:5e:43:81 EAP 75 Response, Legacy Nak (Response Only)

4729 16:54:43.284187 68:7d:b4:5e:43:8f Apple_64:5d:e5 EAP 73 Request, Protected EAP (EAP-PEAP)

4731 16:54:43.285117 Apple_64:5d:e5 68:7d:b4:5e:43:8f TLSv1.2 260 Client Hello

4736 16:54:43.302692 68:7d:b4:5e:43:8f Apple_64:5d:e5 EAP 1079 Request, Protected EAP (EAP-PEAP)

4738 16:54:43.303598 Apple_64:5d:e5 68:7d:b4:5e:43:8f EAP 73 Response, Protected EAP (EAP-PEAP)

4740 16:54:43.307753 68:7d:b4:5e:43:8f Apple_64:5d:e5 TLSv1.2 351 Server Hello, Certificate, Server Key Exchange, Server Hello Done
4742 16:54:43.317178 Apple_64:5d:e5 68:7d:b4:5e:43:8f TLSv1.2 203 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
4744 16:54:43.323470 68:7d:b4:5e:43:8f Apple_64:5d:e5 TLSv1.2 124 Change Cipher Spec, Encrypted Handshake Message

4746 16:54:43.324119 Apple_64:5d:e5 68:7d:b4:5e:43:8f EAP 73 Response, Protected EAP (EAP-PEAP)

4748 16:54:43.328433 68:7d:b4:5e:43:8f Apple_64:5d:e5 TLSv1.2 107 Application Data

4750 16:54:43.329524 Apple_64:5d:e5 68:7d:b4:5e:43:8f TLSv1.2 111 Application Data

4752 16:54:43.333737 68:7d:b4:5e:43:8f Apple_64:5d:e5 TLSv1.2 137 Application Data

4754 16:54:43.334653 Apple_64:5d:e5 68:7d:b4:5e:43:8f TLSv1.2 165 Application Data

4756 16:54:43.346834 68:7d:b4:5e:43:8f Apple_64:5d:e5 TLSv1.2 153 Application Data

4758 16:54:43.347552 Apple_64:5d:e5 68:7d:b4:5e:43:8f TLSv1.2 108 Application Data

4760 16:54:43.351714 68:7d:b4:5e:43:8f Apple_64:5d:e5 TLSv1.2 106 Application Data

4762 16:54:43.352310 Apple_64:5d:e5 68:7d:b4:5e:43:8f EAP 73 Response, Protected EAP (EAP-PEAP)

4764 16:54:43.366697 68:7d:b4:5e:43:8f Apple_64:5d:e5 EAP 71 Success

4766 16:54:43.367407 68:7d:b4:5e:43:8f Apple_64:5d:e5 EAPOL 184 Key (Message 1 of 4)

4768 16:54:43.368210 Apple_64:5d:e5 68:7d:b4:5e:43:8f EAPOL 202 Key (Message 2 of 4)

4770 16:54:43.370090 68:7d:b4:5e:43:8f Apple_64:5d:e5 EAPOL 274 Key (Message 3 of 4)

4772 16:54:43.370773 Apple_64:5d:e5 68:7d:b4:5e:43:8f EAPOL 162 Key (Message 4 of 4)

Figure 11.

Packet capture 0 WPA/MWPA2 802.1X reassociation

As shown, even when there are fewer frames than in the initial authentication (which is caused by multiple
factors, as mentioned before), when the client roams to a new AP, the EAP authentication and the WPA key
management processes must still be completed in order to continue to pass data frames (even if traffic was
actively sent before roaming). Therefore, if the client has an active application that is sensitive to delays (such
as voice traffic applications or applications that are sensitive to timeouts), the user can perceive problems when
roaming, such as audio gaps or application disconnects. The extent of these problems depends on how long it
takes for the client to continue to send and receive data frames. Factors in the length of the delay include the
RF environment, the number of clients, the round - trip time between the WLC and APs and with the
authentication server, and other reasons such as neighbor  -list exhaustion on the client that makes the client do
a full channel scan to find the next available APs.

This is how the 802.1X/EAP and WPA/WPAZ2 security framework works. To prevent delays from a regular
roaming event from impacting applications and services, multiple fast secure roaming methods have been
developed and implemented by the Wi - Fi industry to accelerate the roaming process when security is used on
the WLAN/SSID. The clients face some latency when they continue to pass traffic while roaming between APs
due to deployment of high -level security on the WLAN. This is related to the EAP authentication and key -
management frame exchanges required by the security setup, as previously explained.

It is important to understand that fast secure roaming is the term used by Cisco to refer to the implementation
of a method/scheme that accelerates the roaming process when security is configured on the WLAN. The

different fast secure roaming methods/schemes that are available for WLANs and supported by the Cisco

Catalyst wireless infrastructure (Catalyst 9800 Series controllers, Catalyst 9100 access points, and Cisco
Aironet® Wave 1 and Wave 2 access points) are explained in the next section.
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3.2 Fast secure roaming

As seeninthe previous section, there is latency involved while roaming with higher - level security due to the
EAP authentication and key - management frame exchanges. To prevent delays in applications or services
caused by a regular roaming event, multiple fast secure roaming methods have been developed and
implemented by the Wi - Fi industry.

Fast secure roaming helps avoid full authentication by skipping the EAP exchange when the client roams
between APs. There is still some latency involved, duetokey -management fr ame exchanges,

Fast secure roamingis a term used by Cisco to reference the method that accelerates the roaming process of
the clients when Layer 2 security is configured on the WLAN. The different implementations are listed in the
table below, along with whether they are supported in the Catalyst 9800 Series local and FlexConnect
deployment modes.

Table 1. Supported fast secure roaming methods in the Catalyst 9800 Series controllers
Method Local mode FlexConnect FlexConnect FlexConnect
(connected mode) (connected mode) (standalone)
(central (local
authentication) authentication)
SKC Not supported Not supported Not supported Not supported
OKC Supported Supported Supported Supported
CCKM Supported Supported Supported Not supported
FT-802.11r/ Adaptive 11r Supported Supported Supported Supported *

(over the air)

FT-8011.r/ Adaptive 11r Supported Supported Not supported Not supported
(over the DS)

" Note : Fast secure roaming will work as long as the PMK ID is valid in the session (the session has not timed out).

A detailed description of each method supported in the Catalyst 9800 Seriesis given below, along with packet
captures and configuration knobs.

Note: A couple of methods, namely Sticky Key Caching (SKC) and preauthentication, are not supported
by the Cisco WLAN infrastructure. However, for technical completeness, we give explanations of these
methods as well.
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3.2.1 Fast secure roaming with PMKID caching (sticky key caching)

Pairwise Master Key ID (PMKID) caching, or Sticky Key Caching (SKC), is the first fast secure roaming method
suggested by the IEEE 802.11 standard within the 802.11i security amendment, where the main purpose is to
standardize a high level of security for WLANSs. This fast secure roaming technique was added as an optional
method for WPA2 devices in order to improve roaming when this security is implemented.

With this method, the WLC (in local mode), AP (in FlexConnect mode), and wireless client cache the PMKs of

the secure associations (built through a full 802.1X/EAP authentication) already established. Therefore, if the
wireless client roams to a new AP where it has never associated, the client must perform a full EAP
authentication again. The wireless client station includes the PMKID in the reassociation request frame when it
reassociates. If the controller or AP has the PMK cached, the EAP exchange will be skipped and only the 4 - way
handshake key management occurs.

This method has a big limitation on its implementation: Wireless clients can perform fast secure roaming only
when roaming back to an AP where they had previously authenticated and connected.

With this method, the initial association to any AP is just like a regular first - time authentication to the WLAN,
where the entire 802.1X/EAP authentication against the authentication server and the 4 - way handshake for key
generation must happen before the client is able to send data frames.

Note: This is not a widely deployed fast secure roaming method. It is not supported in the Catalyst 9800
Series controllers and has been deprecated.

3.2.2 Fast secure roaming with ~ Opportunistic Key Caching  (OKC)

Opportunistic Key Caching (OKC), alsoknown as Proactive Key Caching (PKC), is basically an enhancement of
the WPA2 PMKID caching method described previously. This fast secure roaming method is not defined in the
802.11 standard.

OKC is used at both the client device and the WLC or AP, depending on the deployment. This technique allows
the wireless client and the WLAN infrastructure to cache only one PMK for the lifetime of the client association
with this WLAN (derived from the MSK after the initial 802.1X/EAP authentication with the authentication
server), even when roaming between multiple APs, as they all share the original PMK that is used as the seed
on all WPA2 4 - way handshakes. The 4 - way handshake is still required, just as itis in SKC, in order to generate
new encryption keys every time the client reassociates with the APs.

For the APs to share this one original PMK from the client session, they must all be under some sort of
administrative control, with a centralized device that caches and distributes the original PMK for all of the APs.
The Catalyst 9800 Series WLC performs this job for all the APs joined and under its control and distributes the
PMK to other WLCs in the mobility group.

The Wireshark screen shot for the initial association of the client is shown below. The initial association requires
the entire 802.1X/EAP authentication with the authentication server and the 4 - way handshake for key
generation.
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No. Time Source Destination Protocol Length Info
1 0.000000 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8e 802.11 = 70 Authentication, SN=126, FN=0, Flags=....ees.
2 0.001148  68:7d:b4:5e:43:8e

ZebraTec_bb:52:ef
S —_ —

27,

AL - - (.
ZebraTec_bb:52

a H 8e .
5 0.019874  68:7d:b4:5e:43:8e ZebraTec_bb:52:ef EAP 72 Request, Identity
6 0.021237 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8e EAP 78 Response, Identity
7 0.027816  68:7d:b4:5e:43:8e ZebraTec_bb:52:ef EAP 73 Request, TLS EAP (EAP-TLS)
8 0.029071 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8e EAP 73 Response, Legacy Nak (Response Only)
9 0.032847 68:7d:b4:5e:43:8e ZebraTec_bb:52:ef EAP 73 Request, Protected EAP (EAP-PEAP)
10 0.036524 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8e TLSv1.. 212 Client Hello
11 0.047766 68:7d:b4:5e:43:8e ZebraTec_bb:52:ef EAP 1079 Request, Protected EAP (EAP-PEAP)
12 0.049805 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8e EAP 73 Response, Protected EAP (EAP-PEAP)
13 0.053918  68:7d:b4:5e:43:8e ZebraTec_bb:52:ef TLSV1.. 351 Server Hello, Certificate, Server Key Exchange, Server Hello Done
14 0.063900 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8e TLSv1.. 199 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
15 0.070256  68:7d:b4:5e:43:8e ZebraTec_bb:52:ef TLSV1.. 124 Change Cipher Spec, Encrypted Handshake Message
16 0.071874 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8e EAP 73 Response, Protected EAP (EAP-PEAP)
17 0.076143 68:7d:b4:5e:43:8e ZebraTec_bb:52:ef TLSvV1.. 107 Application Data
18 0.077027 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8e TLSv1.. 113 Application Data
19 0.080786 68:7d:b4:5e:43:8e ZebraTec_bb:52:ef TLSv1. 137 Application Data
20 0.083691 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8e TLSv1. 167 Application Data
21 0.094822 68:7d:b4:5e:43:8e ZebraTec_bb:52:ef TLSV1.. 153 Application Data
22 0.096552 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8e TLSV1.. 108 Application Data
23 0.100747  68:7d:b4:5e:43:8e ZebraTec_bb:52:ef TLSV1.. 106 Application Data
24 0.106017 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8e EAP 73 Response, Protected EAP (EAP-PEAP)
25 0.135907 68:7d:b4:5e:43:8e ZebraTec_bb:52:ef EAP 71 Success
26 0.136534 68:7d:b4:5e:43:8e ZebraTec_bb:52:ef EAPOL 184 Key (Message 1 of 4)
27 0.141152 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8e EAPOL 184 Key (Message 2 of 4)
28 0.143457 68:7d:b4:5e:43:8e ZebraTec_bb:52:ef EAPOL 242 Key (Message 3 of 4)
29 0.148299  ZebraTec_bb:52:ef 68:7d:b4:5e:43:8e EAPOL 162 Key (Message 4 of 4)
30 0.148685 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8e 802.11 64 Action, SN=129, FN=0, Flags=........ C, SSID=cvoice
31 0.149928 68:7d:b4:5e:43:8e ZebraTec_bb:52:ef 802.11 56 Action, SN=2, FN=0, Flags=........ C
Figure 12.

Packet capture 6 WPA/WPA2 802.1X initial association (OKC)

In this method, the wireless client and the WLC (for local mode) and APs in a FlexConnect group (for Flex
mode) cache the one original PMK of the secure association that is initially established. Basically, every time the
wireless client connects to a specific AP, a PMKID is hashed based on:

8 The clientds MAC addr ess
6 The APOs MAC address (BSSID of the WLAN)
8 The PMK derived with that AP

Therefore, since OKC caches the same original PMK for all of the APs and the specific client, when this client
(re)associates to another AP, the only value that changes in order to hash the new PMKID is the new AP MAC
address.

When the client initiates roaming to a new AP and sends the reassociation request frame, it adds the PMKID on
the WPA2 Robust Security Network information element (RSN IE) if it wants to inform the AP that a cached PMK
is used for fast secure roaming (as it already knows the MAC address of the target AP to which it wants to
roam). When the AP receives this request from the client, it also hashes the PMKID with the values it already
has (the cached PMK, the client MAC address, and its own AP MAC address), and responds with the successful
reassociation response confirming that the PMKIDs matched. The cached PMK can be used as the seed that
starts a WPA2 4 - way handshake in order to derive the new encryption keys.

The Wireshark capture during the roam involving OKC is presented below. The 802.1X/EAP exchange is
completely skipped, and only the 4 -way handshake occurs to derive the new encryption keys.

If the wireless client presents the PMKID but the infrastructure does not support OKC for some reason, the WLC
or AP will ignore the PMKID presented by the client and will initiate a full authentication.
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No. Time Source Destination
1. 17.82229@ ZebraTec_bb:52:ef Cisco_@3:ed:ce
1. 17.823517 Cisco_03:ed:ce ZebraTec_bb:52:ef
1. 17.824236 ZebraTec_bb:52:ef Cisco_03:ed:ce
1. 17.832952 Cisco_@3:ed:ce ZebraTec_bb:52:ef
1. 17.844038 ZebraTec_bb:52:ef Cisco_03:ed:ce
1. 17.845674 Cisco_03:ed:ce ZebraTec_bb:52:ef
1. 17.848803 ZebraTec_bb:52:ef Cisco_@3:ed:ce
1. 17.848939 ZebraTec_bb:52:ef Cisco_03:ed:ce
1. 17.850586 Cisco_03:ed:ce ZebraTec_bb:52:ef
1. 17.916998 Cisco_03:ed:ce ZebraTec_bb:52:ef
1. 17.917131 ZebraTec_bb:52:ef Cisco_03:ed:ce

Protocol | Length Info

802.11
802.11
802.11

EAPOL
EAPOL
EAPOL
EAPOL
802.11
802.11
802.11
802.11

7@ Authentication, SN=1678, FN=0, Flags=........C
7@ Authentication, SN=8, FN=@, Flags=........C
219 Reassociation Request, SN=1679, FN=0, Flags=........C, SSID=cvoice

184 Key (Message 1 of 4)
202 Key (Message 2 of 4)
242 Key (Message 3 of 4)
162 Key (Message 4 of 4)
64 Action, SN=168@, FN=8, Flags=........C, SSID=cvoice

56 Action, SN=2, FN=8, Flags=.
62 Action, SN=3, FN=8, Flags=...
62 Action, SN=1683, FN=0, Flags=........C

» Radiotap Header v@, Length 25

Ib IEEE 802.11 Reassociation Request, Flags: ........C

v Fixed parameters (10 bytes)
» Capabilities Information: @x1111
Listen Interval: 0x@@00a
Current AP: 68:7d:b4:5e:43:8e (68:7d:bd:5e:43:8e)
v Tagged parameters (156 bytes)
» Tag: SSID parameter set: cvoice

» Tag: Power Capability Min: 7, Max: 17

» Tag: Supported Channels

v Tag: RSN Information

Tag Number: RSN Information (48)

Tag length: 38

RSN Version: 1

Group Cipher Suite: 00:0f:ac (Ieee 802.11) TKIP
Pairwise Cipher Suite Count: 1

v

Auth Key Management (AKM) Suite Count: 1

» RSN Capabilities: @x0000
tr 1

v PMKID List
PMKID: 121b9a@8fadbc3503002dca38b7c960

Tag: HT Capabilities (802.11n D1.10)
Tag: Extended Capabilities (8 octets)
: VHT Capabilities

Tag: Operating Mode Notification
Tag: Vendor Specific: Broadcom

Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Information Element

YyYvYyYVYVYYTYY
~
)
a

Figure 13.
Packet capture 8 OKC client roam

Configuration steps:

» Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54,

» Auth Key Management (AKM) List 0@:0f:ac (Ieee 802.11) WPA

» Frame 1914: 219 bytes on wire (1752 bits), 219 bytes captured (1752 bits) on interface @

[Mbit/sec]

» Pairwise Cipher Suite List @0:@f:ac (Ieee 8082.11) AES (CCM)

o OKC is enabled by defaultin the Catalyst 9800 Series controller. Enabling FT Only or CCKM inthe WLAN

security settings disables OKC.

o OKC can be disabled globally for the Flex mode deployments. This will disable OKC and make it a full
authentication roam for the clients in the FlexConnect group.
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Add WLAN x

General Security Advanced
Coverage Hole Detection o Universal Admin o
Aironet IE © o OKC Q
Advertise AP Name o Load Balance o
P2P Blocking Action | Disabled - ‘ Band Select o
Multicast Buffer IP Source Guard o
Media Stream Multicast- o WMM Policy ‘ Allowed v
direct
mDNS Mode | Bridging v
11ac MU-MIMO Q
WiFi to Cellular Steering o Off Channel Scanning Defer

Figure 14.
WLAN configuration

Note: Disabling OKC atthe WLAN does not disable the default behavior of disabling OKC for local mode.

Roam history

OKC fast secure roam can be confirmed in the client details from the Mobility History tab.

360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Recent association history:

AP Y Mobility Y Runlatency Y Roam Y

APName Yy BSSID Y Slot Assoc Time Y Instance’ Role (ms) Type

o .5 4b23%03edce 1 ol 1 Local 29 i
(gzl:llgr?\;er-‘l 687d.b45e.438e 1 g} /g 19 /12 g o 2 Local 33 ?(a)szt kel
g;:;g;berﬁ a4b2.3903.edce 1 (2);/23/423 = 1 Local 40 ?gszt L
SI:::);)erJ 687d.bd5e.438e 1 2(1,;/ 52’3:/52321 2 Local 148 N/A
?J:]:;g‘;ber-fs a4b2.3903.ed4ce 1 22)/23/32 ((5) 2 1 Local 355 N/A

Figure 15.

Client roam history with OKC

802.11i Fastas the RoamType in the Mobility History indicates the OKC fast secure roam method for the client.
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FlexConnect with OKC

o]

Central authentication is supported. This includes local and central data switching. If the AP is part of the
same FlexConnect group, fast secure roaming is by the AP.

Flex local authentication is supported. In connected mode, the cache will be distributed from the AP to
the controller and then to the rest of the APs in the FlexConnect croup.

Standalone mode is supported. If the cache is already present on the AP (due to previous distribution),
fast secure roam willwork until the session times out. New authentication in standalone mode does not
support fast secure roaming.

Pros with OKC

Requires only one initial 802.1X/EAP authentication.

Wireless client performs fast secure roam to a new AP on the WLAN even if it was never associated to
that AP before.

Scales well.

The wireless client and the WLAN infrastructure do not need to remember multiple PMKIDs, but simply
cache the one original PMK from the initial authentication to the WLAN.

Cons with OKC

Some clients do not support it.

The techniques that are applied in this method are not suggested or described in the 802.11 standard,
so support varies widely from one device to another. Nevertheless, this is one of the more popular
methods in non - Fast Transition (FT) environments.

Note about the term oOproactive key cachingod

The terms Proactive Key Caching (PKC) and Opportunistic Key Caching (OKC) have been used interchangeably

to describe the method explained here. However, PKC is just a term that was used by Airspace in 2001 for an

ol

d

key caching method, which was then used by the

(another fast secure roaming method briefly explained below). PKC is not preauthentication or OKC, but when
you hear or read about PKC, the reference is basically to OKC, and not to preauthentication.

3.2.4 Fast secure roaming with CCKM

Cisco Centralized Key Management (CCKM) is the first fast secure roaming method developed and
implemented on enterprise WLANS, created by Cisco to mitigate the delays explained earlier when 802.1X/EAP
security is used on the WLAN. As this is a Cisco proprietary protocol, it is supported only by Cisco WLAN
infrastructure devices and wireless clients (from multiple vendors) that are Cisco Compatible Extension (CCX)
compatible with CCKM.

CCKM can be implemented with all of the different encryption methods available for WLANs (TKIP and AES). It
is also supported with most of the 802.1X/EAP authentication methods used for WLANSs, depending on the CCX
version supported by the devices.

Support for CCKM is indicated in the Authentication and Key Management (AKM) suite of RSN IE in beacon,
probe response, and association request frames.
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Frame 3282: 495 bytes on wire (3960 bits), 495 bytes captured (3960 bits) on interface @
Radiotap Header v@, Length 25
802.11 radio information
IEEE 802.11 Beacon frame, Flags: ........C
IEEE 802.11 wireless LAN
» Fixed parameters (12 bytes)
v Tagged parameters (430 bytes)
» Tag: SSID parameter set: cvoice
» Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
» Tag: DS Parameter set: Current Channel: 36
» Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
» Tag: Country Information: Country Code US, Environment Unknown (@x04)
» Tag: Power Constraint: 3
» Tag: TPC Report Transmit Power: 19, Link Margin: @
v Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 30
RSN Version: 1
» Group Cipher Suite: 00:0f:ac (Ieee 802.11) AES (CCM)
Pairwise Cipher Suite Count: 1
v Pairwise Cipher Suite List 00:0f:ac (Ieee 802.11) AES (CCM)
» Pairwise Cipher Suite: 00:0f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 2
v Auth Key Management (AKM) List 00:0f:ac (Ieee 802.11) WPA
v Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) WPA Indicates CCKM
Auth Key Management (AKM) OUI: 00:0f:ac (Ieee 802.11)
Auth _Kev Managemen A pe: WPA (1)

4 vVvVYvYYVYYy

v Auth Key Management (AKM) Suite: 00:40:96 (Cisco Systems, Inc.) NONE
Auth Key Management (AKM) OUI: 00:40:96 (Cisco Systems, Inc.)
Auth Key Management (AKM) type: ©
» RSN Capabilities: 0x00a8

PMKID Count: ©
PMKID List
v Group Management Cipher Suite: 00:0f:ac (Ieee 802.11) BIP (128)
Group Management Cipher Suite OUI: @0:0f:ac (Ieee 802.11)
Group Management Cipher Suite type: BIP (128) (6)
Tag: QBSS Load Element 802.11e CCA Version
Tag: RM Enabled Capabilities (5 octets)
Tag: HT Capabilities (802.11n D1.10)
Tag: HT Information (802.11n D1.10)
Tag: Extended Capabilities (11 octets)
Tag: VHT Capabilities
Tag: VHT Operation
Tag: VHT Tx Power Envelope
Tag: Reserved (201): Undecoded
Ext Tag: HE Capabilities (IEEE Std 802.11ax/D3.0)
Ext Tag: HE Operation (IEEE Std 802.11ax/D3.0)
Ext Tag: Spatial Reuse Parameter Set
Ext Tag: MU EDCA Parameter Set
Tan: Vendor Snecific: Microsaft Corn.: WMM/WMF: Parameter Flement

00a@ 01 la al @1 1a a5 @1 l1a 20 01 03 23 02 13 00 3@ - ---:::- QX N0 - |

¥y VvV vV vV VY Y YYYYYYY

Figure 16.
Packet capture 8 RSN information with CCKM
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The wireless capture below provides an example of the frames exchanged upon initial association when you
perform CCKM with TKIP as the encryption and PEAPVO/EAP - MSCHAPV2 as the 802.1X/EAP method. This is
basically the same exchange as if WPA/TKIP with PEAPVO/EAP - MSCHAPv2 were performed, but this time
CCKM between the client and the infrastructure is negotiated so that they use different key hierarchy and cache
methods to perform fast secure roaming when the client must roam.

No. Time Source Destination Protocol  Length Info
1 15:07:11.038107 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8f 802.11 70 Authentication, SN=1598, FN=0, Flags=........ C
2 15:07:11.039278 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef 802.11 70 Authentication, SN=0, FN=0, Flags=........ C
3 15:07:11.039911 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8f . Association Request, SN=1599, FN=0, Flags=.......s C, SSID=cvoice
4 15:07:11.044091 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef 802.11 190 Association Response, SN=1, FN=0, Flags=........ C
' 5 15:07:11.047044 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef EAP 72 Request, Identity
| 6 15:07:11.065383 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8f EAP 77 Response, Identity
! 7 15:07:11.070453 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef EAP 73 Request, TLS EAP (EAP-TLS)
| 8 15:07:11.071978 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8f EAP 73 Response, Legacy Nak (Response Only)
' 9 15:07:11.077904 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef EAP 73 Request, Protected EAP (EAP-PEAP)
| 10 15:07:11.082524 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8f TLSv1.2 212 Client Hello
! 11 15:07:11.095047 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef EAP 1079 Request, Protected EAP (EAP-PEAP)
| 12 15:07:11.099338 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8f EAP 73 Response, Protected EAP (EAP-PEAP)
' 13 15:07:11.103324 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef TLSV1.2 351 Server Hello, Certificate, Server Key Exchange, Server Hello Done
| 14 15:07:11.116225 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8f TLSvV1.2 199 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
H 15 15:07:11.122936 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef TLSv1.2 124 Change Cipher Spec, Encrypted Handshake Message
| 16 15:07:11.125085 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8f EAP 73 Response, Protected EAP (EAP-PEAP)
! 17 15:07:11.128976 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef TLSv1.2 107 Application Data
| 18 15:07:11.130739 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8f TLSv1.2 112 Application Data
! 19 15:07:11.135106 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef TLSv1.2 137 Application Data
| 20 15:07:11.140792 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8f TLSv1.2 166 Application Data
! 21 15:07:11.154182 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef TLSv1.2 153 Application Data
| 22 15:07:11.157514 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8f TLSv1.2 108 Application Data
! 23 15:07:11.161951 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef TLSv1.2 106 Application Data
| 24 15:07:11.169066 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8f EAP 73 Response, Protected EAP (EAP-PEAP)
! 25 15:07:11.211626 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef EAP 71 Success
26 15:07:12.193382 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef EAPOL 162 Key (Message 1 of 4)
\ 27 15:07:12.215962 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8f EAPOL 184 Key (Message 2 of 4)
! 28 15:07:12.219889 68:7d:b4:5e:43:8f ZebraTec_bb:52:ef EAPOL 226 Key (Message 3 of 4)
L 29 15:07:12.222626 ZebraTec_bb:52:ef 68:7d:b4:5e:43:8f EAPOL 162 Key (Message 4 of 4)

Figure 17.
Packet capture 8 CCKM initial association

With CCKM, the initial association to the WLAN is similar to that in the regular WPA/WPA2, where an MSK (also
known here as the Network Session Key [NSK])is mutually derived with the client and the RADIUS server. This
master key is sent from the serverto the WLC after a successful authentication and is cached as the basis for
deriving all subsequent keys for the lifetime of the client association with this WLAN. From here, the WLC and
the client derive the seed information that is used for fast secure roaming based on CCKM, going through a 4
way handshake similar to that of WPA/WPA2 to derive the unicast (PTK) and multicast/broadcast (GTK)
encryption keys with the first AP.

The big difference is noticed when roaming. In this case, the CCKMclient sends a single reassociation request
frame to the AP/WLC (including a manufacturer installed certificate [MIC] and a sequentially incrementing
random number) and provides enough information (including the new AP MAC address BSSID) to derive the
new PTK. With this reassociation request, the WLC and new AP also have enough information to derive the new
PTK, so they simply respond with a reassociation response. The client can now continue to pass traffic, as
shown in this capture:

Info
Authentication,

Protocol

Destination
Cisco_03:e4:cf

Source
ZebraTec_bb:52:ef

No. Time Length

SN=1823, FN=0, Flags=..

2 0.001 Cisco_03:ed:cf ZebraTec_bb:52:ef 802.11 70 Authentication, SN=@, FN=@, Flags=

3 0.000 ZebraTec_bb:52:ef Cisco_@3:ed:cf 802.11 227 Reassociation Request, SN=1824, FN=0, Flags=.....

4 0.004 Cisco_03:ed:cf ZebraTec_bb:52:ef 802.11 260 Reassociation Response, SN=1, FN=0, Flags=........C
Figure 18.

Packet capture 0 reassociation with CCKM
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As shown, fast secure roaming is performed while avoiding the EAP authentication frames and even more 4 -
way handshakes, because the new encryption keys are still derived but are based on the CCKM negotiation
scheme. This is completed with the roaming reassociation frames and the information previously cached by the
client and the WLC.

Configuration steps:

To have a CCKM WLAN, disable Fast Transition and select CCKM for Auth Key Mgmt on the Security ->Layer?2
tab.

Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

v FT disabled
Layer 2 Security Mode Sl h v LG Lobby Admin Access

MAGERodng Fast Transition E;a;:]e; - v
Protected Management Frame Over the DS
Reassociation Timeout | 20

PMF Disabled =

MPSK Configuration
WPA Parameters

MPSK
WPA Policy
WPA2 Policy P

GTK Randomize

OSEN Policy

WPA2 Encryption v | AES(CCMP128)
CCMP256
GCMP128
GCMP256

Auth Key Mgmt ] 802.1x CCKM enabled
PSK

FT + 802.1x
FT + PSK

802.1x-SHA256

- SHAW

CCKM Timestamp Tolerance* 1000

Figure 19.
WLAN configuration 8 CCKM
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Client details and roam history

cal-eWLC-1#sh wireless client mac-address 4083.debb.52ef detail

Client MAC Address : 4083.debb.52ef

Client MAC Type : Universally Administered Address

Client DUID: NA

Client IPv4 Address : 192.163.0.53

Client IPv6 Addresses : feB80::4283:deff:febb:52ef
ee01:192:163:0:4283:deff:febb:52ef
ee01:192:163:0:7553:e768:a4c0:508d

Client Username : anand

AP MAC Address : a4b2.3903.e4c0

AP Name: 9130-Chamber-3

AP slot : 1

Client State : Associated

Policy Profile : local-mode-policy-profile

Flex Profile : N/A

Wireless LAN Id: 2

WLAN Profile Name: cvoice

Wireless LAN Network Name (SSID): cvoice

BSSID : a4b2.3903.e4cf

Connected For : 149 seconds

Protocol : 802.1lac

Channel : 140

Client IIF-ID : 0xal000007

Association Id : 2

Authentication Algorithm : Open System

Idle state timeout : N/A

Session Timeout : 360 sec (Remaining time: 99 sec)

Session Warning Time : Timer not running

Input Policy Name : None

Input Policy State : None

Input Policy Source : None

Output Policy Name : None

Output Policy State : None

Output Policy Source : None

WMM Support : Enabled

U-APSD Support : Disabled

Fastlane Support : Disabled

Client Active State : Active

Power Save : ON

Current Rate : 24.0

Supported Rates : 9.0,18.0,36.0,48.0,54.0

AAA QoS Rate Limit Parameters:

QoS Average Data Rate Upstream : 0 (kbps)
QoS Realtime Average Data Rate Upstream : 0 (kbps)
QoS Burst Data Rate Upstream : 0 (kbps)
QoS Realtime Burst Data Rate Upstream : 0 (kbps)
QoS Average Data Rate Downstream : 0 (kbps)
QoS Realtime Average Data Rate Downstream : 0 (kbps)
QoS Burst Data Rate Downstream : 0 (kbps)
QoS Realtime Burst Data Rate Downstream : 0 (kbps)
Mobility:

Move Count : 0

Mobility Role : Local

Mobility Roam Type : L2

Mobility Complete Timestamp : 02/04/2021 17:18:43 PST
Client Join Time:
Join Time Of Client : 02/04/2021 17:18:43 PST
Client State Servers : None
Client ACLs : None
Policy Manager State: Run
Last Policy Manager State : IP Learn Complete
Client Entry Create Time : 262 seconds
Policy Type : WPA2
Encryption Cipher

se c c ate c 3 led
User Defined (Private) Network Drop Unicast : Disabled

Figure 20.
Client details and roam history 8 CCKM
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360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Recent association history:

AP Y Y Mobilty Y Runlatency ¥ Roam Y
AP Name Y BSSID Y Slot Assoc Time Y Instance Role (ms) Type
9130- 02/04/2021
Chamber-3 a4b2.3903.e4cf 1 17:18:43 1 Local 10 CCKM
9136- 02/04/2021
S 687d.b45e.438f 1 17:16:50 3 Local 388 N/A

Figure 21.
Client roam history & CCKM

FlexConnect with CCKM

o Central authentication is supported. This includes local and central data switching. The APs must be part
of the same FlexConnect group.

O«

Flex local authentication is supported. In connected mode, the cache will be distributed from the AP to
the controller and then to the rest of the APs in the FlexConnect group.

o New authentications in standalone mode is not supported. If the cache is already present onthe AP (due
to previous distribution), fast secure roaming with CCKM will work.
Pros with CCKM

o CCKMiis the fastest fast secure roaming method, mostly deployed on enterprise WLANSs. Clients do not
need to go over a key management handshake in order to derive new keys when a move between APs
takes place, and are never again required to perform a full 802.1X/EAP authentication with new APs
during the client lifetime on this WLAN.

o CCKM supports all of the encryption methods available within the 802.11 standard (Wired Equivalent
Privacy [WEP], TKIP, and AES), in addition to some legacy Cisco proprietary methods still used on legacy
clients.

Cons with CCKM

o CCKM is a Cisco proprietary method, which limits the implementation and support to Cisco WLAN
infrastructure and CCX wireless clients.

6 CCX Version5 is not widely adopted, so CCKM with WPA2/AES is not supported by many CCX wireless
clients (mainly because most of them already support CCKM with WPA/TKIP, which is still very secure).
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3.2.3 Fast secure roaming with 802.11r

The 802.11r Fast Transition (FT) roaming, officially named Fast BSS Transition, is an amendment to the 802.11

| EEE standards. O0OBSS transitiondéd refers to the process ¢
to another without losing connectivity. In Fast BSS Transition, the initial handshake with the new access point

occurs before the client roams to the target access point, thus helping to reduce the time it takes to transition to

the new access point and making it "fast.o

Fast Transition key hierarchy

The FT key hierarchy introduces new concepts and multiple layers of PMKs that are cached in the different
devices in the WLAN infrastructure. The IEEE 802.11r amendment specifies three layers of key hierarchy.

The Master Session Key (MSK) is derived from the client supplicant and the authentication server from the

802.1X/EAP initial authentication. (The MSK is transferred from the authentication server to the authenticator

after the authentication is successful.) When PSK is used for authentication, the PSK is used as the MSK. The
MSK, as in other methods, is used as the seed for the FT key hierarchy.

1. PMK- RO: Pairwise master key PMK - RO is the first -level PMK and is derived from the MSK. The key
holders for this PMK are the WLC and the client.

2. PMK-R1: Pairwise masterkey PMK - R1 is the second - level PMK and is derived from the PMK - RO.
The key holders of PMK - R1 are the APs managed by the WLC and the client.

3. PTK: Pairwise Transient Key (PTK) is the third and final level key in the hierarchy. PTK is derived
from PMK- R1 and is used to encrypt the data frames. The key holders of PTK are the APs and the
client.

Fast Transition terminology

FastBSS Transition: A wireless client roam from one AP (BSS) to another AP (BSS) within the same WLAN.

FT mobility domain: The set of APs (BSSs) within the WLAN that supports Fast BSS Transition, identified by the
mobility domain identifier. The mobility domain identifier is broadcasted by the AP in beacons and probe
response frames.

Fast Transition initial client association

The first association to any AP is a regular first - time authentication to the WLAN, in which the entire
802.1X/EAP authentication against the authentication serverand the 4 - way handshake for key generation must
occur before data frames are sent, as shown in the following screen capture.

© 2021 Cisco and/or its affiliates . All rights reserved. Page 26 of 61



No. Time
0.000000

Source
ZebraTec_bb:52:ef

Destination
Broadcast

Info
SSID=cvoice

w

0.070764
2

6 0.076733
7 0.080309
8 0.091583
9 0.099497
10 0.100561
11 0.104584
12 0.108915
13 0.111439
14 0.122664
15 0.123748
16 0.127953
17 0.135984
18 0.142246
19 0.143681
20 ©.148898
21 0.150042
22 0.155037
23 0.157564
24 0.170691
25 0.172428
26 0.176758
27 0.183051
28 0.207189
29 0.207789
30 ©.213320
31 0.216070
32 0.218506
33 0.218640
34 0.220425

ZebraTec_bb:52:ef
:b4:5e:43:8e

68:7d:b4:5e:43:8e

68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:bd:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:bd:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:bd:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e

68:7d:b4:5e:43:8e

ZebraTec_bb:52:ef
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:bd:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:bd:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef
68:7d:b4:5e:43:8e
68:7d:b4:5e:43:8e
ZebraTec_bb:52:ef

Authentication, SN=127, FN=0, Flags=.
Fl

Association Response, SN=1, FN=0, Flags:

Request, Identity

Response, Identity

Request, TLS EAP (EAP-TLS)

Request, TLS EAP (EAP-TLS)

Response, Legacy Nak (Response Only)

Request, Protected EAP (EAP-PEAP)

Client Hello

Request, Protected EAP (EAP-PEAP)

Response, Protected EAP (EAP-PEAP)

Server Hello, Certificate, Server Key Exchange, Server Hello Done
Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
Change Cipher Spec, Encrypted Handshake Message
Response, Protected EAP (EAP-PEAP)

Application Data

Application Data

Application Data

Application Data

Application Data

Application Data

Application Data

Response, Protected EAP (EAP-PEAP)

Success

Key (Message 1 of 4)

Key (Message 2 of 4)

Key (Message 3 of 4)

Key (Message 4 of 4)

Action, SN=130, FN=0, Flags=........ C, SSID=cvoice

Figure 22.

Packet capture 0 FT/802.11r initial association

The packet capture resembles a normal EAP authentication

exchange, 4 - way key handshake.

The differences are in the inclusion of additional information elements in the beacon, probe response,

association request, and association response frames, which are highlighted below.

Beacon and probe response frames, contain a

8 that is, open authentication, association, EAP

Mobility Domain Information Element (MDIE), which indicates the

existence of mobility domain and FT support. The RSN information element also has an additional AKM suite (FT
over IEEE 802.1X).

The association request frame from the wireless client includes the MDIE and the FT over IEEE 802.1X AKM
suite inthe RSN IE. The wireless client indicates its ability to do FT by including the MDIE and the support of
security in the RSN IE in the association request frame.
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» Frame 813: 473 bytes on wire (3784 bits), 473 bytes captured (3784 bits) on interface @
» Radiotap Header v@, Length 25

IEEE 802.11 Beacon frame, Flag
» Fixed parameters (12 bytes)
v Tagged parameters (408 bytes)
» Tag: SSID parameter set: cvoice
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: DS Parameter set: Current Channel: 36
Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
Tag: Country Information: Country Code US, Environment Any
Tag: Power Constraint: 3
Tag: TPC Report Transmit Power: 21, Link Margin: ©
Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 30
RSN Version: 1
» Group Cipher Suite: 00:0f:ac (Ieee 802.11) TKIP
Pairwise Cipher Suite Count: 1
» Pairwise Cipher Suite List 00:0f:ac (Ieee 802.11) AES (CCM)

4 vy vyvYyvYyYyy

Auth Key Management (AKM) List 00:0f:ac (Ieee 802.11) WPA 00:0f:ac (Ieee 802.11) FT over IEEE 802.1X
v Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) WPA
Auth Key Management (AKM) OUI: 00:0f:ac (Ieee 802.11)
Auth Key Management (AKM) type: WPA (1)
v Auth Key Management (AKM) Suite: @0:0f:ac (Ieee 802.11) FT over IEEE 802.1X
Auth Key Management (AKM) OUI: 00:0f:ac (Ieee 802.11)
Auth Key Management (AKM) type: FT over IEEE 802.1X (3)

PMKID Count: @

Tag: Mobility Domain
Tag Number: Mobility Domain (54)
Tag length: 3
Mobility Domain Identifier: @x34ac
FT Capability and Policy: 0x00
sess +2.0 = Fast BSS Transition over DS: 0x@
«vss +.0. = Resource Request Protocol Capability: 0x@

» Tag: RM Enabled Capabilities (5 octets)

L Tam: UT Facakilisia- (0A7 11 N1 aa)

Figure 23.
Packet capture o FT/802.11r beacon
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» Frame 5: 200 bytes on wire (1600 bits), 200 bytes captured (1600 bits) on interface ©
» Radiotap Header v@, Length 25

|> IEEE 802.11 Association Request, Flags: ........ C ]

» Fixed parameters (4 bytes)
v Tagged parameters (143 bytes)
» Tag: SSID parameter set: cvoice
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: 7, Max: 17
Tag: Supported Channels
Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 20
RSN Version: 1
» Group Cipher Suite: 00:0f:ac (Ieee 802.11) TKIP
Pairwise Cipher Suite Count: 1
» Pairwise Cipher Suite List 00:0f:ac (Ieee 802.11) AES (CCM)

4 vYyYy

v Auth Key Management (AKM) List @0:0f:ac (Ieee 802.11) FT over IEEE 802.1X

v Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) FT over IEEE 802.1X
Auth Key Management (AKM) OUI: 00:0f:ac (Ieee 802.11)

Auth Key Management (AKM) type: FT over IEEE 802.1X (3)

> Capabilities: 0x0000

» Tag: RM Enabled Capabilities (5 octets)
W
Tag Number: Mobility Domain (54)
Tag length: 3
Mobility Domain Identifier: Ox34ac
FT Capability and Policy: 0x00
«ess +440 = Fast BSS Transition over DS: 0x0
«+ss +.0. = Resource Request Protocol Capability: 0x@
% Tag: HT Capabilities (802.11n D1.10)
v Tag: Extended Capabilities (8 octets)
Tag Number: Extended Capabilities (127)
Tag length: 8

v EBEutandad Cannhilitiac: Aunn lactar 1)\

Figure 24.
Packet capture 0 FT/802.11r association request

The WLC/AP responds to the association request in the association response frame by including an additional
information element called the Fast BSS Transition Information Element (FTIE), in addition to the MDIE. The FTIE
includes information such as MIC, ANonce, SNonce, PMK - ROKey Holder Identifier (ROKH-ID), and PMK- R1 key
holder identifier (R1KH - ID), which are needed to perform the FT authentication sequence during an FT BSS
transition.

The next step in the process is an 802.1X/EAP packet exchange to arrive at the MSK, whichis used as the seed

for the FT key hierarchy. After a successful authentication, the WLC/AP and the wireless client do an FT 4 - way
key handshake. The FT 4 - way handshake resembles a regular 4 -way key handshake; however, the contents
are different.

© 2021 Cisco and/or its affiliates . All rights reserved. Page 29 of 61



Frame 6: 293 bytes on wire (2344 bits), 293 bytes captured (2344 bits) on interface @
Radiotap Header v@, Length 25
802.11 radio information
IEEE 802.11 Association Response, Flags: ........C
IEEE 802.11 wireless LAN
» Fixed parameters (6 bytes)
v Tagged parameters (234 bytes)
» Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: HT Capabilities (802.11n D1.10)
Tag: HT Information (802.11n D1.10)
Tag: Extended Capabilities (8 octets)
Tag: VHT Capabilities
___Iag: VHT Operation
Tag: Mobility Domain
Tag Number: Mobility Domain (54)
Tag length: 3
Mobility Domain Identifier: @x34ac
FT Capability and Policy: 0x00
«ses ++.0 = Fast BSS Transition over DS: 0x0
‘ ~ . n . . - o ) 2
v Tag: Fas ransition
Tag Number: Fast BSS Transition (55)
Tag length: 96
MIC Control: 0x0000
0000 0000 .... .... = Element Count: ©
MIC: 00000000000000000000000000000000
ANonce: 000000000000000000000000000000000000000000000000...
SNonce: 000000000000000000000000000000000000000000000000...
Subelement ID: PMK-R1 key holder identifier (R1KH-ID) (1)
Length: 6
PMK-R1 key holder identifier (R1KH-ID): 59572d483e71
Subelement ID: PMK-RO key holder identifier (ROKH-ID) (3)
Length: 4
PMK-RO key holder identifier (ROKH-ID): e4042a26
% 1ag: RM Enabled Capabilities (5 octets)
» Tag: BSS Max Idle Period

4 vVYyYyVvy

4y Yy vvyyYyy

Figure 25.
Packet capture 6 FT/802.11r association response

Methods of client roaming in FT

The FT key hierarchy is designed to allow clients to make Fast BSS Transitions between APs without requiring
reauthentication at every AP. The WLAN configuration contains a new AKM type called FT.

For a client to move from the current AP to a target AP using FT protocols, the message exchanges are
performed using one of the following two methods:

o Over the air: The client communicates directly with the target AP using IEEE 802.11 authentication with
the FT authentication algorithm.

o Over the Distribution System (DS): The client communicates with the target AP through the current AP.
The communication between the client and the target AP is carried in FT action frames between the
client and the current AP and is then sent through the controller.
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FT over the air

With Fast BSS Transition over the air, there are just four frame exchanges between the wireless client and the
target AP over the air. The picture and packet capture below illustrate the four frame exchanges.

Client Current AP Target AP

®

CAPWAP Tunnel 802.1x/EAP Exchange
(AP-WLC-AAA)

. 802.11 Open Auth
and Association

Catalyst
9800

¥ WLC Client Database

CAPWAP Tunnel

FT 4-Way Handshake

802.11 FT Auth Request

Catalyst 9800 Deployment

802.11 FT Auth Response

802.11 FT Reassoc Request

AP 1 AP 2 802.11 FT Reassoc Response

Association with old AP . Re-association with new AP Data Flow

Client roams from AP1 to AP2

Figure 26.
FT over- the- air call flow

FTnotonlyavoids t he 802. 1 X/ EAP exchanges, but itds more eff

system authentication and reassociation frames to exchange the FT information and derive new dynamic
encryption keys in place of the explicit 4 - way key handshake in other methods.

No. Time Source Destination Protocol Length Info
1 0.000000 ZebraTec_bb:52:ef Cisco_03:ed:ce 802.11 205 Authentication, SN=3093, FN=0, Flags=........ C
2 0.002953 Cisco_03:ed:ce ZebraTec_bb:52:ef 802.11 210 Authentication, SN=0, FN=0, Flags=........ C
3 0.004143  ZebraTec_bb:52:ef Cisco_03:ed:ce 802.11 322 Reassociation Request, SN=3094, FN=0, Flags=........C, SSID=cvoice
4 0.008248 Cisco_03:ed:ce ZebraTec_bb:52:ef 802.11 394 Reassociation Response, SN=1, FN=0, Flags=........C
Figure 27.

Packet capture o FT over the air

The next capture shows the frames exchanged when a Fast BSS Transition over the air with 802.1X/EAP
security is performed. The open system authentication frame from the client to the AP is selected in order to

see the FT protocol information elements that are required to begin the FT key negotiation. This is used to
derive the new PTK with the new AP (based onthe PMK - R1). The field that shows the authentication algorithm
is highlighted to show that this client does not perform a simple open system authenti cation, but a Fast BSS
Transition.
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» Frame 1: 205 bytes on wire (1640 bits), 205 bytes captured (1640 bits) on interface @
» Radiotap Header v@, Length 25
» 802.11 radio information
» IEEE 802.11 Authentication, Flags: ........C
v IEEE 802.11 wireless LAN
v Fixed parameters (6 bytes)
Authentication Algorithm: Fast BSS Transition )
Authentication SEQ: 0x0001
Status code: Successful (0x0000)
v Tagged parameters (146 bytes) FT Auth Request
v Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 38
RSN Version: 1
» Group Cipher Suite: 00:0f:ac (Ieee 802.11) TKIP
Pairwise Cipher Suite Count: 1
» Pairwise Cipher Suite List 00:0f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 1
v Auth Key Management (AKM) List 00:0f:ac (Ieee 802.11) FT over IEEE 802.1X
v Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) FT over IEEE 802.1X
Auth Key Management (AKM) OUI: 00:0f:ac (Ieee 802.11)
Auth Key Managemen AKM pe: FT 0 80 X
» RSN Capabilities: 0x0000
PMKID Count: 1 PMK ID of both auth request and
v PMKID List response should match
PMKID: ef@2df7e296335e2b2c71e549686deda
v Tag: Mob ty Domain
Tag Number: Mobility Domain (54)
Tag length: 3
Mobility Domain Identifier: @x34ac
FT Capability and Policy: 0x00
«sss «+.0@ = Fast BSS Transition over DS: 0x0
v Tag: Fast BSS Transition
Tag Number: Fast BSS Transition (55)
Tag length: 88
MIC Control: 0x0000
0000 0000 .... .... = Element Count: @
MIC: 00000000000000000000000000000000
ANonce: 000000000000000000000000000000000000000000000000
SNonce: e2bef20d906bbe51f28b35d2ae95ba56e95ba56f6a PMK-RO Key from Client
Subelement ID: PMK-RO key holder identifier (ROKH
Length: 4
PMK-RO® key holder identifier (ROKH-ID): e4042a26
% Tag: Vendor Specific: Broadcom
Figure 28.

Packet capture 0 FT over-the- air authentication request
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As shown in the capture, once the Fast BSS Transition is negotiated upon initial association to the WLAN, the
four frames that are used and required for roaming (open system authentication from the client, open system

authentication from the AP, reassociation request, and reassociation response) are basically used as an FT 4

way handshake to derive the new PTK (unicast encryption key) and GTK (multicast/broadcast encryption key).

» Frame 2: 210 bytes on wire (1680 bits), 210 bytes captured (1680 bits) on interface @
» Radiotap Header v@, Length 25
» 802.11 radio information
» IEEE 802.11 Authentication, Flags: ........C
v IEEE 802.11 wireless LAN
v Fixed parameters (6 bytes)
Authentication Algorithm: Fast BSS Transition (2)
Authentication SEQ: 0x0002
Status code: Successful (0x0000)
v Tagged parameters (151 bytes)
v Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 46
RSN Version: 1
» Group Cipher Suite: 00:0f:ac (Ieee 802.11) TKIP
Pairwise Cipher Suite Count: 1
» Pairwise Cipher Suite List 00:0f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 2
v Auth Key Management (AKM) List 00:0f:ac (Ieee 802.11) WPA 00:0f:ac (Ieee 802.11) FT over IEEE 802.1X
v Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) WPA
Auth Key Management (AKM) OUI: @00:0f:ac (Ieee 802.11)
Auth Key Management (AKM) type: WPA (1)
v Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) FT over IEEE 802.1X
Auth Key Management (AKM) OUI: 00:0f:ac (Ieee 802.11)
Auth Key Management (AKM
» RSN Capabilities: 0x00a8 PMK ID of both auth request and
PMKID Count: 1 response should match
v PMKID List
PMKID: ef@2df7e296335e2b2c71e549686deda
» Group Management Cipher Suite: 00:0f:ac (Ieee 802.11) BIP (128)
v Tag: Mobility Domain
Tag Number: Mobility Domain (54)
Tag length: 3
Mobility Domain Identifier: @x34ac
FT Capability and Policy: 0x00
«vss «+4@ = Fast BSS Transition over DS: 0x0
.... ..0. = Resource Request Protocol Capability: 0x0
v Tag: Fast ransition
Tag Number: Fast BSS Transition (55)
Tag length: 96
MIC Control: 0x0000
0000 0000 .... .... = Element Count: @
MIC: 00 00
ANonce: d1ddbbe7960c850171c0c477e9b5904c461794
SNonce: e2bef20d906bbe51f28b35d2ae95ba56e95ba =N TE NIRRT
Subelement ID: PMK-R1 key holder identifier (R 5
Length: 6
PMK-R1 key holder identifier (R1KH-ID): 59572d4§
Subelement ID: PMK-R@ key holder identifier (RoKSESELSALUALLALILLIEL L LUEE
Length: 4 request key from Client
PMK-RO key holder identifier (ROKH-ID): e4042a26
Figure 29.

Packet capture 0 FT over-the- air authentication response
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This substitutes forthe 4 - way handshake that normally occurs after these frames are exchanged, and the FT
content and key negotiation on these frames is basically the same whetheryou use 802.1X/EAP or PSK as the
security method. As shown in the capture, the AKM field is the main difference, which confirms whether the
client performs FT with PSK or 802.1X. Therefore, itis important to note that these four frames normally do not
have this type of security information for key negotiation. They have it only when client FT roams occur if
802.11r is implemented and negotiated between the client and the WLAN infrastructure upon initial association.

Frame 3: 322 bytes on wire (2576 bits), 322 bytes captured (2576 bits) on interface @
Radiotap Header v@, Length 25
802.11 radio information
IEEE 802.11 Reassociation Request, Flags: ........ C
IEEE 802.11 wireless LAN
v Fixed parameters (10 bytes)
» Capabilities Information: @0x1111
Listen Interval: 0x000a
Current AP: 68:7d:b4:5e:43:8e (68:7d:b4:5e:43:8e)
v Tagged parameters (259 bytes)
» Tag: SSID parameter set: cvoice
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: 7, Max: 17
Tag: Supported Channels
Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 38
RSN Version: 1
» Group Cipher Suite: 00:0f:ac (Ieee 802.11) TKIP
Pairwise Cipher Suite Count: 1
» Pairwise Cipher Suite List 00:0f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 1

4 vVYYVYY

4vYyYy

v Auth Key Management (AKM) List 00:0f:ac (Ieee 802.11) FT over IEEE 802.1X
v Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) FT over IEEE 802.1X
Auth Key Management (AKM) OUI: @0:0f:ac (Ieee 802.11)
2 %3}

» RSN Capabilities: @x000c
PMKID Count: 1 PMK ID of both reassoc request and
v PMKID List response should match
PMKID: 704b17f65e61c17f99beelbd2d@38813
» Tag: RM Enabled Capabilities (5 octets)
v Tag: Mobility Domain
Tag Number: Mobility Domain (54)
Tag length: 3
Mobility Domain Identifier: @x34ac
FT Capability and Policy: 0x00
....... @ = Fast BSS Transition over DS: 0x0
.... ..0. = Resource Request Protocol Capability: 0x@

-v—Ta?:-'F-a-s-t-B_-SSTransition

Tag Number: Fast BSS Transition (55)
Tag length: 96

MIC Control: @0x0300

0000 0011 .... .... = Element Cou
[ (R YL TN LI Y PPy IS kst Liyl: PMK-R1 Key AP/Controlier. Should match with auth
ANonce: d1ddbbe7960c850171c0c477eg response frame

SNonce: e2bef20d906bbe51f28b35d2aeY d g
Subelement ID: PMK-R1 key holder identifier (RlKH ID) (1)
Length: 6
PMK-R1 key holder identifier (R1KH-ID): PMK-RO Key from client. Should match with auth
Subelement ID: PMK-RO key holder identi response frame

Length: 4
PMK-R@ key holder identifier (ROKH-ID): €4042a26

Figure 30.
Packet capture 0 FT over-the- air reassociation request
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Figure 31.
Packet capture 8 FT over-the- air reassociation response

FT over the DS

802.11r allows anotherimplementation of Fast BSS Transition, in which FT roaming is initiated by the client with
the new AP to which the client roams over the DS (distribution system), and not over the air. In this case, FT
action frames are used to initiate the key negotiation instead of the open system authentication frames.

Basically, once the client decides to roam to a better AP, the client sends an FT action request frame to the
original AP where it is currently connected. The client indicates the BSSID (MAC address) of the target AP
where it wants to roam. The original AP forwards this FT action request frame to the target AP over the
distribution system (wired infrastructure), and the target AP responds to the client with an FT action response
frame (also overthe DS) to the original AP, so it can finally send it over the air to the client. Once this FT action
frame exchange is successful, the client sends the reassociation request to the target AP (this time over the
air), and receives a reassociation response from the new AP in order to confirm the roaming and final key
derivation.
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