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Cisco User Protection Suite
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Frustrate attackers, not users

According to Talos Threat Intelligence
Incident Response data, 80% of breaches
are initiated from targeting users. From
there, attackers move laterally across
the network, escalating privileges, and
gain access to an organization’s most
sensitive resources.
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Cisco’s User Protection Suite puts users at
the center of your security strategy. Protect all
identities, devices, and access to applications
for your remote and hybrid workforce to help
your organization achieve your zero trust goals
for the workplace.
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Limit escalation
with zero trust
access policies
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Stop lateral movement
of users & devices

with Secure Access & ISE

Rather than rely on a complex patchwork of
security solutions. Cisco User Protection Suite
reduces the complexity, and improves user
experience, with a consolidated, end-to-end
approach to help your organization implement
zero trust with zero friction.
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Zero Trust for Users:

User Protection Suite Essentials

Additional capabilities include:

Secure Access
Essentials:

Secure Internet

Secure Internet Access:

Secure Web Gateway
DNS security

Access Secure Private Access

Secure Private
Access

Duo Advantage

Email Threat
Defense

Integrated Zero Trust
Network Access and VPNaaS

Identity Intelligence

Multi-factor authentication (MFA)

Passwordless, phishing-
resistant authentication

Visibility into inbound, outbound,
and internal messages

Additional layer of protection
on top of a gateway

Advanced Al threat detection
for accurate threat classification

Digital experience monitoring

Cloud access security broker
(CASB)

Firewall-as-a-Service
(FWaaS) Layer 3 and Layer 4

Remote browser isolation for
risky traffic

Secure Malware Analytics

Advanced identity security solution including:

Single sign-on (SSO)
Risk-based authentication
Passport

Device trust and posture

Cloud email protection that can be deployed in minutes to provide:

Protection against advanced
email threats like Business
Email Compromise and
Account Takeover

Rapid remediation and
integration in Cisco XDR
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Meet the challenge
of hybrid work

Better Efficacy

Secure users with layered

protection and integrated products
that work better together to defend
against the evolving threat landscape.

Better Experiences

Enable the hybrid workforce by
ensuring a seamless and secure
experience, anywhere.

Better Economics

Ease operational burdens and
support your organization on a
vendor consolidation journey
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Zero Trust for the Workplace:

User Protection Suite Advantage includes User Protection Suite Essentials, plus:

Secure Access
Advantage:

Secure Internet
Access

Secure Private
Access

ISE Premier

Secure Endpoint
Advantage

(2 endpoints
per user)

Includes Secure Access Essentials

(Secure Internet Access and Secure Private Access), plus:

Firewall-as-a-Service
(FWaaS) Layer 7

Advanced remote browser
isolation (RBI)

ISE Premier

(2 license per user) Protection
the network with authentication,
authorization, and accounting

Profile and posture management
for devices and users accessing
the network

Utilize Secure Group Tags to
make access policies across ISE
and Secure Access

Data loss prevention (DLP),
including generative Al
applications

Limit network access
policies for loT devices
across industries, including
office (cameras, printers,
thermometers, TV), hospitals
(MRI machines, heart
monitors), manufacturing
(smart machines), and more

Endpoint Threat Detection & Response includes:

Anti-virus and defense against
malware

Integrated Secure Malware
Analytics to block threats identified
across Cisco product ecosystem

Orbital Advanced Search with
malware analysis to simplify
security investigations

Risk-based endpoint security
with detailed vulnerability
scoring insights

Integration with Cisco
XDR for unified incident
management view

Bring together proactive and

responsive security with the

User and Breach Protection

Combination Suite:

Breach Protection Suite Essentials:
XDR Essentials

Breach Protection Suite Advantage:

XDR Advantage

Secure Endpoint Premier

Secure Network Analytics

Breach Protection Suite Premier:

XDR Premier






