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Introduction

This ordering guide is designed to help Cisco sales teams, partners, and distributors order Cisco Security Cloud
Control for Government subscriptions. This guide will help you:

« Understand various offers for Security Cloud Control for Government
« Understand specific ordering SKUs for your needs
« Make sure that the right quantities are selected to reduce the risk of order rejection

« Explain eligibility requirements for Federal Risk and Authorization Management Program (FedRAMP)
products to reduce the risk of order rejection

« Provide information about the end-to-end quote-to-fulfillment process in Cisco Commerce for this offer
« Provide information about the end-to-end quote-to-fulfillment process in Cisco Commerce
This guide is intended for Cisco sales teams, partners, and distributors qualified to sell Cisco Security Cloud
Control for Government on the Cisco Global Price List.
Scope

This guide addresses the ordering experience for the firewall management capabilities in Security Cloud Control
for Government.

For information about ordering Cisco network security devices and services or feature licenses on the
Cisco Secure Firewall (Essential, IPS, URL Filtering, Malware etc.) refer to the Cisco Network Security Ordering
Guide.

Authorization overview

Cisco Security Cloud Control Firewall Management for Government has a FedRAMP Moderate Authorization by
the FedRAMP PMO and the sponsoring agency, the Federal Communications Commission. The basic
authorization “Authority to Operate” (ATO) is granted to Cisco and is renewed each year in an annual audit.
Security Cloud Control Firewall Management received authorization in August 2025 by the Significant Change
process (SCR) and inherited the ATO from Cisco Umbrella® for Government. We also perform “Continuous
Monitoring” (ConMon) and do regular reporting with our sponsoring agency. The FedRAMP marketplace listing
for Cisco Security Cloud for Government has been updated to include Security Cloud Control Firewall
Management for Government, Cisco Multicloud Defense for Government, and Cisco Secure Access for
Government.

Federal government agencies can request a copy of the SSP (security document for Security Cloud Control
Firewall Management for Government) through the FedRAMP PMO via portal.max.gov. Other customers (state,
local, and educational [SLED], contractors, etc.) cannot do so. Note that Security Cloud Control Firewall
Management for Government is considered “Government Community Cloud,” which has eligibility guidelines for
those who can trial, purchase, and use the product. (See below for eligibility)

© 2025 Cisco and/or its affiliates. All rights reserved. Page 3 of 17


https://www.cisco.com/c/en/us/products/collateral/security/secure-firewall/guide-c07-737902.html
https://www.cisco.com/c/en/us/products/collateral/security/secure-firewall/guide-c07-737902.html
https://marketplace.fedramp.gov/products/FR2304757473

Security Cloud Control for Government Eligibility

Since Security Cloud Control Firewall Management for Government is a FedRAMP Moderate authorized product,
our distribution method is “Government Community Cloud.” This means that there are restrictions on who can
purchase the product. The eligibility validation intake form can be found here.

Who's Allowed?
Customer Criteria to Purchase SBG FedRAMP Product:

I - - -
e | Artifact Required Determined by Legal |—\
ﬁ US Federal Sector (.gOV, .mil) Always allowed
|\ J
( Allowed with )
- owed with:
o Federal Contractor and Educational )
. . % Letter of Attestation
L Institutions Active CAGE Code )
4 N\
Allowed with:
@ State and Local Gov. Letter of Attestation
J
( — Allowed with: )
Cloud Service Provider Letter of Attestation
L Active on FedRamp Marketplace )

All others must purchase the Commercial product.

*Educational institutions: Public Institutions and Federally-Funded Private Institutions
Defense Industrial base (DiB): Government contractors are eligible, but not consultants who are not government contractors.

What's the process to vet end customers?

During the earliest engagements, prior to quoting, Customer information needs to be
captured and vetted.

Step 1 Step 2 Step 3 Step 4
Order will be put If approved, order will
Complete this on compliance progress to provisioning.
Federal Customer Quote Federal Place/Update order hold until end
Validation product in CCW. in CCW. customer validation If declined, order will need to be
Intake webform. has been canceled and rebooked using the
conducted. commercial version.

To begin the eligibility review, the federal customer validation intake form needs to be completed. Note: To
avoid browser related issues, it is recommended to avoid bookmarking this link in a browser. Instead, please
save elsewhere such as a word document and copy and paste it into the browser each time you’d like to
access it. If issues persist, try using a different browser or clearing cookies/cache.

The form, along with other information can be found on the security federal ordering process document on
SalesConnect.
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The federal customer validation intake form can be completed by the seller, partner, or customer directly and
should be completed during the quoting period or when beginning a trial. When the order is placed, it will go on
compliance hold to verify that the Intake form was completed and the necessary documentation confirming
eligibility of the end customer was provided. If the end customer is determined ineligible for the federal edition,
they may purchase the commercial version instead.

Product licensing overview

Security Cloud Control Firewall Management has two types of licensing: Base subscription and per device
licensing. Both are needed for managing Cisco Secure Firewalls. Apart from that, there is optional licensing for
Secure Firewall logging (covered in Table 1).

For Multicloud Defense for Government, the product licensing is based on the consumed amount of aggregated
gateway hours across all the cloud environments. The product has two tiers available: Advantage and Premier.
Secure Firewall device licenses, such as Threat, Malware, URL filtering, and support, should be purchased
separately. Security Logging and Analytics can also be added for logging and troubleshooting use cases. For
more information on Multicloud Defense ordering, visit the Multicloud Defense ordering guide.

Table 1. Product Packaging

Base Tenant Subscription (FWM-FED- Security Cloud Control requires a base subscription for tenant entitlement
BASE) that is used for managing Secure Firewall (FTD and ASA). This is required
only if the tenant is being used for device management. It is configured
(Qty 1 added by default) under FWM-FED-SUB.
Device Management with Unlimited This is a per device license, which provides entitlement to device
Logging (PIDs linked here) management and unlimited log storage for a rolling period of 90 days.
Example: FWM-FED-ML-FP4145 This is tied to the device platform type. It is listed under FWM-SEC-SUB.
Device Management Only This is a per-device license, which provides entitlement to device

management only. This is also tied to the device platform type. This can be

(PIDs linked here) combined with the a-la-carte Logging option. This can be added directly
Example: FWM-FED-FP4145 under FWM-FED-BASE
Logging (PIDs linked here) For customers, who don’t wish to purchase the Unlimited Logging option,

they can buy a-la-carte logging storage based on their overall daily ingest
requirements, total data storage requirements and overall log retention
period requirements.

Example: SAL-FED-ESS 1Y

This is available in various tiers with differing ingest limits, total storage
limits and log retention period such as 90 days, 1 year, 2 year or 3 years.
This is under SAL-FED-SUB.

Logging Licensing

For customers who don’t wish to use the Management with Unlimited Logging option, they can buy logging
capacity a-la-carte.
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Service and Support

Cisco Solution Support for Government is required with the purchase of a Security Cloud Control Firewall
Management for Government subscription. It provides technical support meeting the needs of public sector
customers aligned with FedRAMP Moderate, including US-based support model and secure case management.
This support entitles customers to the services listed here for the term of product subscription:

e 24/7 access to Cisco Technical Assistance Center (TAC)
« 30-minute initial response objective for high-severity service requests
e Primary point of contact accountable for solution issues

« Knowledge base and online resources

During product configuration, Solution Support for Security Cloud Control Firewall Management for Government
(SKU: SVS-FWM-FED-SUP-S) is automatically included and cannot be deselected.

For more details on Cisco Solution Support for Government, click here.

Ordering process

Quoting Guidelines

Security Cloud Control Firewall Management for Government requires a base subscription for tenant entitlement
and a per-device license for device management entitlement. The licenses are offered as a subscription
ranging from 12-60 months with the default selection being 36 months.

« Base tenant subscription: Priced per tenant, with the ability to add only one Base Tenant subscription
per order. For multiple tenants, a new order must be placed.

« Per-device licensing: Based on the model number and quantity per model. For instance, if you are
ordering 10 Secure Firewall devices and want to manage these in a single tenant, you need to order 1
Base License Subscription and 10 per-device SKUs for the respective Secure Firewall devices. The per-
device licensing does not depend on the type of Firewall OS (FTD or ASA) running on the device
platform.

» Firewall Threat Defense (FTD): The cloud-delivered Firewall Management Center (FMC) to manage FTD
devices is included in the Base Tenant Subscription.

« High-availability devices: In a high-availability pair, since only device is passing traffic at any given
time, for licensing purposes, a high-availability pair of managed devices will count as one device license.

« Clustered devices: In a cluster, multiple devices are passing traffic, for licensing purposes, number of
per-device licenses bought must be equal to the number of devices in the cluster.

« Multi-instance deployment: For firewalls deployed in multi-instance mode, the licenses are not counted
per container instance. For example, a Secure Firewall 4215 running 10 instances, will require only one
4215 device license.

« Multi-context deployment: For ASA devices that support multi-context, the Security Cloud Control
Firewall Management for Government licensing is sold for just the device itself. Each context will be
managed as a separate firewall, but the charge only applies to the admin context.
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The quoting process outlined here considers two scenarios:

1. Purchasing Security Cloud Control Firewall Management with unlimited logging storage

2. Purchasing Security Cloud Control Firewall Management with cloud logging as an optional add-on
Scenario 1: Purchasing Security Cloud Control Firewall Management with unlimited logging storage
Step 1: Selecting the Subscription SKU

There is one subscription SKU for Security Cloud Control Firewall Management for Government (FWM-FED-
SUB). There is no price for the subscription SKU. Pricing is determined when product SKUs are added and
configured. The quantity is fixed at 1 because each end customer may have only one subscription. Product
quantities will be entered when the product SKUs are added to the subscription.

a. Search FWM-FED-SUB and add it.

@ Order Preferences v

T — Zero List Price Items =
Lines View [= E ’ )
Hide @K Show

p
@

Hardware, Software and Services P.O. Line Reference Estimated Lead Unit List Price Qty Extended List Price
Time ©

1.0 FWM-FED-SUB Not Applicable 0.00 1 0.00

Firewall Management Subscription for Government

Additional Details

b. Click Select Options to add product SKUs to the subscription.
Step 2: Adding Product SKUs

The next step is to add products to the subscription. Here you will add the model and quantity of device
platforms to be managed.

« Firewall Management Base Tenant SKU

This represents the base tenant subscription for managing the Secure Firewalls. It is mandatory and will
be added automatically when the Management and Logging Product SKUs are added. This is fixed at 1.
If there is a need to purchase multiple tenants, additional orders need to be placed as each order allows
only one tenant.

« Cloud Management License with unlimited logging and 90 days retention

This represents the per Secure Firewall platform SKU representing the specific Secure Firewall model.
This SKU provides entitlement to device management and unlimited logging storage with 90 days of
rolling retention. The quantity represents the number of devices you wish to manage. Refer to quoting
guidelines section of this document above for understanding the requirements for high availability,
clustering, multi-instance or multi-context deployments.
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In this example 1xFWM-FED-ML-FP1010 SKUs are added, which entitle the customer to onboard and manage
1x1010. Also, it provides entitlement for unlimited log storage for both with a 90-day rolling retention period.

Note: When one of the product SKUs is added, the Solution Support for Government SKU (SVS_FWM-FED-
SUP-S) for the Security Cloud Control Firewall Management for Government subscription is automatically
attached. It cannot be deselected.

2 o) 2
> il e
Configuration Summary 1
PRODUCTS UNIT LIST PRICE STATUS QUANTITY ACTION
CDO-FED Base Tenant (Only required for new CDO-FED tenant)
Firewall Management Base Tenant
Cloud-delivered Firewall Management Center for Secure Firewall @

PRODUCTS UNIT LIST PRICE STATUS QUANTITY ACTION 1
Cloud Management and Logging - FPR1K _m

1
Cloud Management and Logging for FPR1120 Enter Qty to see List Price ot Added — 36
for Government

Scroll to find the relevant platform model SKUs and add combination of SKUs as per your requirements. The
complete SKU list is available in Appendix A.

Step 3: Modify Term Details

Click Terms Tab at the top right to view the details of the Terms. By default, it is 36 months. To adjust this, click
the Edit button and makes changes required to the subscription and renewal under New Terms and Billing and
click the Save Changes button.

= <2
Z% Service WRs| Summary G~ Messages
Terms and Billin,
Cloud Management and Logging for FPR3110 Enter Qty to see List Price Not Added - 9
for Government Add
)7-Jul
List Pri o
Not Added —
ths from 07-Js
Not Added = Ad
12 ¢
Cloud Management and Logging for FPR3140 Enter Qty to see List Price PRV o Prepeid Term @
for Government

At time of ordering, the subscription is set to auto-renew as a default, however, auto-renew can be turned off
(toggle button on lower left as shown above) without triggering the deal to become nonstandard.
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i) Cisco Security Cloud Control Firew... Pricelist Global Price List - US (USD)
cisco  FWMSECSUBOD New ( o : @

Current Terms and Billings Terms and Billing Messages
Requested Start Date Automaticaly Renews For @ Suggested Actions (1) =~
26-Apr-2025 12 Months on 26-Apr-2028 A

Cisco will apply a standard lead time to your requested start date

39 Montie FY0m 26 40202810 25-Aen a2y FrepsTon based on the selected product. Cisco may not be able to honor the
requested start date (RSD). In some cases, our systems may require
New Terms and Billing additional lead-time to provision your services. Submitting a RSD that
is too early could cause customer subscription billing issues. Verify the .
Requested For ) 36 Months from 23-Apr-2025 to 22-Apr-2028 requested start date with your implementation team that aligns with

customer deployment readiness.

Biling f o)
Prepaid Term
Automaticaty Renews For () p— @ General Notifications (1) ~
12 Months on 23-Apr-2028
Enter any whole month value from 012 © Effective For 36 Months.
Enter whole month count from 1 to 60

O Co-Term to an End Date®

Step 4: Validate the order

Click the Summary tab at the top to ensure the order reflects the desired quantity and type of SKUs, then Click
Verify and Save to proceed with the order completion.

Nmm Firewall Management Subscription for Gov... Pricelist Global Price List - US (USD) ;
cisco | FPWMFEDSUB® New = \R A Seve
. 3) o ‘<
Subs W3 summa D Terms Messages
i3 Pubegnprion Service ExpandAll | Collapse Al | (© Reset Configuration E v 5 ~E g
Subscription Messages b3

Cloud Management for FPR3140 for Enter Qty to see List Price Not Added + Add
Government Per Device/Month Dece : %
FWM-FED-FPR3140 {). Suggested Actions (1) ~
Cisco Secure Firewall 4K Series

FedRAMP authorized products are only for eligible US based
S oudManegnment for FERATIZ Jor Entor Gty to sea List Price M + Add customers. Please ensure the Federal Customer Validation Intake
Government Per Device/Month Device has be: leted to pl rder, tc
FWM-FED-FPRA112 ot process has been completed prior to placing order, to verify

customer eligibility. Begin process by completing webform, link
Cloud Management for FPR4115 for Enter Qty to see List Price Not Added + Add provided in the Security Federal Ordering Process document, also
Government Per Device/Month Device
LT e found on Sales Connect
Cloud Management for FPR4125 for Enter Qty to see List Price Not Added -k
Government Per Device/Month Device o General Notifications (1) ~
FWM-FED-FPRA125
Cloud Management for FPR4145 for Enter Qty to see List Price Not Added. A pagd Your subscription will start and be eligible to be invoiced: i) 30 days
Govemment Per Device/Month Device or less (7 days for A-FLEX/A-FLEX-3/A-WHOLESALE) after Cisco
FWM-FED-FPRA145

notifies you that any portion of the subscription is ready for you to
Cisco Secure Firewall 4200 Series. provision OR, ii) the day any portion of the subscription is
Cloud Management for FPR4215 for Added 2 # Dele provisioned by Cisco, whichever of the two events happens first

ete.

Government Per Device/12 Month Dévicd
FWM-FED-FPRA215
Cloud Management for FPR4225 for Enter Qy to see List Price Not Added s
Government Per Device/Month Device
FWM-FED-FPRA225
Cloud Management for FPR4245 for Enter Qy to see List Price Not Added L
Government Per Device/Month Device
FWM-FED-FPRA245

Note: The federal customer validation intake form must be completed prior to tenant provisioning. Read below
in the Provisioning information section for details.
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|
Scenario 2: Purchasing Security Cloud Control Firewall Management with cloud logging as an optional
add-on
Possible Use Cases:

» Secure Firewall(s) already purchased as part of a different order

« Customer has specific logging estimates and wishes to buy a tier based on fixed amount of ingest,
storage and logging retention

« Customer wishes to have a log retention period greater than 90 days
Step 1: Selecting the Subscription SKU

There is one subscription SKU for Security Cloud Control Firewall Management for Government (FWM-FED-
SUB). There is no price for the subscription SKU. Pricing is determined when product SKUs are added and
configured. The quantity is fixed at 1 because each end customer may have only one subscription. Product
quantities will be entered when the product SKUs are added to the subscription.

a. Search FWM-FED-SUB and add it.

@ Order Preferences \/

= E : Zero List Price Items )
= Hide @) Show ey

Lines View

Hardware, Software and Services P.O. Line Reference Estimated Lead Unit List Price Qty Extended List Price
Time © l

1.0 FWM-FED-SUB Not Applicable 0.00 1 0.00

Firewall Management Subscription for Government

Additional Details

b. Click Select Options to add product SKUs to the subscription.
Step 2: Adding Product SKUs

The next step is to add products to the subscription. Here you will add the model and quantity of device
platforms to be managed.

« Firewall Management Base Tenant SKU

This represents the base tenant subscription for managing the Firewalls. It is mandatory and will be
added automatically when the Management and Logging Product SKUs are added. This is fixed at
quantity 1. If there is a need to purchase multiple tenants, additional orders need to be placed as each
order allows only one tenant.

» Add Per-Device Management SKUs (no logging included)

This represents the per Secure Firewall platform SKU representing the specific Secure Firewall model.
This SKU provides entitlement to device management only. The Quantity represents the number of
devices you wish to manage. Refer to Quoting Guidelines for understanding the requirements for High
Availability, Clustering, Multi-Instance or Multi-Context deployments.
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a. Search for Cloud Management and choose the relevant SKUs. Scroll to find the relevant platform model
SKUs and add combination of SKUs as per your requirements. The complete list is available in the
Appendix A.

9% Service E Terms & Messages
Configuration Summary
Cloud Management for FPR3140 for Enter Qty to see List Price s

Govemnment \ e o)

PRODUCTS QUANTITY EXTENDED LIST PRICE
Cisco Secure Firewall 4K Series

Firewall Management Base Tenant

Cl nagement for FPR4112 for Enter Qty to see List Price Not Added
; [~ ‘ 1
Cloud Management for FPR4115 for Enter Qty to see List Price iy 36
Cloud-delivered Firewall Management Center for Secure Firewall
Cloud Management for FPR4125 for Enter Qty to see List Price Py s 1 _
ement for FPR4145 for Enter Qty to see List Price Not Added L
Cisco Secure Firewall 4200 Series Cisco Secure Firewall Devices Management
Govemment - ¥ Delete -
Cloud Management for FPR4225 for Enter Qty to see List Price NotAdded e Support - License
Govemmemt " PerDeviceMonth | e—0 o . T hE
[ ] ‘
Cloud Management for FPR4245 for Enter Qty to see List Price A = 36
Government

In this example 2xFWM-FED-FPR4215 SKUs are added, which entitles the customer to onboard and manage
2x4215. It does not provide any logging entitlement. Click Edit Service/Subscription.

Note: When one of the product SKUs is added, the Solution Support for Government SKU product subscription
is automatically attached and cannot be deselected.

b. Click Done after adding all the required device management SKUs for the Firewall models.
Step 3: Modify Term Details (Optional)

a. Click Terms Tab at the top right to view the details of the Terms. By default, it is 36 months. To adjust this,
click the Edit button and makes changes required to the subscription and renewal under New Terms and
Billing.

q N D)
% Service Ws| Summary G~ Messages
Terms and Billing
t PR31 o
tand Logging for FPR3120  EnterQiytoseeListPrice motAdded
agement F Nt Adde

Governme:

t FPF dae G

At time of ordering, the subscription is set to auto-renew as a default, however, auto-renew can be turned off
(toggle button on lower left as shown above) without triggering the deal to become nonstandard.
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Step 4: Validate the Order

Click the Summary tab at the top to ensure the order reflects the desired quantity and type of SKUs, then click
Verify and Save to proceed with the order completion.

W3 Summary 5 Terms

/% Service

Subscription Messages

Suggested Actions (1)

Note: The Federal Customer Validation Intake form must be completed prior to tenant provisioning. Read below
in the Provisioning information section for details.

Click Save Changes button. Click the Summary tab at the top to ensure the order reflects the desired quantity
and type of SKUs. Click Verify and Save to proceed with the next step.

Step 5: Add Cloud Logging SKUs (Optional)

By purchasing this, the customer benefits from Centralized Log Management in the Cloud for Long Term
Retention, Troubleshooting and Compliance. The Logging Subscription SKUs can be bought standalone also
without purchasing any device management SKUs.

a. Search for SAL-FED-SUB and add it.

Zero List Price Items —~ Q
Lines View E = (S
Hide @K ) Show @
Hardware, Software and Services PO. Line Reference Estimated Lead Unit List Price Qty Extended List Price
Time ©

SAL-FED-SUB Not Applicable 0.00 1 0.00

Cisco Security and Analytics and Logging for Government

Additional Details

b. Click Select Options to configure the SAL logging requirements.

c. Depending on the logging requirements, there are various tiered licensing options available for SAL based
on the total storage offered, the retention period and the fixed daily ingest limits. In this example, the SAL-
FED-ADV 3Y package is chosen which will provide 2000 GB of total ingest and storage per year, with 25
GB of daily ingestion limits supported and a 3 year log retention period.
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Note: You can either estimate the logging requirements using the Performance Estimator Tool or use metrics
within the existing installation such as Netflow data.

silui)n | Cisco Security and Analytics and Logaing f.... Pricelist Global Price List - US (USD)
cisco | SALFEDSUB® new
") Subscription is, Service W summar 9 Terms * Messages
O us 00 o — ExpandAll | Collapse Al | O Resat Configuration v § & <& g
C y Sort: Category v ) 52
Security Analytics & Logging (IEES) ~
PRODUCTS UNIT LIST PRICE STATUS QUANTITY ACTION
PRODUCTS QUANTITY EXTENDED LIST PRICE
Security Analytics & Logging
Security Analytics & Logging
Security Analytics & Logging Essential for Gov- Take an action lo see the List NotAdded 1 e
1YR Retention Price wep SALFED-ADV-IYR 1 _
SAL-FED-ESS-1YR Per Each/Month it .
36 1

Security Analytics & Logging Essential for Gov- Take an action 1o see the List Not Added 1
2YR Retention Price M N swap Support ‘
SALFED-ESS-2YR Per Each/Month SVS-SAL-FED-SUP-S 1 _
Security Analytics & Logging Advantage for Take an action to see the List Not Added 1 U Swep 361
Gov-3YR Retention Price Each
SAL-FED-ESS-3YR Per EachiMonth
Secunty Analytics & Logging Advantage for Take an action to see the List Not Added 1 s
Gov-1YR Retention Price Each o
SAL-FED-ADV-1YR Per Each/Month
Security Analytics & Logging Advantage for Take an action to see the List ot Added 1 0 sv
Gov-2YR Retention Price o wap
SAL-FED-ADV-2YR Per Each/Month
Security Analytics & Logging Advantage for 36.000.00 P 1 =
Gov-3YR Retention Per Each/12 Month Each .
SAL-FED-ADV-3YR
Security Analytics & Logging Premier for Gov- Take an action to see the List Not Added 1 o sv
1YR Retention Prics Each wap
SAL-FED-PRE-1YR Per EachvMonth

Note: Solution Support for Government SKU (SVS-SAL-FED-SUP-S) for the Security Analytics and Logging for
Government subscription is automatically attached. It cannot be deselected.

d. Modify Term Details (Optional). Click Terms Tab at the top right to view the details of the Terms. By default,
it is 36 months. To adjust this, click the Edit button and makes changes if required to the subscription and
renewal under New Terms and Billing.

sl | Cisco Security and Analytics and Logaing f... Pricelist Global Price List - US (USD)
CISco | SALFEDSUBO | new | (=D
Current Terms and Billings Terms and Billing Messages
. Suggested Actions (1) ~
10-Jul-2025 12 Months on 10-Jul-2028
* @ General Notifications (2) ~
36 Months From 10-Jul-2025 To 09-Jul-2028 Prepaid Term

Your subscription will start and be eligible to be invoiced: i) 30 days
New Terms and Billing or less (7 days for A-FLEX/A-FLEX-3/A-WHOLESALE) after Cisco
notifies you that any portion of the subscription is ready for you to

Requested For ) 36 Months from 10-Jul-2025 to 09-Jul-2028 provision OR, ii) the day any portion of the subscription is

provisioned by Cisco, whichever of the two events happens first. ‘
@ Prepaid Term
To select non-standard terms for the configuration, please reach out
12 Months o 10-Jul-2028 to Account Manager or Customer Support.
@© Effective For 36 Maonths
om0z -] O Co-Term to an End Date @

e. ltis recommended that this matches the Term length of the Firewall Management Base Tenant SKU. At time
of ordering, the subscription is set to auto-renew as a default, however, auto-renew can be turned off
(toggle button on lower left as shown above) without triggering the deal to become nonstandard. Click Save
Changes to finish adding products.
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Appendix A: Security Cloud Control Firewall Management for Government
License SKUs

Table 2.  Security Cloud Control Firewall Management for Government SKUs (Base Tenant and Unlimited Logging)
e L
FWM-FED-SUB Cisco Security Cloud Control Firewall Management for Government Subs
FWM-FED-BASE Base Tenant entitlement: subscription of 12-26 months available

Cloud Management License with Unlimited Logging Storage and 90 days retention

FWM- FED-ML-FP1010 Cloud Management and Logging for FPR1010 running ASA or FTD Image
FWM- FED-ML-FP1010E Cloud Management and Logging for FPR1010E running ASA or FTD Image
FWM-FED-ML-FP1120 Cloud Management and Logging for FPR1120 running ASA or FTD Image
FWM-FED-ML-FP1140 Cloud Management and Logging for FPR1140 running ASA or FTD Image
FWM-FED-ML-FP1150 Cloud Management and Logging for FPR1050 running ASA or FTD Image
FWM-FED-ML-1210CE Cloud Management and Logging for FPR1210CE running ASA or FTD Image
FWM-FED-ML-1210CP Cloud Management and Logging for FPR1210CP running ASA or FTD Image
FWM-FED-ML-1220CX Cloud Management and Logging for FPR1220CX running ASA or FTD Image
FWM-FED-ML-1230 Cloud Management and Logging for FPR1230 running ASA or FTD Image
FWM-FED-ML-1240 Cloud Management and Logging for FPR1240 running ASA or FTD Image
FWM-FED-ML-1250 Cloud Management and Logging for FPR1250 running ASA or FTD Image
FWM-FED-ML-FP2110 Cloud Management and Logging for FPR2110 running ASA or FTD Image
FWM-FED-ML-FP2120 Cloud Management and Logging for FPR2120 running ASA or FTD Image
FWM-FED-ML-FP2130 Cloud Management and Logging for FPR2130 running ASA or FTD Image
FWM-FED-ML-FP2140 Cloud Management and Logging for FPR2140 running ASA or FTD Image
FWM-FED-ML-FP3105 Cloud Management and Logging for FPR3105 running ASA or FTD Image
FWM-FED-ML-FP3110 Cloud Management and Logging for FPR3110 running ASA or FTD Image
FWM-FED-ML-FP3120 Cloud Management and Logging for FPR3120 running ASA or FTD Image
FWM-FED-ML-FP3130 Cloud Management and Logging for FPR3130 running ASA or FTD Image
FWM-FED-ML-FP3140 Cloud Management and Logging for FPR3140 running ASA or FTD Image
FWM-FED-ML-FP4112 Cloud Management and Logging for FPR4112 running ASA or FTD Image
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_

FWM-FED-ML-FP4115 Cloud Management and Logging for FPR4115 running ASA or FTD Image
FWM-FED-ML-FP4125 Cloud Management and Logging for FPR4125 running ASA or FTD Image
FWM-FED-ML-FP4145 Cloud Management and Logging for FPR4145 running ASA or FTD Image
FWM-FED-ML-FP4215 Cloud Management and Logging for FPR 4215 running ASA or FTD Image
FWM-FED-ML-FP4225 Cloud Management and Logging for FPR 4225 running ASA or FTD Image
FWM-FED-ML-FP4245 Cloud Management and Logging for FPR 4245 running ASA or FTD Image
FWM-FED-ML-F9K-S40 Cloud Management and Logging for FPR9K-SM40 running ASA or FTD Image
FWM-FED-ML-F9K-S48 Cloud Management and Logging for FPR9K-SM48 running ASA or FTD Image
FWM-FED-ML-F9K-S56 Cloud Management and Logging for FPR9K-SM56 running ASA or FTD Image
FWM-FED-ML-FTDV5 Cloud Management and Logging for FTDV Base Lic,100Mbps
FWM-FED-ML-FTDV10 Cloud Management and Logging for FTDV Base Lic, 1Gbps
FWM-FED-ML-FTDV20 Cloud Management and Logging for FTDV Base Lic, 3Gbps
FWM-FED-ML-FTDV30 Cloud Management and Logging for FTDV Base Lic, 5Gbps
FWM-ML-FTDV50 Cloud Management and Logging for FTDV Base Lic, 10Gbps
FWM-FED-ML-FTDV100 Cloud Management and Logging for FTDV Base Lic, 16Gbps

Table 3. SAL Saas logging and troubleshooting XaaS license for logging entitlement

_

SAL-FED-SUB SAL XaaS Subscription
Security Analytics subscription of 1, 3, and 5 years available
SAL-FED-SUB Cisco Security and Analytics and Logging for Government

SAL-FED-ESS-1YR/2YR/3YR Cisco Security and Analytics and Logging for Government Essentials Tier with 1 year,
2 year, or 3 year log retention period.

SAL-FED-PRE-1YR/2YR/3YR Cisco Security and Analytics and Logging for Government Premium Tier with 1 year,
2 year, or 3 year log retention period.

SVS-SAL-FED-SUP-S Solution Support for Government for Cisco Security and Analytics and Logging for
Government
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Table 4. Firewall Management in Security Cloud Control: subscription of 1, 3, and 5 years available

_

FWM-FED-FPR1010 Cloud Management for FPR1010 running ASA or FTD Image
FWM-FED-FPR1120 Cloud Management for FPR1120 running ASA or FTD Image
FWM-FED-FPR1140 Cloud Management for FPR1140 running ASA or FTD Image
FWM-FED-FPR1150 Cloud Management for FPR1150 running ASA or FTD Image
FWM-FED-FPRTD-V= Cloud Management for Virtual FTD (FTDv5/10/20/30/50/100)
FWM-FED-FPR2110 Cloud Management for FPR 2110 running ASA or FTD Image
FWM-FED-FPR2120 Cloud Management for FPR 2120 running ASA or FTD Image
FWM-FED-FPR2130 Cloud Management for FPR 2130 running ASA or FTD Image
FWM-FED-FPR2140 Cloud Management for FPR 2140 running ASA or FTD Image
FWM-FED-FPR3105 Cloud Management for FPR 3105 running ASA or FTD Image
FWM-FED-FPR3110 Cloud Management for FPR 3110 running ASA or FTD Image
FWM-FED-FPR3120 Cloud Management for FPR 3120 running ASA or FTD Image
FWM-FED-FPR3130 Cloud Management for FPR 3130 running ASA or FTD Image
FWM-FED-FPR3140 Cloud Management for FPR 3140 running ASA or FTD Image
FWM-FED-FPR4112 Cloud Management for FPR 4112 running ASA or FTD Image
FWM-FED-FPR4115 Cloud Management for FPR 4115 running ASA or FTD Image
FWM-FED-FPR4125 Cloud Management for FPR 4125 running ASA or FTD Image
FWM-FED-FPR4145 Cloud Management for FPR 4145 running ASA or FTD Image
FWM-FED-FPR4215 Cloud Management for FPR 4215 running ASA or FTD Image
FWM-FED-FPR4225 Cloud Management for FPR 4225 running ASA or FTD Image
FWM-FED-FPR4245 Cloud Management for FPR 4245 running ASA or FTD Image
FWM-FED-FPR9K Cloud Management for FPR 9300 Series running ASA or FTD Image

Note: All the PIDs listed in Table 3 are available in 1, 3, and 5-year subscription PIDs. Example: FWM-FED-
FPR4225 is available as FWM-FED-FPR4225-1Y, FWM-FED-FPR4225-2Y, and FWM-FED-FPR4225-3Y.
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Provisioning information

After the order has been placed, an activation email will be created for the end customer and emailed to the
Technical Contact’s email address as specified in the federal customer eligibility intake form. Refer to the
Security Cloud Control user guide for details. Upon activation, the end-customer administrator will receive a
welcome email with instructions to log in to the Security Cloud Control tenant to enable Firewall Management.
When administrators have logged in to the dashboard, they will be aided by a setup guide as well as access to
support resources to make sure their accounts are properly set up.

Subscription renewals, changes, and cancellations

At time of ordering, the subscription is set to auto-renew as a default, however, auto-renew can be turned off
(toggle button on lower left as shown above) without triggering the deal to become nonstandard.

Subscription changes

Changes to the products, quantities, or terms of a subscription may be made at any time during the term of the
subscription. To change the subscription, please refer to the Cisco Commerce Change Subscription Job Aid.
Attempting to add products or quantities by creating a new subscription will result in an ordering error.

Subscription cancellations

Renewals may be cancelled up to 60 days before the start date of the new term. If the subscription is not
cancelled, the subscription will automatically be renewed. Midterm cancellations of subscriptions for credit are
not allowed.
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