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Cisco Secure DDoS Edge Protection
Bringing Security to the Network Edge

5G networks promise to reshape the future of communications by offering 
significantly faster data speeds, accommodating more devices than 4G networks, 
and enabling advanced applications like 3D video. To deliver these benefits,  
5G applications must be located as close to customers as possible so that network 
operators can meet sub-10-ms 5G latency requirements. 

With Cisco Secure DDoS Edge Protection®, the security perimeter is pushed beyond 
the UPF. This allows the cell site router to become the first line of defense against 
distributed-denial-of-service (DDoS) attacks from compromised User Equipment (UE) 
devices. Deployed on the Cisco NCS 540 router, Edge Protection defends against 
IoT and UE distributed attacks by providing not only detection, but also granular 
mitigation capabilities in a lightweight containerized package allowing providers to 
maintain their application access requirements even while under attack.

Key benefits
Full line-speed DDoS protection

• New quantile algorithms optimized specifically 
for the high-speed mobility edge 

• Software detection combined with hardware 
mitigation ensures maximum throughput

Built for 5G

• No traffic gating at the UPF means no slowing 
down of user access to applications (QoE)

• No traffic gating at the UPF means operators can 
maintain SLA application access for customers

• No traffic gating at the UPF means better overall 
network performance
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Security at the SP Network Edge
• Turns your edge router into a security 

device

• Available on NCS 540 platforms

• Extends Cisco’s commitment to 
security innovation at the  
network edge

eNB

Cell Site Router

Cisco Secure DDoS Edge Protection stops
DDos attacks at the network edge
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• Detects and mitigates DDoS 
attacks at the cell site

• No additional equipment needed

DDoS Attack Detection and Mitigation at the 5G Edge
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More information
Secure DDoS Protection: 
www.cisco.com/go/secure-ddos
Cisco Secure DDoS Edge Protection on 
DEVNET: https://developer.cisco.com/docs/
secure-ddos-edge-protection
Visit our Development Sandbox on DEVNET.  
Go to developer.cisco.com/site/sandbox/, 
click “Get started,” and search for 
“DDoS Edge Protection.”
Technical Whitepaper: https://www.cisco.
com/c/en/us/products/collateral/security/
secure-ddos-protection/secure-edge-
protection-tech-wp.pdf
Cisco NCS 540 Series www.cisco.com/c/en/
us/products/routers/network-convergence-
system-540-series-routers/index.html

Next steps
To schedule a demo or Proof of Value (PoV), 
contact your Cisco sales representative today.

Going deeper
Traditional DDoS solutions only have visibility into traffic as it exits the encrypted GTP-U tunnel in front of 
the UPF. To solve this problem, mobile operators can:
1. Remove cell-site oversubscription and build the UPF to full throughput capability of the network.

2. Gate the traffic at the UPF to slow down access to give the solution time to catch up. 

Neither option is a good one. The first is prohibitively expensive, and the other will slow application 
access, which is the operator’s main selling point to attract cloud compute customers. 
Cisco Secure DDoS Edge Protection is the only solution with full access to the GTP-U tunnel. 
• Granular auto-tuning of DDoS policy enables mitigation at the device level.

• Full line-speed DDoS mitigation at the network edge ensures that low-latency 5G applications are not 
slowed down and optimizes QoE.

• Visibility and reporting of network traffic, both when under attack and during normal operations, allows 
operators to proactively manage the network and to respond quickly to anomalies.

Learn more: cisco.com/go/secure-ddos
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