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Cisco Secure Client is a unified endpoint security solution designed to support Secure Access customers
by integrating key security modules such as VPN, Zero Trust Access (ZTA), and Umbrella Roaming
Security. These modules collectively provide secure connectivity to corporate resources, enforce granular
access policies, and extend DNS-layer protection even when devices are off the corporate network. The
VPN module ensures secure remote access, the ZTA module enables least-privilege access based on user
and device trust, and the Umbrella module offers roaming security by proxying DNS and web traffic to
protect against threats like malware and phishing.

While these modules provide robust protection, their effectiveness relies on their ability to remain active
and correctly configured. Tamper resistance is a critical security layer that ensures the integrity of the
Secure Client installation by preventing unauthorized users or malicious processes from disabling,
modifying, or bypassing these security controls.

Without tamper resistance, a device’s security posture can be compromised by accidental misconfiguration
or intentional attempts to subvert corporate policies. By implementing tamper resistance through your
Mobile Device Management (MDM) solution, you ensure that the security baseline remains enforced,
guaranteeing that your endpoint protection remains consistent and reliable. This guide provides the
necessary steps to configure and maintain this hardened state, ensuring that your Secure Client
deployment remains resilient against unauthorized changes across your entire Windows and macOS fleet.

© 2026 Cisco and/or its affiliates. All rights reserved. Page 3 of 103



Scope
In Scope
o Tamper resistance configuration for Windows devices managed through Microsoft Intune
« Tamper resistance configuration for macOS devices managed through Jamf Pro
« Deployment and enforcement of tamper resistance for the following Secure Client modules:
o AnyConnect VPN
o Umbrella Roaming Security
o Zero Trust Access (ZTA)

« Configurations using Cisco Secure Access as the headend termination point. While Secure Access
is used as the reference platform throughout this guide, the tamper resistance configurations
described are generally platform-agnostic and can be applied to environments using alternative
headends such as ASA, FTD, or Umbrella.

Out of Scope

e Linux, iOS, and Android devices are not covered by this guide
« MDM platforms other than Microsoft Intune and Jamf Pro

e Secure Client modules beyond VPN, Umbrella Roaming Security, and ZTA. While other modules
may be referenced in passing, their tamper resistance configurations have not been validated and
are not covered in this guide

« Deploying User Identity Certificates and Secure Access Root CA Certificates via MDM

« Enrollingdevices into Intune or Jamf Pro. The guide assumes that the devices are already enrolled.
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Introduction

This guide is intended to provide best practices for improving the tamper resistance of Cisco Secure Client
on both Windows and macOS endpoints by supporting configuration recovery, policy enforcement, and
rapid remediation of unauthorized changes. It can help detect when services, agents, or related
components have been stopped or disabled, when configurations have been altered, when permissions
have been modified, or when software components have been removed, and it can support restoring the
expected state through enterprise management platforms and endpoint management policies. However, it
is important to recognize that these controls primarily support enforcement and recovery rather than
absolute prevention. On both Windows and macOS, a user or process with sufficient administrative
privilege can often stop services or daemons, change permissions, remove software, alter configurations,
or otherwise circumvent local protections.

For that reason, effective tamper resistance in a corporate environment should be approached as a layered
control strategy rather than a single technical safeguard. The most important preventive measure is
minimizing and tightly controlling local administrative access. Additional enterprise controls such as
application control, centralized device management, configuration compliance enforcement, operating
system security features, and strong monitoring and alerting can significantly reduce the likelihood and
impact of tampering. Platform protections such as BitLocker and Secure Boot on Windows, and FileVault
and platform security controls on macOS, can also help reduce the risk of offline or alternate -boot

modification of the endpoint.

In practice, the most effective model combines prevention, detection, and automated recovery. Preventive
controls reduce opportunities for unauthorized change, monitoring provides visibility into attempted or
successful tampering, and remediation mechanisms restore compliance when drift occurs. This document
should therefore be understood as part of a broader endpoint hardening and operational security strategy
for both Windows and macOS: it can materially improve resilience and response, but it should not be
treated as a guarantee against compromise by users or attackers with elevated privileges.

Throughout this guide, references are made to example scripts hosted in the accompanying GitHub
repository. These scripts were used to implement and validate the tamper resistance configurations
described in this guide and represent a tested baseline for the approaches covered. While they may not be
immediately applicable to every environment without modification, they are intended to serve as a practical
starting point that demonstratesthe core principles of each configuration. Organizations are encouraged to
review, adapt, and extend these scripts to align with their specific operational requirements, module
selections, and environmental constraints.
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Windows Tamper Resistance

Implementing tamper resistance for Cisco Secure Client on Windows devices managed through Microsoft
Intune involves a two-part approach. The first part focuses on deploying Secure Client modules as
managed applications with specific scripts that lock down the installation. The second part leverages
Intune's remediation script functionality to continuously monitor and enforce these attributes, ensuring that
any deviation from the desired configuration is automatically detected and corrected. Together, these
configurations establish a resilient security baseline that is both enforced at installation and actively
maintained throughout the device's lifecycle.

Windows Prerequisites

o All target Windows devices must be enrolled in Microsoft Intune prior to beginning any configuration
steps. This guide does not cover the Intune enrollment process.

+ Administrative access to the Microsoft Intune Admin Center is required to create and assign Win32
applications, configure remediation script pairs, and manage deployment scopes.

e Access to the Cisco Secure Access dashboard is required to download the Cisco Secure Client
pre-deployment package and gather the required module configuration files.

o The Microsoft Win32 Content Prep Tool must be downloaded from the official Microsoft GitHub
repository before packaging can begin.

« The Microsoft Sysinternals PsTools suite is required on the designated test device to validate
remediation scripts in the local system account context.

o The correct Cisco Secure Client pre-deployment package for your target Windows architecture
(x86/x64 or ARM64) must be obtained prior to packaging. Confirm that the version meets or
exceeds the minimum version requirement for your environment, as this value is referenced directly
in the detection rule scripts.

« Managed devices must be able to reach Microsoft Intune service endpoints to receive application
deployments and remediation script cycles.

o If your organization uses Cisco Secure Access SSL decryption policies, the domains used by
Microsoft Intune must be excluded from SSL decryption, as inspection of Intune traffic can interfere
with device check-ins, policy delivery, and application deployments. Refer to Microsoft's published
list of Intune network endpoints for the complete set of domains that should be excluded.

o A valid Cisco Secure Access subscription and an active Microsoft Intune license assigned to all
target devices or users are required prior to enrollment and policy assignment.
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Deploying Windows Secure Client Modules via Intune

Creating installation Scripts

The installation script-based method described in this section was designed to address several limitations
that arise when relying solely on the LOCKDOWN and ARPSYSTEMCOMPONENT attributes that can be
applied to Cisco Secure Client modules at installation time. While those attributes provide a baseline level
of protection, they have practical limitations that the script-based approach described in this guide is
intended to overcome.

Most notably, the LOCKDOWN and ARPSYSTEMCOMPONENT attributes do not extend protection to the
underlying Windows registry keys associated with each module's service or uninstall entry. A user or
process with sufficient privileges can access those keys directly and modify or delete service configuration
values or uninstall entries without being blocked, effectively bypassing the protections that those attributes
were intended to enforce. This also leaves the acsock service, a core component shared across Cisco
Secure Client modules, unprotected and vulnerable to being disabled, which can cause failures across
dependent modules regardless of their own lockdown state.

The script-based approach described in this guide addresses these gaps by applying a layered set of
controls that extend beyond the native installation attributes. In addition to restricting access at the Service
Control Manager (SCM) level, deny-based ACLs are applied directly to service registry keys and uninstall
entries, preventing modification even by accounts that might otherwise have sufficient registry privileges.
The SystemComponent flag is reinforced with a protective ACL rather than left as the sole barrier against
uninstallation. Finally, coverage is also extended to include Duo Desktop services and their associated
registry keys as these services are used by the Cisco Secure Client ZTA module.

The installation scripts are used to deploy and manage the individual Cisco Secure Client modules on
managed Windows devices via Intune Win32 app deployments. Each module is accompanied by a
dedicated install script and uninstall script, both of which work in conjunction with a shared lockdown script
and disable lockdown script to ensure that tamper resistance controls are correctly managed throughout
the lifecycle of each module deployment. The following section describes each script and its intended
function before diving into the steps required to package and deploy them within Intune.

« Install Scripts (VPN, Umbrella, ZTA): Deploying a Secure Client module onto a device where
tamper resistance controls are already active presents a practical challenge. The restrictive service
and registry security descriptors applied by the lockdown configuration, can prevent certain Secure
Client module installers from completing successfully. To account for this, each module's install
script follows a three-phase sequence. First, the disable lockdown script is run to remove all tamper
resistance controls, with the exception of the SystemComponent registry DWORD, for Secure Client
from the device. Second, the module's MSl installer is executed silently and without user interaction.
Third, once installation completes successfully, the lockdown script is run to reapply the tamper
resistance controls, restoring the device to its protected state. For the example install scripts used
in this guide, reference:

o VPN Module - Install Script

o Umbrella Module - Install Script

o ZTA Module - Install Script
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« Uninstall Scripts (VPN, Umbrella, ZTA): Similar considerations apply when removing a Secure
Client module from a device. Because the tamper resistance configuration actively restricts
modifications to the installed modules, the uninstall process must first remove those controls before
the module can be cleanly removed. Each module's uninstall script follows the same three -phase
sequence as the install script. The disable lockdown script is invoked first, followed by the silent
removal of the module, and finally the lockdown script is executed to reapply tamper resistance
controls to any remaining Secure Client modules still present on the device. For the example
uninstall scripts used in this guide, reference:

o VPN Module - Uninstall Script

o Umbrella Module - Uninstall Script

o ZTA Module - Uninstall Script

+ Lockdown Script: The lockdown script is a shared utility invoked by both the install and uninstall
scripts to enforce the full tamper resistance configuration. When executed, the script reviews the
Secure Client and Duo-related services present on the device and ensures each is enabled and
running. It then applies a layered set of security controls across three distinct surfaces. At the
service control layer, a restrictive Security Descriptor Definition Language (SDDL) stringis applied to
each service via sc.exe sdset, limiting which accounts are permitted to interact with the service
through the Service Control Manager. At the registry layer, a deny-based Access Control List (ACL)
is applied to each service's registry key, preventing non-SYSTEM accounts from modifying the
service configuration. Finally, at the uninstall layer, the SystemComponent flag is set on all Cisco
Secure Client and Duo uninstall registry entries, and a protective ACL is applied to each entry to
prevent unauthorized removal. Reference the Lockdown script used in this guide.

« Disable Lockdown Script: The disable lockdown script serves as the counterpart to the lockdown
script and is responsible for reversing the tamper resistance controls applied to the device prior to
any install or uninstall operation. The script restores permissive security descriptors to the relevant
Secure Client and Duo services, removes the deny-based ACLs from their corresponding registry
keys, and clears the protective ACLs from the uninstall registry entries. This allows the MSI installer
or uninstallerto interact freely with the existing Secure Client installation without being blocked by
the access restrictions that would otherwise be enforced. The disable lockdown script is designed
to be invoked only as the first step of an install or uninstall operation, with the lockdown script
immediately restoring protections upon completion. Reference the Disable Lockdown script used in
this guide.

Note: The lockdown and disable lockdown scripts referencedin this guide are shared across all install and
uninstall scripts, meaning that any install or uninstall operation regardless of which individual module is
being targeted will enforce or remove tamper resistance controls for all Cisco Secure Client and Duo
Desktop components present on the device. This approach was adopted for simplicity and ease of
reference within the context of this guide. It is worth noting, however, that the lockdown and disable
lockdown scripts can be tailored on a per-module basis, such that an install or uninstall operation for a
given module only removes or restores protections for that specific module and/or other necessary
modules, leaving the tamper resistance controls of other installed modules undisturbed. This level of
granularity is outside the scope of this guide, and organizations requiring it are encouraged to adapt the
provided scripts to meet their specific operational requirements.
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Creating the intunewin Package

Intune can deploy Win32 applications using the intunewin file format, which is a packaged and compressed
version of the application installer. This section covers the process of using the Microsoft Win32 Content
Prep Tool to package the Secure Client installer into a deployable intunewin files. Proper packaging is a
critical step, as it determines how the application is delivered to endpoints and ensures that the installer is
correctly prepared before being uploaded to Intune. This section will walk through the packaging process
and provide guidance on validating the resulting file before proceeding to deployment.

Step 1. From the Cisco Secure Access dashboard, navigate to Connect > Essentials > End User
Connectivity.

il Secure Access

Connect X
A Essentials
Home Network Connections
Users, Groups, and Endpoint
@ Devices
ETELE End User Connectivity
Insights
DNS Forwarders
»~
Connect

Step 2. Click Cisco Secure Client in the top right corner of the page.

.Ell;.éls. Secure Access 4 @ .Q Q Shannon Welling...

End User Connectivity [ & Cisco Secure Client ] [ Manage servers v/ ]

End user connectivity lets you define how your organization's traffic is steered from
o endpaints to Secure Access or to the internet. Help 7

Step 3. Click Windows (x86/x64) or Windows (Arm) to download the relevant Cisco Secure Client Pre-
Deployment package for Windows. This package contains the individual MSI installer files for each
available CSC module. Alternatively, the pre-deployment package can be downloaded directly from
the Cisco Software Download page by searching for Cisco Secure Client and selecting the
appropriate Windows pre-deployment package for your target version. In this guide, the Windows
ARMG64 pre-deployment package is used for validation purposes.

Note: Ensure that the version of the package being downloaded meets or exceeds the minimum version
requirement for your environment. The version string will also be referenced in the detection rule scripts
configuredin the following section, so it is important to note the exact version number before proceeding.
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The Cisco Secure Client protects computers, on and off the network. View
detailed deployment instructions in Help 7

2= Windows (x86/x64) (0 |i|

Secure client version 5.1.16.194

28 Windows (Arm) (D ok
Secure client version 5.1.16.194
@ macos © o

Secure client version 5.1.16.194

Step 4. Gather the required module configuration files from the Download configuration files section of
the dashboard, or navigate to each module's individual section within the product as described

below. These files will be bundled with their corresponding module installers in a later step.

Note: For Cisco Secure Access Commercial environments, the Zero Trust Access enroliment JSON is only

required when certificate-based ZTA enrollment is in use. If your environment uses SAML -based
enrollment, this file is not needed and the ZTA configuration packaging steps can be skipped.

Download configuration files

For VPN module: v

For Zero Trust Access enroliment: INNIEEEN 7 TA_Enroll_Cert.json ¥,

For Internet Security module: orginfojson

For Endpoint DLP module: BB 0\ F_Enroll_Certjson ¥,

For ThousandEyes module: ThousandEyes Endpoint Agent Configuration.json e

All Cisco Secure Client versions are available in Cisco Software [7

For cloud-based management of clients, use Secure Client Management &

¢ AnyConnect VPN Module: The VPN XML profile can be downloaded by navigating to Connect >
Essentials > End User Connectivity and clicking the Virtual Private Network tab. Locate the
relevant VPN profile and click the download icon under the Download XML column on the right side
of the profile entry. This XML file defines the VPN gateway addresses, authentication settings, and

connection behavior that will be deployed alongside the VPN module installer.

¢ Umbrella Module: The Orginfo.json file can be downloaded by navigating to Connect > Essentials >
End User Connectivity and clicking the Internet Security tab. Under the Deployment Options
section, select the Windows and macOS tab and click Download profile. This file contains the
organization ID, fingerprint, and user ID required for the Umbrella module to establish DNS -layer

security.
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o ZTA Module: If certificate-based Zero Trust Access enrollment is used in your environment,
navigate to Connect > Essentials > End User Connectivity and click the Zero Trust Access tab. In
the Enroliment Methods section, click Manage, then click Download under the second step labeled
Download the enroliment configuration file. This JSON file contains the signed JWT payload and
certificate matching rules required for ZTA enroliment.

Step 5. Unzip the downloaded Cisco Secure Client pre-deployment package. Inside the extracted
contents, locate the Profiles folder. Place the downloaded VPN XML profile into the Profiles\vpn\
subdirectory and the Orginfo.json file into the Profiles\umbrella\ subdirectory. These files will be
packaged alongside their respective module installers so that they are deployed to the correct
locations on the endpoint during installation.

Note: At the time of writing this guide, the Cisco Secure Client pre-deployment package does not include
a dedicated folder for the ZTA enrollment JSON file. If ZTA certificate -based enroliment is used in your
environment, the enrollment JSON must be deployed to the endpoint separately after the ZTA module is
installed. This is handled within the zta_module_install script where the Enroliment JSON can be named
and copied to the appropriate location. If this isn’t needed, the specific lines of code can be ignored or
commented out.

= O X
cisco-secure-client-win-arm6: X +
&« 4 @] l;l » = cisco-secure-client-win-arm64-5.1.15.287-predeploy-k9 > Search cisco-secure-client  Q
& New [El Tl sort = View aen [E Details
2 Home Marme Date modified Type Size
Profiles 3/20/2026 5:08 PM File folder
A Gallery
5| cisco-secure-client-win-arm#64-5,1,15.287-core-vpn-predeploy-k9.msi 2/12/2026 4:33 PM Windows Installer ... 21,530 KB
» @ OneDrive
5| cisco-secure-client-win-arm#64-3,1,15.287-dart-predeploy-k9.msi 2/12/2026 4:34 PM Windows Installer ... 6,983 KB
5| cisco-secure-client-win-arm#64-3,1,15.287-iseposture-predeploy-kSumsi - 2/12/2026 421 PM Windows Installer ... 4813 KB
B Desktop 5| cisco-secure-client-win-arm#64-3,1,13.287-nvm-predeploy-k9.msi 2/12/2026 4:28 PM Windows Installer ... 24,145 KB
i Downloads ™ cisco-secure-client-win-arm64-5.1.15.287-pesture-predeploy-k3.msi 21272026 4:18 PM Windows Installer ... 34401 KB
.| Documents [ | cisco-secure-client-win-arm64-3.1.15.287-sbl-predeploy-k9.msi 2/12/2026 4:34 PM Windows Installer ... 2,337TKB
P Pictures P cisco-secure-client-win-arm64-5.1.15.287-umbrella-predeploy-k9. msi 2/12/2026 4:25 PM Windows Installer ... 5327 KB
. P cisco-secure-client-win-arm64-5.1.15.4322-zta-predeploy-k9.msi 2/12/2026 4:07 PM Windows Installer ... 33,358 KB
2 Music
9 itermns E O

Step 6. Download and unzip the Microsoft Win32 Content Prep Tool from the Microsoft GitHub repository.

Step 7. Navigate into the unzipped folder where IntuneWinAppULtil.exe is located. Within this folder,
create the following subdirectories to organize the source files and output for each Win32 app
package that will be created:
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VPN Source files for the VPN module intunewin package
Umbrella Source files for the Umbrella module intunewin package
ZTA Source files for the ZTA module intunewin package
Output Destination folder for all generated intunewin files

Note: Keeping the source files for each module in separate subdirectories is important because the Win32
Content Prep Tool packages the entire contents of the specified source folder into the intunewin file.
Mixing files from different modules in the same source folder will result in packages that are larger than
necessary for installation.

_ . - o0 x|
Microsoft-Win32-Content-Pre X +
&« 4 [ |.,_,.| > = Microsoft-Win32-Content-Prep-Tool-1.87 > Search Microsoft-Win32- Q !
|
':‘D Mew Tl Sort = View e (B Details ‘
2 Home Name Date modified Type Size
Output File folder
| Gallery ‘ P
Urmnbrella File folder
> @ OneDrive
VPN File folder
ZTA File folder
M Desktop B IntuneWinAppUtil Application 62 KB
4 Downloads [E Microsoft License Terms For Win32 Content Prep Tool Microsoft Edge P... 4 KB i
-| Documents D README.md 5/18/2026 11:33 AM MD File 4KB
| PR Pictures =| ReleaseMNotes 5/18/2026 11:33 AM Text Document 2KB
Muci D SECURITY.rmd 5/18/2026 11:33 AM MD File KB
9 items E O

Step 8. Copy the appropriate files into each source folder as follows. Ensure that the folder structure
within each installer directory matches the layout expected by the Cisco Secure Client installer so that
configuration files are placed in the correct locations on the endpoint during installation:

VPN

« The VPN Core MSl installer file (e.g., cisco-secure-client-win-<version>-core-vpn-predeploy-
k9.msi)

« The Profiles folder containing the VPN XML profile in the vpn subdirectory
(Profiles\vpn\<ProfileName>.xml)

e The vpn_module_install.ps1 script used for installing the VPN module

e The vpn_module_uninstall.ps1 script used for uninstalling the VPN module as well as any other
Secure client modules that depend on it

e The lockdown.ps1 script used for locking down all Secure Client modules and Duo Desktop

e The disable_lockdown.ps1 script used for removing lockdown for Secure Client and Duo Desktop
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= O *
VPN E aF
. |
&« ™ [} & > - Microsoft-Win32-Content-Prep-Tool-1.8.7 > WPN > Search VPN Q
@ Mew Tl Sort = View e (B Details
2 Home Name Date modified Type Size
wvpn_module_uninstall 5/21/2026 11:40 AM Windows Power5... 4 KB
| ) Gallery e - ! !
& vpn_module_install /2172026 11:40 AM Windows Powers... 2 KB
> @ OneDrive
& lockdown 5/18/2026 6:22 AM Windows Power5... TKEB
&y disable_lockdown 5/15/2026 6:30 AM Windows Powers... 13 KB
B Desktop | cisco-secure-client-win-arm64-5.1.15.287-core-vpn-predeploy-k9 21272026 12:33 PM Windows Installer ... 21,530 KB
_Jﬁ Downloads Profiles 5/18/2026 1:32 PM File folder
6 items E O |
Umbrella

« The Umbrella MSl installer file (e.g., cisco-secure-client-win-<version>-umbrella-predeploy-
k9.msi)

o The Profiles folder containing the Orginfo.json file in the umbrella subdirectory
(Profiles\umbrella\OrgInfo.json)

e The umbrella_module_install.ps1 script used for installing the Umbrella module
¢ The umbrella_module_uninstall.ps1 script used for uninstalling the Umbrella module
e The lockdown.ps1 script used for locking down all Secure Client modules and Duo Desktop

o The disable_lockdown.ps1 script used for removing lockdown for Secure Client and Duo Desktop

- O *
Umbrella = +
) |
< ™ ] J » -+ Microsoft-Win32-Content-Prep-Tool-1.87 > Umbrella > Search Umbrella Q
@ MNew Tl sort = view aas (B Details
| A Home Name Date modified Type Size
& umbrella_module_uninstall 5/21/2026 %:42 AM Windows PowerS... 2KB
| A Gallery
& umbrella_maodule_install 5/21/2026 %42 AM Windows Power5... 2KB
» @ OneDrive
& lockdown 5/18/2026 £:53 PM Windows Power5... TKB
& disable_lockdown 5/18/2026 £&:53 PM Windows Powers... 13 KB
| E Desktop P cisco-secure-client-win-armé4-5.1,15.287-umbrella- predeploy-k3 2/12/2026 12:25 PM Windows Installer ... 5,327KB
4 Downloads Profiles 5/18/2026 1:32 PM File folder

G itemns E

ZTA

(]

e The ZTA MSl installer file (e.g., cisco-secure-client-win-<version>-zta-predeploy-k9.msi)
« (Optional) The ZTA enrollment JSON file (e.g., <OrgIlD>_ZTA_Enroll_Cert.json)
e The zta_module_install.ps1 script used for installing the ZTA module

e The zta_module_uninstall.ps1 script used for uninstalling the ZTA module and Duo Desktop
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e The lockdown.ps1 script used for locking down all Secure Client modules and Duo Desktop

e The disable_lockdown.ps1 script used for removing lockdown for Secure Client and Duo Desktop

— O *
ZTA X +
|
< ™ (5] LJ » -+ Microsoft-Win32-Content-Prep-Tool-1.87 » ZTA Search ZTA =
&) Mew Tl sort = view aas [ Details
| Ay Name Date modified Type Size
ome
i Hl Gall | |y zta_module_uninstall 3 AM Windows Powers... 4 KB
4 allery
|y rta_module_install 5/21/2026 9:43 AM Windows Power5... 3KB
» @ OneDrive
D OrglD_ZTA_Enroll_Cert.json 5/18/2026 1:48 PM JSON File 3KB
& lockdown 5/18/2026 6:22 AM Windows Power5... TKE
N Desktop &y disable_lockdown Windows Power5... 13 KB
| < Downloads ‘ P cisco-secure-client-win-armé4-5.1.15.4322-zta-predeploy-k9 Windows Installer ...

| 6 items

Note: Once all files have been copied into their respective folders, verify the directory structure before
proceeding to ensure no files are missing or misplaced. A missing configuration file at this stage will result
in the module being installed without its required configuration, which will subsequently be flagged by the
remediation scripts.

IntuneWinAppUtil.exe
VPN/

— Profiles/
I—vpn!

I—vpn_xml_profile.xml
__cisco-secure-client-win-<version>-core-vpn-predeploy-k9.msi
— vpn_module_install.ps1
—vpn_module_uninstall.ps1
— lockdown.ps1

—disable_lockdown.ps1
Umbrella/

— Profiles/
umbrella/

I—Orglnfo.json
___cisco-secure-client-win-<version>-umbrella-predeploy-k9.msi

— umbrella_module_install.ps1
— umbrella_module_uninstall.ps1
— lockdown.ps1
—disable_lockdown.ps1

ZTA/

—— cisco-secure-client-win-<version>-zta-predeploy-k9.msi
— zta_module_install.ps1

— zta_module_uninstall.ps1

— lockdown.ps1

— disable_lockdown.ps1

— OrglD_ZTA_Enroll_Cert.json

Output/

© 2026 Cisco and/or its affiliates. All rights reserved. Page 14 of 103



Step 9. To validate that the Win32 packages function correctly, it is recommended to test them on a
designated test device before proceeding. To test this, PsTools will be used. Download the Microsoft
Sysinternals PsTools suite and extract the contents of the zip file to a local folder on the test device
(for example, C:\PSTools\).

£ Local Disk (C) X + - o X
“ - ar ] 0 » ThisPC > Local Disk(C) > Search Local Disk (C:) Q
® New 3% © )] w Tl sort = View aen [ Details
o= Network Drive (Z:)  # Mame Date modified Type Size
Umbrella * inetpub 9/15/2025 3:38 PM File folder
PSTools Perflogs 4/1/2024 445 AM File folder
Program Files 3/8/2026 2:57 PM File folder
Profile
Program Files (x86) 3/19/2026 11:33 AM File folder
ProgramData 3/30/2026 1:53 AM File folder
v This PC |~ PsTools 3/30/2026 11:31 AM File folder
> %= Local Disk (C:) ‘ Ternp 2/25/2026 %:06 AM File folder
10items 1 item selected I%l O
Step 10. Open PowerShell as an administrator.
T —t 7 NN 7 4 [T
', & Apps Documents Web Settings People Folders Photos > L
I.
- ‘/ Best match
- Windows PowerShell
indows PowerShe
A\ S
o a2
S Apps & ‘ Windows PowerShell
s App =
N\ ‘ Windows PowerShell (x64)
EN Windows PowerShell (x86) 2 Open
ol ¥ Windows PowerShell ISE (x64) B3 Run as Administrator
|
- g Run ISE as Administrator
& B Windows PowerShell ISE (x86)
" M g Windows PowerShell ISE
T B Windows PowerShell ISE 2
4
4 F Store 1
> BY PowerShell
o
‘. Search the web 10+
e Q, powershell - See more search results
’ Q  powershell 7
r / Q, powershell as administrator
| Q, powershell 7 download
mm  Q povershel| T 228\~ EO
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Step 11. In PowerShell navigate to the PsTools folder: cd C:\PSTools

[J) B Administrator: Windows Powt X + >

Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\WINDOWS\system32> cd C:\PSTools\
PS C:\PSTools>

Step 12. Launch a new PowerShell session running as the local system account using PsExec. This
replicates the execution context used by Intune when running remediation scripts on managed
devices, ensuring that the test results accurately reflect how the scripts will behave in production:
.JPsExec.exe -i -s powershell.exe

A new PowerShell window will open running under the system account context. All subsequent script
execution steps should be performed in this new system-context PowerShell window.

BY \\WIN-58FB41NRILD: powers X + | =

PS C:\PSTools> .\PsExec.exe powershell.exe

PsExec v2.U43 - Execute processes remotely

Copyright (C) 2001-2023 Mark Russinovich
Sysinternals - www.sysinternals.com

Step 13. In the new system-context PowerShell window, navigate to the VPN folder within the Microsoft
Win32 Content Prep Tool folder.

EN Select Administrator: CAWINDOWS\System32\WindowsPowerShell\w1.0\powershell.exe - O *

oft Corporation.

Install the latest PowerShell for new features and impro ents! http

-Prep-Tool-1.8

Step 14. First test, VPN installation by running the command .\vpn_module_install. You should be able to
open Secure Client from the Windows Start menu and find the AnyConnect VPN module running

Step 15. Test uninstalling VPN with the command .\vpn_module_uninstall.

Step 16. Once VPN testing is completed, reinstall the Secure Client AnyConnect VPN module, then run
tests for the installation and uninstallation of the Umbrella and ZTA modules.

Step 17. Once testing is complete, open IntuneWinAppUtil.exe and provide the following inputs to
package the VPN module. When prompted, enter each value as shown:

Please specify the source folder VPN

Please specify the setup file vpn_module_install.ps1
Please specify the destination folder Output

Do you want to specify catalog folder (Y/N)? N
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CA\Users\Lee\Downloads\Mia X + | ~

vpn_module_install.psl
Output

N

Alternatively, the following command can be run directly from the Command Prompt to package the VPN
module without interactive prompts:

.\IntuneWinAppUtil.exe -c VPN -s vpn module install.psl -o Output

Step 18. Repeat step 9 for the remaining modules, using the source folder and setup file values specific
to each module as provided below.

Umbrella Module:

Please specify the source folder Umbrella

Please specify the setup file umbrella_module_install.ps1
Please specify the destination folder Output

Do you want to specify catalog folder (Y/N)? N

CA\Users\Lee\Downloads\Mia X | R

Umbrella

umbrella_module_install.psl
Output

N

Command Prompt alternative:

\IntuneWinAppUtil.exe -c Umbrella -s umbrella module install.psl -o Output

ZTA Module:
T S
Please specify the source folder ZTA
Please specify the setup file zta_module_install.ps1
Please specify the destination folder Output
Do you want to specify catalog folder (Y/N)? N

CA\Users\Lee\Downloads\Mia X + | ~

zta_module_install.psl
Output

N
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Command Prompt alternative:
.\IntuneWinAppUtil.exe -c ZTA -s zta module install.psl -o Output
Step 19. Once all packaging operations are complete, navigate to the Output folder and verify that the

expected intunewin files are present. Depending on your environment, the Output folder should
contain the following files:

= O 4
Qutput X aF
|
< ™ ] J » -+ Microsoft-Win32-Content-Prep-Tool-1.87 > Qutput Search Qutput Q
| '&) Mew Tl sort = View e (B Details
| 5 Home | Mame Date mcclifiécl Type Size
-~ Yesterday
| Gallery y
D zta_module_install.intunewin INTUMNEWIN File 27,991 KB
> @ OneDrive
D umbrella_module_install.intunewin INTUMEWIN File 4031 KB
D vpn_module_install.intunewin INTUMNEWIN File 19,000 KB

3 items : O |

Note: If any expected intunewin files are missing from the Output folder, rerun the packaging tool for the
affected module before proceeding. Do not attempt to upload incomplete or incorrectly packaged files to
Intune, as this may result in failed deployments or endpoints receiving incomplete installations that the
enforcement scripts will continuously attempt to remediate.

Creating Detection Rule Scripts

Detection Rule scripts are used by Intune to determine whethera Win32 application is already present on a
device and whether it meets the required criteria. This section covers the configuration of detection rule
scripts that validate the presence of each Secure Client module and confirm that it meets or exceeds the
minimum required version.

If the detection rule script determines that a module is absent or below the required version threshold,
Intune will automatically trigger a reinstallation of the application, ensuring that all managed devices
maintain a consistent and up-to-date Secure Client deployment. This automated detection and
reinstallation behavior is a key component of the overall tamper resistance strategy. For the example
detection scripts used in this guide, reference:

¢ VPN Module Detection Script

o Umbrella Module Detection Script

e ZTA Module Detection Script

Configuring the Intune Win32 App Deployment

Once the intunewin packages and detection rule scripts have been created, they must be uploaded to
Intune and configured as Win32 applications. This section covers the process of uploading the packaged
files, defining the install and uninstall command strings, and enabling the detection rule scripts. Correctly
configuring these attributes at the deployment stage is fundamental to establishing the tamper -resistant
baseline that the remediation scripts described in the following section are designed to maintain.

Step 1. Within the Microsoft Intune Admin Center, navigate to Apps > Platform > Windows.
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Microsoft Intune admin center

Home ° Apps | Windows

# @ Windows | Windows apps

= L Search X«

T~ Create C Refresh L Export = Columns
(] | [H Windows apps

Step 2. Click Create. In the Select app type panel that appears on the right, select Windows app
(Win32) from the app type dropdown, then click Select to proceed.

Microsoft Intune admin center T Copilot [

Hame Select app type X
# Windows | Windows apps - Create app
. App type
= O Search .. >
o — Create| () Refresh L Export £ Calumns ™ | Windows app (Win32) ~
| I Windows apps
| ]
Manitar ¢ -~ .
= L2 Search [0 Platform: Windows Type: W Windows app (Wln32}
' Manage apps
i Configuration Add a custom or in-house Win32-based app. Upload the app's installation file in intunewin
MName T Platform % Type ¥ farmat.

1§ Protection

5 mode supplemental Learn more about Win32-based apps

= policies

Palicies for Microsoft 365
apps

a

X kx ke bo oz & @ I

B App selective wipe
@ Quiet time

4

Organize apps

B Assignment filters

B App categories

Add or remowe favarites by pressing Cad «Sh1TE+F

Step 3. On the App information step, click Select app package file. In the panel that appears on the
right, click Select a file and select the Core VPN intunewin file created in the previous section. Once
the file has been selected and validated by Intune, click OK to confirm.

Microsoft Intune admin center 0 ® & zlr;.z:::r:unn‘safe;zrcr_ite:-.cr...
Home * Apps | Overview * Windows | Windows apps App package file %
f  Add App

Windows Bpp [Win32)
pel App package file * (0

= “wpr_modube_install intunewin”
o App information Mame: vpn_module_installps1
Platform: Windows

Size: 18.55 MiB

MAM Enabled: No

= O

Select file * Select app package file

X B b bo il @ @ I

Step 4. Complete the remaining fields on the App information page. At minimum, provide a value in the
Publisher field, as this is required before proceeding. It is recommended to update the value for
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Name, Description, and App Version to make the application easier to identify and manage within
the Intune app library. Click Next when complete.

i o Copilot a o @ 57  shennon@safe-architect...
I SO T G 4 CISCO SYSTEMS (SAFE-ARCHITE .
Home
f  Add App - »
El Windows app (Win3z)
o 0 App information Program
i spn_module_installintunewin
Seloct file * wpn_module_install intunewir
. Name * (0 [ esc - AnyConnect ven |
(j Description * Get help with markdown supported for descriptions.
G4 Cisco Secure Client AnyConnect VPN module
x
Preview
@ )
Cisca Secure Client AnyConnect VPN madule
=
’
A
Publisher * [ Shannon Wellington |
App Version | 5115287 |
Category (1) 0 selected v
Show this as a featured app [ Yes m

Step 5. On the Program step, configure the install and uninstall behavior for the Cisco Secure Client VPN
module. This step is where the commands needed to install and uninstall the Secure Client module
using the powershell scripts created earlier are defined. Make the following changes before
proceeding:

¢ Install command: The installation script will be called to install the AnyConnect VPN module.

powershell.exe -NoProfile -ExecutionPolicy Bypass -File "vpn module install.psl"

¢ Uninstall command: The uninstall script will be called wheneverthe AnyConnect VPN module needs
to be uninstalled.

powershell.exe -NoProfile -ExecutionPolicy Bypass -File "vpn module uninstall.psl"

« Allow available uninstall: Set to No to prevent users from initiating an uninstall of the module
through the Intune Company Portal.
Click Next when complete.
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! T Copilot [ @ -architect...
Heeen e e o Al CISCO SYSTEMS (SAPE-ARCHITE ..

Home * Apps | Overview * Windows | Windows apps

f  Add App - w

Windows app [Win3z)

0 0 App information e Program

. Specify app Installation and Uninstallation settings, including whether to use a script or command line, time limits, restart
= behavior, and return codes.
.- Installer type Command line W
“’ Install command * powershellexe -MoProfile -ExecutionPolicy Bypass -File "vpn_module_installps1” |
=
» Uninstaller type Command line e
F-3 Uninstall command * powershellexe -MoProfile -ExecutionPolicy Bypass -File "vpn_module_uninstall. ... |
= . . N
Installation time reguired (mins) 60
’
A
Allow available uninstall (O Yes m
Install behavior O User

Device restart behavior (0 App install may force a device restart o

Specify return codes to indicate post-installation behavior

Previous | MNext

Step 6. On the Requirements step, define the device prerequisites that must be met before the
application is installed. Cisco provides separate Cisco Secure Client pre-deployment packages for
ARM64 and non-ARM64 Windows architectures, so the operating system architecture selection

should reflect the package that was packaged in the previous section. In this guide, the test device
uses Windows 11 ARM®64, so that architecture is selected.

Additionally, ensure that the minimum Windows OS version is set to meet the requirements of the Cisco
Secure Client version being deployed. In this guide, Cisco Secure Client5.1.15.287 is used, which requires
Windows 11 at minimum. The minimum operating system requirements for each Cisco Secure Client
version can be foundin the Cisco Secure Client Release Notes. Select the appropriate minimum OS version
in the Minimum Operating System field.

Click Next when complete.

Note: Configuring the architecture and minimum OS version requirements correctly is important to prevent
Intune from attempting to install an incompatible package on devices that do not meet the prerequisites.
Deploying an ARM64 package to an x86/x64 device, or vice versa, will result in a failed installation that
Intune will repeatedly attempt to remediate.
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) ¥ Copilot n & @ & shannon@safe-architect.. (@
Microsoft Intune admin center al ; CISCO SYSTEMS (SAFE-ARCHITE.. @0

Home Windows | Windows apps

f  Add App - w

Windows spp [Win32)

0 0 App information 0 Program o Requirements

i Specify the requirements that devices must meet before the app is installed:
- Check operating system architecture * \; Yes. Specify the systems the app can be installed on.
.-' ) O No. Allaw this app to be installed on all systems,
(] :| Install on x8& system
F j Install on x64 system

H Install on ARME4 system

F Y
2 Minimum operating system * (1 Windows 11 21H2 L
= Disk space required (MB) (O

/
A

Phiysical memary required (MB)

Minimurn number of logical processors
required ()

Minimum CPU speed required (MHz)

Configure additional requirement rules

Step 7. On the Detection Rules step, configure how Intune will determine whether the application is
already installed on the endpoint. Click the Rules format dropdown and select Use a custom
detection script. In the Script file field, select the VPN module detection rule script created in the
previous section.

Click Next when complete.

Note: The detection rule script is executed by Intune on a recurring basis to determine the installation and
compliance state of the module. A well-written detection rule script should validate not only that the
module is installed, but that it is installed at the correct version. This ensures that Intune will re-deploy the
module if a version below the minimum requirement is detected, working in conjunction with the
remediation scripts described later in this guide.
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Microsoft Intune admin center O Copilot L@ oo® & shannon@safe-architect... (i@

CISE0 SYSTEMS (SAFE-ARCHITE.. S0
Home Windows | Windows apps

f  Add App - w

Windows app [Win3z2)

O 0 App information o Program o Requirements o Detection rules

i Configure app specific rules used to detect the presence of the app.
- Rules format * (0 Use a custom detection script e |
o Script file VPN_Module_Detection.ps1 | E
7 Seript content
b
=

b5

Rum script as 32-bit process on 64-bit Yos
clients [

Enfarce script signature check and run Yos

script silently ©

Previous | MNext

Step 8. On the Dependencies step, no dependencies are required for the Cisco Secure Client VPN Core
module, as it is the foundational component upon which all other modules depend. Leave this step
empty and click Next.

Step 9. On the Supersedence step, specify whether this application should supersede a previously
deployed version of Cisco Secure Client. If this deploymentis replacing an existing Intune Win32 app
for an older version of Cisco Secure Client, configure the supersedence relationship here to ensure
the old version is uninstalled and replaced cleanly. In this guide, no existing Cisco Secure Client
deployment is being replaced, so this step is left empty. Click Next.

Step 10. On the Assignments step, specify the users, groups, and/or devices that Cisco Secure Client
should be deployed to. To automatically install Cisco Secure Client on all managed Windows devices
that meet the requirements set in the earlier Requirements step, select All Devices in the Required
section. Adjust the assignment scope to match your organization's deployment strategy. For initial
testing, it is recommended to target a specific test device or group before expanding to the broader
managed fleet. Click Next when complete.
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i i D Copilot L @ & shannon@safe-architect...
Microsoft Intune admin center = ! CISE0 SYSTEMS (SAFE-ARCHITE .

Home Windows | Windows apps

f  Add App - w
En Windows app (Win32)

0 0 App information 0‘ Program 0 Requirements o Detection rules 0 Dependencies 0 P e 0 Assi

“

0 Any Win32 app deployed using Intune will not be sutornatically removed from the device when the device is retired. The app and the data it contains will remain on the device. If the app is not removed prior to retiring the device. the end user
willl need to take explicit action on the device to remove the app.

Required [

Group mode Group Status Filter mode Filter End user notifications ilabili ion deadline Rest:
(@ included All devices Active Mane Nane Show all toast As saon as possible As saon as possible Disat
+ Add group @ + Add all users @

X B kbt @ @I

Available for enrolled devices

Group mode Group Status Filter mode Filter End user notifications  Availability Restart grace period D

Mo assignments

+ Add group @ + Add all users ©

Uninstall

Group mode Group Status Filter mode Filter End user notifications ilabili ion deadline Rest:

Mo assignments

+ Add group O + Add all users (

Previous ] m

Step 11. Review the configuration summary presented on the final page and verify that all settings are
correct before proceeding. Click Create to upload the intunewin package and create the Win32
application in Intune. The upload process may take several minutes depending on the size of the
package and network conditions
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Microsoft Intune admin center

Yl © & (@ g shannon@safe-architect..

CISCO SYSTEMS (SAFE-ARCHITE .

Home

f  Add App -
2 b Window p (Win32)
° 0 App information

1 Summary
. App information
" App package file
=
b
=

. Publisher
i App Version

Category

Sha

his as a featured app
Information URL
¢ URL

Priv

Owmer

Motes

Logo

Program

Install script

Uninstall command

0 Program O Requirements o Detection rules 0 P cies 0 P lence O Assignments o Review + create

vpn_module_installintunewin

CSC - AnyConnect VEN

Cisco Secure Client AnyConmect VPN module

Shannon Wellington
5.1.15.287

Mo Categary

No

Mo Information URL
Mo Privacy URL

Mo Developer

No Cwner

No Notes

Mo Logo

pawershell.exe -NePrafile -ExecutionPalicy Bypass -File
“vpn_module_install ps1®

powershell.exe -MoProfile -ExecutionPalicy Bypass -File
“vpn_module_uninstall ps1®

Step 12. Repeat Steps 2 through 11 for the Umbrella module and ZTA module packages. The unique
settings for each are provided below. Any steps not explicitly listed should be configured following
the same approach used for the VPN module in Steps 1 through 11.

Note: The dependency configuration for the Umbrella and ZTA modules is a critical step that ensures
modules are not installed on endpoints where the prerequisite VPN Core module is not yet present. Verify
that Automatically Install is set to Yes for each dependency so that Intune will proactively install the
prerequisite module if it is not already present, rather than waiting for a separate policy to fulfill the
requirement.

Umbrella Module

App information
App information

Program

Program

Program

App package file
Publisher

Install command

Uninstall command

Allow available uninstall
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Umbrella module intunewin file
Specify your organization's publisher value

powershell.exe -NoProfile -ExecutionPolicy Bypass -File
"umbrella_module_install.ps1"

powershell.exe -NoProfile -ExecutionPolicy Bypass -File
"umbrella_module_uninstall.ps1"

No
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e

Requirements OS architecture and minimum version Match to the package architecture and minimum OS
requirements for the CSC version being deployed

Detection rules Rule format Use a custom detection script — select the Umbrella module
detection rule script

Dependencies Required dependency Add the Cisco Secure Client VPN Core module; set
Automatically Install to Yes

Supersedence Supersedence Specify if this app supersedes a prior Umbrella module
deployment
Assignments Targets Specify the groups, users, and/or devices the module

should be deployed to

ZTA Module

e

App information App package file ZTA module intunewin file

App information Publisher Specify your organization's publisher value

Program Install command powershell.exe -NoProfile -ExecutionPolicy Bypass -File
"zta_module_install.ps1"

Program Uninstall command powershell.exe -NoProfile -ExecutionPolicy Bypass -File
"zta_module_uninstall.ps1"

Program Allow available uninstall No

Requirements OS architecture and minimum version Match to the package architecture and minimum OS
requirements for the CSC version being deployed

Detection rules Rule format Use a custom detection script — select the ZTA module
detection rule script

Dependencies Required dependency Add the Cisco Secure Client VPN Core module; set
Automatically Install to Yes

Supersedence Supersedence Specify if this app supersedes a prior ZTA module
deployment

Assignments Targets Specify the groups, users, and/or devices the module

should be deployed to

Windows Remediation Scripts

Intune's remediation script feature allows administrators to deploy paired scripts that work together to
detect and correct configuration drift on managed devices. Each remediation pair consists of a detection
script, which evaluates the current state of the device against a desired configuration, and a remediation
script, which corrects deviations from the desired configuration. These script pairs run on a configurable
schedule, enabling proactive and continuous enforcement of device configurations without requiring
manual intervention. This section provides an overview of how remediation script pairs function within
Intune and outlines the key considerations for scheduling and assigning them effectively across your device
fleet.
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Creating Remediation Scripts

The following remediation script pairs are used to monitor and enforce the tamper resistance configuration
of Cisco Secure Client on managed Windows devices. Each script pair is designed to address a specific
aspect of the tamper resistance strategy, and together they provide a comprehensive and layered
approach to maintaining the integrity of the Secure Client installation. The following section describes each
script pair and its intended function before diving into the steps required to create and deploy them within
Intune.

¢« CSC Lockdown Remediation Scripts: While the initial deployment of Secure Client modules via
Intune runs the Lockdown script, there is no guarantee that the tamper resistance attributes applied
by the Lockdown script will remain intact over time. Configuration drift, manual changes, or other
system events may result in these attributes being altered or removed, effectively weakening the
tamper resistance of the Secure Client installation. This remediation script pair is designed to
continuously monitor and enforce these attributes. The detection script probes the relevant services
and registry keys to verify that attributes are correctly set, while the remediation script restores
them to their required state if any deviation is detected. For the example remediation script pair
used in this guide, reference:

o Lockdown - Detection Script

o Lockdown - Remediation Script

¢ CSC Disable Lockdown Remediation Scripts: There may be circumstances where IT
administrators or support teams need to temporarily remove the attributes set by the Lockdown
script on a device to perform maintenance, apply updates, or troubleshoot issues with the Secure
Clientinstallation. To facilitate this, a separate remediation script pair is provided that is specifically
designed for troubleshooting purposes. The detection script identifies devices where these
attributes are currently active, and the remediation script safely disables them to allow
administrative access to the Secure Client installation. For the example remediation script pair used
in this guide, reference:

o Disable Lockdown - Detection Script

o Disable Lockdown - Remediation Script

« Configuration File Integrity for VPN, Umbrella, and ZTA modules: Even with the attributes set by
the Lockdown script in place, the configuration files that govern the behavior of the VPN, Umbrella,
and ZTA modules remain a potential vector for tampering. Unauthorized modifications to these files,
whether intentional or accidental, could silently alter the security posture of the device without
triggering a reinstallation of the client. To address this, a remediation script pair is provided that
validates the integrity of the configuration files for each module by comparing the hash of the files
found in their respective installation directories against a known expected hash value. If the
detection script identifies a hash mismatch, or determines that a configuration file is absent entirely,
the remediation script will automatically overwrite or restore the file to its expected state, ensuring
that the module's configuration remains consistent with the desired baseline. For the example
remediation script used in this guide, reference:

o VPN Configuration - Detection Script

o VPN Configuration - Remediation Script

o Umbrella Configuration — Detection Script
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o Umbrella Configuration — Remediation Script

o ZTA Configuration - Detection Script

o ZTA Configuration - Remediation Script

Enforcing Remediation Scripts

Once the remediation script pairs have been created, they must be deployed and assigned to the
appropriate device groups within Intune to begin actively monitoring and enforcing the tamper resistance
configuration. This section covers the steps required to upload, configure, and assign each script pair
within Intune, including scheduling considerations to ensure that detection and remediation cycles run at an
appropriate frequency. It is important to carefully consider the scope of assignment for each script pair,
particularly the Disable Lockdown script pair, to avoid conflicts or unintended disruption to the tamper
resistance posture of your device fleet.

Step 1. From the Microsoft Intune Admin Center, navigate to Devices > Manage Devices > Scripts and
Remediations.

Microsoft Intune admin center

« Home

L @ Devices | Overview
4l Dashboard
i— All services I,-’-'J Search | & ¢
© explorer | O Overview
L3 Devices 0] All devices
£i Apps J= Device query
‘; Endpoint security & Monitor
O Agents > By platform
Reports > Device onboarding
aa Users ~ Manage devices
Al Groups Cenfiguration
L% Tenant administration Compliance
4 Troubleshooting + support ) Conditional access

™ Scripts and remediations

Group Policy analytics

Step 2. Under the Remediations tab, click Create to begin configuring a new remediation script pair.
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Microsoft Intune admin center

” Home * Devices
® = Devices | Scripts and remediations
= |,-'-'J Search I ¢ ¢
Remediations Platform scripts
° ) Overview
0d [T All devices Create and run script packages on devices to proactively find and fix the top support issues in your
T organization. Use this table to see the status of your deployed script packages and to monitor the detection
- /= Device query and remediation results. Results are shown as number of devices affected. Learn more. (2
" & Monitor
t} = Create C} Refresh i Export = Columns
> By platform

Step 3. On the Basics step, provide a descriptive name for the remediation script pair in the Name field.
For the purposes of this guide, the name CSC Lockdown is used. Optionally, provide a Description to
help other administrators identify the purpose and scope of the script pair within the Intune console.
Click Next when complete.

Microsoft Intune admin center O Copilot L{D o0 & shan e-architect... (@

MS (SAFE-ARCHITE.. W0

Home Devices | Scripts and remediations

' Create custom script - %
o ©Q Basics
' Create a new custem script package from detection and remediation scripts that you've written,
F Name * CSC Lockdown
« :
Description Enter a descriptian
L
?‘
&
b
= Publisher Shannon Wellington
F 4 )
Version

Step 4. On the Settings step, configure the detection and remediation scripts as follows:

« In the Detection script file field, click to browse and upload the detection script from the
remediation script pair being configured.

« In the Remediation script file field, upload the corresponding remediation script from the same
pair.

Note: The detection and remediation scripts configured here are distinct from the application detection rule
scripts configured during the Win32 app deployment in the previous section. The Win32 app detection
rules are used by Intune to determine whether an application is installed, while these remediation script
pairs are used exclusively by Intune's proactive remediations feature to continuously monitor and correct
configuration drift on managed devices after installation. Uploading the wrong script to either field will
result in incorrect behavior that may be difficult to diagnose.
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Set Run scriptin 64-bit PowerShell to Yes for environments where the target devices are running 64 -bit
Windows, as is the case for the test environment used in this guide. Administrators targeting 32-bit
environments should set this to No. Leave Run this script using the logged-on credentials set to No so
that the scripts execute in the system context, which is required to modify the registry keys and file system
locations that the tamper resistance configuration depends on.

Click Next when complete.

Microsoft Intune admin center O Copilot ? @ (@ &  shennon@safe-architect.. 4@

CISC0 SYSTEMS (SAFE-ARCHITE. S0

Home Devices | Scripts and remediations

f Create custom script - %

° ® i O Settings

Create a custom script package from scripts you've written, By default, scripts will run on assigned devices every day.

o Detection script file * Lockdown_Detection.ps1
O Detection script
sk
& 8
; Remediation script file Lockdown_Remediate.ps1 E

Remediation script

Run this script using the logged-on Yes m
credentials

Enforce script signature check Yes m
Rum script in 64-bit PowerShel Yes

Step 5. On the Scope tags step, no scope tags are required for this guide. If your organization uses
scope tags to manage administrative boundaries and delegate management responsibilities within
Intune, apply the appropriate tags before proceeding. Click Next when complete.

Step 6. On the Assignments step, select the users and/or devices to which the remediation script pair
will be applied. For this guide, All Devices is selected under the Required section, as it is assumed
that Cisco Secure Client will be deployed across the entire managed Windows device fleet.

Click the Schedule option to configure the execution frequency for the detection and remediation cycle.
The default frequency is Daily. For this guide, the frequency is set to once per hour to ensure that any
configuration drift is detected and corrected as soon as possible within Intune.

Note: This value should be carefully considered before deployment and adjusted to align with your
organization's operational requirements, acceptable performance overhead, and the sensitivity of the
environments being protected. Setting the remediation frequency too high may introduce unnecessary
system overhead on endpoints, particularly on devices with limited resources. Setting it too low may allow
a tampered configuration to persist for an unacceptable period before being corrected.

Click Next when complete.
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; X Py D o 5 ) shannon@safe-architect. (@
Microsoft Intune admin center Ll i CISE0 SYSTEMS (SAFE-ARCHITE.. S0

Home Devices | Scripts and remediations Edit Settings e
' Create custom script

0 Basics Q Settings o Scope tags (] Assignments Schedule
0 . —— Create a schedule for this script to run an
] Select one or mare groups to assign the seript package. devices in group: All devices.
Included groups Frequency
Hourk
Assign to All devices o ourly ™
Repeats every *
Selected groups Schedule Filter Filter mode 1
All devices Hourly Mane Maone haurs

Excluded groups

X ks ke bo ozl & @ I

0 Include or exclude either device growps or user groups. Don't mix user and device groups across
include and exclude assignments,
Selected groups

Mo groups selected

+ Select groups to exclude

Previous ] m Reset

Step 7. On the Review + Create step, carefully review all configured settings, including the script
assignments, execution context, PowerShell architecture setting, and assignment scope, to ensure
they are correct before finalizing. Once confirmed, click Create to upload the scripts and activate the
remediation script pair. Intune will begin executing the detection script on assigned devices at the
next scheduled check-in following the configured frequency interval.

Microsoft Intune admin center T Copilot @

Home Devices | Scripts and remediations

' Create custom script - %

o D sasic @ Settings /] Scope tags (/] Assignments O Review + create
] Summary
- Basics
Mame CSC Lockdown
” Description Mo Description
?‘ Publisher Shannan Wellington
- Version No Version
Ak
B Settings
& Detection script Yes
X Remediation script Yes
Run this script using the logged-an No
credentials
Enfarce script signature check Mo
Rum script in 64-bit PowerShel Yes
Scope tags
Default

[ ]

Step 8. Repeat Steps 2 through 7 for each remaining remediation script pair, following the same
configuration process. The steps will be largely identical across all pairs, with one critical exception:
special consideration must be given to the assignment configuration of the CSC Disable Lockdown
remediation script pair.
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Unlike the Lockdown and Configuration File Integrity script pairs, which are designed to enforce tamper
resistance across the entire managed fleet, the Disable Lockdown script pair is intended to temporarily
relax the attributes set by the Lockdown script on specific devices where administrative access or user
exemptions are required. As a result, this script pair must never be assigned to the same device groups as
the enforcement script pairs.

Note: Deploying the Disable Lockdown script pair to the same scope as the Lockdown script pair will
create a direct and continuous conflict, where the Lockdown scripts repeatedly reapply the tamper
resistance attributes while the Disable Lockdown scripts simultaneously remove them. This will result in an
enforcement loop that undermines the tamper resistance configuration entirely and may generate a high
volume of remediation activity in the Intune console that obscures genuine compliance issues. The Disable
Lockdown script pair should be scoped exclusively to specific user or device groups where temporary
exemptions are intentionally required, and its assignment should be removed promptly once the
troubleshooting activity is complete.

Windows Validation

Validating that the remediation scripts and tamper resistance configurationfunction correctly is an essential
step before rolling out the configuration to the broader device fleet. While remediation script testing can be
performed through the Intune console by either waiting for the next scheduled execution cycle or by
selecting a device and using the Run Remediation option, a more efficient method for initial validation is to
execute the scripts directly on the test device in the same execution context that Intune uses — the local
system account. This is accomplished using PsExec from the Microsoft Sysinternals PsTools suite, which
allows PowerShell scripts to be run as the system account, replicating the exact conditions under which
Intune executes remediation scripts. The following steps walk through a complete end-to-end validation of
all script pairs and tamper resistance behaviors.

Step 1. On the designated test device, verify that Cisco Secure Client has been successfully installed by
all configured Intune Win32 app deployments. Confirm that the VPN, Umbrella, and ZTA modules are
all present before proceeding, as the validation steps that follow depend on all three modules being
installed and operational.

AnyConnect VPN:
Ready to connect.

| Certificate - TLS - Auto Select Ne ~ Connect

Zero Trust Access:
Enrolled.

Umbrella:
Umbrella is active.

T @ il
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Step 2. Type Services in the Windows search bar and open the Services application. Locate the Cisco
Secure Client module services in the list (such as the Cisco Secure Client - AnyConnect VPN Agent
and Cisco Secure Client - Umbrella Agent).

&~ o Apps Documents Web Settings People Folders Photos »

Best match

Services ;
e’ ,«;‘
= System

Search the web 10+ Services

Q  services - See more search results
Q  services msc opeh
Q  services app Run as administrator

X Open file location
Q_ services manager

Pin to Start

Q_ services at friendly lakes Pin to taskbar
Apps 3

[£4] Control Panel

%. Component Services
Settings 5

[® Use online services with Narrator

§= Share across devices

Q) Do not allow Microsoft to use your voic...

‘= Q services| N [ E] a _, g i @ 1> |
Step 3. Right-click one of the Cisco Secure Client module services and attempt to stop it. Verify that the
option to stop the service is grayed out. This confirms that the registry hardening attributes applied
during the Intune Win32 app deployment are functioning correctly and that the service is protected
from user or non-elevated process interference.
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4 Services = O X
File Action View Help
GlHE >»®nw®
[ £ Sevices (Locall| || <) Services (Local)
Cisco Secure Client - AnyConnact Name - Description Status Startup Type Log On As
VPN Agent Q;Branchl.’_ache This service ... Manual Metwork 5...
Description: Q;Capabilit}rAccess Manager Service Provides fac.. Running  Automatic Local Syste...
Cisco Secure Client AnyConnect VPN -S?;CaptureSer\rice_&bdb Enables opti... Manual Local Syste...
Agent for Windows Gk Cellular Time This service ... Manual (Trig... Local Service
Q;Certiﬁcate Propagation Copies user... Running  Manual (Trig... Local Syste...
-Sé Cisco Secure Client - AnyConnect VPN Agent Cisco 5ecur..  Running  Au - =
Q;Cisco Secure Client - Umbrella Agent Cisco Secur.. Running Ma
»Sé;Cisco Secure Client - Umbrella SWG Agent Cisco Secur.. Running Ma
Q;Cisco Secure Client - Zero Trust Access Agent Cisco Secur..  Running  Aul
Q;Client License Service (ClipSVC) Provides inf... Ma
Q;Clipboard User Service_63b4b This user se..  Running  Aul
J.'é;CIoud Backup and Restore Service_63bdb Meonitors th... Ma
Q;CNG Key Isolation The CNG ke... Running Ma All Tasks >
J.“é;COM+ Event System Supports 5y.. Running  Aul
-Sé;COM+ System Application Manages th... Ma e
{,‘e;l.’_onnected Devices Platform Service This service... Running  Aul Properties
‘Gl Connected Devices Platform User Service_63bdb This userse..  Running  Aul
Q;Connected User Experiences and Telemetry The Connec.. Running  Aul Help
Q;ConsentUX User Service_63b4db Allows the s... Manual Local Syste...
Q;Contact Data_63bdb Indexes con... Manual Local Syste...
J.“é;CoreMessaging Manages co.. Running  Automatic Local Service
Q;Credential Manager Provides se..  Running  Manual Local Syste...
\Extended /(Standard/
Start service Cisco Secure Client - AnyConnect VPN Agent on Local Computer

Step 4. Type Programs in the Windows search bar and open Add or Remove Programs.
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& o Apps Documents Web Settings People Folders Photos | ]

Best match
_Add or remove programs g :
~  System settings o—
Search the web 10+ > Add or remove programs
System settings
Q  programs and features - See more search ...
Q_ programs
programs installed
programs & features
programs on startup
Settings 7+
[ Run programs made for previous versio...
Select language for non-Unicode progr...
Turn Windows features on or off
Default apps

Reputation-based protection

Documents - This PC 1

Step 5. Scroll through the installed applications list and verify that none of the Cisco Secure Client
modules appear as entries. This confirms that the registry hardening attributes applied during
deployment are functioning correctly, hiding the Cisco Secure Client modules from the standard
application management interface and reducing the likelihood of users attempting a manual uninstall.

L e e i ]

File Action View Help € Settings Q. Find a setting = |
e [@ = Bm »>»enn
[ Senvces Locan)] | [T Semeees Locan I Apps > Installed apps
Select an item to view its description.  Name - W Local Account
£ BranchCache Fearch apps = 8 @
£ Capability Access Manager Service =
& CaptureService_63bdb €} Home
& Cellular Time = Filter by:  All drives v T Sortby: Name(AtoZ) ~
& Certificate Propagation B System
& Cisco Secure Client - AnyConnect VPN Agent 41 apps found
&) Cisco Secure Client - Umbrella Agent B Bluetooth & devices
£ Cisco Secure Client - Umbrells SWG Agent
3, Cisco Secure Client - Zero Trust Access Agent ® Network & intamat ﬁ Calculator 16.0 KB
& Client License Service (ClipSVC) hicoscitCompossion | /IS
T £, Clipboard User Service_63b4b 7/ Personalization
€ Cloud Backup and Restore Service_63b4b .
€, CNG Key Isolation (O] e 16.0 KB
§ Apps Microsoft Corporation | 12/3/2025
€, COMe Event System & app crosoft Corparat
), COM= System Application °
&, Connected Devices Platform Service = Accounts
o shasistiiio, Ty Cisco ASOM-ADM Launcher .
£ Connected Devices Platform User Service B - P
. B8 1507 | Ciscosystems Inc. | 178/2026
€ Connected User Bxperiences and Telemetry ® Time & language
&k ConsentUX User Service_63bdb
) Contact Data_63b4b 8 Gaming Clock )
€ CoreMessaging . Microsoft Corparation | 2/10/2026 16.0 kB

&}, Credential Manager K Accessibility

Step 6. If not already done on the device, download the Microsoft Sysinternals PsTools suite and extract
the contents of the zip file to a local folder on the test device (for example, C:\PSTools\).
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. Local Disk (5]

< = ™ &

@ New % O
= Metwork Drive (Z:)
Umbrella
PSTools

Profile

~ [ This PC

> %= Local Disk (C:) ‘

10items 1 item selected

= O x
+
> ThisPC > Local Disk(C) > Search Local Disk (C:) Q
@D TE Tl sort = View ans (B Details
Mame Date modified Type Size

inetpub 9/15/2025 3:38 PM File folder
Perflogs 4/1/2024 445 AM File folder
Program Files 3/8/2026 2:57 PM File folder
Program Files (x86) 3/19/2026 11:33 AM File folder
ProgramData 3/30/2026 1:53 AM File folder
PSTools 3/30/2026 11:31 AM File folder
Temp 2/25/2026 %:06 AM File folder

[=]o

Step 7. Copy all remediation script pairs to the PsTools folder so that they are accessible from the same
working directory when executing commands in the steps that follow. Keeping all scripts in the same
directory simplifies path references during testing.

PsTools
& ™ C
@ Mew ;{, LD

% Home
) Gallery

> @ OneDrive

2 Desktop

+ Downloads
= Documents
P4 Pictures
) Music

3 Videos

Umbrella

PSTools

Profile
Iitems 1 item selected 4.36 KB

* +
I;I » ThisPC » LocalDisk(C) » PSTools Search PSTools
)] = ] Tl sart = view e
Marne Date moedified Type - Size
pssuspendfd.exe 3/26/2026 10:37 PM Application 469 KB
@ Pstools.chm 3/26/2026 10:37 PM Compiled HTML ... 66 KB
=] Eula.bet 3/26/2026 10:37 PM Text Document 2KB
=] psversion.bt 3/26/2026 10:37 PM Text Document 1KE
|.ﬂ lockdown_detection.ps] 3/27/2026 12:11 AM Windows Power5... 5KB
| leckdown_remediation.psi 3/30/2026 11:35 AM Windows PowerSs... 4 KB
| treublesheot_detection.ps] 3/30/2026 11:35 AM Windows PowerSs... 3KE
| treubleshoot_remediation.ps1 3/30/2026 11:35 AM Windows PowerSs... 3KE
&4 umbrella_config_detection.ps1 4/5/2026 6:41 PM Windows Powers... 1KB
&4 umnbrella_config_remediation.ps1 4/5/2026 6:33 PM Windows Powers... T1KE
&4 vpn_cenfig_detection.ps1 4/5/2026 6:40 PM Windows Powers... 1KB
& vpn_cenfig_remediation.psi 4/5/2026 6:34 PM Windows Powers... 5KB
&4 zta_config_detection.ps1 4/5/2026 6:41 PM Windows Powers... 2KB
&4 zta_config_remediation.ps1 4/5/2026 6:37 PM Windows Power5... 4KB

O *
a
B Details

Step 8. Open PowerShell as an administrator.
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Tt AT T 22 77 Z

" & m Apps Documents Web Settings People Folders Photos > L
1
~ ) Best match
5 |
) Windows PowerShell
. | .., g
- A
ol Apps & Windows PowerShell
App
K y. EY Windows PowerShell (x64)
-
¥ Windows PowerShell (x86) 2 Open /s
?,' | q Windows PowerShell ISE (x64) E¥  Run as Administrator
i.; Run ISE as Administrator

g Windows PowerShell ISE (x86)

oN

Windows PowerShell ISE

%

B Windows PowerShell ISE

- s

Store 1 A
BY PowerShell

Search the web 10+

Q_ powershell - See more
’ < Q_ powershell 7
74 -
' Q_ powershell as administrator
Q

powershell 7 download i

=l )

am powershel| T L - K* ﬁ w, ! @

Step 9. In PowerShell navigate to the PsTools folder: cd C:\PSTools

[J) B Administrator: Windows Powt X AF

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\WINDOWS\system32> cd C:\PSTools\
PS C:\PSTools>

Step 10. Launch a new PowerShell session running as the local system account using PsExec. This
replicates the execution context used by Intune when running remediation scripts on managed
devices, ensuring that the test results accurately reflect how the scripts will behave in production:
./JPsExec.exe -i -s powershell.exe

A new PowerShell window will open running under the system account context. All subsequent script
execution steps should be performed in this new system-context PowerShell window.
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[J) B¥ \\WIN-58FB41NRSLD: powers X + -

PS C:\PSTools> .\PsExec.exe powershell.exe

PsExec v2.U3 - Execute processes remotely
Copyright (C) 2001-2023 Mark Russinovich
Sysinternals - www.sysinternals.com

Step 11. In the new system-context PowerShell window, navigate to the PsTools folder where the
remediation scripts were copied in Step 7: cd C:\PSTools

osoft Corporation. All r

st PowerShell for new feature fads ka.ms/PSWindows

cd C:\PSTools\

Step 12. In the system-context PowerShell window, execute the Disable Lockdown Detection script to
verify that it correctly identifies that the attributes applied by the Lockdown script are currently active
on the Cisco Secure Client installation. The semicolon (;) is used to chain the SLASTEXITCODE check
to the script execution so that both the script output and the resulting exit code are displayed in a
single command:

powershell.exe -ExecutionPolicy Bypass -File .\disable lockdown detection.psl; SLASTEXITCODE

The output should appear similar to the following:

{"missing":[], "services": [{"serviceName":"csc vpnagent","isLocked":true}, {"serviceName":"csc umb
rellaagent", "isLocked":true}, {"serviceName":"csc swgagent","isLocked":true}, {"serviceName":"csc
zta agent","isLocked":true}, {"serviceName":"acsock","isLocked":true}, {"serviceName":"DuoCryptoSe
rvice","isLocked":true}, {"serviceName":"DuoTrustedPeerMessageBrokerService","isLocked":true}, {"s
erviceName":"DuoDesktopUpdateService", "isLocked":true}], "registry":[{"serviceName":"csc vpnagent
","isLocked":true}, {"serviceName":"csc umbrellaagent","isLocked":true}, {"serviceName":"csc_swgag
ent", "isLocked":true}, {"serviceName":"csc zta agent","isLocked":true}, {"serviceName":"acsock","i
sLocked":true}, {"serviceName" :"DuoCryptoService", "isLocked":true}, {"serviceName" :"DuoTrustedPeer
MessageBrokerService","isLocked":true}, {"serviceName" :"DuoDesktopUpdateService", "isLocked":true}
], "systemComponent": [ {"moduleName":"Cisco Secure Client - AnyConnect VPN

", "systemComponentSet":true, "isLocked":true}, {"moduleName":"Cisco Secure Client - Zero Trust
Access", "systemComponentSet":true, "isLocked":true}, {"moduleName" : "Duo

Desktop", "systemComponentSet" :true, "isLocked":true}, {"moduleName":"Cisco Secure Client -
Umbrella", "systemComponentSet":true, "isLocked":true}, {"moduleName":"Cisco Secure Client -
AnyConnect VPN", "systemComponentSet":true,"isLocked":true}]}

1

The script outputs a JSON object summarizing the current tamper resistance state of each monitored Cisco
Secure Client module, followed by the exit code on the line below. The JSON output contains four
sections:

¢ missing: Lists any monitored module services that are not found on the device. In this output, the
array is empty ([]), confirming that all expected modules are installed.

« services: Reports the SCM-level service descriptor lockdown state for each monitored service. A
value of true for isLocked indicates that the service's Security Descriptor Control Manager (SCM)
SDDL matches the expected lockdown configuration, confirming that the lockdown attributes are
currently active and the service is protected. This is the expected state when tamper resistance is
correctly applied.
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e registry: Reports the registry ACL lockdown state for each monitored service's registry key under
HKLM\SYSTEM\CurrentControlSet\Services. A value of true for isLocked confirms that the lockdown
SDDL is currently applied to the service's registry key, restricting write access for Administrators
and standard users as expected.

« systemComponent: Reports the uninstall entry lockdown state for each detected Cisco Secure
Client and Duo Desktop module. Each entry contains two fields:

o systemComponentSet: A value of true confirms that the SystemComponent flag is present in the
module's uninstall registry entry, hiding the uninstall option from Add or Remove Programs.

o isLocked: A value of true confirms that the lockdown SDDL is currently applied to the module's
uninstall registry key, preventing modification of the entry.

The exit code of 1 printed on the final line confirms that the Disable Lockdown detection script has
identified that the lockdown attributes are active and would trigger the Disable Lockdown remediation
script if this detection were executed as part of an Intune remediation cycle. An exit code of 0 would
indicate that the lockdown attributes are not present, which would suggest an issue with the Win32 app
deployment configuration that should be investigated before proceeding.

Step 13. Execute the Disable Lockdown Remediation script to remove the attributes set by the
Lockdown script from the Cisco Secure Client installation:

powershell.exe -ExecutionPolicy Bypass -File .\disable lockdown remediation.psl ; SLASTEXITCODE

Verify that the script returns an exit code of 0, indicating that the remediation completed successfully. This
simulates the action Intune would take when the Disable Lockdown script pair is deployed to a device
where temporary removal of the lockdown attributes is required for administrative purposes.

Step 14. Return to the Services window opened in Step 2 and click Refresh. Right-click Cisco Secure
Client ZTA module service and verify that the Stop option is now available and accessible. It should
be the same for the other module services as well. Proceed to stop the ZTA service to simulate a
stopped module process, which will be used to validate the lockdown remediation script in a
subsequent step.
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4 Services - m]
File Action View Help
e T Ec= HmE >»enp
Services (Local) " Services (Local)
Cisco Secure Client - Zero Trust Name - Description Status Startup Type Log On As
Access Agent & Cellular Time This service ... Manual (Trig...  Local Service
Stop the service -LT:Cétifi(atE Prup.agation Cfnpies user ... Running Manual (Trig..‘ Local Syste...
ause the service &} Cisco Secure Client - AnyConnect VPN Agent Cisco Secur.. Running  Automatic Local Syste...
Restart the service 25 Cisco Secure Client - Umbrella Agent Cisco Secur... Running  Manual Local Syste...
& Cisco Secure Client - Umbrella SWG Agent Cisco Secur.. Running  Manual Local Syste...
Description: 48 Cisco Secure Client - Zero Trust Access Agent Cisco S T 13 Local Syste...
Cisco Secure Client Zero Trust Access - Client License Service (ClipSVC) Provide Trig... Local Syste...
Agent Service &) Clipboard User Service_63bdb This use Stop ic (D... Local Syste...
-5} Cloud Backup and Restore Service_63b4b Monito Pause % Local Syste...
5: CNG Key Isolation The CN Trig... Local Syste...
& COM+ Event System Suppor Restart ic Local Service
"5 COM+ System Application Managt Local Syste...
"C): Connected Devices Platform Service This ser All Tasks > ic(D.. Local Service
&) Connected Devices Platform User Service_63b4b This use R, ic Local Syste...
& Connected User Experiences and Telemetry The Coi ic Local Syste...
& ConsentUX User Service_63bdb Allows 1 Properties Local Syste...
& Contact Data_63bdb Indexes Local Syste...
‘&) CoreMessaging Manage Help ic Local Service
-5 Credential Manager Providesse.. Running Manual Local Syste...
-5 CredentialEnrollmentManagerUserSve_63b4b Credential E... Manual Local Syste...
&) Cryptographic Services Provides thr.. Running Automatic (T... Network S...
-5 Data Sharing Service Provides da... Manual (Trig...  Local Syste...
10k Nata llcans Netwinrk da Rinninn Avtnrnatic | nral Senvice
\"-.\ Extended ‘ Standardf

Stop service Cisco Secure Client - Zero Trust Access Agent on Local Computer

Step 15. In the system-context PowerShell window, simulate the uninstallation of a Cisco Secure Client
module using a Secure Client msi file. Use the Umbrella module for this test, as it allows the ZTA
service state from the previous step to be validated independently. Execute the uninstall command in
the system-context PowerShell window.

msiexec /x cisco-secure-client-win-<version>-umbrella-predeploy-k9.msi /qgn

EN Administrator: CAWINDOWS\System32\WindowsPowerShell'w1.0\powershell.exe = O X
\Umbrella>

msiexec

Step 16. Open Registry Editor as an administrator.
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Best match

s Registry Editor
| =

System
Search the web 10+

Q  registry editor - See more search results
registry editor app

registry editor open

& o Apps Documents Web Settings People Folders Photos P» L

»
L
Registry Editor

System

Open
Run as administrator

Open file location

L L L L

== Q registry editor]

registry editor windows 11

registry editor windows 10

L 2. a=®

Pin to Start

> 0 @A

Pin to taskbar

Step 17. Navigate to HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\csc_vpnagent and
verify that the registry key can be viewed.

m Registry Editor

File Edit Wiew

Favorites  Help

Computert\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSeth\Services\csc_vpnagent

>
>

WEOW LW LW LN LN LW LN LN

> csc_vpnagent

csc_rta_agent
CscService
dam
DCLocator
DcomlLaunch
desve
defragsve
DeviceAssocia
DeviceAssocia
Devicefssocia
Devicelnstall
DevicePickerl

Mame

ab| (Default)

gﬂDependOnSewice

E_ﬂDescriptinn
f_ﬂDispla}rName
#s|ErrorControl
Wo| Failurefctions
EﬂGroup
f_ﬂlmagePath
E_ﬂObjectName
| Start

5 Type

Type Data

REG_SZ (value not set)

REG_MULTI_SZ Tepip

REG_S5Z Cisco Secure Client AnyConnect VPN Agent for Wi...
REG_SZ Cisco Secure Client - AnyCennect VPN Agent
REG_DWORD Ox00000001 (1)

REG_BIMNARY 0 00 00 00 01 00 00 00 01 00 00 00 04 00 00 00 74 00...
REG_SZ TDI

REG_EXPAMD_SZ "C:\Program Files (x86)\Cisco\Cisco Secure Clienth...
REG_SZ LocalSystemn

REG_DWORD Ox00000002 (2)

REG_DWORD Ox00000010 (16)
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Step 18. In the system-context PowerShell window, execute the Lockdown Detection script to verify
that it correctly detects the absence of the lockdown attributes that were removed by the Disable
Lockdown remediation script in Step 13:

powershell.exe -ExecutionPolicy Bypass -File .\lockdown detection.psl ; $LASTEXITCODE

The output should look similar to this:

{"missing": ["csc_umbrellaagent", "csc_swgagent"], "states":[{"serviceName":"csc vpnagent","running
":true, "status":"Running"}, {"serviceName":"csc_zta_ agent", "running":false, "status":"Stopped"}, {"
serviceName":"acsock", "running":true, "status":"Running"}, {"serviceName" :"DuoCryptoService", "runn
ing":true, "status":"Running"}, {"serviceName" :"DuoTrustedPeerMessageBrokerService", "running":true
,"status":"Running"}, {"serviceName" :"DuoDesktopUpdateService", "running":true, "status":"Running"}
],"services":[{"serviceName":"csc_vpnagent","correctDescriptor":false},{"serviceName":"csc_zta_a
gent","correctDescriptor":false}, {"serviceName":"acsock", "correctDescriptor":false}, {"serviceNam
e":"DuoCryptoService", "correctDescriptor":false}, {"serviceName" :"DuoTrustedPeerMessageBrokerServ
ice","correctDescriptor":false}, {"serviceName":"DuoDesktopUpdateService", "correctDescriptor":fal
se}],"registry": [{"serviceName":"csc vpnagent","correctDescriptor":false}, {"serviceName":"csc zt
a agent","correctDescriptor":false}, {"serviceName":"acsock","correctDescriptor":false}, {"service
Name" :"DuoCryptoService", "correctDescriptor":false}, {"serviceName" :"DuoTrustedPeerMessageBrokerS
ervice","correctDescriptor":false}, {"serviceName":"DuoDesktopUpdateService", "correctDescriptor":
false}],"systemComponent": [ {"moduleName":"Cisco Secure Client - AnyConnect VPN

", "systemComponentSet":false}, {"moduleName":"Cisco Secure Client - Zero Trust

Access", "systemComponentSet":false}, {"moduleName" : "Duo

Desktop", "systemComponentSet":false}, {"moduleName":"Cisco Secure Client - AnyConnect

VPN", "systemComponentSet":false}]}

1

The script outputs a JSON object summarizing the current installation and lockdown state of each
monitored Cisco Secure Client module, followed by the exit code on the line below. The JSON output
contains five sections:

» missing: Lists any monitored module services that are not found on the device. In this output,
csc_umbrellaagent and csc_swgagent are listed as missing, which is the expected result given that
the Umbrella module was uninstalled in Step 15. The SWG agent is a component of the Umbrella
module and is therefore also absent following its uninstallation. Only modules that are present on
the device are evaluated in the remaining sections of the output.

o states: Reports the current running state of each module service that is present on the device. In
this output, csc_vpnagent, acsock, DuoCryptoService, DuoTrustedPeerMessageBrokerService, and
DuoDesktopUpdateService are each shown as running: true with a status of Running, confirming
that those services are active. The csc_zta_agent is shown as running: false with a status of
Stopped, which is the expected result given that the ZTA service was manually stopped in Step 14.
This confirms that with the attributes set by the Lockdown script removed, the ZTA service is no
longer protected from being stopped by a user or process with sufficient privileges.

« services: Reports the SCM-level descriptor state for each present module service. A value of false
for correctDescriptor across all present services indicates that none of the service descriptors
contain the expected lockdown configuration, confirming that the SCM -level lockdown attributes set
by the Lockdown script have been successfully removed by the Disable Lockdown remediation
script and that no remaining service is currently protected from modification.

o registry: Reports whether the registry ACL for each present service's key under
HKLM\SYSTEM\CurrentControlSet\Services matches the expected lockdown configuration. A value
of false for correctDescriptor for all present entries confirms that the registry ACLs have been
successfullymodified by the Disable Lockdown remediation script and that write access restrictions
previously applied to those keys are no longer in place.
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« systemComponent: Reports whetherthe SystemComponent flag is present in the uninstall registry
entry for each detected Cisco Secure Client and Duo Desktop module. A value of false for
systemComponentSet for all entries confirms that the SystemComponent flag has been successfully
removed by the Disable Lockdown remediation script and that the remaining installed modules
would now appear with an uninstall option in Add or Remove Programs.

The exit code of 1 printed on the final line confirms that the lockdown detection script has correctly
identified that the tamper resistance attributes are no longer present on the installed modules and that the
lockdown remediation script would be triggered by Intune if this detection were executed as part of a
scheduled remediation cycle. An unexpected exit code of 0 at this stage would indicate that the Disable
Lockdown remediation script did not successfully remove the lockdown attributes and should be
investigated before proceeding.

Step 19. Execute the Lockdown remediation Script to restore the appropriate attributes to the Cisco
Secure Client installation:

powershell.exe -ExecutionPolicy Bypass -File .\lockdown remediation.psl ; $LASTEXITCODE

Verify that the script returns an exit code of 0, indicating that the lockdown attributes were successfully re -
applied. This confirms that the lockdown remediation script correctly restores the tamper resistance
configuration when drift is detected.

Step 20. Return to the Services window and click Refresh. Verify that the Zero Trust Access module
service that was stopped in Step 14 has been restored to a running state and that the option to stop
the service is no longer accessible, confirming that the lockdown attributes have been successfully
re-applied. Note that the Umbrella module service will no longer appear in the list, as it was
uninstalledin Step 15. This is the expected behavior. Intune will detect the missing module through its
Win32 app detection rule and automatically reinstall it during the next policy evaluation cycle.

Step 21. Navigate back to the Registry Editor and click View > Refresh. Verify that access to the
csc_vpnagent registry key has been denied.

B
File Edit View Favorites Help
Computet\HKEY_LOCAL_MACHINEVSYSTEMY CurrentControlSeth\Services\csc_vpnagent

csC_vpnagent Mame Type Data
: csc_rta_agent
» CscService

dam %

DCLocator ]

DcomlLaunch I Error Opening Key K

desve

defragsve e csc_vpnagent cannot be opened.

DeviceAssociatior An error is preventing this key from being opened.

. . Details: Access is denied.
Devicehszociatior

DeviceAssociatior
Devicelnstall

DevicePickerl)zer!

WEORE LR LW LW LW LW O N

Step 22. Allow Intune to detect the missing Umbrella module and automatically trigger a reinstallation
through the configured Win32 app deployment. Depending on the Intune check-in interval for the test
device, this may take a while. The reinstallation can be expedited by navigating to the device record
in the Intune Admin Center and initiating a Sync to prompt an immediate policy evaluation. Once
reinstalled, verify that the Umbrella module service is present and running in the Services window
before proceeding to the configuration validation steps.

Step 23. With all modules confirmed as installed and running, validate that all module configuration files
are in their expected state by executing the VPN, Umbrella, and ZTA Configuration Detection scripts
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— specifically the detection scripts associated with the remediation script pairs, not the Win32 app
detection scripts used to verify module installation. Execute each script individually and check the exit
code after each one:
powershell.exe -ExecutionPolicy Bypass -File .\vpn config detection.psl ; $SLASTEXITCODE
powershell.exe -ExecutionPolicy Bypass -File .\umbrella config detection.psl ; SLASTEXITCODE
powershell.exe -ExecutionPolicy Bypass -File .\zta config detection.psl ; S$SLASTEXITCODE

The output should look similar to this:

PS C:\PSTools> powershell.exe -ExecutionPolicy Bypass -File .\vpn config detection.psl;
$LASTEXITCODE

{"FileExists":true, "HashMatch":true, "ExpectedHash":"676024C3E032549A24908A32F327F32696B1AC4F0D26
748CB88FC7413CFB778B", "ActualHash":"676024C3E032549A24908A32F327F32696B1AC4AF0D26748CB88FC7413CFEFB
778B"}

0

PS C:\PSTools> powershell.exe -ExecutionPolicy Bypass -File .\umbrella config detection.psl;
SLASTEXITCODE

{"FileExists":true, "HashMatch":true, "ExpectedHash" :"CA71AB3C90A34C8D5909CB75310BAD201C6BEDSF0E48
79A0828D6F35EF09DF13", "ActualHash" :"CA71AB3C90A34C8D5909CB75310BAD201C6BEDSF0E4879A0828D6F35EF09
DF13"}

0

PS C:\PSTools> powershell.exe -ExecutionPolicy Bypass -File .\zta config detection.psl;
SLASTEXITCODE

{"FolderExists":true,"FileExists":true, "HashMatch":true, "ExpectedHash":"5674DD6F55527CD2711490D4
6F7D256AA75A0431F158840EA71BE9AB21C62BED", "ActualHash" :"5674DD6F55527CD2711490D46F7D256AA75A0431
F158840EA71BE9AB21C62BED", "ExtraFilesFound":false, "ExtraFileCount":0, "ExtraFileNames":[]}

0

Each script shouldreturn an exit code of 0, indicating that all configuration files are present and match their
expected baseline values. An exit code of 1 from any script at this stage would indicate a pre -existing

configuration issue that should be resolved before proceeding with the modification tests below.

Each script outputs a JSON object summarizing the current state of its respective module's configuration
file, followed by the exit code on the line below. The fields reported differ slightly between scripts to
account for the unique characteristics of each module's configuration:

VPN Detection Script output fields:

o FileExists: Confirms whether the VPN XML profile file is present at the expected path on the
endpoint. A value of true confirms the file exists.

« HashMatch: Indicates whether the SHA256 hash of the current VPN XML profile matches the
expected baseline hash embedded in the detection script. A value of true confirms the file has not
been modified.

« ExpectedHash / ActualHash: Displays the baseline hash value the script is comparing against
alongside the hash calculated from the file currently on disk. Both values being identical confirms
the file is in its correct baseline state.

Umbrella Detection Script output fields:

¢ FileExists: Confirms whether the Orginfo.json file is present at the expected Umbrella module
directory path. A value of true confirms the file exists.

« HashMatch: Indicates whether the SHA256 hash of the current Orginfo.json matches the expected
baseline hash. A value of true confirms the file content is unmodified.
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« ExpectedHash / ActualHash: Displays the baseline and actual hash values for comparison. Both
values being identical confirms the file is in its correct baseline state.
ZTA Detection Script output fields:

+ FolderExists: Confirms whetherthe ZTA enrollment_choices folder is present at the expected path.
A value of true confirms the directory exists.

« FileExists: Confirms whetherthe ZTA enroliment JSONffile is present within the enrollment_choices
folder. A value of true confirms the file exists.

+« HashMatch: Indicates whetherthe SHA256 hash of the current ZTA enrollment JSON matches the
expected baseline hash. A value of true confirms the file has not been modified.

+ ExpectedHash / ActualHash: Displays the baseline and actual hash values for comparison. Both
values being identical confirms the file is in its correct baseline state.

« ExtraFilesFound: Indicates whether any unexpected additional files are present in the
enroliment_choices folder. A value of false confirms no extraneous files are present that could
interfere with ZTA enroliment.

« ExtraFileCount: Reports the number of extraneous files found. A value of 0 confirms the folder
contains only the expected enrollment JSON file.

« ExtraFileNames: Lists the filenames of any extraneous files found. An empty array ([]) confirms no
unexpected files are present.

Step 24. Simulate configuration drift by introducing deliberate modifications to each module's
configuration files. For the purposes of this guide, make the following changes to replicate common
real-world tampering and drift scenarios:

¢ VPN Module: Open the VPN XML profile and modify one or more values within the file to simulate an
unauthorized configuration change.

¢ Umbrella Module: Delete the Orginfo.json file from the Umbrella module directory to simulate a
missing configuration file.

e ZTA Module: Copy the existing ZTA enroliment JSON file and place the duplicate in the
enroliment_choices folder to simulate the presence of an extraneous configuration file that could
cause enrollment conflicts.

Step 25. Re-execute the VPN, Umbrella, and ZTA configuration detection scripts and check the exit code
after each one:

powershell.exe -ExecutionPolicy Bypass -File .\vpn config detection.psl ; SLASTEXITCODE
powershell.exe -ExecutionPolicy Bypass -File .\umbrella config detection.psl ; SLASTEXITCODE
powershell.exe -ExecutionPolicy Bypass -File .\zta config detection.psl ; S$SLASTEXITCODE

The output should look similar to this:

PS C:\PSTools> powershell.exe -ExecutionPolicy Bypass -File .\vpn config detection.psl;
SLASTEXITCODE

{"FileExists":true, "HashMatch":false, "ExpectedHash":"676024C3E032549A24908A32F327F32696B1AC4F0D2
6748CB88FC7413CFB778B", "ActualHash":"52792456D402E78E777118810CF4B4E6C49446D98CEBE7887929A5FF398
F0283"}

1

PS C:\PSTools> powershell.exe -ExecutionPolicy Bypass -File .\umbrella config detection.psl;
SLASTEXITCODE

{"FileExists":false,"HashMatch":false, "ExpectedHash":"CA71AB3CO90A34C8D5909CB75310BAD201C6BEDSFOE
4879A0828D6F35EF09DF13", "ActualHash":null}
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1

PS C:\PSTools> powershell.exe -ExecutionPolicy Bypass -File .\zta config detection.psl;
SLASTEXITCODE

{"FolderExists":true,"FileExists":true, "HashMatch":true, "ExpectedHash":"5674DD6F55527CD2711490D4
6F7D256AA75A0431F158840EA71BE9A821C62BED", "ActualHash" :"5674DD6F55527CD2711490D46F7D256AA75A0431
F158840EA71BEOA821C62BED", "ExtraFilesFound" :true, "ExtraFileCount":1, "ExtraFileNames": ["OrgID ZTA

_Enroll Cert - Copy.Jjson"]}
1

Each script should now return an exit code of 1, confirming that the detection scripts correctly identify the
configuration drift introduced in the previous step. If any script still returns 0 after the modifications were
made, review the detection logic for that script to ensure it is validating the correct file path and content.

Each script's JSON output reflects the specific configuration issue introduced in the previous step, and
each returns an exit code of 1 confirming that the detection scripts correctly identify the non-compliant

state. The nature of the detected issue differs across each module:

VPN Detection Script output:

o FileExists: true — The VPN XML profile file is still present on disk, confirming that the file was not

removed but rather modified.

« HashMatch: false — The SHA256 hash of the current VPN XML profile does not match the expected

baseline hash, confirming that the file content has been altered.

« ExpectedHash / ActualHash — The two hash values differ
(676024C3E032549A24908A32F327F32696B1AC4F0D26748CB88FC7413CFB778B vs.

52792456D402E78E777118810CF4B4E6C49446D98CE8E7887929A5FF398F0283), precisely
identifying that the file on disk no longer matches the known-good baseline. Even a minor change to
a single character within the XML file will produce a completely different hash value, demonstrating
the sensitivity of hash-based detection for identifying unauthorized configuration modifications.

Umbrella Detection Script output:

« FileExists: false — The Orginfo.json file is no longer present at the expected Umbrella module

directory path, confirming that the file was successfully deleted in the previous step.

« HashMatch: false — Since the file does not exist, a hash comparison cannot be performed and the

match is reported as false.

e ActualHash: null = A null value is returned for the actual hash because there is no file present on
disk to calculate a hash from. This distinguishes a missing file scenario from a hash mismatch

scenario, where ActualHash would contain a value that differs from ExpectedHash.
ZTA Detection Script output:

o FileExists: true and HashMatch: true — The original ZTA enroliment JSON file is still present and
unmodified, confirming that the hash of the primary enrollment file matches the expected baseline.

« ExtraFilesFound: true — One or more unexpected files have been detectedin the enroliment_choices

folder beyond the expected enroliment JSON file.

o ExtraFileCount: 1 — Exactly one extraneous file was found in the folder.

« ExtraFileNames: ["OrgID_ZTA_Enroll_Cert - Copy.json"] — The filename of the extraneous file is

identified as a duplicate copy of the enrollment JSON, introduced in the previous step. The

presence of multiple JSON files in the enrollment_choices folder can cause ZTA enroliment

conflicts, as the ZTA module may attempt to process multiple enrollment configurations
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simultaneously. The detection script correctly flags this condition as non-compliant even though the

primary enrollment file itself is intact and unmodified.
An exit code of 1 from each script confirms that all three detection scripts correctly identify the
configuration drift introduced in the previous step and would trigger their corresponding remediation
scripts if executed as part of an Intune remediation cycle. If any script returns an exit code of 0 after the
modifications were made, review the detection logic for that script to ensure it is correctly validating the
expected file path, hash value, and — in the case of the ZTA script — the presence of extraneous files in the
enrollment folder.

Step 26. Execute the VPN, Umbrella, and ZTA Configuration Remediation scripts to restore each
module's configuration to the known-good baseline:

powershell.exe -ExecutionPolicy Bypass -File .\vpn config remediation.psl ; SLASTEXITCODE
powershell.exe -ExecutionPolicy Bypass -File .\umbrella config remediation.psl ; $LASTEXITCODE
powershell.exe -ExecutionPolicy Bypass -File .\zta config remediation.psl ; SLASTEXITCODE

Verify that each remediation script returns an exit code of 0. Once all remediation scripts have completed
successfully, re-execute the detection scripts for each module and confirm that all return an exit code of 0,
verifying that the configuration files have been fully restored to their baseline state and that the detection
scripts no longer report a compliance issue.

Step 27. To validate the VPN-aware deferral behavior of the Umbrella remediation script, establish an
active VPN connection to your environment on the test device before proceeding. Once the VPN
connection is confirmed as active, simulate a configuration issue by either modifying the Umbrella
Orginfo.json file or deleting it entirely from the Umbrella module directory.

Step 28. With the VPN actively connected and the Umbrella configuration in a non-compliant state,
execute the Umbrella Remediation script:

powershell.exe -ExecutionPolicy Bypass -File .\umbrella config remediation.psl ; SLASTEXITCODE

A dialog prompt should appear asking whether you wish to proceed with disconnecting the VPN to
complete the remediation, or defer the action until later. This prompt confirms that the VPN -aware logic
within the remediation script is functioning correctly and that the script will not silently disconnect an active
VPN session without user awareness.

Cisco Secure Client - Update Required x

W A Cisco Secure Client configuration update is required.
|
= Your VPM will be tempaorarily disconnected.

Click OK to proceed or Cancel to defer to the next check-in,

Cancel

« Test the defer behavior: Click Cancel to confirm that the script respects the user's choice, exits
without disconnecting the VPN, and returns an exit code of 0 indicating a graceful deferral rather
than a failure.

+ Test the proceed behavior: Re-execute the Umbrella Remediation Script and this time click OK to
confirm that the script disconnects the active VPN session and proceeds with the Umbrella
configuration remediation. After the script completes, verify the exit code returns 0, then re -execute
the Umbrella Detection Script and confirm it also returns 0, indicating that the configuration has
been successfully restored and the detection script no longer identifies a compliance issue.
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macOS Tamper Resistance

Implementing tamper resistance for Cisco Secure Client on macOS devices managed through Jamf Pro
involves a three-part approach. The first part focuses on deploying Cisco Secure Client modules as a
managed package deployment, ensuring that the correct version and required modules are present on
every endpoint. The second part leverages Jamf Pro's policy and script framework to continuously monitor
and enforce installation integrity, version compliance, and configuration accuracy across all deployed CSC
modules, ensuring that any deviation from the desired state is automatically detected and corrected. The
third part establishes the MDM configuration profiles required to ensure that macOS system -level
permissions — including system extensions, contentfilters, privacy preferences, and managed login items —
are pre-approved and silently applied, preventing macOS from prompting the user for approvals that could
be rejected and interrupt or block the installation and reinstallation process. Together, these three
configurations establish a resilient security baseline that is both enforced at installation and actively
maintained throughout the device's lifecycle.

macOS Prerequisites

o All target macOS devices must be enrolled in Jamf Pro prior to beginning any configuration steps.
This guide does not cover the Jamf Pro enrollment process.

« Administrative access to the Jamf Pro console is required to create packages, scripts, policies, and
configuration profiles, and to manage deployment scope.

e Access to the Cisco Secure Access dashboard is required to download the Cisco Secure Client
pre-deployment package for macOS and gather the required module configuration files.

+ Managed devices must be able to reach the Jamf Pro server to receive policies, scripts, and
configuration profiles. Devices that are unable to check in will not receive enforcement cycles until
connectivity is restored.

o If your organization uses Cisco Secure Access SSL decryption policies, the domains used by Jamf
Pro must be excluded from SSL decryption, as inspection of Jamf Pro traffic can interfere with
device check-ins, policy delivery, and script execution. Referto Jamf's published documentation for
the complete set of domains that should be excluded.

« A valid Cisco Secure Access subscription and a Jamf Pro license with sufficient device seats to
cover all target macOS endpoints are required prior to enrollment and policy assignment.

Deploying macOS Secure Client Modules via Jamf Pro

Download Secure Client Files

Before Cisco Secure Client can be deployed through Jamf Pro, the installation files must be obtained from
the Secure Access dashboard or Cisco's software download portal and prepared for deployment. This
section covers the process of downloading the macOS Cisco Secure Client pre-deployment package,
gathering the required module configuration files, and preparing a customized installation choices file that
controls which modules are installed on managed endpoints.

Step 1. From the Secure Access dashboard, navigate to Connect > Essentials > End User Connectivity.
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Step 2. Click Cisco Secure Client in the top right corner of the page.

el Secure Access

4 @ O Q Shannon Welling...

End User Connectivity

End user connectivity lets you define how your organization's traffic is steered from
endpaints to Secure Access or to the internet. Help 7

[ & Cisco Secure Client ] [ Manage servers v ]

N

Step 3. Click macOS to download the Secure Client Pre-Deployment package for macOS. This package
is distributed as a disk image (.dmg) file and contains the installer packages for all available CSC
modules. Alternatively, the pre-deployment package can be downloaded directly from the Cisco
Software Download page by searching for Cisco Secure Client and selecting the appropriate
macOS pre-deployment package for your target version.

Download Cisco Secure Client X

The Cisco Secure Client protects computers, on and off the network. View
detailed deployment instructions in Help [

== Windows (x86/x64) (O |i|
Secure client version 5.1.16.194
== Windows (Arm) (D ¥
um — —
Secure client version 5.1.16.194
‘ mac0S () oy

Secure client version 5.1.16.194

Step 4. Gather the required module configuration files from the Download configuration files section of
the dashboard, or navigate to each module's individual section within the product as described
below. These configuration files should be retained, as their SHA256 hash values will be needed
when configuring the configuration enforcement policy in a later step.

Note: For Cisco Secure Access Commercial environments, the Zero Trust Access enroliment JSON is only
required when certificate-based ZTA enroliment is in use. If your environment uses SAML-based

enrollment, this file is not needed and the ZTA enforcement parameters can be left blank.
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« AnyConnect VPN Module: The VPN XML profile can be downloaded by navigating to Connect >
Essentials > End User Connectivity and clicking the Virtual Private Network tab. Locate the
relevant VPN profile and click the download icon underthe Download XML column on the right side
of the profile entry. This XML file defines the VPN gateway addresses, authentication settings, and
connection behavior that will be enforced by the configuration enforcement script.

« UmbrellaModule: The Orginfo.json file can be downloaded by navigating to Connect > Essentials
> End User Connectivity and clicking the Internet Security tab. Under the Deployment Options
section, select the Windows and macOS tab and click Download profile. This file contains the
organization ID required for the Umbrella module to establish DNS -layer security and Secure Web
Gateway functionality, and must be present at the correct path on the endpoint for the Umbrella
module to function.

e« ZTA Module: If certificate-based Zero Trust Access enroliment is used in your commercial Secure
Access environment, navigate to Connect > Essentials > End User Connectivity and click the Zero
Trust Access tab. In the Enroliment Methods section, click Manage, then click Download under the
second step labeled Download the enrollment configuration file. This JSON file contains the signed
JWT payload and certificate matching rules required for the ZTA module to initiate enroliment and
must be deployed to the correct directory on the endpoint.

Step 5. Extract the installer package from the downloaded disk image. Mount the .dmg file by double -
clicking it on a macOS device. Once mounted, locate the Cisco Secure Client .pkg installer file within
the disk image and copy it to a local directory before proceeding, as it will be referenced in
subsequent steps. This .pkg file will be uploaded to Jamf Pro as the installation package in the next
section and will also be used in the following step to generate the installation choices file.

Step 6. By default, the Cisco Secure Client .pkg installer will install all available modules on the endpoint.
In most environments, only a subset of modules are required. This guide focuses on the VPN,
Umbrella, and ZTA modules, and therefore the installationis customized to install only these modules.
To generate a baseline choices file for customization, run the following command on a macOS device
that has access to the .pkg file copied in the previous step:

installer -pkg path/to/CSC_PKG/Cisco\ Secure\ Client.pkg -showChoiceChangesXML >
~/Downloads/install choices.xml

This command extracts the complete list of installer choices from the package and writes the output to an
install_choices.xml file, which can then be modified to define which modules will be selected during
installation. The resulting file serves as the source content for the Install Choices Script created in the
following section.
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Note: The -showChoiceChangesXML flag does not perform an installation. It only reads and outputs the
choice structure embedded in the package. The command must be run with access to the .pkg file but

does not require elevated privileges to execute.

Step 7. Open the extracted install_choices.xml file and review the selected attribute entry for each
module. For each choiceldentifier, the corresponding selected dictionary entry controls whether that
module will be installed. Set the attributeSetting value to 1 to include a module, or 0 to exclude it.

Each module's selection state is defined by a dictionary entry in the following format:
<dict>

<key>attributeSetting</key>

<integer>1</integer>

<key>choiceAttribute</key>

<string>selected</string>

<key>choiceIdentifier</key>

<string>choice secure umbrella</string>

</dict>

The example above enables the Umbrella module. The following example disables the NVM module:
<dict>

<key>attributeSetting</key>

<integer>0</integer>

<key>choiceAttribute</key>

<string>selected</string>

<key>choiceIdentifier</key>

<string>choice nvm</string>

</dict>

Note: The ZTA module has a dependency on the Duo component (choice_duo). When enabling the ZTA
module (choice_zta), the Duo component must also be set to 1 to ensure the ZTA module installs and
functions correctly. Enabling choice_zta without enabling choice_duo will result in an incomplete ZTA
installation. Additionally, the Ul component (choice_ui) should be enabled to ensure the Cisco Secure
Client system tray application is available to users. Refer to the Install Choices Script in the macOS Scripts
section of the Appendix for the complete set of recommended selection values for a VPN, Umbrella, and
ZTA deployment.

Step 8. Once the module selections have been finalized, retain the completed install_choices.xml file.
The contents of this file will be embedded directly into the Install Choices script created in the
following section and deployed to endpoints via Jamf Pro to ensure that every installation and
enforcement-triggered reinstallation uses the correct module selection.

Create Secure Client Installation Policy

With the installation files prepared and uploaded to Jamf Pro, the next step is to create the policy that will
deploy Cisco Secure Client to managed endpoints. This policy serves a dual purpose within the tamper
resistance framework: it handles the initial deployment of Cisco Secure Client to new or unenrolled
devices, and it acts as the reinstallation target called by the enforcement scripts when a necessary
remediation is triggered. Configuring this policy correctly — including assigning the appropriate custom
event trigger — ensures that the enforcement system can reliably restore a compliant CSC installation
wheneveritis needed without requiring manual intervention. For a fully silent reinstallation experience, this
policy should be deployed alongside the MDM configuration profiles described later in this guide, which
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pre-approve the system-level permissions that macOS would otherwise present to the user as approval
dialogs.

Two scripts are used in conjunction with the package installation to control which modules are installed and
to perform the installation itself:

« Install Choices Script - Writes the install_choices.xml file to the endpoint, defining which Cisco
Secure Client modules will be selected when the installer is executed. This script must run before
the installation is initiated so that the choices file is present on disk when the installer is invoked.
Reference the Install Choices script used in this guide.

« Install CSC Script - Performs the Cisco Secure Client package installation using the macOS
installer command, referencing the install_choices.xml file written by the Install Choices Script via
the -applyChoiceChangesXML flag. This script installs the package from the Jamf Pro Waiting
Room cache directory on the endpoint, ensuring the installation can proceed without requiring a
network download at the time of execution. Reference the Install CSC script used in this guide.

Step 1. In the Jamf Pro dashboard, click Settings in the left navigation bar, then navigate to Computer
Management > Packages.

"4 Pro Full JamfPro ~ 4 @ &
B8 Dashboard Settings
L Computers
b Devices 3 Search Display icons
o8 |
oo Users

Al System  Global  Jamfapps  Self Service  Server  Network |[Computer management] Device management  User management nformation
Z=  Blueprints
15 settings

@ Compliance

5 ) Packages <[> Scripts l.:_.: Printers
Settings >
Upload packages, configure settings, and set

deployment priority

Upload and manage scripts to deploy to
computers, set parameters

Configure printers to deploy to computers

C_} Resource center

[l Directory bindings

Allow Jamf Pro to bind computers to a
directory service

(=] App Installers

[E) Disk encryption configurations

Use to manage and enable FileVault on
computers

+¥ Patch management

L] Dockitems

Manage Dock items on computers

[J Inventory collection

R AU WU T AP S TSR

Step 2. Click New in the top right corner to begin creating a new package record.

Settings : Computer management

+
< Packages New

Step 3. In the Display Name field, specify a descriptive name for the package that clearly identifies the
Cisco Secure Client version being deployed (for example, Cisco Secure Client 5.1.15.287). Including
the version number in the display name makes it easier to manage multiple package versions over
time and identify which version is active when the enforcement script triggers a reinstallation. In the
Filename section, either click Browse for a file or drag and drop the Cisco Secure Client .pkg file
extracted from the .dmg in the previous section.
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General Options  Limitations

Display name
Display name for the package

Cisco Secure Client 5.1.15.287.pkg

Required

Category
Category to add the package o

Tamper_Resistance hd

Filename
Filename of the package on the distribution point (e.g., "MyPackage.pkg")

] Drop file here or browse for a file.

[ cisco Secure Client.pka | O] |

Info
Infarmation to display to the administrator when the package is deployed or uninstalled

Notes
Notes to display about the package (e.g., who built it and when it was built)

Manifest file

M Drop file here or browse for a file.

Step 4. Click Save in the bottom right corner to save the package record. Jamf Pro will upload the .pkg
file to the distribution point, after which it will be available for use in policies.

® &

Cancel Save

Step 5. Navigate back to the Computer Management settings then click Scripts.
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B8 Dashboard

L Computers

Settings

« ®s

Full Jamf Pro ~

[0 Devices > Search Display icons
28 Users »
Al System  Global  Jamfapps Self Service  Server  Network | Computer management | Device management  User management nformation
Z=  Blueprints
15 settings
@ Compliance
) Packages <> Scripts [?,l Printers
{8 Settings -~
Upload packages, configure settings, and set Uplead and manage scripts to deploy to Configure printers to deploy to computers
deployment priority computers, set parameters
[l Directory bindings Disk encryption configurations L] Dockitems
Allow Jamf Pro to bind computers to a Use to manage and enable FileVault on Manage Dock items on computers
directory service computers
Q Resource center App Installers £+ Patch management @ Inventory collection
- - PI. B S E A T S S T
Step 6. Click New in the top right corner to begin creating a new script record.
Settings : Computer management y
< i N
Scripts

Step 7. In the General tab, specify a Display Name for the script. For the Install Choices script, the
name csc_choices.shis used in this guide. Optionally, specify a Category, Information, and Notes to
keep the script library organized and provide context for other administrators who may manage these
scripts in the future.

General Script  Options  Limitations

Display Name
Display name for the script

csc_choices.sh

Required

Category
Category to add the script to

Tamper_Resistance b

Information
Information to display to the administrator when the script is run

Notes
Motes to display about the script (e.g., who created it and when it was created)

Step 8. Click the Script tab and paste the contents of the Install Choices script. Ensure that the
Language dropdown is set to Shell/Bash before saving.
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General Script  Options  Limitations

Theme Language

Shell/Bash e

Dark A4

Step 9. Click the Options tab. Ensure Priority is set to Before. The Install Choices Script must execute
before the package installation so that the install_choices.xml file is present on disk when the Install
CSC Script invokes the installer. No parameters are required for this script; leave all parameter label

fields blank.

General Script Options  Limitations

Priority
Priority to use for running the script in relation to other actions

| Before hd

Parameter La bels Labels to use for script parameters. Parameters 1through 3 are predefined as mount paint, computer name, and username

Parameter 4

Step 10. Click Save on the bottom right once complete.

Step 11. Repeat steps 6 through 10 for the Install CSC Script. Set the Display Name to csc_install.sh and
set Priority to After. The After priority ensures this script executes following the package cache
operation and after the Install Choices Script has written the choices file to disk. Click Save when

complete.

General Script Options Limitations

Priority
Priority to use for running the script in relation to other actions

| After hd

Parameter La bels Labels to use for seript parameters. Parameters 1 through 3 are predefined as mount paint, computer name, and username

Parameter 4

Step 12. In the Jamf Pro dashboard, click Computer in the left navigation bar, then click Policies under
the Content Management section.
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i B pro

(=]

Policies

0
0o O Computers

]

EIZI Inventory
Search inventory

Qo

[
Search volume content
Licensed software
Content management

Configuration profiles

Step 13. Click New in the top right corner to begin creating a new policy.

Computers

Policies

~ Q Filter Policies

1-1320f132 + New = 88

Step 14. In the General section within the Options tab, configure the following fields:

Display Name
Enabled

Trigger

Execution Frequency

CSC - Install Secure Client Package
Checked

Custom — set the Custom Event value to the trigger name that will be referenced in the
enforcement script parameters. In this guide, the value csc_install is used.

Ongoing
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Options Scope

Do

Do

General

Packages
0 Packages

Software Updates
Mot Configured

Scripts
0 Scripts

Printers
0 Printers

Disk Encryption
Mot Confiqured

Dock Items
0 Dock Items

Local Accounts
0 Accounts

Management
Accounts
Mot Configured

Directory Bindings
0 Bindings

EFI Password
Mot Cenfiqured

Restart Options
Mot Confiqured

Maintenance
Mot Configured

Files and Processes
Mot Configured

Microsoft Device
Compliance
Mot Configured

Self Service

User Interaction

General

Display Name
Display name for the policy

CSC - Install Secure Client Package

Enabled

Site
Site to add the policy to

None v

Category
Category to add the policy to

Tamper_Resistance hd

Trigger
Event(s) to use to initiate the policy

Startup
When a computer starts up. A startup script that checks for policies must be configured in Jamf Pro for this to work

Login
When a user logs in to a computer. A login event that checks for policies must be configured in Jamf Pro for this to work

Network State Change
When a computer's network state changes (e.g., when the network connection changes, when the computer name changes, when the
IP address changes)

Enroliment Complete
Immediately after a computer completes the enrollment process

Recurring Check-in
At the recurring check-in frequency cenfigured in Jamf Pro

Custom
At a custom event

Custom Event

Custom event to use to initiate the policy, For an iBeacon region change event, use “beaconStateChange”

csc_install

Execution Frequency
Frequency at which to run the policy

0Ongoing v

| Make Available Offline
Cache the policy to ensure it runs when Jamf Pro is unavailable

Target Drive
The drive on which to run the policy (e.g. "/Volumes/Restore["). The policy runs on the boot drive by default

/

Step 15. Click Packages in the left sidebar, then click Configure to add a package payload to the policy.

Step 16. Locate and select the Cisco Secure Client package uploaded in Step 3. Change Action to
Cache. This will store the Secure Client Package in the Jamf Waiting Room directory where it will be
called by the CSC Install Script. No additional package options need to be modified for standard
deployments.
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Packages

Distribution Point

Distribution point to download the package(s) from

Each computer's default distribution point =~

Cisco_Secure_Client 5.1.15.287.pkg X

Action

Action to take on computers

Cache i

Step 17. Click Scripts in the left sidebar, then click Configure to add the script payload to the policy.
Locate and select the Install Choices script. In this guide, the script was given the name
csc_choices.sh.

csc_choices.sh Tamper_Resistance Add

Step 18. Verify that the Priority for the Install Choices script is set to Before. This should reflect the
priority configured when the script was created in Step 9. If it is not set to Before, change it before
proceeding. Leave all parameter fields blank.

Scripts
csc_choices.sh X
Priority
Priority to use for running the script in relation to other actions
Before ~

Parameter Values

Values for script parameters. Parameters 1-3 are predefined as mount point, computer name, and username

Parameter 4

0/2000

Step 19. Click the + icon in the right corner to add a second script payload to the policy.

Step 20. Locate and select the Install CSC script. In this guide, the script was given the name
csc_install.sh.

csc_install.sh Tamper_Resistance Add

Step 21. Verify that the Priority for the CSC Install script is set to After. This should reflect the priority
configured when the script was created in Step 11. If it is not set to After, change it before
proceeding. Leave all parameter fields blank.

Note: The execution order within this policy is important. The package cache operation downloads the
Cisco Secure Client .pkg to the Jamf Waiting Room. The Install Choices Script then writes the
install_choices.xml file to disk. The CSC Install script executes last, invoking the installer against the
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cached package with the choices file applied. If either script runs before the package has been cached or

before the choices file has been written, the installation will fail.

csc_install.sh [x]

Priority

Priority to use for running the script in relation to other actions

| After  ~ |

Parameter Values

Values for script parameters. Parameters 1-3 are predefined as mount point, computer name, and username

Parameter 4

0/2000

Step 22. Click the Scope tab at the top of the policy editor. In the Targets section, select the computers
and/or groups the policy will apply to. For initial testing, it is recommended to scope the policy to a
single test device to validate that the package installs correctly and that the enforcement script can
successfully call this policy via its custom event trigger before expanding the scope to the broader

managed fleet.

Options Scope Self Service User Interaction

Targets Limitations
Target Computers Target Users
Computers to deploy the policy to Users to deploy the policy to
Specific Computers v Specific Users v

Exclusions

Selected Deployment Targets

TARGET TYPE

Lee's Virtual Machine Computer

+ Add

| Remove

Step 23. Click Save in the bottom right corner when all configuration is complete.

Note: After saving, it is recommended to manually trigger this policy on a test device by running sudo jamf
policy -event csc_install from the Terminal to confirm that the package is cached successfully, the
choices file is written correctly, and the installation completes with only the intended modules installed.
Validating the installer policy in isolation ensures that any packaging, scripting, or scoping issues are
identified and resolved before the enforcement framework depends on this policy for automated
reinstallation. After installation, verify the installed modules by checking for the expected binaries under

/opt/cisco/secureclient/ and confirming that no unintended modules are present.
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macOS Enforcement Scripts

The framework for macOS Secure Client tamper resistance relies on a set of coordinated scripts that work
together to detect, report, and remediate compliance issues across the Cisco Secure Client installation.
Before these scripts can be deployed and scheduled through Jamf Pro, they must first be created and
understood in the context of the broader enforcement system. The following sections cover the purpose of
each script, how they are created, and how they are configured and deployed within Jamf Pro to form an
automated enforcement solution.

Create macOS Enforcement Scripts

The scripts that make up the tamper resistance framework are created directly within Jamf Pro and stored
in the script library for use across one or more policies. Each script serves a distinct role in the
enforcement system — from validating installation integrity and configuration accuracy to coordinating
remediation and notifying users — and must be configured with the correct parameters to function as
intended. The following paragraphs describe what each script does and how it fits into the overall
enforcement workflow.

« CSC Enforcement Orchestrator Script: While the individual enforcement scripts are responsible for
detecting and remediating specific compliance issues, there is no guarantee that detected issues
will be acted upon at the right time or in the right order without a coordinating layer. The
orchestrator script serves as the central intelligence of the macOS Secure Client tamper resistance
system, reading the shared compliance state written by all other enforcement scripts and
determining when and how to respond. It manages deferral thresholds to avoid disrupting active
VPN sessions, prompts the user via a notifier when remediation can no longer be deferred,
disconnects the VPN when necessary, and triggers only the specific remediation policies relevant to
the detected issues. After remediation, it re-validates the system to confirm all issues have been
resolved before marking the endpoint as compliant. Reference the Orchestrator script used in this
guide.

« CSC Module Enforcement Script: While the initial deployment of Cisco Secure Client establishes
the required installation, there is no guarantee that the installation will remain intact, healthy, or up to
date over time. Version drift, service crashes, corrupted binaries, or failed updates may result in
CSC modules falling out of compliance without the user's awareness. This script continuously
validates that the correct version of Cisco Secure Client is installed, that all required launch
daemons are running, and that all module binaries are active processes. When issues are detected,
the script attempts the least disruptive remediation available — restarting a stopped daemon,
redeployinga configuration, or performing a full uninstall and reinstall — escalating through each tier
only when the previous approach is insufficient. Reference the Module Enforcement script used in
this guide.

« CSC Config Enforcement Scripts: While deployment scripts ensure that the correct configuration
files are written to the endpoint at install time, there is no guarantee that these files will remain
unmodified or present over time. Configuration drift, module updates, or manual changes may alter
or remove configuration files, causing CSC modules to operate with incorrect settings or fail entirely.
This script validates the integrity of VPN profile, Umbrella, and ZTA configuration files by comparing
the SHA256 hash of each file against a known-good expected value. When a mismatch or missing
file is detected, the script triggers the appropriate configuration deployment policy to restore the
correct file, with built-in VPN-aware deferral logic to avoid disrupting active sessions before doing
so. Reference the Config Enforcement script used in this guide.
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« CSC Write Scripts (VPN, Umbrella, ZTA): When the configuration enforcement script detects a hash
mismatch or missing file, it does not attempt to write configuration content directly. Instead, it
triggers one of several dedicated deployment scripts, each responsible for writing a specific
configuration file to the correct location on the endpoint. The VPN profile deployment script
generates and writes the AnyConnect-compatible XML profile that governs how and where CSC
connects for VPN. The Umbrella deployment script writes the Orginfo.json file containing the
organizational credentials required for DNS-layer security. The ZTA deployment script writes the
signed JWT enrollment file that enables certificate-based Zero Trust Access. Each script uses a
heredoc (a shell construct for embedding multi-line content directly within a script) to write its
content directly to the appropriate CSC module directory, ensuring the file is always restored to an
exact known-good state. For the example scripts used in this guide, reference:

o VPN Write Script

o Umbrella Write Script

o ZTA Write Script

Step 1. In the Jamf Pro dashboard, click Settings in the left navigation bar, then navigate to Content
Management > Scripts.

" pro Full JamfPro v 4% @ &

B8 Dashboard

Settings

L Computers

b Devices 3 Search Display icons

S |y
&8 Users
Al System  Global  Jamfapps  Self Service  Server  Network | Computer management | Device management  User management nformation
3= Blueprints
15 settings

@ Compliance

) Packages <[> Scripts l.:_.: Printers

{8 Settings

@ Resource center

Step 2. Click New in the top right corner to begin creating a new script record.

Upload packages, configure settings, and set
deployment priority

[l Directory bindings

Allow Jamf Pro to bind computers to a
directory service

(=] App Installers

Upload and manage scripts to deploy to
computers, set parameters

[E) Disk encryption configurations

Use to manage and enable FileVault on
computers

+¥ Patch management

Configure printers to deploy to computers

L] Dockitems

Manage Dock items on computers

|T‘[l Inventory collection

WY SR

< Scripts

Settings : Computer management

Step 3. In the General tab, specify a Display Name for the script. For the orchestrator, the name
csc_enforcement_orchestrator.sh is used in this guide. Optionally, specify a Category, Information,
and Notes to keep the script library organized and provide context for other administrators who may
manage these scripts in the future.
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General Script Options Limitations

Display Name
Display name for the script

csc_enforcement_orchestrator.sh

Required

Category
Category to add the script to

Tamper_Resistance ~

Information
Information to display to the administrator when the script is run

Notes
Notes to display about the script {e.g., who created it and when it was created)

Step 4. Click the Script tab and paste the contents of the orchestrator script. Ensure that the Language

dropdown is set to Shell/Bash before saving.

General Script Options Limitations

Theme Language

Dark v Shell/Bash e

Step 5. Click the Options tab. Ensure Priority is set to After. Configure the Parameter Labels as follows.

While parameter labels are optional, populating them is strongly recommended as they make

parameter values significantly easier to identify and map correctly when configuring the policies in the

next section, reducing the risk of misconfiguration.
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Parameter 4 (Leave blank)

Parameter 5 CSC Enforce Policy Event
Parameter 6 VPN Enforce Config Event
Parameter 7 Umbrella Enforce Config Event
Parameter 8 ZTA Enforce Config Event
Parameter 9-11 (Leave blank)

General Script Options  Limitations

Priority
Priority to use far running the script in relation to other actions
After v

Parameter Labels Labels to use for script parameters. Parameters 1 through 3 are predefined as mount point, computer name, and username

Parameter 4

Parameter 5

CSC Enforce Policy Event

Parameter 6

VPN Enforce Config Event

Parameter 7

Umbrella Enforce Config Event

Parameter 8

ZTA Enforce Config Event

Parameter 9

Parameter 10

Parameter 11

Step 6. Click Save on the bottom right once complete.

Step 7. Repeat Steps 2 through 6 for each of the remaining scripts. The display names and parameter
labels for each script are provided below.

csc_module_enforcement.sh
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Parameter 4 Minimum Version (e.g., 5.1.15.1561)
Parameter 5 CSC Installer Policy Event
Parameter 6 VPN Profile Policy Event

Parameter 7 Umbrella JSON Policy Event
Parameter 8 ZTA Enrollment JSON Policy Event
Parameter 9-11 (Leave blank)

Note: The value entered for Parameter 4 at the policy level must be a valid 4 -digit version string in the
format Major.Minor.BuildMajor.BuildMinor. This value defines the minimum acceptable version of Cisco
Secure Client that the enforcement script will consider compliant. Any installed version below this value will
trigger a Tier 3 full uninstall and reinstall. Ensure this value is updated in the policy whenever a new
minimum version is established for your environment.

It is important to note that the version number included in the Cisco Secure Client module installer
packages and listed on the Cisco Software Download page may not match the version that the
enforcement script uses for comparison. The script determines the installed version by reading the
CFBundleShortVersionString value from the Cisco Secure Client GUI application bundle, which may differ
from the version of the underlying module installers. Before configuring this parameter, verify the exact
version string that will be reported by the script by running the following command on a macOS device that
already has the target version of Cisco Secure Client installed:

defaults read "/Applications/Cisco/Cisco Secure Client.app/Contents/Info.plist"
CFBundleShortVersionString

The value returned by this command is the version string the enforcement script will evaluate against the
configured minimum and should be used as the reference value when setting this parameter, rather than
the version number from the installer package.

csc_config_enforcement.sh
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Parameter 4 Profile Check 1 (filename,hash,event,folder)
Parameter 5 Profile Check 2
Parameter 6 Profile Check 3
Parameter 7 Profile Check 4
Parameter 8 Profile Check 5
Parameter 9 Profile Check 6
Parameter 10 Profile Check 7
Parameter 11 Profile Check 8

Note: Each parameter accepts a comma-separated string in the format
fileName,expectedSHA256Hash,policyEventTrigger,profileType. The expected SHA256 hash value for
each configuration file should be calculated from the output of the corresponding write script after it has
been deployed to a test device and finalized. If a write script is updated, the hash values in this policy must
be recalculated and updated accordingly to prevent the enforcement script from continuously flagging the
configuration as non-compliant. Additionally, the scripts are case sensitive so ensure that the hash values
are lower case.

csc_write_vpn.sh

Parameter 4-11 (Leave blank)

csc_write_umbrella.sh

Parameter 4-11 (Leave blank)

csc_write_zta.sh

Parameter 4-11 (Leave blank)
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Note: The write scripts do not require any Jamf Pro parameters as all configuration values are embedded
directly within each script. If the organizational configuration values change, such as a new Umbrella
organization ID, an updated VPN gateway, or a renewed ZTA enroliment JWT, the relevant write script
must be updated with the new values, and the expected SHA256 hash in the configuration enforcement
policy must be recalculated to reflect the new file content.

Create Enforcement Policies

With the scripts created and storedin the Jamf Pro script library, the next step is to configure the policies
that will execute them on managed endpoints. Each script is assigned to a dedicated Jamf Pro policy with
a specific custom event trigger, execution frequency, and scope that determines when and where the
script runs. Some policies are triggered automatically on a recurring schedule, while others are called on
demand by the orchestrator in response to detected compliance issues. The steps in this section walk
through the creation and configuration of each required policy. For the enforcement system to function
correctly during reinstallation, the MDM configuration profiles described in the following section should be
in place before or alongside these policies, ensuring that any system-level permission requests are
handled silently by macOS rather than presented to the user.

Step 1. In the Jamf Pro dashboard, click Computers in the left navigation bar, then click Policies under
the Content Management section. The policy creation process is consistent across all enforcement
policies. This guide will walk through the first policy in full detail, with the remaining policies
summarized in subsequent steps.

¥4 rro

[u]

0
0 Computers

]

ED Inventory
Search inventory

Og

oo
Search volume content
Licensed software
Content management

Policies

Configuration profiles
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Step 2. Click New in the top right corner to begin creating a new policy.

Computers

Policies

e Q Filter Policie 1-1320f132 + MNew = a8

Step 3. In the General section within the Options tab, configure the following fields for the VPN profile
deployment policy:

e

Display Name CSC - Deploy VPN Profile
Enabled Checked
Trigger Custom — set the Custom Event value to the trigger name that will be referenced in the

enforcement script parameters. In this guide, the value deploy_vpn_profile is used.

Execution Frequency Ongoing

Optionally, specify a Category and Site to keep the Jamf Pro policy library organized.
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Options Scope Self Service User Interaction

General
() General
Display Name
Display name for the policy
Packages ( )
$ 9 CSC - Deploy VPN Profile
0 Packages \ J
Enabled
53 Software Updates
Not Configured Site
Site to add the policy to
Scripts e 3
hal
0 Scripts | None v
=y Printers Category
0 Printers Category to add the policy to
Tamper_Resistance v
Disk Encryption - 4
~ Not Configured )
Trigger
Event(s) to use to initiate the policy
O Dock Items
0 Dock ltems ]

| Startup
When a computer starts up. A startup script that checks for policies must be configured in Jamf Pro for this to work

Local Accounts

0 Accounts .| Login
When a user logs in to a computer. A login event that checks for policies must be configured in Jamf Pro for this to work

Do

o Management | Network State Change
& Accounts When a computer's network state changes (e.g., when the network connection changes, when the computer name changes, when the
Not Configured IP address changes)

Enroliment Complete

Directory Bindings —
Eﬂ Immediately after a computer completes the enroliment process

0 Bindings

| Recurring Check-in
a EFI Password At the recurring check-in frequency configured in Jamf Pro
Not Configured
Customn

" At a custom event
) Restart Options

Not Configured Custom Event

Custom event to use to initiate the policy. For an iBeacon region change event, use "beaconStateChange”

% Maintenance

Not Confiqured | deploy_vpn_profile

i Execution Frequency
B Files and Processes

Frequency at which to run the polic
Mot Configured ) g Y policy

Ongoing A
Microsoft Device

& compliance (] Make Available Offline
Not Configured Cache the policy to ensure it runs when Jamf Pro is unavailable

Target Drive
The drive on which to run the policy (e.g. "/Volumes/Restore/"). The policy runs on the boot drive by default

'

Step 4. Click Scripts in the left sidebar, then click Configure to add a script payload to the policy.
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Step 5. Locate and select the VPN write script created in the previous section. In this guide, the script
was given the name csc_write_vpn.sh

csc_write_vpn.sh Tamper_Resistance Add

Step 6. The VPN write script does not require any parameters, as all configuration values are embedded
directly within the script. Leave all parameter fields blank.

Step 7. Click the Scope tab at the top of the policy editor. In the Targets section, select the computers
and/or groups the policy will apply to. For initial testing, it is recommended to scope the policy to a
single test device before expanding to the broader managed fleet.

Options Scope Self Service User Interaction
Targets Limitations Exclusions
Target Computers Target Users
Computers to deploy the policy to Users to deploy the policy to
Specific Computers - Specific Users A

Selected Deployment Targets + Add
TARGET TYPE
Lee's Virtual Machine Computer Remove

Step 8. Click Save in the bottom right corner when all configuration is complete.

Step 9. Repeat Steps 2 through 8 for the remaining configuration deployment policies. The settings for
each policy are provided below.

Note: The custom event trigger names configured in these deployment policies must exactly match the
values entered in the policyEvent field of the configuration enforcement script parameters configured in
Step 10. If the values do not match, the configuration enforcement script will be unable to call the correct
deployment policy when a hash mismatch is detected.

CSC - Deploy Umbrella Profile

N

Display Name CSC - Deploy Umbrella Profile
Enabled Checked

Trigger Custom Event: deploy_umbrella_profile
Execution Frequency Ongoing

Script csc_write_umbrella.sh

Parameters Leave all blank

Scope Target test device(s)
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CSC - Deploy ZTA Profile

Display Name CSC - Deploy ZTA Profile
Enabled Checked

Trigger Custom Event: deploy_zta_profile
Execution Frequency Ongoing

Script csc_write_zta.sh

Parameters Leave all blank

Scope Target test device(s)

Step 10. Repeat Steps 2 through 8 for the VPN, Umbrella, and ZTA configuration enforcement policies.
Note that all three of these policies use the same csc_config_enforcement.sh script, but each is
configured with a different custom event trigger and a different Parameter 4 value that defines which
configuration file is being checked. Parameters 5 through 11 are left blank for each of these policies,
as each policy is scoped to enforce a single configuration file.

Note: In addition to the filenames forthe VPN XML Profile and the ZTA Enroliment JSON (Cert_Profile.xml
and OrgID_ZTA_Enroll_Cert.json, respectively), the hash values shown in the parameter examples below
(abc123, def456, ghi789) are placeholders. Before configuring these policies, calculate the actual SHA256
hash of each configuration file by running the corresponding write script on a test device and executing the
command:

shasum -a 256 /path/to/configfile | awk '{print $1}'

The resulting hash value must be entered exactly as-is. Any discrepancy will cause the enforcement script
to continuously detect a mismatch and trigger repeated remediation.

The default paths to configuration files on macOS are:
« VPN - /opt/cisco/secureclient/vpn/profile/
e Umbrella - /opt/cisco/secureclient/umbrella/

e ZTA - /opt/cisco/secureclient/zta/enrollment_choices/
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CSC - Enforce VPN Config

Display Name CSC - Enforce VPN Config
Enabled Checked

Trigger Custom Event: csc_enforce_vpn
Execution Frequency Ongoing

Script csc_config_enforcement.sh

Parameter 4 (Profile Check 1) Cert_Profile.xml,abc123,deploy_vpn_profile,vpn
Parameters 5-11 Leave all blank

Scope Target test device(s)

CSC - Enforce Umbrella Config

N

Display Name CSC - Enforce Umbrella Config
Enabled Checked

Trigger Custom Event: csc_enforce_umbrella
Execution Frequency Ongoing

Script csc_config_enforcement.sh

Parameter 4 (Profile Check 1) Orginfo.json,def456,deploy_umbrella_profile,umbrella
Parameters 5-11 Leave all blank

Scope Target test device(s)
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CSC - Enforce ZTA Config

Display Name CSC - Enforce ZTA Config
Enabled Checked

Trigger Custom Event: csc_enforce_zta
Execution Frequency Ongoing

Script csc_config_enforcement.sh

Parameter 4 (Profile Check 1) OrgID_ZTA_Enroll_Cert.json,ghi789,deploy_zta_profile,zta
Parameters 5-11 Leave all blank

Scope Target test device(s)

Note: In the example above, three separate profiles are created for each module type (VPN, Umbrella,
ZTA) and each of these profiles is using the same script - csc_config_enforcement.sh. While it is possible
to create a single profile with different types, the method used in this guide was chosen to show
modularity.

Step 11. Repeat Steps 2 through 8 for the module enforcement policy. This policy uses the
csc_module_enforcement.sh script and requires several parameters to be populated, as it must know
the minimum acceptable CSC version and the custom event triggers for the installer and configuration
deployment policies configured in the previous steps.

Note: The custom event trigger values entered in Parameters 5 through 8 must exactly match the trigger
names configured in the CSC installer policy (Step 14 of the Create Secure Client Installation Policy
section) and the deployment policies configured in Step 9 of this section. Mismatched trigger names wiill
prevent the module enforcement script from calling the correct policies during Tier 2 and Tier 3
remediation.
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CSC - Enforce Secure Client Modules

Display Name CSC - Enforce Secure Client Modules
Enabled Checked

Trigger Custom Event: csc_enforce_modules
Execution Frequency Ongoing

Script csc_module_enforcement.sh
Parameter 4 (Minimum Version) 5.1.15.1561

Parameter 5 (CSC Installer Policy Event) csc_install

Parameter 6 (VPN Profile Policy Event) deploy_vpn_profile

Parameter 7 (Umbrella Profile Policy Event) deploy_umbrella_profile

Parameter 8 (ZTA Profile Policy Event) deploy_zta_profile
Parameters 9-11 Leave all blank
Scope Target test device(s)

Step 12. Repeat Steps 2 through 8 for the orchestrator policy. The orchestrator is the only policy in this
framework that uses a Recurring Check-in trigger in addition to a custom event trigger. The recurring
check-in trigger ensures the orchestratorruns automatically on every Jamf Pro check-in, maintaining
continuous enforcement across the managed fleet. The custom event trigger is configured
additionally to allow the orchestrator to be invoked manually for testing and troubleshooting purposes
without waiting for the next scheduled check-in.

Note: The custom event trigger values entered in Parameters 5 through 8 must exactly match the trigger
names configured for the module enforcement policy (Step 11) and the configuration enforcement policies
(Step 10). These are the values the orchestrator will use to call each enforcement policy when compliance
issues are detected. If any trigger name does not match, the orchestrator will be unable to invoke the
corresponding policy and remediation will not occur.
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CSC - Orchestrator

Display Name CSC - Orchestrator
Enabled Checked
Trigger Recurring Check-in — checked to enable automatic enforcement on

every Jamf Pro check-in

Trigger Custom Event: csc_orchestrate — configured additionally for manual
invocation during testing and troubleshooting

Execution Frequency Ongoing

Script csc_enforcement_orchestrator.sh
Parameter 4 Leave blank

Parameter 5 (CSC Enforce Policy Event) csc_enforce_modules
Parameter 6 (VPN Enforce Config Event) csc_enforce_vpn

Parameter 7 (Umbrella Enforce Config Event) csc_enforce_umbrella

Parameter 8 (ZTA Enforce Config Event) csc_enforce_zta
Parameters 9-11 Leave all blank
Scope Target test device(s)

Note: Once all policies have been saved and validated on a test device, expand the scope of each policy to
your full managed fleet. It is recommended to expand scope in a staged manner — starting with a pilot
group before rolling out broadly — to identify any environment-specific issues before they affect all
endpoints. Verify that the orchestrator is running successfully at each check-in by reviewing the Jamf Pro
policy logs and inspecting the shared state file on test devices using defaults read /Library/Application
Support/SecureClientEnforcement/csc_enforcement_state.plist

macOS Configuration Profiles

Even with the correct installer package and enforcement policies in place, a successful and fully silent
Cisco Secure Client installation on macOS depends on a set of MDM configuration profiles that pre -
approve the system-level permissions required by the CSC modules. Without these profiles, macOS wiill
present the user with approval dialogs for system extensions, network content filters, and privacy
permissions duringinstallation or reinstallation — any of which could be dismissed or rejected by the user,
leaving the installation in an incomplete or non-functional state. This section covers the creation and
deployment of the configuration profiles neededto ensure that system extensions, content filters, Privacy
Preferences Policy Controls (PPPC), and managed login items are all silently approved and applied by the
MDM before the installer runs, whether during initial enrollment or an enforcement -triggered reinstallation.
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Note: These configuration profiles should be deployed to managed endpoints before or alongside the

Cisco Secure Client installer policy. Deploying them after installation may result in macOS prompting the
userto approve permissions that should have been pre-authorized, particularly on devices that receive an
enforcement-triggered reinstallation before the profiles are in place. Ensure the profiles are scoped to the

same device group as the CSC installer policy.

Step 1. In the Jamf Pro dashboard, click Settings in the left navigation bar, then navigate to Content
Management > Configuration profiles.

Step 2. Click New in the top right corner to begin creating a new configuration profile.

Step 3. In the General section under the Options tab, provide a descriptive Name for the configuration
profile. In this guide, the name CSC - macOS System Permissions is used. Optionally, provide a
Description, Site, and Category to keep the configuration profile library organized. Leave Level and
Distribution Method at their default values, Computer Level and Install automatically, respectively.

Options Scope
Q -
General
@  General Name
Display name of the profile
® Accessibility CSC - macOS System Permissions
Not configured
Description
. Brief explanation of the content or purpose of the profile
= ACME Certificate
Not configured Approve the Cisco Secure Client system extension without end user interaction
& AD Certificate
Not configured
o AirPlay
Mot configured _
Site
Site to add the profile to
App-To-Per-App VPN
& Mapping None -
Not configured
Category
Application & Category to add the profile to
& Custom Settings ~ X
Not configured Tamper_Resistance
Level
Approved Kernel Level at i - i
Extensions evel at which to apply the profile
Not configured Computer Level +
@ Associated Domains Distribution Method
Nat configurad Method to use far distributing the profile
. Install automaticall -
& Certificate v
Not configured ® a@
Cancel Save

Step 4. Click the Content Filter payload in the left sidebar under the Options tab and click Configure.
The content filter payload pre-authorizes the Cisco Secure Client network extension to filter network
traffic at the socket level, which is required for the Umbrella and SWG modules to intercept and

inspect DNS and web traffic. Configure the following settings:
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N

Filter Name Cisco AnyConnect Content Filter

Identifier com.cisco.anyconnect.macos.acsock

Filter Order Firewall

Socket Filter Enabled

Socket Filter Bundle Identifier com.cisco.anyconnect.macos.acsockext

Socket Filter Designated Requirement "com.cisco.anyconnect.macos.acsockext" and (certificate

leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate
leaf[subject.OU] = DE8Y96K9QP)

Content Filter

Settings configured: 5

Exclude all

Setting Include

Filter Name Q

Display name of the filter in the app and on the device

Cisco AnyConnect Content Filter

Reguired
Identifier o
Identifier for the filter plug-in

com.cisco.anyconnect.macos.acsock

Reqguired
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Filter Order ‘)

Specify the order in which traffic is filtered. Filters with a grade of firewall see network traffic before filters with a
grade of inspector.

Firewall v

Socket Filter ‘)

Specify filtering of socket traffic

Socket Filter Bundle Identifier
Bundle identifier of the socket filter provider system extension

com.cisco.anyconnect.macos.acsockext

Socket Filter Designated Requirement
Designated requirement of the socket filter provider system extension

anchor apple generic and identifier "com.cisco.anyconnect.macos.acsockext" and (certificate leaf[field.1.2.840.11363

Under Custom Data, click Add five times and enter the following key-value pairs:

AutoFilterEnabled false
FilterBrowsers false
FilterSockets true
FilterPackets false
FilterGrade firewall

Step 5. Click the Managed Login Items payload in the left sidebar under the Options tab and click
Configure. The managed login items payload ensures that Cisco Secure Client background
processes and agents launch automatically at login without requiring user interaction or presenting a
login item approval dialog introduced in macOS 13 (Ventura) and later. Another Managed Login ltem
will also be added for Duo Desktop. Click the Add button in the bottom right to create two separate
Managed Login ltem entries and configure each as follows:

Managed Login Item Entry 1 - Secure Client

Rule Type Bundle Identifier Prefix
Rule Value com.cisco.secureclient
Team Identifier DE8Y96K9QP
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Managed Login ltems Exclude all |

1 setting configured

Setting Include

Managed Login Item rules ‘)
A custom set of keys that identifies the rule types and values for the Managed Login ltems

Rule type
The rule to identify the item

Bundle |dentifier Prefix v

Rule value
The value to match the rule type

com.cisco.secureclient

Team identifier
An optional field to limit the rule type and rule value for this item to a specific team identifier

DEBY9EK2QP

Rule comment An optional description of the rule

Managed Login Item Entry 2 - Duo Desktop

Rule Type Team ldentifier

Rule Value FNN8Z5JMFP

Rule type
The rule to identify the item

{Team Identifier v J

Rule value
The value to match the rule type

[FNNSZSJMFP J W

Rule comment An optional description of the rule
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Step 6. Click the Privacy Preferences Policy Control payload in the left sidebar under the Options tab
and click Configure. The PPPC payload pre-authorizes specific CSC processes to access protected
system resources without prompting the user. This is required for the VPN service and GUI
components to function correctly following installation or reinstallation. Click the + icon to create two
separate app access entries and configure each as follows:

App Access Entry 1 - Cisco Secure Client GUI

N

Identifier com.cisco.anyconnect.gui
Identifier Type Bundle ID
Code Requirement anchor apple generic and identifier "com.cisco.anyconnect.gui" and

(certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate
leaf[subject.OU] = DESY96K9QP)

Validate the Static Code Requirement Unchecked

Under App or Server, click Add and configure:

SystemPolicyAllFiles Allowed
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Privacy Preferences Policy Control (%)
[~ App access x) (+)
ldentifier

| com.cisco.anyconnect.gui

ldentifier Type

| Bundle D~

Code Requirement

anchor apple generic and identifier "com.cisco.anyconnect.gui” and (certificate leaf[field.1.2.840.113635.100.6.1.2] /* exists
*[ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */
and certificate leaf[subject.OU] = DEBY36KIQP)

Field is required.

| | Validate the Static Code Requirement
APP OR SERVICE ACCESS

Edit | | Delete |

+  Add |

App Access Entry 2 - Cisco Secure Client VPN Service

Identifier
Identifier Type

Code Requirement

Validate the Static Code Requirement
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com.cisco.secureclient.vpn.service
Bundle ID

anchor apple generic and identifier "com.cisco.secureclient.vpn.service"
and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or
certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate
leaf[subject.OU] = DE8Y96K9QP)

Checked
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Under App or Server, click Add and configure:

SystemPolicyAllFiles Allowed
v, App access ) G
Identifier

com.cisco.secureclient.vpn.service

Identifier Type

BundlelD

Code Requirement

anchor apple generic and identifier "com.cisco.secureclient.vpn.service" and (certificate leaf[field.1.2.840.113635.100.6.1.9]
/* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field1.2.840.113635.100.6.1.13] /*
exists */ and certificate leaf[subject.OU] = DEBY36K3QP)

Field is required.

Validate the Static Code Requirement
APP OR SERVICE ACCESS

| Edit Delete

+ Add

Step 7. Click the System Extensions payload in the left sidebar under the Options tab and click
Configure. The system extensions payload pre-approves the Cisco Secure Client kernel-level
extensionsrequired for VPN and network filtering functionality, preventing macOS from presenting the
user with a system extension approval prompt during installation or reinstallation. Click the + icon to
create a new entry. Repeat until you have four entries in total. Configure each as follows:
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Note: Four separate entries are required because each entry corresponds to a distinct system extension
permission type in macOS. Together they ensure that the Cisco extensions are allowed, typed as network
extensions, removable by MDM, and non-removable by the end user, providing both operational flexibility
and tamper resistance at the system extension level.

Create four Allowed System Extensions and Team IDs by clicking the + icon three times, then use the
following settings for each:

Entry 1 - Allowed System Extensions

o e

Display Name Cisco Secure Client - System Extensions
System Extension Types Allowed system extensions

Team Identifier DE8Y96K9QP

Allowed System Extensions com.cisco.anyconnect.macos.acsockext

com.cisco.anyconnect.macos.acsock
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System Extensions x)
Allow users to approve system extensions
v) Allowed System Extensions and Teams IDs (x) (+)

Display name

Cisco Secure Client — System Extensions

System extension types

Allowed system extensions A

(D Potential conflict between non-removable and removable system extensions
A System Extension payload containing both "Non-removable system extensions” and "Removable system extension”
types will be rejected by the computers in scope. You can use the same system extension when choosing "Non-
removable system extensions from UI" and "Removable system extensions”.

Team identifier

DE8Y26K9QP

Allowed System Extensions

com.cisco.anyconnect.macos.acsockext | Edit | | Delete |
com.cisco.anyconnect.macos.acsock | Edit | | Delete |
[+ Add |
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Entry 2 - Allowed System Extension Types

Display Name Cisco Secure Client - System Extensions
System Extension Types Allowed system extension types
Team Identifier DE8Y96K9QP
Allowed System Extensions Network Extension (checked)
v Allowed System Extensions and Teams IDs x| [+

Display name
Cisco Secure Client — System Extensions
System extension types

Allowed system extension types v

® Potential conflict between non-removable and removable system extensions
A System Extension payload containing both "Non-removable system extensions" and "Removable system extension”
types will be rejected by the computers in scope. You can use the same system extension when choosing "Non-
removable system extensions from UI" and "Removable system extensions”.

Team identifier

DE8Y36K9QP

Allowed System Extension Types

Driver Extension
Endpoint Security Extension

MNetwork Extension

Entry 3 - Removable System Extensions

Display Name Cisco Secure Client - System Extensions
System Extension Types Removable system extensions

Team Identifier DE8Y96K9QP

Allowed System Extensions com.cisco.anyconnect.macos.acsockext
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N

com.cisco.anyconnect.macos.acsock

Display name

System extension types

Removable system extensions

Team identifier

DEBYO6KIQP

Removable System Extensions

com.cisco.anyconnect.macos.acsockext

com.cisc0.anycormect.macos.acsock

~| Allowed System Extensions and Teams IDs X

Cisco Secure Client — System Extensions

(0 Potential conflict between non-removable and removable system extensions
A System Extension payload containing both "Non-removable system extensions” and "Removable system extension”
types will be rejected by the computers in scope. You can use the same system extension when choosing "Non-
removable system extensions from UI" and "Removable system extensions".

Edit Delete

Edit Delete

F Add

Entry 4 - Non-Removable System Extensions

N

Display Name
System Extension Types
Team Identifier

Allowed System Extensions
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Cisco Secure Client - System Extensions
Non-removable system extensions from Ul
DE8Y96K9QP
com.cisco.anyconnect.macos.acsockext

com.cisco.anyconnect.macos.acsock
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¥, Allowed System Extensions and Teams IDs (%] [+

Display name

Cisco Secure Client — System Extensions

System extension types

Mon-removable system extensions from Ul ~

(D Potential conflict between non-removable and removable system extensions
A System Extension payload containing both "Non-removable system extensions" and "Removable system extension"
types will be rejected by the computers in scope, You can use the same system extension when cheosing "Non-
removable system extensions from UI" and "Removable system extensions”.

Team identifier

DE8BY2EK9QP

Mon-removable system extensions from Ul

com.cisco.anyconnect.macos.acsockext Edit Delete
com.cisco.anyconnect.macos.acsock Edit Delete
+  Add

Note: Entries 3 and 4 serve complementary tamper resistance purposes. The Removable system
extensions entry permits the MDM to remove and reinstall the extensions programmatically during an
enforcement-triggered reinstallation. The Non-removable system extensions from Ul entry
simultaneously prevents the end user from removing the extensions through System Settings, ensuring that
the extensions remain in place unless explicitly removed by the MDM. This combination is important for the
enforcement system, as it allows the module enforcement script to perform clean reinstallations while
preventing users from manually disabling CSC system extensions.

Step 8. Click the Scope tab at the top of the configuration profile editor. In the Targets section, select

the computers and/or groups the profile will apply to. For initial testing, scope the profile to a single
test device before expanding to the broader managed fleet.

Step 9. Click Save in the bottom right corner when all configuration is complete.
After saving, allow a few minutes for the profile to be delivered to the scoped test device via Jamf Pro.

macOS Verification

Validating that the enforcement scripts and tamper resistance configuration function correctly is an
essential step before rolling out the configuration to the broader device fleet. Unlike the Windows validation
process, which uses PsExec to replicate the system account execution context used by Intune, macOS
validation can be performed directly from the Terminal application using standard administrative
commands. Because the Jamf Pro enforcement scripts run as root via Jamf's elevated execution context,
the sudo command can be used to replicate this behavior during testing, ensuring that the validation
results accurately reflect how the scripts will behave when triggered by Jamf Pro in production. In addition
to executing the scripts directly, Jamf Pro provides the sudo jamf policy -event <trigger> command,
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which allows individual policies to be invoked on demand from the Terminal without waiting for the next
scheduled check-in, enabling a faster and more targeted validation workflow. The following steps walk
through a complete end-to-end validation of the enforcement system, covering initial state verification,
simulated configuration drift and remediation, deferral threshold behavior, and VPN -aware enforcement
logic.
Step 1. On the designated test device, verify that Cisco Secure Client has been successfully installed by
all configured Jamf Pro policies. Confirm that the VPN, Umbrella, and ZTA modules are all present

and operational before proceeding, as the validation steps that follow depend on all three modules
being installed and running.

Step 2. Click the Apple icon in the top left corner of the screen and select System Settings.

& Finder File Edit View Go Window Help

Step 3. Navigate to General > Login Items & Extensions.

r. @ <

General

Q) Search (& Storage

Sign in

with your Apple Account i AppleCare & Warranty
& wi-ri

AirDrop & Handoff

Bluetooth
Network =4 AutoFill & Passwords
u Energy

n

Date & Time

Language & Region

Accessibility
Appearance

Desktop & Dock

a Displays

Login Items & Extensions

i

Sharing

4

& Startup Disk

L5 Menu Bar

n o @ Time Machine

£ spotiight

l:3 Wallpaper wJ Device Management

n LYY R Y
L nTTieaTane L8] Transfer or Reset

Step 4. Under App Background Activity, verify that the Apps for Secure Client and Duo Security have
been “configured by a profile” and are not able to be disabled.
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r. @ <

), Search Item

Sign in

with your Apple Account

& wi-ri +
Bluetooth
MNetwork

[t4| Energy

Accessibility

Appearance @
Desktop & Dock a
£3 pisplays

{3 Menu Bar

B siri

£ spotlight

[£3) wallpaper

i A nrtifiratinne

App Background Activity
Apps run in the background after you close them to perform tasks such as checking

for updates. Perso

Login Items & Extensions

Kind

| data and device sensol
round, if you grant permission.

can be accessed by apps while they

Cisco Secure Client
@ This sett ng has been configured by a profile.

Cisco Secure Client - AnyConnect VPN Service
& This sett ng has been configured by a profile.

Cisco Secure Client - Zero Trust Access
@ This sett ng has been configured by a profile.

Duo Security LLC
@ This sett ng has been configured by a profile.

Jamf Self Service

@ This sett ng has been configured by a profile.

B
[

JAMF Software

@ This sett ng has been configured by a profile.

B
[

v

Step 5. Scroll down to Extensions. Click the Info button next to Cisco Secure Client - Socket Filter.
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r. @

), Search

Sign in

with your Apple Account

& wi-ri
Bluetooth
MNetwork

[t4| Energy

Accessibility
Appearance
Desktop & Dock
Q Displays

L5 MenuBar

B siri

£ spotlight

U Wallpaper

‘ n Klmtifiratinne

Login Items & Extensions
Extensions
Extensions add extra functionality to your Mac and apps, and some may run in the
background.

By App

06 = 2 0

7

Books
Sharing

Cisco Secure Client - Socket Filter
Metwork Extension

Freeform
Sharing

Journal
Sharing

Messages
Sharing

MNews
Sharing

MNotes
Sharing

Reminders
Sharing

Shortcuts
Sharing

By Category

N

Step 6. Verify that the Network Extension cannot be disabled.
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Cisco Secure Client - Socket Filter Extensions
1 extansion installed

@ Network Extension [ @)

Provides additional functionality for network applications

Step 7. Navigate to System Settings > Network and click Filters.
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V

| NN < > Network
Q, Search Ethernet
W @® Connacted
Sign in
with your Apple Account @ Filters
@ Active
& wi-Fi )
Firewall
Bluetooth Inactive
@ Network
Other Services
4 Energy
~ 2
U= General :

@ Accessibility
Appearance
Desktop & Dock
g Displays

= Menu Bar

0 siri

L3 spotlight

L= Wallpaper

‘ A Lintifiratinne J

Step 8. Verify that the Cisco Secure Client Content Filter is listed and displayed as Enabled. Confirm
that both the DNS and Transparent Proxy options are enabled as well. Attempt to disable either
option and verify that it immediately re-enables.
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V

with your Apple Account

& wi-Fi

% Cisco Secure...

% Cisco Secure...

@ Accessibility
Appearance

Desktop & Dock

Q Displays

= Menu Bar
0 siri
£ spotlight

[:5 Wallpaper

i A ninsifinatinne

@ ® £ Filters
_ Filters & Proxies
L Search Following filters and proxies
Sign in Name

Bluetooth % Cisco Secure...

@ Network

&4 Energy About VPNs & Privacy...
U2 General

apply to your network traffic.
Type Status
Content Filter o
DMS Proxy ® Enabled
Transparent Proxy ® Enabled
+

{3

{3

4

Step 9. Navigate to System Settings > Privacy & Security and click File & Folders.
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| BN ] { > Privacy & Security
CL Search Privacy
Sl[l Control Nich apps can acce your data, location, camera, and
microphone, and manage safety protections. Learn more...
L) spotlight
& Wallpaper a Location Services 0
a Notifications == (Calendars
~ MNone
Sound
y Contacts
deets ' None

B Screen Time
Files & Folders
- 2 apps

n Lock Screen

— . Full Disk Access
@ Privacy & Security W 1full access

.| Login Password
-y 09 Home

£ users & Groups None

Media & Apple Music
@ Internet Accounts Mone

% Game Center Passkeys Access for Web Browsers

w=f None

& iCloud

a Wallet & Apple Pay & Photos
MNone

L - : e e J

Step 10. Verify that Cisco Secure Client and Cisco Secure Client - AnyConnect VPN Service are both
listed and have Full Disk Access granted. Confirm that these entries are enforced by the MDM profile
and cannot be toggled off by the user, validating that the Privacy Preferences Policy Control (PPPC)
payload in the configuration profile is correctly pre-authorizing the required permissions for the CSC

processes.
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yr

@ ® £ Files & Folders

-

O Search Allow the applications below to access files and folders.
Siri

g Spotlight v . Cisco Secure Client
potig

Full Disk Access

e Wallpaper

o w @l Cisco Secure Client - AnyConnect VPN Service
a Notifications

Sound Full Disk Access
Focus + @ Duo Desktop

8 Screen Time Full Disk Access

Lock Screen > jamf
0 -

Privacy & Securit
0 i Y > & Jamf

Login Password

> siriactionsd
E Users & Groups .

> . sshd-keygen-wrapper
@ Internet Accounts

§ Game Center > . Terminal
& iCloud =

Wallet & Apple Pay

L— . y

Step 11. Cisco Secure Client on macOS is inherently resistant to service interruption because terminated
processes are automatically restarted by launchd. To simulate a module being absent for the
purposes of validating the enforcement framework, the most reliable approach is to uninstall a
module directly. Open Terminal and navigate to the Cisco Secure Client binary directory, then
execute the ZTA module uninstall script to remove the ZTA module from the endpoint:

cd /opt/cisco/secureclient/bin

sudo ./zta uninstall.sh

This simulates a real-world scenario where a module has been removed from the endpoint, whether
through manual uninstallation, a failed update, or file corruption, and establishes the conditions needed to
validate the module enforcement script's detection and remediation behavior in the following step.
Step 12. With the ZTA module uninstalled, trigger the orchestrator policy manually using the Jamf Pro
custom event trigger to initiate a full enforcement cycle:

sudo jamf policy -event csc orchestrate

The output should appear similar to the following:

Checking for policies triggered by "csc orchestrate" for user "lee"...
Executing Policy CSC - Orchestrator

Running script csc_enforcement orchestrator.sh...

Script exit code: 0

Script result: [2026-03-31 11:08:23] [orchestrator] Orchestrator started
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Checking for policies triggered by "csc enforce modules" for user "lee"...

Executing Policy CSC - Enforce Secure Client & Modules

Running script csc_module enforcement.sh...

Script exit code: 0
Script result:

[2026-03-31 11:
[2026-03-31 11:
[2026-03-31 11:

[2026-03-31 11:
running...

[2026-03-31
running. ..

2026-03-31
2026-03-31
2026-03-31
2026-03-31
2026-03-31
2026-03-31
[2026-03-31

[2026-03-31
not running:

08:
08:
08:
08:

28]
28]
28]
28]

11:08:

11:
11:
11:
11:
11:
11:
11:
11:

08:
08:
08:
08:
08:
08:
08:
08:

[
[
[
[
[
[

28]
28]

[2026-03-31 11:08:28]

[csc_enforce modules]
[csc_enforce modules]
[csc_enforce modules]

[csc_enforce modules]
[csc_enforce _modules]

[csc_enforce modules]
[csc_enforce modules]
[csc_enforce modules]
[csc_enforce modules]
[csc_enforce modules]
[csc_enforce modules]
[csc_enforce modules]

[csc_enforce modules]

com.cisco.secureclient.zta.app.

csc_zta _agent; Secure Client files missing:
(preserved deferral count: 0)

[2026-03-31 11:08:28]
[2026-03-31 11:08:28]

[csc_enforce _modules]

[csc_enforce_modules]

com.cisco.secureclient.zta.app.agent

[2026-03-31 11:08:28]
[2026-03-31 11:08:28]

[csc_enforce modules]

[csc_enforce modules]

com.cisco.secureclient.zta.app.agent.plist

[2026-03-31 11:08:28]

[csc_enforce modules]

directly to Jamf policy

[2026-03-31 11:08:28]
[2026-03-31 11:08:28]

[csc_enforce modules]

[csc_enforce modules]

Exiting Cisco Secure Client

[csc_enforce modules] VPN is NOT connected. Continuing...

5.1.15.1561
5.1.14.145

Installed version:
Required version:
Secure Client is up to date. Checking services...

com.cisco.secureclient.vpn.service.agent is
com.cisco.secureclient.zta.app.agent is not

csc_swgagent found
csc_swgagent is running
acumbrellaagent found
acumbrellaagent is running

vpnagentd found

vpnagentd is running
com.cisco.secureclient.vpn.service.agent.plist found

Recorded needs_action: notInstalled: Launch daemons
agent; Secure Client binaries missing:
com.cisco.secureclient.zta.app.agent.plist

Found: 3 reasons to remediate Secure Client

Launch daemons not running:

Secure Client binaries missing: csc_zta_agent

Secure Client files missing:
Files missing or version mismatch - proceeding

Performing full uninstall of Cisco Secure Client...

Running Cisco Secure Client uninstall script...

Uninstalling Cisco Secure Client - Umbrella...

Successfully removed Cisco Secure Client - Umbrella from the system.

Uninstalling Cisco Secure Client...

Successfully removed Cisco Secure Client from the system.

[2026-03-31
[2026-03-31
[2026-03-31 11:08:40]

[2026-03-31 11:08:40]
deploy vpn profile

[2026-03-31 11:08:44]

[2026-03-31 11:08:44]
deploy zta json

[2026-03-31 11:08:48]

[2026-03-31 11:08:48]
deploy umbrella json

[2026-03-31 11:08:51]

11:
11:

08:
08:40]

371

[csc_enforce modules]
[csc_enforce modules]
[csc_enforce modules]

[csc _enforce modules]

[csc _enforce modules]

[csc_enforce modules]

[csc_enforce modules]

[csc_enforce modules]

[csc_enforce modules]

(script returned non-zero)
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Uninstall script completed
No Cisco Secure Client components detected
Uninstall validated successfully

Running Jamf policy with event trigger:

Policy completed successfully

Running Jamf policy with event trigger:

Policy completed successfully

Running Jamf policy with event trigger:

Policy failed or did not complete successfully
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[2026-03-31 11:08:51] [csc enforce modules] Running Jamf policy with event trigger: csc install
[2026-03-31 11:09:16] [csc_enforce modules] Policy completed successfully

[2026-03-31 11:09:39] [orchestrator] Deferral threshold not yet reached

The output above demonstratesthe full Tier 3 remediation flow triggered by the detection of missing ZTA
module components. The key events to note in the log output are as follows:

« VPN connection check: The script confirms that VPN is not connected (VPN is NOT connected.
Continuing...) and proceeds with remediation immediately without deferring, which is the expected
behavior when the VPN is not active.

« Version compliance: The installed version (5.1.15.1561) meets or exceeds the configured minimum
version (5.1.14.145), so no version-related remediation is required.

e« ZTA daemon and binary detection: The script identifies that com.cisco.secureclient.zta.app.agent is
not running, that the csc_zta_agent binary is missing, and that the
com.cisco.secureclient.zta.app.agent.plist file is absent — three separate indicators that the ZTA
module has been removed. These are recorded in the state file as needs_action.

« Tier 3 remediation triggered: Because the missing files indicate an incomplete installation rather
than a recoverable service or binary issue, the script correctly escalates directly to Tier 3,
performing a full uninstall of all remaining CSC components before proceeding with reinstallation.

« Configuration pre-staging: Before executing the CSC installer policy, the script triggers the VPN
profile (deploy_vpn_profile) and ZTA configuration (deploy_zta_json) deployment policies to stage
the configuration files in advance, ensuring they are in place when the installer runs. Note that the
Umbrella deployment policy (deploy_umbrella_json) reports a non-zero exit code at this stage — this
is expected behavior in some environments where the Umbrella module directory does not yet exist
prior to installation, and the Umbrella configuration will be redeployed in the subsequent
enforcement cycle.

« CSC reinstallation: The CSC installer policy (csc_install) is triggered last and completes
successfully, restoring the full Cisco Secure Client installation.

« Configuration enforcement: Following reinstallation, the orchestrator triggers the VPN, Umbrella, and
ZTA configuration enforcement policies. The VPN and ZTA configurations are verified as correct
(hash match), while the Umbrella Orginfo.json is detected as missing and redeployed by the
Umbrella write script. The vpnagentd process is then terminated and restarted by launchd to force
the Umbrella module to reload with the newly deployed configuration.

o Deferral threshold not yet reached: The orchestrator logs Deferral threshold not yet reached at the
end of the cycle, indicating that while the Umbrella configuration issue has been recorded in the
state file, the deferral count has not yet exceeded the configured threshold. The issue will be
evaluated on the next enforcement cycle.

Note: The installed version displayed in this log entry (5.1.15.1561) reflects the version of the Cisco Secure
Client GUI application bundle as read from /Applications/Cisco/Cisco Secure
Client.app/Contents/Info.plist, rather than the version of the individual module installer packages. In this
example, the module installer packages are versioned 5.1.15.287, which is a different value from the GUI
version reported here. The enforcement script uses the GUI version exclusively for compliance comparison
against the configured minimum version string. The module installer package version is not evaluated.
Administrators should be aware of this distinction when interpreting enforcement logs, as a version number
that appears unexpectedly high or low in the log output relative to the downloaded installer package

© 2026 Cisco and/or its affiliates. All rights reserved. Page 96 of 103



version is normal and does not indicate an error. The required version (5.1.14.145) shown in the log
reflects the value configured in Parameter 4 of the csc_module_enforcement.sh policy, and the
comparison result (Secure Client is up to date) confirms that the installed GUI version meets or exceeds
this minimum threshold.

Step 13. Trigger the orchestrator policy a second time to confirm that all modules are now fully installed,
all services are running, and all configuration files are in their expected state following the
reinstallation and remediation performed in the previous step:

sudo jamf policy -event csc orchestrate

The output should appear similar to the following:
[2026-03-31 13:08:53] [orchestrator] Orchestrator started

[2026-03-31 13:08:59] [csc _enforce modules] Secure Client installed, up to date, and running...
[2026-03-31 13:08:59] [csc _enforce modules] Cleared state entry (no longer needs action)

[2026-03-31 13:09:03] [csc_enforce vpn] Profile Cert Profile.xml verified (hash match)
[2026-03-31 13:09:07] [csc_enforce umbrella] Profile OrgInfo.json verified (hash match)
[2026-03-31 13:09:11] [csc_enforce zta] Profile OrgID ZTA Enroll Cert.json verified (hash match)

[2026-03-31 13:09:12] [orchestrator] Device is compliant

The orchestrator reports Device is compliant at the end of the cycle, confirming that all modules are
installed and operational, all launch daemons and binaries are running, and all configuration files match
their expected baseline hash values. This is the expected steady -state output that will be produced on
every subsequent enforcement cycle when the endpoint is fully compliant.

Step 14. With the endpoint confirmed as compliant, simulate configuration drift by introducing deliberate

modifications to each module's configuration files, replicating common real-world tampering
scenarios. Make the following changes:

+ VPN Module: Open the VPN XML profile at /opt/cisco/secureclient/vpn/profile/ <VPN_Profile>.xml
and modify one or more values within the file to simulate an unauthorized configuration change.

¢ Umbrella Module: Delete the Orginfo.json file from the Umbrella module directory at
/opt/cisco/secureclient/umbrella/Orginfo.json to simulate a missing configuration file.

e ZTA Module: Create a duplicate copy of the ZTA enrollment JSON file within the enroliment_choices
folder at /opt/cisco/secureclient/zta/enrollment_choices/ to simulate the presence of an extraneous
configuration file that could cause ZTA enrollment conflicts.

Step 15. Trigger the orchestrator policy again to confirm that the configuration enforcement scripts
correctly detect and remediate each of the issues introduced in the previous step:

sudo jamf policy -event csc_orchestrate

The output should appear similar to the following:
[2026-03-31 13:14:48] [orchestrator] Orchestrator started

[2026-03-31 13:14:54] [csc_enforce modules] Secure Client installed, up to date, and running...

[2026-03-31 13:14:54] [csc_enforce modules] Cleared state entry (no longer needs action)
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[2026-03-31 13:14:58] [csc _enforce vpn] Hash mismatch for Cert Profile.xml (local:
6b975fdd06£fdbb3020892be53a07a78fb6dec2770d046e8c1554f£7547310169, expected:
676024c3e032549a24908a32f327£32696b1lacdf0d26748cb88fc7413cfb778b)

[2026-03-31 13:14:58] [csc_enforce vpn] Recorded needs action: Hash mismatch: Cert Profile.xml
Checking for policies triggered by "deploy vpn profile" for user "lee"...

Executing Policy CSC - Deploy VPN Profile

Running script csc_write vpn.sh...

Script exit code: 0

Script result: Creating SimpleXML

[2026-03-31 13:15:07] [csc _enforce umbrella] OrgInfo.json not present at
/opt/cisco/secureclient/umbrella/OrgInfo.json

2026-03-31 13:15:
2026-03-31 13:15:
2026-03-31 13:15:
2026-03-31 13:15:

[csc_enforce umbrella] VPN is NOT connected
[csc_enforce umbrella] Recorded needs action: File missing: OrgInfo.json

[ 09]
[ 09]
[ 09] [csc _enforce umbrella] Deleted umbrella data folder

[ 09] [csc_enforce umbrella] Deleted umbrella SWG folder
Checking for policies triggered by "deploy umbrella json" for user "lee"...
Executing Policy CSC - Deploy Umbrella JSON

Running script csc_write umbrella.sh...

Script exit code: 0

[2026-03-31 13:15:13] [csc_enforce umbrella] Killing vpnagentd (PID: 316) so launchd restarts it
with new config...

[2026-03-31 13:15:13] [csc_enforce umbrella] Killed vpnagentd process: 316
[2026-03-31 13:15:15] [csc_enforce umbrella] vpnagentd restarted by launchd (new PID: 2667)

[2026-03-31 13:15:19] [csc enforce zta] Checking for and removing extraneous .json files in
/opt/cisco/secureclient/zta/enrollment choices...

[2026-03-31 13:15:19] [csc_enforce zta] Removing unwanted JSON file:
/opt/cisco/secureclient/zta/enrollment choices/OrgID ZTA Enroll Cert copy.json

[2026-03-31 13:15:19] [csc_enforce zta] Finished cleaning up .json files
[2026-03-31 13:15:19] [csc_enforce zta] Profile OrgID ZTA Enroll Cert.json verified (hash match)

[2026-03-31 13:15:20] [orchestrator] Deferral threshold not yet reached

The log output confirms that all three configuration issuesintroducedin Step 9 were correctly detected and
remediated. The key events to note are as follows:

« VPN profile hash mismatch: The configuration enforcement script detects that the hash of
Cert_Profile.xml no longer matches the expected baseline value and immediately triggers the VPN
profile deployment policy (deploy_vpn_profile), which invokes the VPN write script to restore the
correct profile content. The log entry Creating SimpleXML confirms that the write script executed
successfully.

« Umbrella Orginfo.json missing: The script detects that Orginfo.json is absent from the expected
path. Because the VPN is not connected, remediation proceeds immediately without deferral. The
Umbrella data and SWG folders are deleted to ensure a clean state before the Umbrella write script
redeploys the correct Orginfo.json. The vpnagentd process is then terminated and restarted by
launchd to force the Umbrella module to reload with the newly deployed configuration file.
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« ZTA extraneous file cleanup: The script detects the duplicate ZTA enroliment JSON file in the
enroliment_choices folder and removes it automatically before verifying that the primary enroliment
file is present and matches its expected hash value. The primary file is confirmed as compliant (hash
match) and no further remediation is required for the ZTA module.

o Deferral threshold not yet reached: The orchestrator records the Umbrella configuration issue in the
state file and notes that the deferral threshold has not yet been exceeded. The issue will continue to
be tracked across subsequent enforcement cycles until it is resolved or the threshold is reached.

Step 16. Trigger the orchestrator policy one additional time to confirm that all configuration issues

remediated in the previous step have been fully resolved and that the endpoint has returned to a
compliant state:

sudo jamf policy -event csc orchestrate
Verify that all configuration enforcement scripts report a hash match for their respective configuration files

and that the orchestrator logs Device is compliant at the end of the cycle, confirming that no further
remediation is required.

Step 17. With the endpoint confirmed as fully compliant, the next phase of validation tests the VPN -
aware deferral behavior of the enforcement framework. Establish an active VPN connection using
Cisco Secure Client on the test device before proceeding. Once the VPN connection is confirmed as
active, simulate a configuration issue by deleting the Umbrella Orginfo.json file:

sudo rm /opt/cisco/secureclient/umbrella/OrgInfo.json

Step 18. With the VPN actively connected and the Umbrella configuration in a non-compliant state,
trigger the orchestrator policy:

sudo jamf policy -event csc orchestrate

The output should appear similar to the following:
[2026-03-31 13:19:37] [orchestrator] Orchestrator started

[2026-03-31 13:19:43] [csc_enforce modules] VPN is connected - will defer remediation after
compliance checks...

[2026-03-31 13:19:43] [csc_enforce modules] Secure Client installed, up to date, and running...

[2026-03-31 13:19:43] [csc _enforce modules] Cleared state entry (no longer needs action)

[2026-03-31 13:19:52] [csc_enforce umbrella] OrgInfo.json not present at
/opt/cisco/secureclient/umbrella/OrgInfo.json

2026-03-31 13:19: [csc_enforce umbrella] VPN is connected
2026-03-31 13:19:
2026-03-31 13:19:

[ 54]

[2026-03-31 13:19:54] [csc _enforce umbrella] Recorded needs action: File missing: OrgInfo.json

[ 54] [csc_enforce umbrella] Incremented deferral count to 1 (VPN connected)

[ 54] [csc_enforce umbrella] VPN connected - deferring remediation for umbrella
[2026-03-31 13:19:58] [csc_enforce zta] Profile OrgID ZTA Enroll Cert.json verified (hash match)

[2026-03-31 13:19:59] [orchestrator] Deferral threshold not yet reached

The log output confirms that the VPN-aware deferral logic is functioning correctly. The key behaviors to
note are as follows:
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¢ Module enforcement deferral: The module enforcement script detects that the VPN is connected
(VPN is connected - will defer remediation after compliance checks...) and adjusts its behavior
accordingly. Because the CSC installation is healthy and no module -level remediation is required,
the script completes its checks and exits without disrupting the VPN session.

« Umbrella configuration deferral: The configuration enforcement script detects that Orginfo.json is
missing, but upon checking the VPN connection state, determines that the VPN is active. Rather
than proceeding with remediation — which would require deleting the Umbrella data folders and
restarting vpnagentd, both of which would disrupt the active VPN session — the script records the
issue in the state file, increments the deferral counter to 1, and exits gracefully without taking any
remediation action.

o Deferral threshold not yet reached: The orchestrator evaluates the deferral count and elapsed time
recorded in the state file and determines that neither the deferral count threshold nor the time -
based threshold has been exceeded. No user notification is triggered at this stage, and the
enforcement cycle exits without prompting the user.

Note that no user-facing notificationis presented at this point, as the deferral thresholds have not yet been
reached. The enforcement framework is designed to defer silently for a configured number of cycles
before escalating to a user notification, balancing security compliance with user productivity.

Step 19. Inspect the shared state file to verify that the deferral count and compliance state are being
tracked correctly across enforcement cycles. Run the following command in Terminal:

defaults read /Library/Application\ Support/SecureClientEnforcement/csc_enforcement_state.plist

The output should appear similar to the following:
{

"csc_enforce modules" = {
"deferred count" = 0;
"first detected" = 0;
"last checked" = 1774977583;
"needs action" = 0;
reason = "Healthy - All checks passed";

i
"csc _enforce umbrella" = {
1;

"deferred count"

"first detected" = 1774977594;

"needs action" = 1;

reason = "File missing: OrgInfo.json";
}i
global = {

bi
}

The state file confirms that the enforcement framework is correctly tracking the compliance state and
deferral history for each monitored policy. The key values to note are as follows:

» csc_enforce_modules: The needs_action flag is set to 0 and the reason is Healthy - All checks
passed, confirming that the module enforcement script found no issues with the CSC installation
during the most recent cycle.
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e csc_enforce_umbrella: The needs_action flag is set to 1 and the reason is File missing:
OrgInfo.json, confirming that the Umbrella configuration issue is actively tracked. The
deferred_count value of 1 reflects the single deferral that occurred in the previous step when the
VPN was detected as connected. The first_detected value is a Unix timestamp recording the exact
time the issue was first detected, which the orchestrator uses to calculate the elapsed time against
the 4-hour time-based deferral threshold.

« (global: The global dictionary is currently empty, indicating that no user-initiated deferrals have
occurred yet. This key will be populated when the orchestrator presents a user notification and the
user selects the defer option.

Step 20. Trigger the orchestrator policy two additional times, ensuring that the VPN remains connected
between executions. Optionally, re-inspect the state file after each run to observe the deferred_count
value incrementing with each cycle:

sudo jamf policy -event csc orchestrate

defaults read /Library/Application\ Support/SecureClientEnforcement/csc_enforcement state.plist

Verify that the deferred_count value for csc_enforce_umbrella increments by 1 on each run, progressing
from 1 to 2 and then to 3. Once the deferral count reaches the configured threshold of 3, the orchestrator
will determine that the threshold has been exceeded and will proceed to the user notification phase on the
next enforcement cycle.

Step 21. On the third execution of the orchestrator policy, the deferral threshold will be exceeded and the

orchestrator will present a user-facing notification via Cisco Notifier, prompting the user to either
proceed with enforcement or defer further.

Cisco Secure Client Update Required

A Cisco Secure Client update is required to maintain
security compliance.

Issues detected:
» Secure Client binaries not running: cse_swgagent
+ File missing: Orginfo.json

Your VPN connection will be temporarily disconnected to
complete this update.

Defer Proceed Now

|-

Two behaviors should be validated:

« Test the defer behavior: When the notification appears, click the Defer button and confirm that the
VPN session remains active and uninterrupted. Verify in the Terminal output that the orchestrator
logs a userdeferral and exits without disconnecting the VPN or triggering any remediation policies.
Check the state file to confirm that the global:user_deferrals count has been incremented.

« Test the proceed behavior: Trigger the orchestrator policy again and this time click Proceed Now
when the notification appears. Confirm that the orchestrator proceeds to disconnect the VPN,
triggers the Umbrella configuration enforcement policy to redeploy Orginfo.json, and restarts
vpnagentdto reload the Umbrella module with the new configuration. After the enforcement cycle
completes, trigger the orchestrator one final time and verify that the endpoint is reported as Device
is compliant, confirming that the Umbrella configuration has been successfully restored and the
state file has been cleared.
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Appendix

Appendix A: Acronyms Defined

ACL

ARP

CA

CsC

DMG

DNS

GUI

JSON

JWT

MDM

MSI

NVM

os

PID

PKG

PPPC

SAML

SDDL

SWG

TLS

VPN

XML

ZTA

Access Control List

Add/Remove Programs

Certificate Authority

Cisco Secure Client

Disk Image

Domain Name Service

Graphical User Interface
JavaScript Object Notation

JSON Web Token

Mobile Device Management
Microsoft Installer

Network Visibility Module
Operating System

Process Identifier

Package

Privacy Preferences Policy Control
Security Assertion Markup Language
Security Descriptor Definition Language
Secure Web Gateway

Transport Layer Security

Virtual Private Network

Extensible Markup Language

Zero Trust Access
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Appendix B: Software Versions

Cisco Secure Access

Cisco Secure Client

Jamf Pro Cloud

macOS Tahoe

Microsoft Intune

Microsoft Win32 Content Prep Tool Software

Windows 11 Pro ARM64 Software
Americas Headquarters Asia Pacific Headquarters
Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd.
San Jose, CA Singapore

Cloud Offering
Software
Cloud Offering
Software

Cloud Offering

SaaS

5.1.15.287

SaaS

26.3

SaaS

1.8.7

10.0.26200

Europe Headquarters
Cisco Systems International BV Amsterdam,
The Netherlands
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