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Cisco Secure Access and Microsoft
Edge for Business

The Cisco Secure Access advanced enterprise browser
integration with Microsoft Edge for Business delivers
robust workforce protection along with an intuitive and
seamless user experience. This joint solution offers a
way to securely access private web apps via the Edge
for Business browser. Together, they safeguard against
data breaches and phishing attempts, and also enforce
zero trust access controls. Employees and the extended
workforce can work confidently with transparent and

easy-to-manage Data Loss Prevention (DLP) and
authentication protocols. Furthermore, Cisco Secure
Access and Edge for Business enable users to work from
anywhere on managed or unmanaged devices while
maintaining control over sensitive data exposed by the
application.
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Solution overview

Cisco Secure Access customers with an active Microsoft 365 license can use this solution guide to set up secure remote access to private web apps
with enhanced threat and data protection. The logical mix of local and cloud-based capabilities results in a great end-user experience, high performance
and reduced risk.

Cisco Secure Access overview

Cisco Secure Access is a cloud-based SSE and apps they need, regardless of protocol, port, or level of customization. IT can deliver a broad set
solution, grounded in zero trust, that provides of cybersecurity functions to radically reduce risk and delight users while increasing productivity.
seamless, transparent, and secure access to

applications and resources. It includes all of the Modernize your defense with Cisco Secure Access

core SSE components: Secure Web Gateway Converged cloud-native security grounded in zero trust

(SWG), Cloud Access Security Broker (CASB),

Zero Trust Network Access (ZTNA), and Firewall Users © 8 o qorusers | Egg @% Web

as a Service (FWaaS). In addition, it features everywnere ([ 1) ’ o

an extended set of capabilities—protections for

Gen Al use, security for Al agents, multimode unman’;":gg%zdv;gi @ Segrg[;{jgggss To anywhere CIC[—SD Public SaaS apps

and things as they
securely connect

DLP, DNS Security, Remote Browser Isolation

(RBI), sandboxing, Digital Experience Monitoring N Dﬂ S
(DEM) insights, and Al-powered Talos® threat o S or evers®™

intelligence— all in one license and management

platform.

By leveraging these capabilities, all under one
cloud-delivered platform, organizations can
solve a variety of security challenges. Users can
now safely and seamlessly access the resources

Cisco Secure Access is designed to fundamentally reduce risk, radically simplify IT operational
complexity, and minimize the tasks required of end users. For more information,
see Cisco Secure Access.
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Centralized DLP Policy in Secure Access Dashboard

The Secure Access Dashboard provides a
unified interface to define and manage Data
Loss Prevention policies across a variety of
user traffic.

= Enterprise DLP capabilities include:

Real Time DLP: Inline inspection of data

in motion using HTTP/S inspection via
Secure Web Gateway. Policies can block or
monitor sensitive data transfers based on
defined rules.

Saa$S API DLP: Out-of-band inspection of
data at rest in cloud services like Microsoft
365 (OneDrive, SharePoint, Outlook),
enabling near real-time enforcement
without impacting user experience.

Email DLP: Inline inspection of outbound
mail. Policies can block or monitor sensitive
data shared via email communications.

Endpoint DLP: On-device inspection of
data in motion using an endpoint agent to
block or monitor sensitive data transfers to
USB storage, network shares, or device-
to-device transfers via Bluetooth and
Airdrop.

© 2026 Cisco and/or its affiliates. All rights reserved

DLP policies can be granularly targeted by user identity, groups, locations, cloud applications, and
destinations.

The dashboard allows creation of real-time rules specifying data classifications, severity, actions
(monitor or block), and exceptions.

Additional protections include controls against copying, pasting, printing, and screenshots to
prevent data exfiltration.

The platform also supports Al-driven data classification enhancing detection accuracy and
reducing low-impact events.
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Microsoft Edge for Business
Overview

Edge for Business is an industry-leading secure
enterprise browser that’s Chromium-based and
designed for business. Not only is it fast, secure,
and compatible, but it also natively integrates
with Microsoft services and applications, making
it an easy browser for both users and admins.

For admins, it’s supported across Windows,
macOS devices, iOS and Android, so you can
have a single managed work browser across
all your devices. It’s the default browser

on Microsoft Windows, without the need

for deployment by admins. You can simply
start managing it, using familiar Microsoft
management tools. Security isn’t an add-on
in Edge for Business - it’s built right into the
browser, with protections against phishing
attacks, malicious websites, tech scams and
more. And it’s a browser optimized for Al. When
you’re ready to bring agentic browsing to the
organization, that option is available, with a
system of Al controls.

For users, Edge for Business means
performance and productivity. Enterprise
protection simply turns on after the first sign-in
with a work account. And from there, single
sign-on and native integration with Microsoft
productivity apps make for a frictionless
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workday. Al is intuitively paired with the browsing experience, so Al is a natural part of daily
workflow. Simply put, security and productivity go together on Edge for Business.

Furthermore, Edge for Business can extend the power of your security solutions into the browser, at
no additional cost. Edge for Business connectors support both data loss prevention and device trust
integrations, which ensure that only known managed browsers can access protected services - and
then keep any sensitive data inside those services safe..

Microsoft Edge for Business and Cisco Secure Access’ advanced enterprise browser
integration

Microsoft Edge for Business partnered with Cisco Secure Access to create an advanced enterprise
integration that brings the capabilities of Secure Access device trust and DLP into the browser. The
device trust integration attests that the Edge for Business browser is enrolled in enterprise device
management, upt-to-date with the latest and most secure version of Edge, and compliant with
organizational policies before providing secure, browser-based access to private applications. Then,
Secure Access DLP enables admins to block potential leak vectors for sensitive data, such as copy,
paste, and print.

N
Benefits of the Advanced Enterprise Browser Integration

= Advanced Zero Trust Security: Granular, identity-based access controls combined with
robust DLP enforcement protect sensitive data across multiple device types.

= Frictionless User Experience: Users gain fast, one-step access to private applications without
complex VPN or agent installations.

= Simplified Management: Centralized policy definition reduces administrative overhead and
improves visibility into data usage and risks.

= Comprehensive Data Protection: Unified DLP policies cover data in motion and at rest to
assist with compliance and reduce the risk of a data breach.

= Support for Managed and Unmanaged Devices: Supports multiple access and data
protection features regardless of device ownership or management status.




Solution overview Cisco public

Combined Private Application
Process

The collaboration delivers both improved
security and a better user experience on

both managed and unmanaged devices. This
provides high-performance private application
access with robust posture information and
data security controls, including a deep set of
combined data loss protection capabilities. It
is especially helpful for third-party/contractor
access and Virtual Desktop Infrastructure (VDI)
migration.

Through Zero Trust Network Access (ZTNA),
Cisco Secure Access uses least privilege
principles and contextual insights to deny
access by default and allow access to apps

as configured for users authenticated to a
Microsoft Edge for Business browser. Edge for
Business provides an additional layer of user
and data controls to harden private app security.

© 2026 Cisco and/or its affiliates. All rights reserved
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End-user experience

Cisco and Microsoft have combined to deliver a seamless end-user experience, without any agents
to install or manage where everything runs natively on Edge for Business. Organizations get device
trust verification and real-time DLP scanning all built into the browser experience.

Let’s imagine a real-world example of this integration, where we have an end user that doesn’t have
any security agents installed. All that’s needed is for the user to sign into the browser with their Entra
ID for your organization, which they can do with their current unauthenticated pofile or in a new one.
Edge walks the user through the management, and the value of Edge for Business is automatically
enabled. No VPN client to configure, no separate agent to download. Just a few clicks in the browser
they’re already using.

Admin experience

To get started and access detailed configuration and administration information:

Cisco Secure Access

Edge for Business

-



https://securitydocs.cisco.com/docs/csa/olh/119038.dita
https://support.microsoft.com/en-US/edge/
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Configure Cisco Secure Access
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This section assumes that you have a fully configured and deployed Cisco Secure Access for your organization. For additional instructions on setting up
private resources and private resource policies, please see below. Otherwise, proceed to the next section.

= Configure Private Resources: Private resources include private subnets and applications deployed and managed by your organization.

For detailed instructions on setting up private resources, see documentation here.

= Configure Private Access Policies: Private access policies allow you to define granular user-based access to private resources.

Detailed configuration instructions are available here.

Setting Up Microsoft Edge for Business Integration with Cisco Secure Access

Step 1. Add Edge for Business Integration in Secure Access

1. In the Cisco Secure Access dashboard, navigate to Admin > Third-party
integrations. Add a new Microsoft Edge for Business integration.
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Step 2. Retrieve Tenant ID from Microsoft Entra

1. In the Microsoft 365 Admin Center, go to All Admin Centers and open
Entra. On the Entra Admin Center overview card, copy the Tenant ID and
keep it available for later use.

& O O nhttpsyjadmin.cloud.microsoft/?#/alladmincenters.

= Home > Alladmin centers

All admin centers
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2. Navigate to Entra ID > App Registrations, and create a new registration.
Set the supported account type to single tenant only. Set the redirect
URI platform to Web, and paste the URI copied from the Secure Access
dashboard, then click Register.

P Searchresources, senvices, and docs (6+/)
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3. After the app is created, copy the Application (client) ID from the
Overview page. This is the second required value for Cisco Secure
Access.

4. Next, go to Certificates and Secrets > Client Secrets, and add a new
client secret with a name and expiration matching your rotation policy.
Copy the secret value immediately after creation, as it cannot be
retrieved again. This is the third value required.
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5. Next, open API permissions. Add a permission for Microsoft Edge

Management Service.
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6. Before selecting it, copy its Application ID (the resource app ID for

Secure Access).

7. Select Application permissions, choose Device Trust Read All, and grant
admin consent for the organization. Click Add permissions.
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Step 3. Configure Cisco Device Trust Connector in M365

1. In the Edge management service, accessible from Microsoft 365

Admin Center > Settings > Microsoft Edge, and select the Connectors
page. The Edge management service uses configuration policies to
assign settings to the whole tenant or specific user groups. If no Edge
configuration policy exists, create one first using these instructions.
<URL for the text: “using these instructions”: https://learn.microsoft.
m/en- I microsoft-

-man ment-servi

. Navigate to the Connectors page, find the Cisco Device Trust connector,

and click Set up.

. Select the desired configuration policy, and set the URL pattern to the

redirect URI from the Secure Access dashboard

4. Click Save configuration.
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Step 4. Enter Collected Values in Secure Access Dashboard

1. Return to the Cisco Secure Access dashboard and fill in the four
collected values under Admin > Third-party integrations > Edge for

Step 5. Add Posture Profile

T
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1. In Secure Access, navigate to Secure > Endpoint Posture Profiles. Add
a new posture profile, and select browser-based.
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Step 6. Apply Posture Profile to Access Policy Rule

1. Edit an existing rule, or create a new access policy and select the

newly created profile under Zero Trust Browser-based Posture Profile.

Click Next, then Save.

((((( Coud Comtrol | emetene v T [ rome [0 sermy (T O ram T Cmm [ B e © O 2
P —————
= AD Users -Carol Freoman (carol freeman@tmelabs.com) . ® Private Resource Groups interal Tools x. @
oy Orpwizaton
2 ereLavsz >
Piattorm menu
et iocees) Schedule Enabloment Time and Date QD oissvled
Er— o
@ Home >
~ 3 . Help
© Resources >
0 secur 5
7 Monitor >
2o Admin >
5 Workflows
& Mors
—
R Favormes >
System provided (owser-basec) (Rl efaut)
H Securty Dovices oo
Mac 05 Ony [these resources from o branch network
© Platform Management >
Edge forBusiness Ony
Usor A
(©  z0r0 Trust Access: User Autnanication nterval Rl etauks o 0
ich nd usrs vority thei dentity,in oder 1o connect 0 any PAVate resource sing client-basad 26r0 tust access.
. el 7

Step 7. Configuring DLP in Secure Access

T
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1. In the Secure Access dashboard, add a new API key by selecting Admin

> API Keys. Click Add. For the scope choose DLP > DLP As A Service >

Read-Only, then click Create Key.
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2. Generate the key and immediately copy both the key and the secret, as
the secret cannot be retrieved after leaving the page.
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Step 8. Configure Cisco DLP Connector in M365 Step 9. Validation - Create Real-Time DLP Policy Rule in

Secure Access
1. Open the Edge management service, accessible from the Microsoft 365

Admin Center > Settings > Microsoft Edge. 1. To validate, in the Cisco Secure Access dashboard, go to Secure > DLP
Policy, and add a real-time rule and choose a template (for example,
the PIl template). Select any additional rule criteria such as Identity and
Action, then Save the rule to complete DLP configuration.

2. Navigate to the Connectors page, find the Cisco Data Loss Prevention
connector, and click Set up.
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3. Select the desired configuration policy, paste in the API key and secret o]

from Secure Access, enable DLP actions, and set fail behavior.
Congratulations! The advanced enterprise browser integration is now
complete. Cisco Secure Access device trust and DLP are successfully
enabled in the Edge for Business browser.

4. Click Save configuration to activate the connector.



