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Objectives
• Establish risk-informed controls to protect 

systems and data from evolving threats.
• Facilitate alignment with U.S. federal 

mandates (FISMA, FedRAMP) and standards 
like HIPAA.

• Support scalable, customizable control 
implementation based on organizational 
context and risk appetite.

•  Embed rigorous controls for secure 
development, patching, integrity validation, 
and resilience (per EO 14306 updates). 

(SA‑15), Design for Cyber Resiliency (SA‑24), 
Root Cause Analysis enhancement (SI‑02 (07)). 
Revisions targeted secure software updates, 
deployment governance, integrity validation, 
and roles & accountability.

NIST SP 800‑53 remains a central catalog of 
security and privacy controls, mapped to 
complementary standards like NIST CSF and 
ISO 27001 to help organizations streamline 
compliance, reduce redundancy, and maintain 
consistent protection across regulatory and 
industry requirements.

NIST Special Publication 800‑53, “Security and 
Privacy Controls for Information Systems and 
Organizations,” is a recognized NIST 
cybersecurity framework. Initially for U.S. 
federal agencies under FISMA, it's now used by 
government contractors, cloud service 
providers, private sector (healthcare, finance, 
critical infrastructure), and international entities, 
aligning with ISO/IEC 27001 or the NIST 
Cybersecurity Framework (CSF).

In August 2025, NIST released SP 800‑53 
5.2.0, adding three controls: Logging Syntax 
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https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
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How Cisco + Splunk Support Compliance

NIST 800-53 is extensively cross-
referenced with other frameworks, 
including: 

• NIST CSF – Provides the detailed control 
implementations underlying CSF’s broader 
functions, enabling direct integration for 
full CSF adoption.

• ISO/IEC 27001: 2022 – Fully mapped 
control libraries facilitate achieving ISO 
compliance via SP 800‑53 control 
execution.

• FedRAMP, HIPAA, FISMA – Built-in 
alignment with federal and sector-specific 
requirements reduces audit burdens and 
improves control consistency.

Cross Framework Alignment
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This table highlights Cisco Security and Splunk 
products that can assist organizations in 
addressing compliance gaps within various 
regulatory frameworks. By showcasing specific 
products and their capabilities, this guide is 
intended to help identify effective technologies to 
strengthen governance, risk management, and 
security operations.

Leveraging the Cisco Security portfolio 
alongside Splunk’s advanced analytics and 
automation enables organizations to enhance 
threat detection, streamline compliance efforts, 
and build a resilient security posture that 
supports regulatory adherence and operational 
excellence. 

Control 
Family

How Cisco + Splunk 
Support Compliance Relevant Products

Access Control (AC) Enforces least-privilege access, MFA, 
and network segmentation.

Cisco Duo, Cisco Identity Services Engine (ISE), Cisco Secure 
Firewall, Cisco Secure Access

Awareness & Training 
(AT)

Securityn awareness training and 
phishing simulations. Talos Incident Response Services, Talos Threat Intelligence

Audit & Accountability 
(AU)

Centralized logging and retention for 
audit trails, alerting on anomalous 
behaviors.

Cisco Secure Endpoint, Cisco Secure Firewall, Cisco ISE, 
Cisco Secure Network Analytics (SNA), Cisco Secure Access, 
Splunk Enterprise Security (ES)

Assessment, 
Authorization & 
Monitoring (CA)

Continuous threat monitoring, 
vulnerability scanning, and compliance 
reporting.

Cisco ISE, Cisco SNA, Cisco XDR, Talos IR Services, Splunk 
ES

Configuration 
Management 
(CM)

Detects deviations from hardening 
baselines, tracks configuration changes.

Cisco Secure Firewall, Cisco ISE, Cisco XDR, Cisco SNA, 
Splunk ES

Contingency Planning 
(CP)

Generates alerts and supports failover 
testing and backup event logging.

Cisco Secure Firewall, Cisco ISE, Cisco XDR, Splunk 
Enterprise, Splunk ES

Identification & 
Authentication (IA)

Enables strong authentication and 
identity verification. Cisco Duo, Cisco ISE, Cisco Secure Access

Incident 
Response (IR)

Automates detection and response 
workflows; forensics and incident 
management.

Cisco XDR, Cisco Secure Endpoint, Cisco SNA, Cisco ISE, 
Splunk ES

Maintenance 
(MA)

Monitors and reports on device patching 
and maintenance tasks. Cisco Catalyst Center, 

Key Requirements

NIST SP 800-53 features over 1000 security 
and privacy controls across 20 families. 
The framework outlines management, 
operational, and technical safeguards. It 
emphasizes a risk-based approach to 
control selection, helping to ensure resilient 
security for information and systems.
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Table 1. How Cisco + Splunk support NIST SP 800-53 compliance



NIST 800-53 offers a comprehensive 
framework for establishing 
risk-informed controls and achieving 
compliance across various 
cybersecurity standards. Cisco 
Security and Splunk’s integrated 
solutions empower organizations to 
effectively address compliance gaps, 
enhance threat detection, and 
streamline security operations. This 
collaboration helps organizations 
build a resilient security posture, 
ensuring adherence to NIST 800-53 
and other critical frameworks.

Get Started Today
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Control 
Family

How Cisco + Splunk 
Support Compliance Relevant Products

Media Protection (MP) Logs and controls data transfers and 
removable media usage.

Cisco Secure Email, Cisco Secure Web Appliance, Cisco 
Secure Endpoint, Cisco Secure Firewall, Cisco Secure 
Access, Cisco Umbrella, Splunk ES

Physical & Environmental 
Protection (PE)

Integrates physical access and 
environmental sensor logs. Cisco Catalyst Center, Cisco Meraki, Splunk ES

Planning (PL) Supports documentation, policy 
enforcement, and risk planning.

Cisco Secure Firewall, Cisco ISE, Cisco XDR, Splunk 
Enterprise, Splunk ES

Program Management 
(PM)

Enables executive dashboards, role 
definition, and compliance tracking. Cisco ISE, Cisco XDR, Splunk Enterprise, Splunk ES

Personnel Security (PS) Tracks access provisioning/
deprovisioning and personnel events. Cisco Duo, Cisco Secure Access, Cisco ISE, Splunk ES

PII Processing & 
Transparency (PT)

Detects and monitors PII access, 
supports Data Protection Impact 
Assessment (DPIA) workflows.

Cisco Secure Endpoint, Cisco Secure Access, Cisco Secure 
Firewall, Cisco ISE, Splunk ES

Risk Assessment (RA) Assesses vulnerabilities, attack patterns, 
and risk exposures.

Talos IR Services, Talos Threat Intelligence, Cisco XDR, Cisco 
ISE, Splunk ES

System & Services 
Acquisition (SA)

Evaluates security of new systems and 
supply chain components.

Cisco XDR, Talos Threat Intelligence, Cisco Secure 
Application, Splunk Enterprise, Splunk ES

System & 
Communications 
Protection (SC)

Secures network traffic via firewalls, 
encryption, and IPS; monitors network 
flows.

Cisco Secure Firewall, Cisco Secure Endpoint, Cisco Secure 
Access, Cisco ISE, Cisco SNA, Splunk ES

System & Information 
Integrity (SI)

Detects malware, analyzes patches, and 
applies integrity monitoring. 

Cisco Secure Endpoint, Cisco Secure Firewall, Cisco Secure 
Access, Cisco Umbrella, Splunk ES

Supply Chain Risk 
Management (SR)

Monitors supplier risks, firmware 
integrity, and vendor alerts. Cisco SNA, Cisco XDR, Talos Threat Intelligence, Splunk ES

Resources

For more information, 
please refer to the following:

• Framework Mapping: Cisco Security 
+ NIST CSF 2.0 and other Global 
Frameworks

• Cisco Security portfolio
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Table 1. (continued)

https://www.cisco.com/c/en/us/products/collateral/security/security-portfolio-mapping-nist-csf-sg.html
https://www.cisco.com/site/sg/en/products/security/index.html

