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Explanation of the IKS cluster setup wizard 
The IKS cluster setup wizard contains six steps. Configurations relating to cluster networkin g are found in steps 
2, 3, and 4.  

 

  Figure 1. 
Steps in the IKS cluster creation wizard  

If you have not yet built an IKS cluster in Cisco Intersight, please read through the IKS user guide below (this 
white paper is not designed to replace the user guide but to com plement it with details on the networking 
configuration): https://intersight.com/help/saas/resources/intersight_kubernetes_service_user_guide  

https://intersight.com/help/saas/resources/intersight_kubernetes_service_user_guide




https://docs.projectcalico.org/networking/change-block-size
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IP pool  

As noted before, in the context of IKS, an IP pool is used to allocate node IP addresses and Kubernetes 
LoadBalancer Service (MetalLB) IP addresses.  

In this step, the IP pool is used to assign IP addresses to the control plane nodes. You may need to have your 
control plane nodes on a different subnet from your LoadBalancer IPs, hence the need to select the I P pool 
twice. If you have a single routable subnet, you can select the same IP pool for both the LoadBalancer Service 
and your node IPs.  

This subnet must be routable and not overlap with an existing subnet in your environment.  

IP pools support IPv4 address es. 

Virtual machine infrastructure configuration  

Since IKS currently runs in a virtualized environment, you need to provide the configuration to use for the VM 
settings when they are deployed (for example, VMware vSphere). Specifically relating to networking is the VM 
adapter interface that the control plane node will use (for example, the vSphere port group).  

 

  Figure 5. 
The configuration screen for the virtual machine infrastructure configuration  
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Container - to - container communications  
Shared volume communication  

 

  Figure 7. 
An illustration of a pod running two containers on an IKS node using a shared volume for networking  

The smallest object you can deploy in Kubernetes is a pod; however, within each pod you may want to run 
multiple containers. A common use - case for this is a helper where a secondary container helps a primary 
container with tasks such as pushing and pulling data.  

Container - to- container communication within a K8s pod uses either the shared file system or the local - host 
network interface.  

You can test this by using the K8s - provided example, two - container - pod, avail able through this link: 
https://k8s.io/examples/pods/two - container - pod.yaml  

When you deploy this pod, you should see two containers, nginx - container  and debian - container . When the 
shared v olume method is used, Kubernetes will create a volume in the pod that is mapped to both containers. In 
the nginx - container , files from the shared volume will map to the / usr/share/nginx/html directory , while in the 
debian - container, files will map to the /pod - data  directory.  

When a file is updated (for example, index.html ) from the Debian container, this change will also be reflected in 
the NGINX container, thereby providing a mechanism for a helper (Debian) to push and pull data to and from 
NGINX. 

https://k8s.io/examples/pods/two-container-pod.yaml
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  Figure 8. 
The YAML used to deploy the shared volume communication example  



https://k8s.io/examples/pods/two-container-pod.yaml


https://raw.githubusercontent.com/kubernetes/examples/master/guestbook/all-in-one/guestbook-all-in-one.yaml
https://raw.githubusercontent.com/kubernetes/examples/master/guestbook/all-in-one/guestbook-all-in-one.yaml
https://en.wikipedia.org/wiki/Linux_namespaces


https://github.com/containernetworking/cni/blob/master/SPEC.md#overview-1


https://kubernetes.io/docs/concepts/cluster-administration/networking
https://docs.projectcalico.org/reference/architecture/overview#felix
https://docs.projectcalico.org/reference/architecture/overview#bird
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  Figure 12. 
The interfaces and routes configured on the worker1  node 

 

  Figure 13. 
The routing table on worker1  showing the routes to worker2  (192.168.8.192/26) installed by BIRD 
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  Figure 14. 
Output from /etc/calico/confd/config/bird.cfg  in one of t he calico - node pods showing the BGP configuration which was 
automatically created by BIRD  

 

  Figure 15. 
Output from  tcpdump showing the BGP keepalive messages between the control plane and worker nodess  

As per Figure 12, the IKS cluster contains a number of interface s that have been created:  

ens192  is the interface for external connectivity outside of the node. In the following example it has an address 
in the 10.1.110.0/24 subnet, which is routable in our environment. This is the subnet that was configured for the 
IP pool in the IKS cluster setup.  

tunl0  is the interface that provides the IPIP encapsulation for remote nodes.  

calixxxxx  are the virtual ethernet interfaces that exist in the root namespace.  

Remember, from before, that the veth  interface connects to the eth  interface in a pod.  

Important point: As mentioned earlier, IKS implements Calico configured for IP - IP encapsulation. This is 
the reason for the tunneled interface (tunl0). A Kubernetes cluster with a different CNI plugin may have 
different interfaces, such as docker0, flannel0, or cbr0.  







https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/


https://kubernetes.io/docs/concepts/services-networking/service/


https://en.wikipedia.org/wiki/Iptables
https://people.netfilter.org/pablo/docs/login.pdf
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  Figure 20. 
IPTables tables and chains example  

 

  Figure 21. 
IPTables tables and chains example  
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  Figure 22. 
IPTables tables and chains example  

 

  Figure 23. 
IPTables tables and chains  







https://kubernetes.io/blog/2019/03/29/kube-proxy-subtleties-debugging-an-intermittent-connection-reset/
https://kubernetes.io/blog/2019/03/29/kube-proxy-subtleties-debugging-an-intermittent-connection-reset/


https://kubernetes.io/docs/concepts/services-networking/dns-pod-service/
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  Figure 26. 
YAML definition for the g uestbook frontend service when using a NodePort  

The Kubernetes Service configurations include a field, type, which describes the type of service. This can be a 
type: clusterIP  (as previously seen), type: NodePort , or type: LoadBalancer . 

The NodePort servic e is configured by specifying a port (default is between 30000 - 32767) to which the 
external traffic is sent. A target port on which the application is listening must also be configured. For example, 
the guestbook application listens on port 80.  

When this service has been configured, an external client can access the pods (for this service) using the IP 
address of any IKS cluster nodes (externally routable 10.1.110.0 in the example) and the configured NodePort.  

 

  Figure 27. 
The output from running the kubectl get se rvices  command  

Using the guestbook example, you can use https://<worker - node - ip>:32222  and have access to the 
guestbook application through a browser.  

Kubernetes will forward this traffic to one of the available pods on the specified target port (in this c ase, one of 
the frontend pods, port 80).  
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  Figure 28. 
Accessing the application through the IP address of a node and the configured NodePort  

Under the hood, Kubernetes has configured IPTables rules to translate the traffic from the worker node IP 
address: NodePort  to the destination pod IP address:port.  



https://kubernetes.io/docs/concepts/services-networking/service/
https://metallb.universe.tf/


https://metallb.universe.tf/concepts/layer2/
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You can verify that MetalLB is assigning I Ps correctly by looking at the logs of the MetalLB pods.  

 

  Figure 31. 
Output of the kubectl get services  command showing the frontend service with a Loadbalancer external IP  

 

  Figure 32. 
Output of the kubectl describe configmap essential - metallb - n iks  command showing the con figuration of MetalLB and 
available addresses  
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Kubernetes Ingress controller  

A Kubernetes Ingress itself does not pr ovide the rule - based routing. Instead it relies on an ingress controller to 
perform this function.  

There are many ingress controller options available. IKS automatically deploys an NGINX ingress controller to 
each Kubernetes cluster.  

(Information from https://kubernetes.io/docs/concepts/services - networking/ingress - controllers/ .)  

On each IKS node you should see an nginx - ingress - controller - xxxxx  pod running.  

IKS will automatically create a LoadBalancer Service to direct external traffic to the nginx - ingress - controller -
xxxxx  pods. Hence the reason for requiring at least one IP address in the load - balancer count field (cluster 
creation wizard).  

 

  Figure 34. 
The output of  the kubectl get pods - n iks  command showing the NGINX ingress controllers deployed on each IKS node  

 

  Figure 35. 
The output of the kubectl get services - n iks  command showing the NGINX ingress controller service (LoadBalancer)  

Similar to how MetalLB works for Kube rnetes Services, the NGINX controller will look for any changes to the 
Kubernetes Ingress definition. When a new ingress is configured, the NGINX configuration ( nginx.conf  in the 
nginx - ingress - controller - xxxxx  pods) is updated with the new routing rules ad ded to the ingress YAML file.  

Each ingress controller also has options to provide annotations for custom configuration of the specific 
controller. For example, you can find the available NGINX annotations at the following link: 
https://kubernetes.github.io/ingress - nginx/user - guide/nginx - configuration/annotations/   

Since the ingress controller is running in multiple pods, the LoadBalancer service provides direct external traffic 
to one of the available NGINX controller pods.  

https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/


https://github.com/kubernetes/examples/blob/master/guestbook/all-in-one/guestbook-all-in-one.yaml
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The application is deployed by applying both files.  

kubectl apply - f gue stbook - all - in- one.yaml  

kubectl apply - f ingress.yaml  

Once running, the guestbook application should be available using the IP address of the ingress controller.  

kubectl - n iks get svc essential - nginx - ingress - ingress - nginx - controller - o 
jsonpath='{.status. loadBalancer.ingress[0].ip}  

 

  Figure 37. 
The guestbook application when working correctly  

You can view the files accessed by the guestbook by looking at the developer tools in your browser.  

Opening the developer tools console in a browser  

Chrome: https://developer.chrome.com/docs/devtools/open/  

Firefox: https://developer.mozilla.org/en - US/docs/Tools  

 

  Figure 38. 
The developer tools window when the gu estbook application is working correctly  

https://developer.chrome.com/docs/devtools/open/
https://developer.mozilla.org/en-US/docs/Tools
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In the example, the path: /  configuration in the ingress YAML file acts as a wildcard, therefore matching all 
assets that are required ( index.html, controllers.js, guestbook.php ).  

Important point: In Kubernetes 1.18 there are ingress enhancements (exact and prefix keywords) to 
provide more granular control.  

(Information from https://kubernetes.io/blog/2020/04 /02/improvements - to- the- ingress - api- in- kubernetes -
1.18/ .) 

Since there's a match, the controller will forward these to the associated service, frontend.  

The frontend webserver, Apache, has been configured as default and is serving content from the root 
directory,/, so returns the requested files.  

 

  Figure 39. 
The connection flow when working correctly  

https://kubernetes.io/blog/2020/04/02/improvements-to-the-ingress-api-in-kubernetes-1.18/
https://kubernetes.io/blog/2020/04/02/improvements-to-the-ingress-api-in-kubernetes-1.18/
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Single ingress for multiple applications  

You may run into issues when trying to use the same root path when deploying multiple applications on the 
same ingress.  

In the following example, if the same path points to two different services there is no way to determine which 
one is correct.  

 

  Figure 40. 
The YAML definition for a Kubernetes Ingress with the same paths  

To overcome this, each service can be accessed from a unique path.  

 

  Figure 41. 
The YAML definition for a Kubernetes Ingress with differing paths  
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Now that a path has been configured, the application will need to be accessed via http://<ingress - controller -
ip>/guestbook . 

A 404 Page Not Found error should appear.  

When tr affic reaches the ingress controller, it matches path: /guestbook  and is sent to the web server. The 
browser is trying to access files located in the /guestbook  subdirectory; however, the web server is serving 
content from the root directory, /.  

 

  Figure 42. 
A diagr am of the connectivity when serving content from the root directory  

Rewriting  the location  

 

  Figure 43. 
YAML definition for an updated Ingress that includes the rewrite target  
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Kubernetes Ingress annotations can be used to overcome this initial issue. Specifically, for IKS use the 
NGINX Ingress rewrite - target  annotation.  

(Information from https://kuberne tes.github.io/ingress - nginx/examples/rewrite/ .) 

The annotations in the Kubernetes Ingress allow you to include custom configurations required for an ingress 
controller environment. In this example, a custom NGINX configuration is added to the nginx.conf  file on the 
ingress controller pods automatically.  

Important Point: The available annotations may differ depending on which ingress controller is used.  

Using the rewrite - target annotation specifies the target URI where the traffic must be redirected.  

In the example, the path, /guestbook , is matched. NGINX will then rewrite it to / before sending it to the web 
server. As it is now rewritten to the root directory, /, the index.html  file is returned correctly, as was the case in 
the first scenario.  

However, a problem still exists.  

Within the index.html  file is a reference to a few assets (CSS and JS files) that are used to build the guestbook. 
When the page loads it tries to download the required files, one of those being controller.js . Because it is 
rewriting to /, the index.html page is returned a second time.  

 

  Figure 44. 
A diagram of the connectivity when serving content from the root directory and rewriting the path at the ingress  

https://kubernetes.github.io/ingress-nginx/examples/rewrite/
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  Figure 45. 
Output from the developer console showing the response returned  

 

  Figure 46. 
Source code for the guestbook index.html  file 




































































