st
CISCO

Peermon Migration Guide
Cisco public

Cisco Crosswork Network Insights
Peermon Migration Guide

Dated December 2, 2020

© 2021 Cisco and/or its affiliates. All rights reserved. Page 1 of 12



Contents

Why Migrate?

How To Migrate

Signup and Activation

Migration Steps

Migration FAQs 1

N O N & W W

Document history 1

© 2021 Cisco and/or its affiliates. All rights reserved. Page 2 of 12



The Cisco Crosswork Network Insights™ platform addresses Routing Event Security and
Awareness challenges by providing comprehensive global monitoring and analysis
capability and unprecedented insights across a hybrid cloud infrastructure. The new
platform replaces a number of Cisco legacy assets including BGPmon.

Why Migrate?

BGPmon is now End of Life, and the management of BGP alarms and BGP monitoring peers via Peermon is no
longer supported. Our clients can move their peermon peers to Crosswork Network Insights at no cost. The free
peermon service in Crosswork Network Insights provides feature parity with BGPmon.

Peer monitoring in Crosswork Network Insights includes new features that allow users to see real time RIB
looking glass data and to create peer alarms that alert users when different peering events occur that impact
the operation of those peers.

Crosswork Network Insights also allows users to create new peers with more scale and faster data processing.
The previous BGPmon collection cycle was based on 5-minute cycles. If a customer defines a new peer in
Crosswork Network Insights, they are able to take advantage of new 1-minute data processing cycles, with
other key features available as part of BGPmon for remotely monitoring their edge peering devices.

BGPmon migrated peers remain linked to our legacy collection infrastructure. To take advantage of the new
infrastructure for Crosswork Network Insights, we recommend you set up new peering IP sessions directly from
Crosswork Network Insights.

With Crosswork Network Insights, customers can monitor their own peers as well as ask permission to monitor
third party peers, which is useful to gain visibility of neighbors’ peer routing tables.

Crosswork Network Insights is far more scalable and reliable than the previous BGPmon architecture.

How To Migrate

This guide helps existing BGPmon users migrate their peermon device management from BGPmon to
Crosswork Network Insights. This guide does not provide sales or other technical support for the migration of
BGPmon alarms or configuration for prefix monitoring. This guide assumes that the user has not yet purchased
a Crosswork Network Insights subscription and will continue to operate on the free license tier.

Crosswork Network Insights’ free subscription tier provides basic feature parity with the previous BGPmon free
tier. The two systems are independent and share peermon data only as a common functionality.

If a user is both a peermon subscriber as well as a paid BGPmon premium account user, the user should email
sales@crosswork.cisco.com for more assistance in migrating their BGPmon premium account to a Crosswork
Network Insights paid subscription.

Crosswork Network Insights users with a free subscription can later add a trial or a paid subscription without
impacting the operation or configuration of their peermon configuration after it has been migrated.

Cisco Crosswork Network Insights is a hosted application that provides rich analysis, visualization, and alerting
on actionable network events. Cisco Crosswork Network Insights operates as a hosted service and helps you
assess the routing health of your network. This guide provides you with the following procedures.

This guide is separated into the following parts:

1. Signup and Activation
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2. Migration Steps
3. Migration FAQ’s

Signup and Activation
Step 1. Ensure you have a Cisco.com user account
Crosswork Network Insights uses Cisco’s One ldentity Federated authentication framework.
Users must have the ability to log into Cisco.com before trying to access Crosswork Network Insights.

Any existing Cisco.com account type can access Crosswork Network Insights. We do not require any
other form of Cisco contract number or special access to be associated to the Cisco.com account.

To create a new Cisco.com account, use the following link:
https://idreqg.cloudapps.cisco.com/idre uestRegistration.do

If you have an existing account, but have lost or forgotten how to access the account, use the following
link:

https://identity.cisco.com/ui/tenants/global/v1.0/enroliment-ui/contact-us
Step 2. Log in to Cisco.com
Log in to cisco.com and verify the following information:
On Cisco.com under “My Account” on the top right of the screen
a. Select “Manage Profile”
b. On the “Profile Management” page, locate and validate your email address and username

Or use this link to directly access your Cisco.com Profile information:
https://identity.cisco.com/ui/tenants/global/v1.0/profile-ui/personal

Ern=ail Address (Wark amail recammandad)

a.cisco.userggmail.com
Edit Email

Usarnamsa

Ciscollsergd27

Look for the email address and the Cisco.com username to be used for authentication to
https://crosswork.cisco.com, as shown in the following example:

Step 3. Complete the Trial Sign-up Form on Cisco.com

Go to the following URL and authenticate with your cisco.com account from the previous step:

https://crosswork.cisco.com/?free=3620596051

When you complete this authentication, a “Network Insights Free Account Request” activation page for
Crosswork Cloud appears.
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CrossworkCloud

Network Insights Free Account Request
Activation link will be sent to crosswork.networkinsights@gmail.com

[ 1 accept the te nd iitions of the Cisco Cloud Offer.

Send Activation Email
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You must accept the Terms and Conditions for the Cloud Offer if you wish to proceed.

Step 4. Look for your activation email

Cisco Crosswork Netwark Insights Activation link nbox & 2
Crosswork Admin <admin@erossworkcisco.com= Tue, 10 Mov,05:54 (19 hours ago) Sy 4=
tome -

Dear Customer,

Flease use the link below to activate your Cisco Crosswork Network Insights account:

hittps:iferosswork cisco. com?invitation=eyJhbGeitilSUzI MilsInREcClElkpRy G ey lzenh0 1 DexBlliozl CJzexh0TyY
1pZCIBIkMA ¥ iz OTe 205 slmyd ¢ CIEMT Yt 2 U0z ¥ AW DM 2M) ¥ 30 Cuiaihlz|joil3ic2 Wy X B0 YIS ERMS 519,
McRICiSMP e EwAT s8] gicutflk dPPURT v a SLRxgykFimT-ile-5F Y T2122G6n TpkbTjsz OF es-7 W NP LutdL yfWIOB-
SIDImAE2 T surn@P-0C7 yUS Coyy S d375 M) TkOF gkn3igESSY k<L LF 2 DZA0M DrnjcidiF hrsDLISkal SML-
HIEsUShuxBiovy EY Hz z4vRUp Gz PreStNAMe YHEme0fz PecHWHYD Mok ee2KGuzaHRAanAT
KQInFkRzeAuGwdiEcEhnHPL =) S ety T OvE Dhe'Wad 7y WWhwg y UBEF eMGIVag T4 NS wiwelkTgetmxzlhgF Po2Dtyid G

Thank you for your business,
Cisca

& Reply » Forward
You will receive an email sent to the address registered in your Cisco.com user profile. This “Cisco
Crosswork Network Insights Activation link” email contains instructions for accessing the trial.

The account owner for the Cisco.com account from Step 1, must click on the link to complete the
activation of their customer tenancy. This user will automatically be the first Administrator for the free
tier tenancy. Other users can be added later in the process.
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Note: If you try to repeat the log in process without opening the confirmation link in the email, you will
be advised that you do not have a valid account or tenancy in Crosswork Network Insights. You will not
be able to log in to Crosswork Network Insights until the confirmation email URL has been used or a
third party adds your account to a different Crosswork Network Insights tenancy.

Step 5. Validate your Cisco.com account for the trial

Click the link in the activation email to confirm your trial request. In the Crosswork Cloud page, log in
with your cisco.com account credentials Step 1.

Step 6. Setup the organization tenancy

After you log in, you are directed to a page that requires you to provide an Organization Name. Enter an
organization name, then click Next.

CrossworkCloud Crosswork Network Insights
Admin

Cl

Welcome

Set Qrganization Name

Enter a name for your organization.

o Set Organization Name

Crganization Name
identify yeur instance of

2 | Set Your Preferences

Next, set your personal profile preferences, and click Submit.
This completes the activation process.

The default dashboard screen appears, and you can start using Crosswork Network Insights.
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Migration Steps
Start the Peermon Setup Workflow

One you have successfully logged into the Crosswork Network Insights portal you should be presented
with a new Tenancy that has not been configured. On the Left Menupage should contain the following
content:

Step 1. Open the Peers Configuration Menu
Step 2. Open the Peermon Import Tool
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il l 1l l 1 CrossworkC Crosswork Network Insights
CISCO Peers | Help with this page @ My Company Name | Admin

Add Peer Peermon Import e Quick Search

Dashboard

Cisco Peer  Active Al..| Last Active Alarm #Prefi... Status Uptime | State
Alarms

Policies

No Data

Try adjusting filters or timeframe

Viewing D of 0 Records PageDof D

If at any time, you need to return to the Main Dashboard page, you can do so from the Dashboard
Menu Item or from the Help & Support menu

Step 3. Enter the Email Address of the BGPmon Master Account

BGPmon Peermon supports both Single User and Multi-User access to Peermon. All Peers that are
configured under Peermon are Primarily associated to the Peermon Master Account’s email address
that is used to login and configure the BGPmon Application.

Step 4. Select BGPmon Account details for your Peers

As a BGPmon account holder, you can validate if your access is operational by first logging into
BGPmon (https://portal.bgpmon.net/). Cisco keeps the portal minimally available until we have
migrated the majority of our users.
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Import Peers from BGPMon

Send t for peer migration to Network Insi

Step 5. Confirm the email address is correct, then click Request.

This triggers an email to be sent to the email account that is linked to your BGPmon login
credentials. If you do not receive an email please contact us via ask@crosswork.cisco.com

Step 6. Look for your BGPmon Peermon Migration Email (See the following illustration for an example.)

The email is sent to the address registered in your BGPmon.net login ID and contains instructions
for completing the import of your peermon peers.

The account owner for the BGPmon.net from Step 1, must click on the link to complete the import
process automatically.
Confirmation link on-boarding peers from BgpMon to Cisco Crosswork Network Insights

Q Crosswork Admin <admin@crosswork.cisco.com> Today at 21:11

To: Cisco Crosswork (cisco)

cisco@cisco.com is attempting to import your peers from BGPMon to Cisco Crosswork Network Insights. To approve the import, click on the link below and sign in to your

Cisco Crosswork Network Insights account. The link will expire in 24 Hours. Ignore this message if you do not wish to perform the import. https://crosswork.cisco.com/config?
requestld=32955994-b8e4-4cf2-a4e6-9b2b8ef10590
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Step 7. Review Imported Peers and Confirm

Review and confirm the imported peer list. When you are satisfied that all the peers have been
correctly imported, you can then set up polices to monitor those peers. If your peers do not appear as
expected, email ask@crosswork.cisco.com for how you can access support.

To validate that a peer was correctly imported, wait 1-2 hours and confirm that all the peering data is
populated similar to the image below.

il l 1l ll [ Crosswork C Crosswork Network Insights cl
CISCO | Pears | Help with this My Company Name | Admin

Dashboard 67.215.8 Activated Deactivate
SIN_wd

Alarms Overview  Alarms  BGP Updates

¥ 5 Upd 5 Established/Dropped Last Reset Last Reset Reason Last Active Alarm
— == Peer Down

ASNs E \_-c- pendns 9:55:00 UTC

Prefixes
Peers Established 41 da Cisco Peer
BGP Session 128.199.171.163

Policies \ ctet  Route Refresh
o Both

Current # Of
Add amily
1Pwd Unicast

IPvd Unicast Both
Both

111042020 11112020
TUE WED

To add more peers to your monitoring, click Peers, then click Add Peer and create new native
Crosswork Cloud peers, which have additional benefits over the legacy BGPmon collector peers.

Migration FAQs
Thank you for participating in BGPMon Peermon Migration.
There are some basic guidelines we would like followed during the process.

I Your Free Crosswork Network Insights account is limited to 5 prefixes and you can request a Trial of
the full product at any time.

Il Please do not invite persons outside your organization to use or demonstrate the Software
M. Please recognise and accept the Cisco Cloud Offer Terms and SLA that are provided during the

setup if the initial Admin user for the Organizational Tenacy.
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Q. What happens if | have problems or feedback during the Migration?

A.if you have completed all of Step 1 of the Migration Steps, you can submit a help request via the Submit
Product Feedback form from within the application.

On the left menu select

> Help & Support > Submit Product Feedback

Submit Product Feedback

We'd like to hear what you think. Please complete the form below and we’ll get back to
you as quickly as possible.

Feature Request
Sales Support

® Other Issue

Description

Required

Cancel

In the feedback form select Other Issue, and please input your issue.
We will reply to your request via email in a timely manner.

If you have not completed Step 1 of the Peermon Migration process, please email
ask@crosswork.cisco.com, and one of our team will follow-up on your support request.

Q. What happens at the end of the Peermon Migration?

A. Your Organization Tenancy will continue to operate for a maximum of 12 months. If you do not login to the
cloud service your access wil be automatically revoked. You will be required to authenticate once every 12
months to ensure the Organizational Tenancy is still in use.

We reserve the right to discontinue the service at any time.

Q. Can | trial the full Product?

A. Yes you can request a trial to familiarise your users with the overall operation and configuration of complete
Cisco Crosswork Network Insights product

At the end of the Trial process a user should be confident in understanding the functionality of the
application and be able to make a purchasing decision.

If at any time, you are unsure about how to use the product or require additional functionality, you should
use the feedback section to raise a request.
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Q. What are my responsibilities for the Peermon Migration?
A. We ask that you do not disclose information about the product or your use of the product to third parties.
We ask that you maintain your Peermon Peers in a reliable and available state.

We ask that you only advertise legitimate internet routable prefixes to the cloud service.

o

What are Cisco’s responsibilities for the Peermon Migration?

A. we keep the specific information about your Peer private. As with BGPmon, the Peermon route data is
aggregated anonymously for use as part of the shared BGPmon / Crosswork Network Insights sensor
network.

We will keep your personal data and usage private as defined in the Cloud Offer Terms located here:
https://www.cisco.com/c/dam/en us/about/doing business/legal/OfferDescriptions/crosswork network in

sights offer description.pdf

We will ensure that in the event that you stop using Crosswork Network Insights, that your data and usage
information will be securely removed, unless you indicate you are intending to purchase the product or
maintain your free status.

We may provide changes to the User Interface (Ul) at any time.

We will respond to your support requests in a timely manner.
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