Konfiguration und Fehlerbehebung von
Extension Mobility fur die Protokollanalyse
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Einfihrung

In diesem Dokument wird beschrieben, wie Sie Fehler beheben und Protokollanalysen fiir Cisco
Extension Mobility durchfihren kénnen.

Voraussetzungen

Anforderungen

Fir dieses Dokument bestehen keine speziellen Anforderungen.

Verwendete Komponenten

Die Informationen in diesem Dokument basieren auf den folgenden Software- und
Hardwareversionen:

. CUCM-Version: 12.0.0.99834-4
. Telefonmodell: CIPC 8.6.6.1
Die Informationen in diesem Dokument wurden von den Geraten in einer bestimmten

Laborumgebung erstellt. Alle in diesem Dokument verwendeten Gerate haben mit einer leeren
(Standard-)Konfiguration begonnen. Wenn lhr Netzwerk in Betrieb ist, stellen Sie sicher, dass Sie



die potenziellen Auswirkungen eines Befehls verstehen.

Hintergrundinformationen

Wenn Benutzer zwischen Standorten unterwegs sind und ihr Telefon nicht dabei haben, méchten
sie moglicherweise jedes verfligbare Telefon am Standort verwenden, um die Reise zu beginnen.
Zu den haufigsten Problemen, die auftreten, gehoéren falsche Durchwahinummern,
Anrufberechtigungen usw., wie im Bild gezeigt.
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Cisco EM-Betrieb

Wenn sich ein Benutzer bei einem Telefon anmelden mdchte, geschieht diese Abfolge von
Ereignissen:

1. Der Benutzer driickt auf dem Telefon die Taste "Services" (Services) und wahlt den Cisco
EM Mobility Service aus der Liste der Telefondienste aus, die auf dem Telefon verfigbar
sind.

2. Fur den Cisco EM-Service muss sich der Benutzer mithilfe einer Benutzer-ID und PIN
anmelden. Der Benutzer gibt die erforderlichen Daten ein.

3. Wenn die eingegebene Benutzer-ID und die PIN korrekt sind, wahlt Cisco EM das
Gerateprofil aus, das diesem Benutzer zugeordnet ist. Wenn ein Benutzer mehreren
Gerateprofilen zugeordnet ist, muss der Benutzer das zu verwendende Gerateprofil
auswabhlen.

4. CUCM aktualisiert die Telefonkonfiguration mit den Einstellungen des ausgewahlten
Gerateprofils. Benutzerspezifische Parameter, Leitungen und andere Tasten auf
Gerateebene werden mit benutzerspezifischen Einstellungen aktualisiert.

5. Das IP-Telefon wird zurlickgesetzt und Iadt die aktualisierte Konfiguration.

Benutzer konnen sich bei Cisco EM abmelden, indem sie die Taste "Services" driicken und im
Cisco EM-Service die Option "Logout" (Abmelden) auswahlen. Wenn sich die Benutzer nicht
selbst abmelden, werden sie vom System automatisch nach Ablauf der maximalen Anmeldezeit
abgemeldet (falls der entsprechende Serviceparameter entsprechend konfiguriert wurde).



Konfigurieren

A WON -

o O

. Aktivieren Sie den Cisco Extension Mobility-Service.

. Legen Sie die Parameter fur den Cisco Extension Mobility-Service fest.

. Figen Sie den Cisco EM-Telefondienst hinzu.

. Erstellen Sie ein standardmafiges Gerateprofil fur alle verwendeten Telefonmodelle
(optional).

. Erstellen Sie Gerateprofile, und abonnieren Sie diese fur den Cisco EM-Telefondienst.

. Erstellen Sie Endbenutzer, und ordnen Sie sie Gerateprofilen zu.

. Aktivieren Sie das Cisco EM fur Telefone, und abonnieren Sie Telefone fiur den Cisco EM-
Service.

Detaillierte Konfigurationsschritte finden Sie unter:

https://supportforums.cisco.com/t5/collaboration-voice-and-video/configuring-extension-mobility-

on-cucm-10-x/ta-p/3137666

Uberpriifen

Fir diese Konfiguration ist derzeit kein Uberpriifungsverfahren verfiigbar.

Fehlerbehebung

Dieser Abschnitt enthalt Informationen, die Sie zur Fehlerbehebung bei Ihrer Konfiguration
verwenden konnen.

Erfa

ssen Sie diese Debug-Level-Protokolle:

- Call Manager-Protokolle (Debug-Ebene)
- Extension Mobility (Erweiterungsmobilitat) (Debugging-Ebene)
- Extension Mobility-Anwendung (Debugging-Ebene)
- Tomcat-Protokolle
- Tomcat-Sicherheitsprotokolle
- Ereignisanzeige-Systemprotokolle
- Ereignisanzeige-Anwendungsprotokolle
- Telefonkonsolenprotokolle
Notieren Sie sich zusammen mit diesen Protokollen die Details wie folgt:

- MAC-Adresse des Telefons, auf dem das Problem aufgetreten ist
- IP-Adresse des Telefons, auf dem das Problem aufgetreten ist

- Benutzer-ID

- Anmeldezeit

Protokollanalyse

Det ai | s:


https://supportforums.cisco.com/t5/collaboration-voice-and-video/configuring-extension-mobility-on-cucm-10-x/ta-p/3137666
https://supportforums.cisco.com/t5/collaboration-voice-and-video/configuring-extension-mobility-on-cucm-10-x/ta-p/3137666

User | D: EMuser

Normal DN:. 7777

Device profile DN: 8888

Phone Name: test_secure (Cl PC)

Time of login: 19:10

Phone | P: 192.168.0. 105

PC I P on which C PC running: 10.65.40.61

Publ i sher 1 P: 10.106.111.182

In diesem Abschnitt wird beschrieben, welche Ereignisse in den genannten Spuren sichtbar sein
mussen:

Tomcat-Sicherheitsprotokolle

### Logi n Constructor

2018- 04-14 19:10: 51,961 DEBUG [ htt p-bi 0- 8080- exec-23] authentication. Aut henti cati onl npl -
successfully read propertyfile -

cl assname is comcisco.security.inms.inpl.CUCMJtil 2018-04-14 19:10:51, 962 DEBUG [ htt p-bi o- 8080-
exec-23] authentication.Authenticationlnmpl - login: Entering |ogin 2018-04-14 19: 10: 51, 962 DEBUG
[ htt p- bi 0- 8080-exec-23] authentication. Authenticationlnmpl - loginUil: Authenticating against

DB. 2018-04-14 19:10: 51, 962 DEBUG [ htt p- bi 0- 8080- exec-23] i npl.Aut henticati onDB - Constructor:
### Aut henticate user 2018-04-14 19: 10: 51, 962 DEBUG [ htt p- bi o- 8080- exec- 23]

i mpl . Aut henticati onDB - authenticateUser: userld=EM*** jslogin true 2018-04-14 19:10: 51, 962
DEBUG [ htt p- bi 0- 8080- exec-23] security. Log4j EncLogger - Entering HashText SHA ### Aut hentication
for the user is TRUE and CUCM checks that EMuser is a valid end user.

Aut henti cation conplete with result =0; 0 means successful and 1 neans not successful 2018-04-14
19: 10: 51, 992 DEBUG [ htt p- bi 0- 8080- exec-23] inpl.AuthenticationDB - authenticateUser:

Aut henti cati on Match. 2018-04-14 19: 10: 51, 992 DEBUG [ htt p- bi o- 8080- exec- 23]

i mpl . Aut henticati onDB - authenticateUser: Resetting last login time and Hack count.. 2018-04-14
19: 10: 51, 992 DEBUG [ htt p- bi 0- 8080- exec-23] inpl.AuthenticationDB - Calling conbined APl End user
2018- 04-14 19:10: 52,007 DEBUG [ htt p-bi 0- 8080- exec-23] inpl.AuthenticationDB - Authentication

Sucessful .. Returning true 2018-04-14 19:10: 52, 007 DEBUG [ htt p- bi 0- 8080- exec- 23]
i mpl . Aut henticati onDB - authenticateUser: userld=EMuser is a valid END user. 2018-04-14
19: 10: 52, 009 DEBUG [ htt p- bi 0- 8080- exec-23] authentication. Authenticationlnpl - loginUtil:

Aut henti cation conplete with result=0

In EM-Serviceprotokolle

### Request for device (here nane of phone is test_secure; otherwise it will be the MAC address
her e)

2018-04-14 19:09: 45,772 I NFO [http-bi o-8443-exec-23] DBRequestor - 5:Querying
devi ce user for device test_secure

2018-04-14 19:09: 45,772 INFO [http-bio-8443-exec-23] DBRequestor - 5:Getting
devi ce object - three parans

2018-04-14 19:09: 45,772 INFO [http-bio-8443-exec-23] DBRequestor - b



DBRequest or . queryDevi ceUser: Dev: 'test_secure' - Getting device object

2018- 04-14 19:09: 45, 793 DEBUG [ htt p- bi 0- 8443- exec-23] CMDat abase -
CMDat abase: get Devi cel nfo(): SELECT COUNT(pkid) as count from enccdynam c where
ny_| ower (devi cenane) = my_lower(?) :: Parameter ('test_secure')

2018- 04-14 19:09: 45, 795 DEBUG [ htt p- bi 0- 8443- exec-23] CMDat abase -
CWVDat abase: get Devi cel nfo(): SELECT devi ce. pkid, |oginduration, decode(enrenotedynani c. | ogintine,

nul | , extensi onnmobilitydynam c.|ogintime, enrenotedynanic.|ogintine) |ogintine,

al | owhot el i ngfl ag,

decode(renoteuserid, null, e2 userid, renoteuserid) currentuserid, decode(lastrenoteuserid,
null, el.userid, lastrenoteuserid) |astuserid, extensionnobilitydynam c.tkuserl ocal e,

f kdevi cepool , tkdevi ceprotocol, tkproduct, tknodel

FROM Devi ce left outer join extensionnobilitydynam c on

devi ce. pki d=ext ensi onnobi | i t ydynami c. f kdevice | eft outer join enrenotedynanic on

(ext ensi onnobi | i t ydynani c. f kdevi ce=enr enot edynani c. f kdevice) |eft outer join enduser el on
(ext ensi onnobi | i t ydynamni c. f kenduser _| ast | ogi n=el. pki d)

left outer join enduser e2 on (extensionnobilitydynam c.fkenduser=e2. pkid) where

ny_| ower (devi ce.nane) = ny_lower(?) :: Paraneter ('test_secure') 2018-04-14 19:09: 45,798 | NFO
[ htt p- bi 0- 8443-exec-23] CMDat abase - getDevicelnfo: Result of the query: {tkproduct=30041,
| ogi ndur ati on=, |astuserid=,

t kdevi ceprot ocol =11, pki d=d72b2e5f - 5dd2- 51f c- ec50- c9daf 98aab66, tknodel =30016, | ogi nti nme=,
currentuserid=, allowhotelingflag=t, fkdevicepool=1b1lb9eb6-7803-11d3-bdf0-00108302eadl,

t kuserl ocal e=} 2018-04- 14 19: 09: 45,798 | NFO [ htt p- bi 0- 8443- exec-23] DBRequestor - 5:

DBRequest or . queryDevi ceUser: Dev: 'test_secure' - Device object returned 2018-04-14 19:09: 45,798
I NFO [ htt p- bi 0- 8443- exec-23] DBRequestor - 5: QueryDeviceUser: Device Logged out 2018-04-14

19: 09: 45, 799 I NFO [ htt p- bi 0- 8443- exec-23] DBRequestor - 5:Device query info contains userid=
2018- 04-14 19:09: 45,799 I NFO [ http-bi 0-8443- exec-23] DBRequestor - 5:Device query info contains
last |l ogin userid= 2018-04-14 19: 09: 45, 800 DEBUG [ htt p- bi 0- 8443- exec-23] EMservi ceServlet - 5:
execut eQuery conpl ete. 2018-04-14 19: 09: 45, 800 DEBUG [ htt p- bi 0- 8443- exec-23] EMserviceServl et -
5: Query conpl eted, returning<response> <devi ceUser Resul t s> <devi ce name="test_secure"> <none/ >
<none/ > <entcDevi ce>no</ entcDevi ce> </ devi ce> </ devi ceUser Resul t s> </response> <! DOCTYPE query
SYSTEM "http://10.106.111. 182: 8080/ enser vi ce/ j sp/ Logi nQuery. dtd">

<quer y><appl nf o><appl D>CCVMSysUser </ appl D><appEncrypt edCertificate>*****

</ appl nf o><checkUser ><user | D>EMuser </ user | D><r enot el PAddr >10. 65. 40. 61</ r enot el PAddr ><i sVi aHeader
Set >f al se</i sVi aHeader Set ></ checkUser ></ query> ### CUCM sends that EMuser is a |ocal user 2018-
04-14 19: 10: 51, 940 DEBUG [ htt p- bi 0- 8443- exec-4] CMDat abase - Userid being passed to the query is
EMuser 2018-04-14 19: 10: 51, 941 DEBUG [ htt p- bi 0- 8443-exec-4] CMDat abase -

CMVDat abase. i sLocal User () : SELECT i sl ocal user FROM EndUser WHERE mny_| ower (userid)= mny_| ower (?)
paraneter ( 'EMuser' ) 2018-04-14 19:10:51, 947 DEBUG [ htt p- bi 0- 8443-exec-4] CMDat abase - PKID
for the ROWVis 2018-04-14 19: 10: 51, 948 DEBUG [ htt p- bi 0- 8443- exec-4] CMDat abase -

CMVDat abase. i sLocal User () : isLocaluser : true 2018-04-14 19:10: 51, 949 DEBUG [ htt p- bi 0- 8443- exec-
4] EMBerviceServlet - 6:Query conpl eted, returning<response> <checkUser Resul ts> <user

i d="EMuser "> <exi st s>EMuser </ exi st s> </ user> </ checkUser Resul t s> </ response> ### Logi n request
2018-04-14 19:10: 52,061 I NFO [ http-bi 0-8443-exec-21] EMServiceServlet - 7:EM Service: Request

t ype=Logi n/ Logout 2018-04-14 19:10:52,062 | NFO [ htt p-bi 0- 8443- exec-21] EMServiceServlet - 7:

Logi nServi ce. processRequest: Recei ved Request 2018-04-14 19:10: 52,062 | NFO [ htt p- bi o- 8443- exec-
21] EMBerviceServlet - 7:Parsing Request... 2018-04-14 19:10:52,063 | NFO [ htt p-bi 0- 8443- exec- 21]
EMServi ceServl et - 7:Request-><?xm version="1.0"7?> ### Login process 2018-04-14 19:10: 52,095
DEBUG [ htt p- bi 0- 8443- exec-21] EMServiceServlet - 7: processXM.Request: EMuser: EM2 2018-04-14
19: 10: 52, 095 I NFO [ htt p- bi 0- 8443-exec-21] EMserviceServlet - 7:Finished Parsing XM request
2018- 04-14 19:10: 52,095 I NFO [ http-bi 0-8443-exec-21] EMServiceServlet - 7:Executing Login...
2018-04-14 19:10: 52,133 I NFO [ http-bi 0-8443-exec-21] EMServiceServlet - 7:

Logi nServi ce. execut eLogi n: Dev: test_secure- Sending request to DB 2018-04-14 19:10:52, 133 DEBUG
[ htt p- bi 0- 8443-exec-21] DBRequestor - 7: Loginlnfo.profile is NULL 2018-04-14 19:10:52, 133 | NFO
[ htt p- bi 0- 8443-exec-21] DBRequestor - 7: 'DBRequestor.login': Dev: 'test_secure' - Getting
device profile object 2018-04-14 19:10:52,134 I NFO [ http-bi 0-8443-exec-21] CMDat abase -

C\VDat abase: get Profil el nfo: ###: SELECT pkid from Device

WHERE ny_l ower (name) = my_lower(?) : parameter ( 'EM2' ) 2018-04-14 19:10:52,135 DEBUG [ htt p-

bi 0- 8443- exec-21] CMDat abase - CMDat abase: get Profil el nf o:

PKID for device : Obff3cfd-13cl-5352-1a39-9188bdd855d8 2018-04-14 19: 10: 52, 136 | NFO [ ht t p- bi o-
8443- exec-21] DBRequestor - 7: DBRequestor.login: Dev: test_secure- Device profile object
returned 2018-04-14 19:10:52,136 | NFO [ htt p-bi o- 8443-exec-21] DBRequestor - 7:

DBRequestor. |l ogi n: Dev: test_secure-



Cal I i ng devi ceLogi n(d72b2e5f - 5dd2- 51f c- ec50- c9daf 98aab66, Obff 3cfd-13cl-5352-1a39-9188bdd855d8,
EMuser, 0, false, 0) 2018-04-14 19:10:52,136 | NFO [ htt p-bi o-8443-exec-21] CMDat abase -

CMVDat abase: devi ceLogi n() ### Logi n successful 2018-04-14 19: 10: 52, 137 DEBUG [ htt p- bi 0- 8443- exec-
21] CMDat abase - Userid being passed to the query is EMuser 2018-04-14 19:10:52,139 INFO [ http-
bi 0- 8443- exec-21] CMDat abase - CMDat abase: devi celLogi n:

execute function DevicelLogin ('d72b2e5f-5dd2-51f c- ec50- c9daf 98aab66' , ' Obf f 3cf d- 13c1- 5352- 1a39-
9188bdd855d8' , ' 181a09dd- 9e03- 2ach- c107-c1156e171e88"','0',"' 0", ' f') 2018-04-14 19:10: 52,466 | NFO
[ htt p- bi 0- 8443-exec-21] DBRequestor - 7: DBRequestor.login: Dev: test_secure- devicelLogin
returned 2018-04-14 19:10: 52, 467 | NFO [ htt p- bi o- 8443-exec-21] EMserviceServlet - 7:

Logi nServi ce. execut eLogi n: Dev: test_secure- Login Successful 2018-04-14 19:10:52,467 | NFO

[ htt p- bi 0- 8443-exec-21] EMServiceServlet - 7:Request succeeded returning<?xm version="1.0"7?>
<response> <success/> </response> ### Logout request 2018-04-14 19:11: 23,919 INFO [ htt p- bi o-
8443- exec-3] EMServiceServlet - EMService Request# ---->: 9 2018-04-14 19:11: 23,920 DEBUG

[ htt p- bi 0- 8443-exec-3] EMServiceServliet - 9: Conn. Via Header= null 2018-04-14 19:11: 23, 920
DEBUG [ ht't p- bi 0- 8443- exec-3] EMServiceServlet - 9: osHost is |ocal Hst Address = 10. 106. 111. 182
2018- 04-14 19:11: 23,920 I NFO [ http-bi 0-8443-exec-3] EMServiceServlet - 9:EM Service: Request

t ype=Logi n/ Logout 2018-04-14 19:11:23,920 | NFO [ htt p-bi 0- 8443-exec-3] EMServiceServlet - 9:

Logi nServi ce. processRequest: Recei ved Request 2018-04-14 19:11: 23,920 | NFO [ htt p- bi o- 8443- exec-
3] EMServiceServlet - 9:Parsing Request... ### Logout process 2018-04-14 19:11: 23,925 | NFO

[ htt p-bi o- 8443-exec-3] EMServiceServlet - 9:Executing Logout... 2018-04-14 19:11: 23,925 | NFO

[ htt p- bi 0- 8443-exec-3] EMserviceServlet - 9:Executing Logout for device=test_secure 2018-04-14
19: 11: 23,925 I NFO [ htt p- bi 0- 8443-exec-3] EMserviceServlet - 9: Executing authenticate2... ###
Logout successful 2018-04-14 19:11: 23,936 I NFO [ htt p- bi 0- 8443-exec-3] CMDat abase -

CMVDat abase: devi ceLogout () 2018-04-14 19:11: 23,936 | NFO [ htt p-bi 0-8443- exec-3] CMDat abase -
CMVDat abase: devi ceLogout: execute function Devi ceLogout

(' d72b2e5f - 5dd2- 51f c- ec50- c9daf 98aab66' ) 2018- 04- 14 19: 11: 24,122 | NFO [ htt p- bi 0- 8443- exec- 3]
DBRequestor - 9: DBRequestor.logout: Dev: test_secure- devicelLogout returned 2018-04-14

19: 11: 24,122 I NFO [ htt p- bi 0- 8443-exec-3] EMserviceServlet - 9: LoginService. executelLogout: Dev:
test _secure- Logout Successful 2018-04-14 19:11:24,122 I NFO [htt p-bi 0-8443-exec- 3]

EMServi ceServl et - 9: Request succeeded returni ng<?xm version="1.0"7?> <response> <success/>

</ response>

In EmApp-Protokollen

2018-04-14 19:09: 45,566 I NFO [http-bi o-8080-exec-10] EMAppServl et - EMApp Request#
_____ >5
2018-04-14 19:09: 45,567 I NFO [http-bio-8080-exec-10] EMAppServl et - EMAppServl et:

Request protocol is :http

2018-04-14 19:09: 45,567 I NFO [http-bio-8080-exec-10] EMAppServl et - EMApp Request
par aneters:

Logout =nul | Devi ce Nane=test_secure User |d=null Device Profile=null Refresh=null Renote Host IP
Address = 10.65.40.61 Via Header Set = false getClusterlinfo = null

Lang = en_US Charset=utf-8,is0-8859-1;9=0.8 Encc = null Logi nType = null 2018-04-14 19:09: 45, 568
I NFO [ htt p- bi 0- 8080- exec- 10] CMDat abase - CMDat abase: checkDevi ceAl | owsAl t ernat eScri pt 2018-04-14
19: 09: 45,580 I NFO [ htt p-bi 0-8080-exec-10] CMDat abase - test_secure with nodel 30016 and locale 1
does not support alternate script 2018-04-14 19:09: 45,580 | NFO [ htt p- bi 0- 8080- exec- 10]

EMAppServl et - Alternate Script for device test_secure = 2018-04-14 19: 09: 45,581 DEBUG [ htt p-

bi 0- 8080- exec-10] EMservi ceConmuni cator - Posting to EM Servi ce: <query> <appl nf o>

<appl D>CCMBysUser </ appl D> <appEncryptedCerti fi cat e>xxxxxxx</ appEncryptedCertificate> </ appl nfo>
<devi ceUser Query> <devi ceNane>t est _secur e</ devi ceNane> <r enot el PAddr >10. 65. 40. 61</ r enot el PAddr >
</ devi ceUser Query> </ query> 2018-04-14 19: 09: 45,581 I NFO [ htt p- bi 0- 8080- exec- 10]

EMSer vi ceConmuni cator - Posting to EM Query Servi ce:

https:/ /1 ocal host: 8443/ enservi ce/ EMServi ceServl et 2018-04-14 19: 09: 45, 581 DEBUG [ htt p- bi 0- 8080-
exec-10] EMservi ceComruni cator - postMsg: EMService URL is :

https://1ocal host: 8443/ enservi ce/ EMServi ceServl et 2018-04-14 19: 09: 45, 808 | NFO [ htt p- bi 0o- 8080-
exec-10] EMAppServlet - The login status result for :test_secure:null:null:null:no 2018-04-14
19: 09: 45, 809 I NFO [ htt p- bi o- 8080-exec-10] CMDat abase -

CMDat abase: checkDevi ceAl | owsAl t ernat eScri pt 2018-04-14 19: 09: 45, 811 | NFO [ htt p- bi o- 8080- exec- 10]
CVDat abase - test_secure with nodel 30016 and | ocale 1 does not support alternate script 2018-
04-14 19:09: 45,812 I NFO [ htt p-bi 0-8080-exec-10] EMAppServlet - Sent |ogin page for device



test_secure 2018-04-14 19: 09: 45,812 | NFO [ htt p- bi o- 8080- exec-10] EMAppServl et -
findPreferredCharSet on utf-8,iso0-8859-1;9g=0.8 2018-04-14 19: 09: 45,812 I NFO [ htt p- bi o- 8080- exec-
10] EMAppServlet - tokenl = utf-8 2018-04-14 19:09: 45,812 | NFO [ htt p-bi o- 8080- exec- 10]

EMAppServl et - token2 = utf-8 2018-04-14 19:09: 45,813 I NFO [ htt p-bi 0- 8080- exec- 10] EMAppSer vl et
- charset with q value is 1 utf-8 2018-04-14 19: 09: 45,813 | NFO [ htt p- bi 0- 8080- exec- 10]

EMAppServl et - returning charset as q value is 1 utf-8 2018-04-14 19:09: 45,813 I NFO [ htt p-bi o-
8080- exec- 10] EMAppServlet - my charset =utf-8 2018-04-14 19:10: 51, 885 I NFO [ htt p-bi 0- 8080- exec-
23] EMAppServlet - EMApp Request# ----- >6 2018-04-14 19:10: 51,886 | NFO [ htt p-bi 0-8080- exec- 23]
EMAppServl et - EMAppServl et: Request protocol is :http 2018-04-14 19:10: 51,886 | NFO [ htt p-bio-
8080- exec- 23] EMAppServl et - EMApp Request paraneters: Logout=null Device Name=test_secure User
| d=EMuser Devi ce Profile=null Refresh=null

Renot e Host | P Address = 10.65.40.61 Via Header Set = false getCusterinfo = null Lang = en_US
Charset=utf-8,is0-8859-1;9=0.8 Encc = null Logi nType = null 2018-04-14 19: 10: 51, 894 DEBUG [ htt p-
bi 0- 8080- exec-23] EMAppServlet - isUserlLocal: userid = EMuser 2018-04-14 19:10:51, 895 DEBUG

[ htt p- bi 0o- 8080- exec-23] EMservi ceComruni cator - Posting to EM

Ser vi ce: <quer y><appl nf o><appl D>CCMBysUser </ appl D><appEncrypt edCerti fi cat e>xxxxxxx

</ appEncrypt edCerti fi cat e></ appl nf o><checkUser ><user | D>EMuser </ user | D><r enpt el PAddr >10. 65. 40. 61<
/ r enot el PAddr ><i sVi aHeader Set >f al se</i sVi aHeader Set ></ checkUser ></ query> 2018- 04- 14 19: 10: 51, 895
I NFO [ htt p- bi 0- 8080- exec- 23] EMServi ceConmuni cator - Posting to EM Query

Service: https://|ocal host: 8443/ enservi ce/ EMServi ceServl et 2018-04-14 19:10: 51, 896 DEBUG [ htt p-

bi 0- 8080- exec- 23] EMServi ceCommuni cat or - postMsg: EMsService URL is :

https:/ /1 ocal host: 8443/ enser vi ce/ EMSer vi ceServl et 2018-04-14 19: 10: 51, 957 DEBUG [ htt p- bi o- 8080-
exec-23] XM.GenParser - XM.Util .get Docunment FronStream 2018-04-14 19:10: 51, 957 DEBUG [ htt p- bi o-
8080- exec- 23] XM.GenParser - XM.U il . getVal ueFromDocunent 2018-04-14 19:10: 51,958 I NFO [http-

bi 0- 8080- exec-23] EMAppServlet - User 'EMuser' exists locally 2018-04-14 19:10:51, 958 | NFO

[ htt p- bi 0o- 8080- exec-23] EMAppServl et - EM Request for EMuser 2018-04-14 19:10: 52,010 INFO [http-
bi 0- 8080- exec-23] EMAppServlet - User authentication conplete for user EMuser 2018-04-14

19: 10: 52, 011 DEBUG [ htt p- bi 0- 8080- exec-23] CMbat abase - Userid being passed to the query is
EMuser 2018-04-14 19:10: 52,011 DEBUG [ htt p- bi 0- 8080- exec-23] CMDat abase -

CMVDat abase. get EndUserInfo - Query is - SELECT Device. nanme, Device.tkDeviceProfile,

EndUser Devi ceMap. defaul tprofil e

FROM Devi ce | NNER JO N EndUser Devi ceMap ON Devi ce. pkid = EndUser Devi ceMap. f kDevi ce WHERE

EndUser Devi ceMap. f kEndUser = ( SELECT pkid FROM EndUser WHERE ny_I| ower (userid)=ny_| ower (?)) and
devi ce. t kDevi ceProfil e=1

AND EndUser Devi ceMap. t kuserassociation = ? : paranmeter ( 'EMuser' ) 2018-04-14 19:10:52, 014
DEBUG [ htt p- bi 0- 8080- exec- 23] CMDat abase - CMbat abase. get EndUserinfo - name : EM2 2018-04-14

19: 10: 52, 025 I NFO [ htt p- bi o- 8080- exec-23] EMAppServl et - Device profiles for

user: EMuser=User I nfo: UserlD: EMiser Password: Locale: 1 Authentication proxy rights:

fal seDevice Profiles: EM2 2018-04-14 19:10: 52, 026 DEBUG [ htt p- bi 0- 8080- exec- 23]

EMSer vi ceConmruni cator - Posting to EM Service: <request> 2018-04-14 19:10: 52,471 | NFO [ htt p- bi o-
8080- exec- 23] EMAppServl et - Successfully perforned Login for user EMuser at test_secure 2018-
04-14 19:10: 52,472 I NFO [ htt p-bi 0-8080-exec-23] EMAppServl et - findPreferredCharSet on utf-

8,1 50-8859-1;9=0.8 2018-04-14 19:11: 23,896 | NFO [ htt p-bi o- 8080- exec-13] EMAppServlet - EMApp
Request# ----- >9 2018-04-14 19: 11: 23, 897 I NFO [ htt p- bi 0- 8080- exec-13] EMAppServl et -

EMAppServl et: Request protocol is :http 2018-04-14 19:11: 23,897 | NFO [ htt p-bi 0-8080- exec- 13]
EMAppServl et - EMApp Request parameters: Logout=true Device Name=test_secure User |d=null

Device Profile=null Refresh=null Renpte Host |P Address = 10.65.40.61 Via Header Set = false
getClusterinfo = null Lang = en_US Charset=utf-8,iso-8859-1;q=0.8 Entc = true Logi nType = null
2018- 04-14 19:11: 23, 899 DEBUG [ htt p- bi 0- 8080- exec-13] EMServi ceComuni cator - Posting to EM

Ser vi ce: <request > <appl nf o> <appl D>CCMSysUser </ appl D>

<appEncrypt edCerti fi cat e>xxxxxxx</ appEncryptedCertificate> </ appl nfo> <l ogout>

<devi ceNane>t est _secur e</ devi ceName> <r enot el PAddr >10. 65. 40. 61</ r enot el PAddr >

<i sVi aHeader Set >f al se</i sVi aHeader Set > </| ogout > </request> 2018-04-14 19:11: 23,900 | NFO [ htt p-
bi 0- 8080- exec-13] EMServi ceCommuni cat or - post MsgToLogi nService: Service URL

chttps://1ocal host: 8443/ enservi ce/ EMServi ceServl et 2018-04-14 19:11: 23,900 DEBUG [ htt p- bi o- 8080-
exec-13] EMservi ceConmuni cator - postMsg: EMService URL is :

https://1ocal host: 8443/ enservi ce/ EMServi ceServl et 2018-04-14 19: 11: 24,126 | NFO [ htt p- bi o- 8080-
exec-13] EMAppServl et - Successfully performed Logout for user null at test_secure 2018-04-14
19: 11: 24,127 DEBUG [ htt p- bi 0- 8080- exec-13] EMAppServl et - EMCC. true

In Call Manager-Protokollen



### The device profile DN (here 8888)

02760565. 000 | 19:11:08.329 | Sdl Sig | Cti Devi ceRegi sterNoti fyWthLinel nfo | wai t

| CTI Regi strar (1, 100, 237, 1) | SI PSt ati onD( 1, 100, 76, 128)

| 1, 100, 14, 8722. 210. 65. 40. 61"test _secure |[R NH O, N 1,L:2,V:0,2Z:0,D: 0] deviceNane=test_secure
Event Cont ent =14 Devi ceConfi gl nfo= Local e=1 Alt Scrpt = DNDOpti on=0 Confi gl pAddr Mode=3 Hotel | i ng=T

Restrict ed=F Qut boundRO=0 Bl B=F DNDSt at us=F Logi nSt at us=1 Devi ceRegi strati onl nf o=

Ter mi nat eMedi a=5 Acti vel PAddr Mbde=0 | Pv4=1761650880 | Pv6= Logi nUser =EMuser Profi | ePki d=0bf f 3cf d-
13c1-5352- 1a39- 9188bdd855d8 Encodi ng=3 Cti Control | abl e=1 AppCapability=52

User Capabi | i t y=20Pr ot ocol =2 Mul ti Medi aCapabi | it yBi t Mask=3 Devi ceMul ti Medi al nf o=

Devi ceVi deoCapabi | i ty=0 Tel epresencel nf o=0 ScreenCount =0 Hunt LogSt at us=1 Tot al Li nes=1

Li neCount =1 MorelLi nes=F DN = 8888 Part = PkGDN = PkGPart = numRD = 0

StationPid(1, 100, 76, 128) CTI Handl er1d(0) Logi nSt at us=1

### Request for registering the phone for DN nmentioned in the device profile

02760551. 004 | 19:11:08.219 | Applnfo |SIPTcp - wait_Sdl ReadRsp: | ncoming SIP TCP nessage from
10. 65.40. 61 on port 57378 index 12386 with 2203 bytes:

[ 101339, NET]

REG STER si p: 10. 106. 111.182 SIP/ 2.0

Via: SIP/2.0/ TCP 192. 168. 0. 105: 57378; br anch=z9hG4bK00007806

From <sip:8888@l0.106.111. 182>;tag=005056c000010926000036ch- 00003151

To: <sip:8888@0. 106.111. 182>

Call -1 D: 005056c¢c0-0001027b-00001cf 2- 00001201 @.92. 168. 0. 105

Max- Forwards: 70

Date: Sat, 14 Apr 2018 13:40: 19 GJI

CSeq: 2151 REGQ STER

User - Agent: Ci sco- Sl Pl PConmruni cator/9.1.1

Contact: <sip:f5927b99- ef a0- d1a0- 8705-

el11d9e2ebf Ob@92. 168. 0. 105: 57378; t ranspor t =t cp>; +si p. i nst ance="<ur n: uui d: 00000000- 0000- 0000-
0000- 005056c00001>"; +si p. i nst ance="<ur n: uui d: 00000000- 0000- 0000- 0000-

005056c00001>"; +u. si p! devi cenane. ccm f eat ures. ci sco. cone"t est _secure"; +u. si p! nodel . ccm ci sco. com
="30016"

Supported: replaces,join,sdp-anat, norefersub, ext ended-refer, X-cisco-callinfo, X-ci sco-
serviceuri, X-ci sco- escapecodes, X- ci sco-servi ce-control, X-cisco-srtp-fall back, X-ci sco-nonrec, X-

ci sco-config, X-cisco-sis-5.1.0, X-cisco-xsi-8.5.1

Reason: S| P; cause=200; t ext ="ci sco-al arm 14 Nane=SEP005056C00001 Load=Cl PC-8-6-6-1 Last=cm
cl osed-tcp"

Expires: 3600

Cont ent - Type: mul tipart/m xed; boundary=uni queBoundary



M nme- Version: 1.0

Cont ent - Lengt h: 1073

- - uni queBoundary
Cont ent - Type: application/x-ci sco-renptecc-request +xm

Cont ent - Di sposi tion: session; handl i ng=opti ona

<?xm version="1.0" encodi ng="UTF- 8" ?>
<X- Ci sco-renpt ecc-r equest >

<bul kr egi st erreq>

<contact all="true">

<regi ster></regi ster>

</ cont act >

</ bul kregi sterreq>

</ x- ci sco-renot ecc-r equest >

- - uni queBoundary
Cont ent - Type: application/x-ci sco-renptecc-request +xm

Cont ent - Di sposi tion: session; handl i ng=opti ona

<?xm version="1.0" encodi ng="UTF- 8" ?>
<x-ci sco-renot ecc-request >
<opti onsi nd>
<conbi ne nmax="6">
<r enot ecc>
<st at us></ st at us>
</ renot ecc>
<servi ce-control ></servi ce-control >
</ conbi ne>
<di al og usage="hook status">
<unot ></ unot >

<sub></ sub>



</ di al og>
<di al og usage="shared |ine">
<unot ></ unot >
<sub></ sub>
</ di al og>
<presence usage="blf speed dial">
<unot ></ unot >
<sub></ sub>
</ presence>
<j oi nreg></j oi nreg>
<cfwdal | - anyl i ne>No</ cfwdal | - anyl i ne>
<coachi ng></ coachi ng>
<oosal ar n»</ oosal ar e
</ opti onsi nd>

</ x- ci sco-renot ecc-r equest >

### 200 OK

02760584. 001 | 19:11:08.334 |Applnfo |SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 65. 40. 61 on port 57378 index 12386

[ 101341, NET]

SIP/2.0 200 &K

Via: SIP/2.0/TCP 192. 168. 0. 105: 57378; br anch=z9hG4bK00007806; r ecei ved=10. 65. 40. 61
From <sip:8888@0.106.111.182>;tag=005056c000010926000036¢ch- 00003151
To: <sip:8888@0.106.111.182>;tag=1168208381

Date: Sat, 14 Apr 2018 13:41:08 GMI

Call -1 D: 005056c0-0001027b- 00001cf 2-00001201@92. 168. 0. 105

Server: Cisco-CUCML2. 0

CSeq: 2151 REGQ STER

Expires: 120

Contact: <sip:f5927b99- ef a0- d1a0- 8705-

el11d9e2ebf Ob@92. 168. 0. 105: 57378; t ranspor t =t cp>; +si p. i nst ance="<ur n: uui d: 00000000- 0000- 0000-
0000- 005056c00001>"; +si p. i nst ance="<ur n: uui d: 00000000- 0000- 0000- 0000-



005056c00001>"; +u. si p! devi cenane. ccm f eat ures. ci sco. con="t est _secure”; +u. si p! nodel . ccm ci sco. com
="30016"; x- ci sco- new eg

Supported: X-cisco-srtp-fallback, X-cisco-sis-9.0.0
Cont ent - Type: application/x-ci sco-renptecc-response+xmn

Cont ent - Lengt h: 367

<X- Ci SCO-r enot ecc-r esponse>

<r esponse>

<code>200</ code>

<opti onsi nd>

<combi ne max="6">

<r enot ecc><st at us/ ></ r enot ecc>
<service-control />

</ conbi ne>

<di al og usage="hook st atus"><unot/></di al og>
<di al og usage="shared |ine"><unot/></di al og>
<presence usage="blf speed di al "><unot/></presence>
<j oi nreg></j oi nreg>

</ opti onsi nd>

</ response>

</ x- ci sco-renot ecc-response>

### After |logout the device again registers with its normal DN (7777)

02760738. 004 | 19:11:36.004 | Applnfo |SIPTcp - wait_Sdl ReadRsp: I ncoming SIP TCP nmessage from
10. 65.40. 61 on port 57417 index 12389 with 2203 bytes:

[ 101342, NET]

REGQ STER si p: 10. 106.111. 182 SIP/ 2.0

Via: SIP/2.0/TCP 192. 168. 0. 105: 57417; br anch=z9hG4bK00002532

From <sip:7777@0.106.111. 182>;tag=005056c00001092900001f b0- 00000f c1
To: <sip:7777@0. 106.111. 182>

Cal |l -1 D: 005056¢c0-00010285- 000046e9- 00006¢cf 9@ 92. 168. 0. 105



Max- Forwar ds: 70

Date: Sat, 14 Apr 2018 13:40:47 GV

CSeq: 2153 REGQ STER

User - Agent: Ci sco- Sl Pl PConmruni cator/9.1.1

Contact: <sip:479c83c3-cb54-18e8-1bal-

06a9d6b9e33c@.92. 168. 0. 105: 57417; t ransport =t cp>; +si p. i nst ance="<ur n: uui d: 00000000- 0000- 0000-
0000- 005056c00001>"; +si p. i nst ance="<ur n: uui d: 00000000- 0000- 0000- 0000-

005056c00001>"; +u. si p! devi cenane. ccm f eat ures. ci sco. conr"t est _secure”; +u. si p! nodel . ccm ci sco. com
="30016"

Supported: replaces,join,sdp-anat, norefersub, ext ended-refer, X-cisco-callinfo, X-ci sco-
serviceuri, X-ci sco- escapecodes, X- ci sco-servi ce-control, X-ci sco-srtp-fallback, X-ci sco-nmonrec, X-

ci sco-config, X-cisco-sis-5.1.0, X-cisco-xsi-8.5.1

Reason: S| P; cause=200; t ext ="ci sco-al arm 14 Nane=SEP005056C00001 Load=Cl PC-8-6-6-1 Last=cm
cl osed-tcp"

Expires: 3600
Cont ent - Type: mul tipart/m xed; boundary=uni queBoundary
M me-Version: 1.0

Cont ent - Lengt h: 1073

- - uni queBoundary
Cont ent - Type: application/x-ci sco-renptecc-request +xm

Cont ent - Di sposi tion: session; handl i ng=opti ona

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xx- Ci sco-renpt ecc-r equest >

<bul kr egi st erreq>

<contact all="true">

<regi ster></regi ster>

</ cont act >

</ bul kregi sterreq>

</ x- ci sco-renot ecc-r equest >

- - uni queBoundary
Cont ent - Type: application/x-ci sco-renptecc-request +xm

Cont ent - Di sposi tion: session; handl i ng=opti ona



<?xm version="1.0" encodi ng="UTF- 8" ?>
<x-ci sco-renot ecc-request >
<opti onsi nd>
<conbi ne max="6">
<renpt ecc>
<st at us></ st at us>
</renot ecc>
<servi ce-control ></service-control >
</ conbi ne>
<di al og usage="hook status">
<unot ></ unot >
<sub></ sub>
</ di al og>
<di al og usage="shared |ine">
<unot ></ unot >
<sub></ sub>
</ di al og>
<presence usage="blf speed dial">
<unot ></ unot >
<sub></ sub>
</ presence>

<j oi nreg></j oi nreg>

<cfwdal | -anyl i ne>No</ cfwdal | - anyl i ne>

<coachi ng></ coachi ng>
<oosal ar me</ oosal ar n»
</ opti onsi nd>

</ x- ci sco-renot ecc-r equest >

### 200 OK

02760759. 001 | 19:11:36.114 | Applnfo |//SIP/SIPNormalization/trace_sip_nessage:

Bef ore out bound



SIP Normalization nmsg is:

[ 101344, | NT]

SIP/2.0 200 &K

Via: SIP/2.0/TCP 192. 168. 0. 105: 57417; br anch=z9hG4bK00002532; r ecei ved=10. 65. 40. 61
From <sip:7777@0.106.111. 182>;tag=005056c00001092900001f b0- 00000f c1
To: <sip:7777@0.106.111. 182>;tag=983899518

Date: Sat, 14 Apr 2018 13:41:36 GMI

Call -1 D: 005056c0-00010285- 000046e9- 00006cf 9@ 92. 168. 0. 105

Server: Cisco-CUCML2. 0

CSeq: 2153 REGQ STER

Expires: 120

Contact: <sip:479c83c3-cb54-18e8-1bal-

06a9d6b9e33c @ 92. 168. 0. 105: 57417; t ransport =t cp>; +si p. i nst ance="<ur n: uui d: 00000000- 0000- 0000-
0000- 005056c00001>"; +si p. i nst ance="<ur n: uui d: 00000000- 0000- 0000- 0000-

005056¢c00001>"; +u. si p! devi cenane. ccm f eat ures. ci sco. come"t est _secure"; +u. si p! nodel . ccm ci sco

="30016"; x- ci sco- new eg
Supported: X-cisco-srtp-fallback, X-cisco-sis-9.0.0
Cont ent - Type: application/x-cisco-renptecc-response+xmn

Cont ent - Lengt h: 367

<X- Ci SCO-r enot ecc-r esponse>

<r esponse>

<code>200</ code>

<opti onsi nd>

<combi ne max="6">

<r enot ecc><st at us/ ></ r enot ecc>
<service-control />

</ conbi ne>

<di al og usage="hook st atus"><unot/></di al og>
<di al og usage="shared |ine"><unot/></di al og>
<presence usage="blf speed di al "><unot/></presence>
<j oi nreg></j oi nreg>

</ opti onsi nd>

</ response>

com



</ x- ci sco-renot ecc-response>

Haufige Fehler bei Extension Mobility

- CSCuv93330: tvsGetNextThread() zurlickgegeben NULL

- CSCur57864: 8841/8851 Sichere Extension Mobility-Anmeldung schlagt gelegentlich fehl

- CSCvb98664: Der Zeitstempel wird in UTC angezeigt, selbst wenn eine andere Zeitzone
konfiguriert wurde.

- CSCu094742: Die CCM-Gerateschicht verwendet nach der EM-Anmeldung immer Englisch.

- CSCu013456: Extension Mobility: Telefone dirfen auf 78xx und 88xx maximal 32 Zeichen
eingeben.

- CSCtz28748: Beim Anmelden bei Extension Mobility wird die Anmeldung fehlgeschlagen
Unbekannt 7

. CSCtx18810: CIPC untersttitzt kein sicheres EM (HTTPS-Anmeldung fir EM)

- CSCue33973: Tomcat High CPU/Memory - AXL Throttling sorgt fir Gbermafige Anfragen

- CSCug88643 : CME: Extension Mobility: Unterstiutzung fur SIP-Telefone in unterschiedlichen

Subnetzen

- CSCu099592 : 7841 meldet sich gelegentlich nicht bei Extension Mobility an.

- CSCug94607: getDeviceProfile gibt Fehlercode -1 aus

. CSCud97811 : Extensionmobilitdtsdynamische Eintrage werden bei EM-Abmeldung nicht
geloscht

Fehlercodes fiir Extension Mobility

In diesem Dokument werden die Fehlercodes beschrieben, die haufig auftreten:

https://www.cisco.com/c/en/us/td/docs/voice ip comm/cucm/trouble/8 6 1/trbl861/tbfeat.pdf

Héaufige Fehler

In diesem Dokument werden haufige Fehler und deren Behebung beschrieben:

https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-
manager-callmanager/18772-extension-mobility.html



https://cdetsng.cisco.com/webui/#view=CSCuv93330
https://cdetsng.cisco.com/webui/#view=CSCur57864
https://cdetsng.cisco.com/webui/#view=CSCvb98664
https://cdetsng.cisco.com/webui/#view=CSCuo94742
https://cdetsng.cisco.com/webui/#view=CSCuo13456
https://cdetsng.cisco.com/webui/#view=CSCtz28748
https://cdetsng.cisco.com/webui/#view=CSCtx18810
https://cdetsng.cisco.com/webui/#view=CSCue33973
http://cdets.cisco.com/apps/dumpcr?&content=summary&format=html&identifier=CSCug88643
http://cdets.cisco.com/apps/dumpcr?&content=summary&format=html&identifier=CSCuo99592
https://cdetsng.cisco.com/webui/#view=CSCug94607
http://cdets.cisco.com/apps/dumpcr?&content=summary&format=html&identifier=CSCud97811
/content/en/us/td/docs/voice_ip_comm/cucm/trouble/8_6_1/trbl861/tbfeat.pdf
/content/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/18772-extension-mobility.html
/content/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/18772-extension-mobility.html
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