Vorgehensweise flr Expressway bei Ablauf des
Zertifikats DST Root CA X3 am 30. September
2021
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Einleitung

Dieses Dokument beschreibt, wie die DST Root CA X3 ersetzt wird, die am 30. September 2021
auslaufen soll. Das bedeutet, dass altere Gerate, die "ldenTrust DST Root CA X3" nicht vertrauen,
anfanglich Zertifikatswarnungen erhalten und die TLS-Aushandlung scheitern wird.Am 30.
September 2021 wird sich andern, wie altere Software und Gerate Zertifikate verschllsseln
lassen.

Verwendete Komponenten

Die Informationen in diesem Dokument basierend auf folgenden Software- und Hardware-
Versionen:

- Cisco Expressway x12.6

Problem

Der "ldenTrust DST Root CA X3" Root lauft am 30.09.2021 ab und muss durch "ldenTrust
Commercial Root CA 1" ersetzt werden.

Stammzertifizierungsstelle l1auft am 30. September 2021 ab



a | Certificate X

General Details Certification Path

I_ﬂ Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote compu'ter .
= Alows daka on disk to be encrypted
* Protects emaill messages
s Ensures the identity of a remote computer
= Alows data to be signed with the current time
= All izsuance polices o

Issued to: DST Root CA X3

Issued by: DST Root CA X3

valid from 30/09/2000 to 30/09/2021

Issuer Statement




g Certificate X

General Details Certification Path

Show: | <All> v
Field Value A
| |version V3
|- | serial number 44afb080d6a327ba89303986. .
| _Isignature algorithm sha IRSA
| |signature hash algorithm shal
|- |1ssuer DST Root CA X3, Digital Signat...
' 30 September 2000 22:12:19
30 September 2021 15:01:15
NST Brnd CA ¥ Dinital Sionat ul

30 September 2021 15:01:15

 EditProperties...  Copy to File...

Losung

Léschen Sie die alte Acme Root CA aus dem Expressway E Trust Store, und aktualisieren Sie die
neuesten Root-Zertifikate.

Links herunterladen: (kopieren und einfligen)

https://letsencrypt.org/certs/isrgrootx1.pem



https://letsencrypt.org/certs/isrgrootx1.pem

https://letsencrypt.org/certs/lets-encrypt-r3.pem

Nur um sicherer zu sein, Browser aktualisieren
Aktualisieren des Root-Zertifikats auf Expressway-Servern
Navigieren Sie zu Maintenance > Security > Trusted CA Certificate

e,
CISCO Cisco Expressway-E

Status» System» Configuration » Applications » Users »

Trusted CA certificate Upgrade
Logging ation dat
O=Temporary CA f80fac88-844e- Smart licensin
4868-b15c-38a14830d12, ¢
. OU=Temporary CA f80fac83-644e- Email Notifications
O Certificate 4868-b15¢-38a14830d12, L e
CN=Temporary CA f80fac88-64de- Option keys
48e8-b15¢c-38a14839%d12
Tools »
D Certificate CN=federation-AD-CA-1 Ma =t
) O=QuoVadis Limited, CN=CQuoVadis
[0 certificate Root CA 2 o Backup and restore Server certificate
[ certificate g;ﬁ;lg?;thigt: g: ';T""St Mati Diagnostics » CRL management
Show all (decoded)| Show all (PEM file)| Delet| Selectall| Lnseiect al Maintenance mode Client certificate testing
Language Certificate-based
) authentication configuration
. I Upload } Restart options
Domain certificates
Select the file containing trusted CA certificates. t [ Browse... | No file selected. 1 Ciohers

Klicken Sie auf Durchsuchen, und wahlen Sie das heruntergeladene Zertifikat aus (oben in diesem
Dokument erwahnt).

Klicken Sie nach Auswahl der Datei auf Zertifizierungsstellenzertifikat anhangen.

CISCO Cisco Expressway-E This system has 1

Status » System> Configuration » Applications » Users» Maintenance »
Trusted CA certificate You are hare: Maintenance » Secu
Type Issuer Subject _: :
O=Temporary CA 180fac88-8446-4868-b15¢-38a1483%d12, OU=Temporary CA 180fac88-8446-4868-b15¢-38a1483%d12, CN=Temporary CA 1801ac88-644e-48e8- Matches
[0 certificate 1c 50148300012 Isuar Feb 112023
[0 Cerificate CN=federation-AD-CA-1 MI atches Apr 01 2022
[0 cCerificate ©=QuoVadis Limited, CH=CQuoVadis Root GA 2 @ File Upload o
.
Show all (decoded)| Show all (PEM fle)| Doieto| Selectall] Linseioct al & « D &> THskC > nloads = g T————
] Upload t {  Organize ~ New folder SN | o L

v
A . - A
Select the file containing trusted CA certificates u il 692243340 Narne Date modified

diagnostic_log_c

~ Today (2)
= My DATA
Append mmﬁm| Raset to defaull CA certificats _ & lets-encrypt-r3 .cer 972772021 T:0T PM
43 roct expire o iisrgrootel cer 9/27/2021 7:07 PM
Related tasks | | @ OneDrive - Cisen ~ Last week (11) A
Adlivation code onboarding trusted CA cerificates W This O 2l 2
File name: |lets-encrypt-r3 .cer ~ || All Files (*.*) 5

Open Cancel

Validieren nach der Aktualisierung von Zertifikaten im Trust Store.


https://letsencrypt.org/certs/lets-encrypt-r3.pem

vl
CISCO Cisco Expressway-E

Status » System» Configuration » Applications » Users » Maintenance »

Trusted CA certificate Youare t
|\ File uploaded: CA cerlificate file uploaded, File contents - Cerificales: 1, CRLS: 0.

Expiration date
[ cerificate CN=federation-AD-CA-1 Matches Issuer Apr 012022 valid
O cenificate O=Cuovadis Limited, CN=QuoVadis 1.y y0e 1ssyer Nov 24 2031 Valid
Root CA 2

. O=lIntemet Security Research Group, - r
| certficate R G O=Let's Encrypt, CN=R3 Sep 152025 Valid

. D=Internet Security Research Group, .
] cerificate CNoISRG Root X1 Matches Issuer Jun 04 2035 Valid

Show all decoded)  Show all PEM fle)| [ 1cic| Selectall] 1ociccia]

Upload |

Select the file containing trusted CA certificates 1 No file selected. i
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