Konfigurieren der sicheren Firewall-
Bedrohungsabwehr zum Senden von
Angriffsereignissen an einen Syslog-Server
mithilfe von FDM

Inhalt

Problem

Das Ziel besteht darin, die sichere Firewall-Bedrohungsabwehr (FTD) so zu konfigurieren, dass
Angriffsereignisse Uber den Cisco Secure Firewall Device Manager (FDM) an einen Syslog-Server
gesendet werden.

Umwelt

FTD-Version 7.7.10, verwaltet von FDM. Dieses Verfahren gilt auch fur andere Versionen.

Auflosung

Konfigurieren Sie mithilfe der Schritte FTD so, dass Angriffsereignisse iber FDM an einen Syslog-
Server gesendet werden.

Schritt 1: Navigieren Sie in der FDM-GUI zur Registerkarte Policies (Richtlinien).
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Schritt 2: Klicken Sie auf die Registerkarte Intrusion (Sicherheitsrisiken).
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Schritt 3: Klicken Sie auf die Schaltflache Einstellungen.

Firewall Devies Manane = L = . admin .
irewall Device Manager Monitoding  Policies Device: inserthostname... @ @ @ P Agminstater - wwso SECURE
@ Security Policies Click Here
= SSt Decnyption — —" Securtty Intatigence © secess Convol m
5 policies Inspection Engine: 3.3.5.1000-57 ¥ Filtor by policy name +

Balanced Security and Connectivity Autornatically-created custom policy equivalent to 'Balanced Security and Connectivity - Cisco Talos'. This policy Prevention
attempts to strike the delcate balance batween network connecthvity and throughgut and the needs of security, While
nat ad strict a3 Security Over Cannsttivity, this policy AHAMBLE 16 keep usirs sbeurs whils biing lass abtiusive abiou
normal traffic,

2 Connacthvity Over Security Automatically-created custom policy equivalant to 'Connectivity Over Security - Cisco Talos®. This policy places an Prevantion
ermphasis on network connectivity and throughpat, st ths possible axpense of sacurity. Traffic is inspected less deaply,
and less rules ane evaluated.

3 LAB Prevention

4 Maximum Detection Automatically-created custom policy souivalent to Maximum Datection - Cisco Talos”. This policy plsces all smphasis Prevvintion
on sacurity. Network connectivity and throughput is not guaranteed and false positives are likely. This policy should only
be used for high security areas and security monitons must be prepared to investigate alerts 1o deterring their validity,

t Security Ovar Connectivity Automatically-created custom policy equivalent to "Sacurity Over Connectivity = Cisco Talos®. This policy places an Prevention
emphasia on security, i the possible expense of Metwork connectivity and thioeghput. Trathc is inspected mode
doeply, mane rules ane evaluated, and both false positives and increased katency are expected but within reascn.

Schritt 4: Klicken Sie im Abschnitt Send Intrusion Events to Syslog Servers (Angriffsereignisse an
Syslog-Server senden) auf die Schaltflache mit dem Pluszeichen (+).



Intrusion Policy Settings

Send intrusion events to syslog servers:

+ |e Click Here

DEFAULT NETWORK ANALYSIS POLICY

Select the Network Analysis Policy to be used in conjunction with all intrusion
policies and allowed/trusted connections. You can apply a single NAP only, so
ensure its settings are adequate for all the types of traffic handled by this device.

@ Auto

Automatically select the NAP that matches the most-used intrusion policy (or
base policy for custom rules) applied in access control rules. If you do not apply
any intrusion policies, the Balanced Security and Connectivity NAP is used. The
NAP is run in Prevention mode. Learn More (2

Custom

Explicitly select the NAP that should be used. You can then select the
inspection mode, and customize inspector and binder settings, as required.
Learn More [2

Schritt 5: Wahlen Sie das Syslog-Serverobjekt aus, und klicken Sie auf OK.



Intrusion Policy Settings

Send intrusion events to syslog servers:
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Automatically select the NAP that matches the most-used intrusion policy (or
base policy for custom rules) applied in access control rules. If you do not apply
any intrusion policies, the Balanced Security and Connectivity NAP is used. The
NAP is run in Prevention mode. Learn More (2

Custom

Explicitly select the NAP that should be used. You can then select the
inspection mode, and customize inspector and binder settings, as required.
Learn More (3

Balanced Security and Connectivity - Cisco Talos: Prevention (no overrides

Schritt 6: Bereitstellen der Konfigurationsdnderungen auf der Firewall

Ursache



Um die an einen Syslog-Server zu sendenden Angriffsversuche zu konfigurieren, wahlen Sie den
Syslog-Server in den Einstellungen fur die Angriffsrichtlinie aus.

Verwandte Inhalte

Konfigurationsleitfaden fir Cisco Secure Firewall Device Manager



https://www.cisco.com/c/en/us/td/docs/security/firepower/760/fdm/fptd-fdm-config-guide-760/fptd-fdm-system.html#id_88125
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