Uberwachen von Ereignissen mit der Unified
Event Viewer auf der FMC-GUI
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Zugehdrige Informationen

Einleitung

In diesem Dokument wird die Verwendung der Unified Event Viewer auf einer grafischen
Benutzeroberflache (GUI) des Firewall Management Center (FMC) beschrieben.

Voraussetzungen

Anforderungen

Cisco empfiehlt, dass Sie Uber Kenntnisse in folgenden Bereichen verfiigen:

+ Zugriff auf FMC mit Admin- oder Sicherheitsanalysten-Berechtigungen
* FMC mit Version v7.0 oder héher

Verwendete Komponenten

Die Informationen in diesem Dokument basierend auf folgenden Software- und Hardware-
Versionen:

» Secure Firewall Management Center fir VMware v7.2.5

Die Informationen in diesem Dokument beziehen sich auf Geréate in einer speziell eingerichteten



Testumgebung. Alle Gerate, die in diesem Dokument benutzt wurden, begannen mit einer
geléschten (Nichterfullungs) Konfiguration. Wenn Ihr Netzwerk in Betrieb ist, stellen Sie sicher,
dass Sie die moglichen Auswirkungen aller Befehle kennen.

Entdecken

Schritt 1: Melden Sie sich bei der FMC-GUI an.
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Schritt 2: Navigieren Sie zur Registerkarte Analyse.
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Schritt 3: Klicken Sie im Dropdown-MenU auf Unified Events.
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Beispiel fur die Unified Event-Seite
fl rewalll:flanagelment Center Crwarview Analysis Policies Devices Objects Integration
—
Qr Select...
(@ Showing 10,000 events (4 10,000) of tens of thousands  #

W Tme Event Typo Acton Desduton POt/ | g | Sourcat® Sorebotl | Ao
¥ 2023-10-0416:11:28 & Connection & Allow 53 (domain) fud:  GW 10.18.19.111 55046 / udp allow
¥ 2023-10-0416:11:2¢ § 5 Conneclion © Allow 53 (domain) f 10.18.19.105 44563 [ udp allow
> 2023-10-04 16:11:29 5 Connection @ Mg 443 (https) ftop - GW 10.18,19.166 53436 [ top allow
¥ 2023-10-04 16:11:29 4 Connection © Allow 443 (https) f tcp GW 10.18.19.166 53437 | tcp allow
»  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) f G 10.18.19.105 57541 [ udp allow
¥  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fuds  GW 10.18.19.105 42318 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.108 52776 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) f ud:  GW 10.18.19.32 38366 / udp allow
¥ 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud;  GW 101819111 47616 [ udp allow
» | 2023-10-0416:11:28 & Connection S Allow 53 (domain) fud;  GW 10.18.19.41 54037 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection & Allow 53 (domain) fud; GW 10.18.19.230 60602 | udp allow
» | 2023-10-04 16:11:28 45 Connection & Allow 53 (domain) fud: GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 39941 / udp allow
> 2023-10-0416:11:28 5 Connection © Allow 443 (htps) / tcp - GW 10.18.19.230 34810/ tcp allow
¥ 2023-10-04 161128 5 Connection @ Allow 53 (domain) f GW 10.18.19.156 52564 / udp allow
» | 2023-10-04 16:11:27 4 Connection © Allow 53 (domain) fud: GW 10.18.19.110 50552 [ udp allow

-Xx
= Total Bytes (KB}
2,812.85
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‘ 2022-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h

Veranstaltungen Uberprufen

Schritt 1: Klicken Sie auf das Symbol >.
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ysis { Unifi is

Q= Select...

@ Showing 10,000 events (5 10,000) of tens o

i Time

2023-10-04 16:11:29
¥ 2023-10-0416:11:29 §
> 2023-10-04 16:11:29
> 2023-10-04 16:11:29
> 2023-10-04 16:11:28
> 2023-10-04 16:11:28
» | 2023-10-04 16:11:28
> 2023-10-04 16:11:28
> 2023-10-04 16:11:28
> 2023-10-04 16:11:28
» | 2023-10-04 16:11:28
¥ 2023-10-04 16:11:28
¥ 2023-10-04 16:11:28
> 2023-10-04 16:11:28
¥ 2023-10-04 16:11:28
¥ 2023-10-04 16:11:28
o 2023-10-04 16:11:28
> 2023-10-04 16:11:27
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Analysis Policies Devices Objects Integration
—

Action :';:::z::: Portl | oavica Source IP

© Allow 53 (domain) fud; GW 10.18.19.111
@ Allow 53 (domain) fudy GW 10.18.19.105
D Algw 443 (https) / tep  GW 10.18,19.166
@ Allow 443 (https) ftcp - GW 10.18.19.166
© Allow 53 (domain) G 10.18.19.105
@ Allow 53 (domain) fud:  GW 10.18.19.105
@ Allow 53 (domain) fud:  GW 10.18.19.110
Q Allow 53 (domain) fud; GW 10.18.19.110
© Allow 53 (domain) fudp GW 10.18.19.105
© Allow 53 (domain) fud;  GW 10.18.19.32
@ Allow 53 (domain) fud: GW 101819111
& Allow 53 (domain) fud;  GW 10.18.19.41
S Allow 53 (domain) fud;  GW 10.18.19.230
@ Allow 53 (domain) fud; GW 10.18.19.230
© Allow 53 (domain) fud; GW 10.18.19.111
© Allow 443 (https) / tcp ~ GW 10.18.19.230
@ Allow 53 (domain) fud; GW 10.18.19.156
© Allgw $3 (domain) [ ud;  GW 10.18.19.110

Deploy Q @ % @ adminv

‘ 2022-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h

Source Port [ Access

IGMP Type Control Rule
55046 [ udp allgw
44563 / udp allow
53436 | top allgw
53437 [ top allow
57541 [ udp allow
42318 [ udp allow
38758 / udp allaw
53922 | udp allow
52776 [ udp allow
39366 [ udp allow
47616 [ udp allow
54037 / udp allow
60602 [ udp allaw
59309 [ udp allow
39941 [ udp allow
34810 / tcp allow

52564 [ udp allow
50552 / udp allow

SECURE

x | Refrash J

® Go Live

Schritt 2: Die detaillierten Informationen zum Ereignis werden angezeigt.

f_lr?wal!_:nanagl_e::nent Center Overview Analysis Policies Devices Objects Integration Deplay C @ o @ admin» ';',','Q"," SECURE
—
Qr Select ® || Refresh
@ Showing 10,000 events (5 10,000) of tens of thousands B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
Wi e Event Type Action r:;::r:;::: Partl | oavice Source IP IS(;';::Y:“ ! ?;:: s
w  2023-10-04 16:11:29 4 Connection © Allow 53 (domain) [ ut; GW 10.18.19.11 55046 | udp alloww
Evant Type: 4 Connection Business Relevance: Very High Ingrass Virual Router: Global
Tirme: 2023-10-04 16:11:29 DNS Query: clou [Egress Virtual Router:  Glotal
Last Packet: 2023-10-04 16:11:39 DNS Response: Mo Ermor Initiator Packets: ©
Action: & Allow DNS Record Type: A Responder Packets: [
Source IP: 101819111 Intrusion Events: [ QoS-Drogpaed Initiator Packets: [
Source User: Mot Founct Files: 0 QoS-Dropped Responder Packets: [
Destination IP: 1018107 Access Control Polley: Initlator Bytes: 164
Ingress Security Zone: inscde Actess Control Rule: 20w Responder Bytes: (1
Egress Securlty Zone: ouiside Network Analysls Polley:  Balanced Secuity and Connectivity QoS-Dropped Inltlator Bytes: [
Source Port | ICMP Type: 55046/ udp Prefilter Policy:  alow QoS-Dropped Responder Bytes: 0
Destination Port [ ICMP Gode: 53 (coman) | uio QoS Polley: test Detectlon Type: Aspll
Client Application: DS Dornain: Global NAT Source IP: 1088 243 43
»  2023-10-04 16:11:29 S Connection @ Allow 83 {domain) [ ud; GW 10.18.19.105 44563 [ udp allgww
> 2023-10-04 16:11:29 4 Connection @ Allow 443 (https) ftep GW 10.18.19.166 53436 | tcp allow
¥ 2023-10-04 16:11:29 ;- nection 443 (https) M tep  GW 10.18.19.166 53437 [ tcp alloww
¥ 2023-10-04 16:11:28 5 Connection 53 {domain) [ ud;  GW 10.18.19.1 57541 [ udp allow

Spalten personalisieren

Schritt 1. Klicken Sie auf das Symbol Ul




El.r:ffvf'\?l{_.l“:«:fnage?'lent Center Overview Analysis Policies Devices Objects Integration Deploy  Q, @ £ @ adminv Ml cEcyRe
—
Q= Select... b4 Refrash
@ Showing 10,000 events (G 10,000) of tens of thousands  + IF§ 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live

ﬁ [rime Event Type Action :?IL:‘:::T:: Portd Device Source IP ﬁ?;:_:;::" ! ::Zr:l Rule '
¥ 2023-10-04 16:11:29 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.111 55046 / udp allow

¥ 2023-10-04 16;11:22 § & Connection @ Allow 53 (domain) f 10.18.19.105 44563 [ udp allgw

> 2023-10-04 16:11:29 5 Connection © Miow 443 (https) M top GW 10.18,19.1686 53436 | top allow

¥ 2023-10-04 16:11:29 4 Connection © Allow 443 (nttps) f tep GW 10.18.19.166 53437 [ top allgw

¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow

» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow

y  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.110 38758 / udp allow

¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow

¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allaw

> 2023-10-04 16:11:28 5 Connection © Allow §3 (domain) fud;  GW 10.18.19.32 39366 / udp allow

» | 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow

| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow

> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allaw

¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow

» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow

¥ 2023-10-0416:11:28 5 Connection  Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow

¥ 2023-10-04 161128 5 Connection @ Allow 53 (domain) fud: GW 10.18.19.156 52564 / udp allow

¥ 2023-10-0416:11:27 5C

onnection © Alow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow _m_

Schritt 2: Wahlen Sie die Ereignisfelder aus, die in der Tabelle enthalten sein sollen.

| !—tlrlewallurfi?agerrnent Center Overview Analysis Policies Devices Objects Integration Deploy Q @ # @ adminv Wl sEcuRe
—
_J Qr Select... x Refresh
& Showing 10,000 events (§ 10,000) of tens of thousands ¥ W5 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:28 EDT 1h @ Go Live
o @ . Tima | Evant Typo | .ﬂ-ellofl Roason Sourca IP Dastination IP E:Mur:\:;nj :;;:n;::: Pot/ Wab Ap

Saved Column Sets oW 10.18.19.011 10.1.8.107 55046 [ udp 53 (domain) | ud
Select... pw 10.18.19.105 10.1.20.51 44563 [ udp 53 (domain) / ud
‘ i oV 10.18.19.166 142.250.72.202 53436 / tcp 443 (https) [ tep
IO\ Filter columns =N 10.18.19.166 142.250.72.202 53437 [ wcp 443 (htps) [ wep
Select none  Select default oW 10.18.19.105 10.27.20.51 57541 | udp 53 (domain) | ud
Event Type = 10.18.19.105 10.1.20.51 42318 | udp 53 (domain) / uc
& Action oy 10.18.19.110 10.1.9.38 38758 / udp 53 (domain) { ud
Reason o 10.18.19.110 10.1.8101 53922 [ udp 53 (domain) / ug
Source IP = 10.18.19.105 10.27.20.51 52776 [ udp 53 (domain] [ ug
Destination IP =20 10.18.19.32 208.67.220.220 39366 [ udp 53 (domain) / ud
& Source Port | ICMP Type W 10.18.19.011 10.1.8.101 47616 [ udp 53 (domain) / ud
Destination Port / ICMP Cade = 10.18.19.41 208.67.220.220 54037 | udp 53 (domain) | uc
W 10.18.19.230 173.37.87.157 GOG02 | udp 53 (domain) / uc
Revert 11 selected bw 10.18.19.230 173.37.87.157 59300/ udp 53 (domain) [ uc
3 | 2023-10-04 16:11:28 G Connection & Hliow 101819011 10.1.8.101 39941 / udp 53 (domain) | uc

Schritt 3. (Optional) Suchen Sie nach dem Feld, um die Navigation zu vereinfachen.



Saved Column Sets

Select...

Source X

Select 14 filtered ' Select default
Source IP
Source Port / ICMP Type
| NAT Source IP
MAT Source Port

| NetFlow Source Autonomous System

Revert 7 selected Apply

Schritt 4: Klicken Sie auf ein Ereignisfeld, um es zu deaktivieren oder zu aktivieren.

o

Saved Column Sets !

Select... !

Source x|

Select 14 filtered Select default i

Source IP i

Source Port / ICMP Type 1

| NAT Source IP !
| NAT Source Port

| NetFlow Source Autonomous System

Revert 6 selected Apply

Schritt 5: Klicken Sie auf Anwenden.



Saved Column Sets

Select...

| Q. Filter columns

Select none  Select default
Event Type

Action

Destination Port / IGMP Gode
Source IP

Device

Revert

6 selected

Apply

Schritt 6. (Optional) Sie kbnnen die Spalten neu positionieren, indem Sie sie an eine andere

Position ziehen.

Firewall Management Center

! it

Qr Select.

Overview Analysis

&) Showing 10,000 events (5 10,000) of tens of thousands +

Ml Tme Event Type Action

¥ 2023-10-05 13:02:15 5 Connectian © Allow
¥ 2023-10-0513:02:15 5 Connection © Allow
»  2023-10-0513:02:115 5 Connection © Alow
> 2023-10-05 130216 5 Connection © Allow
¥ H023-10-0513:02:14 5 Connection © Allow
» 2023-10-051302:14 5 Connection © Aliow
> 2023-10-0513:02:14 5 Connection @ Allow
¥y 2023-10-05 13:02:14 ‘5 Connection © Allow
> 202310 13:02:14 % Connection @ Allow
¥ 2023-10-0513:02:14 4 Connection @ Allow
»  2023-10-05 13:02:14 4 Connection @ Allow
¥ 2023-10-0513:02:14 4 Connection @ Allaw
¥ 2023-10-05 13:02:13 4 Connectian @ Allaw
¥ 2023-10-0513:02:13 5 Connection © Allow
¥ 10-0513:02:13 5 Connection O Allow
¥ 2023-10-05 13:02:13 5 Connection © Allow

Spaltensatz speichern

Policies

Destination Port [ ICMP)
Code

53 (dormain) [ udp
53 (domain) [ udp
443 (htips) [ op

53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp
53 idomain) [ udp

443 (https) / tc

53 (doma

443 (hips

443 (htps) [ tep

Devices Objects Integration
Device

10181 Sewrse P

10.18.19.110 GW
10.18.19.230 GW
10.18.19.32 GW
10.18.19.105 GW
10.18.19.111 GW
10.18.19.111 GwW
10.18.19.230 GW
10.18.19.105 GW
10.18.19.230 GW
10.18.19.230 GW
10.18.19.166 GW
10.18.19.110 GW
10.18.19.230 GW
10.18.19.166 GW
10.18.19.166 GwW

Schritt 1. Klicken Sie auf Gespeicherte Spaltensatze.

Deploy O €@ # @ adminv il secuRe

* Refresh

“ 2023-10-05 1220215 EDT — 2023-10-05 13:02:15 EDT 1h @ Go Live:

Access
Control Rule

allow
allewy
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow

allow

= m



Firewall Management Center

| </ Unified Events Overview Analysis Palicies Devices Objects Integration Deplay Q, P £ @ adminw | vt cpcuRE
—
[ CQr Select... x |
@ Showing 10,000 events (5 10,000) of tens of thousands % B} 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:20 EDT 1h @ Go Live
Source Port | Destination Part |
T i P |
M Tme Evant Type Actlon Reason Source | Destination IP ICMP Type NP Code Web Ag
Saved Column Sets e 10.1819.111 10.1.8107 55046 / udp 53 (domain] [ ug
.Select... oW 10.18.19.105 10.1.20.51 44563 [ udp 53 (domain) / ud
ow 10.18.19.166 142.250.72.202 53436 / 1cp 443 (https) | tep
[O\ Filter columns o 10.18.19.166 142.250.72.202 53437 [ 1cp 443 (hips) [ wep
Select none  Select default ow 10.18.19.105 10.27.20.51 57541 [ udp 53 (domain] / ud
Event Type o 10.18.19.105 10.1.20.51 42318 | udp 53 (domain] / ud
® Action ow 10.18.19.110 10.1.9.38 38758/ udp 53 (domain) [ ud
Reason oW 10.18.19.110 10,1810 53922  udp 53 (domain) / uc
Source IP ow 10.18.19.105 10.27.20.51 52776 / udp 53 (domain) / ud
Destination IP ow 10.18.19.32 208.67.220.220 39366 / udp 53 (domain) / ud
oW 101819111 10.1.8.101 ATB16 J udp 53 (domain) | ud
& Source Part / IGMP Type v {domain) /
ow 10.18.19.41 208.67.220.220 54037 [ udp 53 (domain) | ud
Destination Port / IGMP Gode
ow 10.18.19.230 173.37.87.157 BO602 | udp 53 (domain) / ud
Revert 11 selacted m ow 10.18.19.230 173.37.87.157 59309 / udp 53 (domain) | uc
32023 T0-04 1628 5 Conneciion T Allow 10.1819.011 10,1810 39941 [ udp 53 (domain) | ud)

Schritt 2. Klicken Sie auf Spaltensatz aus aktueller Auswahl erstellen.

Firewall Management Center
i Unified Evnts

Overview Analysis Palicies Devices Objects Integration Deploy Q@ @ £ @ adminv el cpcURE

—
Qe Salect... b4
(2 Showing 10,000 everts (% 10,000) of tens of thousands B} 2023-10-04 15:11:20 EDT = 2023-10-04 16:11:20 EDT 1Th @ Go Live

o Destination Port / - Source Port [ Access
| E . Time | Event Type | Action Dastination IP ICMP Gode Davice Source IP ICMP Type Gontrol Rl
Saved Column Sets +1) 10.1.8.107 53 (domain) f ud; GW 10.18.19.111 55046 / udp allow
Rule match wo| bBw 10.1.20.51 53 (domain) / wdp GW 10.18.19.105 44563 [ udp allaw
oW 142.250.72.202 443 (hitps) [ tep  GW 10.18.19.166 53436 | tep allc
o 142.250.72.202 443 (htps) [ tep  GW 10.18.19.166 53437 [ 1cp allaw
o 10.27.2051 53 (domain) / ud; GW 10.18.19.105 57541 / udp allow
Saved Column Set 1
ow 10.1.20.51 53 (domain) / udp  GW 10.18.19.105 42318 [ udp allow
Time | Event Type | Action |Reason | |Sowrce IP| |Destination IP |
bW 10.1.9.38 53 (domain) / ud; GW 10,18.19.110 38758 [ udp allow
-+ Create column set from current selection | B )
bw 10.1.8.101 53 (domain) / wd;  GW 10,18.19.110 53922 | udp allow
(1 10,27.20.51 83 (domain) f ud; GW 10,18.19,105 52776 | udj allow
& Source IP p
(s} 208.67.220.220 53 (domain) f ud;  GW 10.18.19.32 39366 | ud allcer
Destination 1P P
Souree Port / ICMP Type ow 10,1810 53 (domain) f ud;  GW 10.18.19.111 47616 [ udp albow
- oW 20867220220 53 (domain) f ud; GW 10.18.19.41 54037 [ udp allow
Destination Port [/ ICMP Cods
estination &
o 173.37.87.157 53 (domain) / wdp  GW 10.18.18.230 60602 | udp allowe
Revert 11 selected m bow 173.37.87.157 53 (domain) f ud; GW 10.18.19.230 59309 [ udp allow
»  2023-10-04 16:11:28 & Connection Allciws 10.1.8.001 53 (domain) f udp  GW 10.18.19.111 39947 | ud) albow
r
> 2023-10-04 16:11:28 £ Connection © Allow 108.156.211.71 443 (hups) / top | GW 10.18.19.230 34810 [ 1cp allow

Schritt 3. (Optional) Andern Sie den Namen des SpaltenSets.



Saved Column Sets 1

| Select... r
2 saved column sets r
| Rule match I
Time | | Event Type | | Action | | Reason | | Source P | | Destination IP (
¢
[
~+ Create column set from current selection
[
[

[ ] MetFlow Source Autonomous System

[ ] NetFlow Source Prefix |

Revert 6 selected

Schritt 4: Sie kdnnen einen vorhandenen Satz bearbeiten, indem Sie auf die Ellipse (...) klicken.

Firewall Management Center .
P il Ka ) g Overview Analysis Palicies Devices Objects Integration Depley O @ £ @ adminv vl cEcuURE
- —
& Showing 10,000 events (& 10,000) of tens of thousands  + B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h @ Go Live
" . a2 " Destination Port / N Source Port/ Access
E Time Event Type Action Destination 1P o B Davice Source IP IEMP Type P
Saved Column Sets W 10.1.8.107 53 (domain) / ud;  GW 10,1891 55046 | udp allows
Rule match w W 10.1.20.51 52 (domain) / ud; GW 10.18.19.105 44563 | udp alloww
142.250.72.202 | 443 (hups) ficp | GW 10.18.19.166 53436 /1cp allowe
142.250.72.202 443 (htips) / tcp ~ GW 10,18.19.166 53437 [ 1cp allonw
2 10.27.20.51 53 (domain} / ud;  GW 10.18.19.105 57541 / udp allonr
Saved Colurmn Set 1 Rename )
P (e | 5 e [ W 10.1.20.51 53 (domain) / ud; GW 10.18.12.105 42318 | udp allenwr
ime vent Type | Action leason aUrcE Elinatig ete
—f 10.1.9.38 53 (domain) | ud]  GW 110 38758 | udp allwe
=+ Create column set from current selection & = = = " .
T 10.1.8.101 53 (domain) / ud]  GW 10.18.19.110 53922 | udp allew
Source IP w 10.27.20.51 §3 (domain) / ud;  GW 10.18.19.105 52776 | udp allow
® Destination 1P ow 208.67.220.220 53 (domain} / ud; GW 10.18.19.32 39366 / udp allows
Source Port / ICMP Type pw 10.1.8.101 53 (domain} / ud;  GW 10.18.19.111 47616 [ udp allow
Destination Port / ICMP Code oW 208.67.220.220 53 (domain} / ud;  GW 10,18.19.41 54037 | udp allow
il I
ow 173.37.87.157 53 (domain) / ud;  GW 10.18.19.230 60602 | udp allowe
Hevert Jilsalacted !m. 173.37.87.157 | §3 (domain) { ud; GW .18.10.230 58300 / udp allows
T T 2023-10-04 161128 | & Connectio T © Allow 0.1.8.101 53 (domain) J ud]  GW 18.19.111 39941 / udp allew

Veranstaltungssuche

Schritt 1: Um nach bestimmten Ereignissen zu suchen, klicken Sie auf Auswahlen.



fl r:e_l?v_al!_t?gi?agefnem Center Overview Analysis Policies Devices Objects Integration Deploy Q. @ & @ adminv U sECURE
—
I Q= Select... b4 Refre: I
@ Showing 10,000 events (5 10,000) of tens of thousands % i 2022T-10-04 15:11:29 EDT — 2023-10-04 168:11:20 EDT 1h @ Go Live
ﬁ Time Event Type Action :?IL:‘:::T:: Portd Device Source IP f;;:::::" ! 2:::[: Rule '

¥ 2023-10-0416:11:29 & Connection © Allow 53 (domain) f ud;  GW 10.18.19.111 55046 [ udp allow
¥ 2023-10-04 16:11:29 ¢ 5 Connection & Allow 53 (domain) f GW 10.18.19.105 44563 [ udp allow
» | 2023-10-04 16;:11:29 4 Connection @ Allow 443 (https) J top  GW 10.18.19.166 53436 | top allgw
»  2023-10-04 16:11:29 ‘5 Connection @ Allow 443 (https) ftep GW 10.18.19.166 53437 [ top allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) f ud 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fudp GW 10.18.19.108 52776 [ udp allow
»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.32 38366 / udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud: GW 10.18.19.111 47616 [ udp allow
| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 443 (hps) f tcp GWY 10.18.19.230 34810 / tcp allow
»  2023-10-0416:11:28 & Connection © Allow 53 (domain) f wd 10.18.19.156 52564 / udp allaw
¥ | 2023-10-0416:11:27 4 Connection © Allgw 53 (domain) f

10.18.19.110 50552 / udp allow _m_

Schritt 2: Wahlen Sie das Feld aus, in das der Filter angewendet werden soll.

f}fl?WEﬂ{ﬂf::?nElgEl{'ﬂ&nl Center Overview Analysis Policies Devices Objects Integration pepley O @ 1% @ adminv detls SECURE
—
| Qr source x ” Refresh |
@ 5| NAT Source IP ds + W 2023-10=04 15:11:20 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
AT SEEIER Port . Destination Port [ N Source Port | Actoss
NetFlow Sourge Autonomous System REEE ICMP Code Beis SOSEE ICMP Type Control Rule

* | MetFlow Source Prefix © Allow 53 (domain) [ ud;  GW 1018190 55046 [ udp allow
* | NetFlow Source ToS @ Allow 53 (domain) [ ud; GW 10.18.19.105 44563 [ udp allow
> | Source Continent © Allow 443 (nips) S tcp . GW 10.18.19.166 53436 | tcp allow
* | Bauree Country & Allow 443 (https) [ tcp - GW 10.18.19.166 53437 [ wcp allow
* | Sotres Device © Allow 53 {domain) [ ud;  GW 10.18.19.105 57541 [ udp allow
> | Source Host Criticality @ Allow 83 {domain) [ ud; GW 10.18.19.105 42318 [ udp alloww
¥ © Allow 53 {domain) [ ud; GW 10.18.19.110 38758 [ udp allow
¥ =10-0416:11: 5 Connection © Allow 53 (domain) [ ud;  GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection & Allow 53 (dornain) [ ud; GW 10.18.19.105 52776 [ udp allow
¥ 2023-10-0416:11:28 & Connection o Allow 53 (domain) fud;  GW 10.18.19.32 39366 / udp allow
> 2023-10-04 16:11:28 5 Connection S Allow 53 (domain) [ ud; GW 10.18.19.111 47616 [ udp allow
> 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) [ ud; GW 10.18.19.41 54037 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [/ ud: GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16;11:28 5 Connection 53 {domain) [ud;  GW 10.18.19.230 59309 [ udp allow
¥ 2023-10-04 18:11:28 , Connection 53 {domain) [ ud; GW 10.18.19.111 39941 [ udp alloww
> 2023-10-04 16:11:28 5 Connection @ Allow 443 (https) ftep  GW 10.18.19.230 34810 [ tep allow
¥ 2023-10-04 16:11:28 5 Connection © Aliow 53 (domain) fud;  GW 10.18.19.156 52564 [ udp allow
¥ 2023-10-0416:11:27 5 C

onnection o Allow 53 (domain) f ud; GW 10.18.19.110 50552 | udp allow n

Schritt 3: Schreiben Sie die Werte, die als Filter verwendet werden sollen.

Qr SourcelP | | X Select...

Schritt 4. Klicken Sie auf Apply, um den Filter zu konfigurieren.



Firewall Management Center

Owerview Analysis Paolicies Devices Objects Integration Deploy  Q, d’ 4 @ adminy  cdelt cpcyRe

Qr  SowrcalP 101819105 % X  Select.., 2

@ Showing all 144 events (45 144) + B 2023-10-06 12:31:58 EDT — 2023-10-06 13:31:58 EOT 1h

& Go Live
Schritt 5. (Optional) Sie kénnen jedem Filter mehrere Werte hinzufligen.
FI‘I’E\{\TIE!”J:ME:I:I?FE{EHE:‘TIent Center Overview Analysis Policies Devices Objects Integration peploy Q @ ¥ @ adminw et SECURE
Qr  SourcalP 10.1B.189.111 % 100819005 % X Select... X.

") Showing 150 events (§ 150) + B 2023-10-04 15:11:29 EOT — 2023-10-04 16:11:20 EDT 1h @ Go Live
i Time Event Type Action g:;:”“"" Port/IEMP | pevice Source IP IS(;":::;TI :::::I ke

¥ 2023-10-04 16:11:29 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 55046 / udp allow

» | 2023-10-04 16:11:28 S Connection © Allaw 53 (domain) [ udp GW 10.18.19.105 44563 / udp allow

> 2023-10-04 16:11:28 5 Connaction © Alow 53 (domain) [ udp GW 10.18.19.105 57541 [ udp allow

» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 42318 | udp allow

» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 52776 / udp allow

» 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) { wdp GwW 10.18.19.111 47616 [ udp allow

» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) [ udp GW 10,18.19.111 39941 | udp allaw

¥ 2023-10-04 16:11:27  Connection @ Allow 53 (domain) [ udp GwW 10.18.19.111 46739 [ udp allow

¥ 2023-10-04 16:11:27 5 Connection @ Alow 53 (domain) [ udp GW 10.18.19.111 56045 | udp allow

¥ 2023-10-04 16:11:27 5 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 43523 [ udp allow

y | 2023-10-04 16:11:27 4 Caonnaection © Allow 53 (domain) / udp GW 10081901 46938 / udp allow

» | 2023-10-04 16:11:26 S Connaction S Allow 53 (domain) [ udp GW 10.18.18.105 41931 udp allow

» | 2023-10-04 16:11:26 5 Connection @ Allow 53 (domain) [ udp GW 10.18.19.111 42734 | udp allow

» | 2023-10-04 16:11:25 4 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 54464 [ udp allow

¥ 2023-10-04 16:11:25 5 Connection O Allow 53 (domain) [ udp GW 10.18.19.105 45681 / udp allow

¥ 2023-10-04 16:11:25 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 50585 / udp allawe

¥ 2023-10-04 16:11:25 5 Connection © Allaw 53 {domain) [ udp GW 10.18.19.105 48789 [ udp allawe

¥ 2023-10-04 16:11:24 5 Connection © Alow 53 (domain) [ udp GW 10.18.19.105 45203 [ udp allow n

Schritt 6. (Optional) Flgen Sie so viele Filter hinzu, wie Sie bendtigen.

Flrewallhr.\?ﬁri%ﬁ?‘em Center Overview Analysis Palicies Devices Objects Integration Deploy & @ £+ @ adminv el cpcURE
—
Qs SourcelP 101819111 x 101819105 % 3  Destination Port [ ICMP Code 8910 *® | X Select... x |
(2 Showing all 106 events (4 106) & B} 2023-10-04 15:11:20 EDT = 2023-10-04 16:11:20 EDT 1Th @ Go Live
ﬁ Time Event Type Action 2:::“"0" Part/ IGHP Device Source IP ISCT‘::].Z“ ! ;:::; Rule
»  2023-10-04 16:11:01 & Connection & Allow 8910/ 1cp GwW 10.18.19.105 50786 [ tcp allow
»  2023-10-04 16:10:51 H Connection & Allow 8910/ cp Gaw 10.18.19.105 45442 [tep allow
» | 2023-10-04 16:10:11 & Connection i Allow 8910/ tcp GW 10.18.19.105 50784 [ ep allow
»  2023-10-04 16:10:01 5 Connection O Allow 8910/ 1cp GwW 10.18.19.105 A5440 [ tep allow
» | 2023-10-04 16:09:21 5 Connection @ Allow 8910/ 1cp Gw 10.18.19.106 50782 [ tcp allow
»  2023-10-04 16:09:11 5 Connection © Allow 8910/ t1cp Gw 10.18.19.105 45438 [ 1cp allow
»  2023-10-04 16:08:31 4 Connection @ Allow 8910/ 1cp GW 10.18.19.105 50780 [ tcp allow
» 2023-10-04 16:08:21 6 Connection © Alow 8910/ tcp GW 10.18.19.105 45436 [ top allow
¥ 2023-10-04 16:07:41 G Connection © Allorw 8910/ tcp GW 10.18.19.105 50778 [tep allow
¥ 2023-10-04 16:07:31 6 Connection © Allow 8910/ cp GwW 10.18.19.105 45434 [tep allow
»  2023-10-04 16:06:51 5 Connection © Allow 8910/ 1cp GwW 10.18.19.105 50776 [ tep allow
»  2023-10-04 16:06:41 5 Connection @ Allow 8910/ tcp Gw 10.18.19.105 45432 [ 1cp allow
» 2023-10-04 16:06:01 4 Connection @ Allow 8910/ 1cp GW 10.18.19.105 50774 [ tcp allow
> 2023-10-04 16:0%:51 5 Connection © Mlow 8910/ tep GW 10.18.19.105 45430 [ top allow
* 2023-10-04 16:05:11 & Connection @ Allciw 8910/ tcp GwW 10.18,19.105 50772 fep allow
»  2023-10-04 16:05:01 £ Connection © Allow 8910/ 1cp GW, 10.18.19.105 45428 [tcp allow
¥  2023-10-04 16:04:21 G Connection © Allow 8910/ tcp GW 10.18.19.105 50770 [ ep allow

»  2023-10-04 16:04:11 & Connection © Allow 8910/ 1cp Gw 10.18.19.105 45426 [ tcp allow _



Tipp: Beim Schreiben der Werte kénnen Sie Operatoren ( >,<, ! usw.) verwenden.

Suche speichern

Es ist moglich, Suchvorgange zu speichern, damit Sie die von lhnen erstellten Filter
wiederverwenden konnen.

Schritt 1: Klicken Sie auf das Lupensymbol.

Firewall Management Center

Overview Analysis Palicies. Devices Ohbjects Integration Deploy Q é) £+ @ adminv "".','"';' S ECURE
—
Destination Port [ IGMP Code 8910 ®x X Source IP 10.18.19.111 % WLIBIRI05 X X Select x Refresh
> 2023=10-05 12:58:42 EDT = 2023-10-05 13:58:42 EDT 1h IVE
Saved searches (=0 | &
Source IP D

4+ Save search

3-10-05 13:52:14 5 Connection © Allow 8810/ wp

10-05 13:52:04 5 Connection o Allow 8910/ wcp

Schritt 2. Klicken Sie auf Suche speichern.

Firewall Management Center

Overview Analysis Palicies Devices Objects Integration Deploy  Q é) 1 @ adminw vl cEcURE
—
Destination Port/ICMP Code 8910  x X SourcelP 101819011 % 101819008 % ¥ Select ¥ || Refresh
3 2023-10-05 12:58:42 EDT — 2023-10-05 13:58:42 EDT 1h 0 Live
Saved searches (=0 | B
Souree IP Device fecass
Cantrol Rule
18

+ Save search N
¥ 2023-10-05 135214 5 Connection @ Allow 8810 [ wp
¥ 2023-10-05 13:52:04 5 Connection @ Allow 8910 / wep

Schritt 3: Andern Sie optional den Namen der Suche.



#8] SourcelP 10.18.19.011 x

==

Saved searches

|

Firewall Management Center

10.08.79.105 x

Overview Analysis Policies Devices
—
Destination Port | ICMP Code 8910 ®x | X Select...
E Saved search ~
_'r-;:,- en | [ _' ¥ ] Device

ISaveUsearcM
T TTT T

Zeitfenster

1 Filter Condition

Action = Wllew

Objects Integration

Source IP

By 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h

Saurce Port [
ICMP Type

Deploy Q@ @ £ @ adminw W cpcyuRe

x | Refresh

Go Live

Access
Control Rule

Es ist einfacher, relevante Ereignisse anhand einer bestimmten Zeit einzugrenzen, indem Sie das
Zeitfenster andern.

Schritt 1: Um den Fensterrahmen von Ereignissen zu andern, klicken Sie auf den Datumsbereich.

Firewall Management Center

i Time

» 10-04 16:11:29
» 10-04 16:11:2¢
B 10-04 16:11:29
» | 2023-10-04 16:11:29
» | 2023-10-04 16:11:28
» | 2023-10-04 16:11:28
»  2023-10-04 16:11:28
» | 2023-10-04 16:11:28
» | 2023-10-04 16:11:28
» | 2023-10-04 16:11:28
¥ 2023-10-04 16:11:28
»  2023-10-04 16:11:28
» 10-04 16:117:28
¥ 10-04 16:11:28

-04 16:11:28
04 16:11:28
-04 16:11:28
-04 16:11:27

Event Type

4 Connection

4 Connection

G Co tion
‘5 Connection
4 Connection
5 Connection
5 Connection
& Connaction
5 Connection
5 Connection
4 Connection

Connection

5
5 Connection
5

45 Conn
4 Connection

5 Connection

Crwerview Analysis Policies Devices
—
Action :Li:;":::: Portl | oavica
© Allow 53 (domain) GW
@ Allow 532 (domain) GW
@ Alow 443 (ht Gw
© Allow 443 (https) ftcp - GW
© Alow 53 (domain) fud;  GW
© Allow 53 (domain) fud;  GW
& Allow 53 (domain) fud; GW
Q Allow 53 (domain) fud; GW

@ Allow
O Allow

53 (domain) fud;  GW

53 (domain) fudr  GW

© Allow 53 (domain) £ ud

@ Allow 53 (domain) /

© Allow 53 (domain)

@ Allow 53 (domain)

@ Allow 53 (domain)

© Allow 443 (https

© Allow 53 (domain)

o Allow 53 (domain) fud: GW

Objects

Source IP

10.18.19.111

10.18.19.

10.18.19
10.18.19.166
10.18.19.105
10.18.19.105
10.18.19.110
10.18.19.110
10.18.19.105
10.18.19.32

10.18.19.111

10.18.19.41

10.18.19.230

10.18.19.230

10.18.19.111

10.18.19.2
10.18.19.156

10.18,19.110

Integration

Deploy Q. @ ¥ @ adminv

Uit SECURE

x Refresh

I ﬂ 2022-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h I Go Live

Source Port f
ICMP Type

55046 | udp
44563 [ udp

53436 | tcp
53437 [ top
57541 [ udp
42318 [ udp
38758 | udp
53922 | udp
52776 [ udp
38366 / udp
47616 [ udp
54037 [ udp

39941 [ udp

34810 / 1cp
52564 [ udp
50552 / udp

Access l
Control Rule

allow

allow

Schritt 2: Wahlen Sie den Zeitbereich im Popup-Fenster aus.

— m



Firewall Management Center

Ovenview Analysis Policies Devices Objects Integration Deploy Q @ ¥ @ adminv il cecuRe

Qr Select... ® || Refresh

") Showing 167 events (45 167) of tens of thouss g 2023-10-04 15:11:20 EDT = 2023-10-04 16:11:20 EDT 1h Go Live

Destination Port [ ICMP

M Time Evant Type b Code Povice Sliding Time Range
» 4 16:11:29 4 Connect @ Allow GW 10 Start time End time Mow
* 4 16:11:29 © Allow GW 10.| §| 2023-10-04 | |13 [:| 115 [-|293 2023-10-04 | [1€3 || 115 |:| 263
> 16:11:29 D Allew GW 0
Select last: 5 minutes, 1 hour, 6 hours, 1 day, 2 weeks, 1 month
» 4 16:11:29 @ Allow 443 (https) [ ep GW 10
] 16:11:28 45 Co & Allow 53 (domain) [ udp GW 10
< October 2023 ‘ October 2023 >

¥ 16:11;28 5 Connection @ Allow 53 (domain) / udp GW 10

> 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [ udp GW 0. Sy Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa

> 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) / udp GW 10, 1 2 ] n 5

»  2023-10-04 16:11:28 4 Connection O Allow 53 (domain) [ udp GW 0.

»  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) / udp GW 10

¥ 2023-10-04 16:11:28 & Connection © Allow 53 (doman) / udp GW 10

> 2023-10-04 16:171:28 5 Connection © Allow 53 (domaan) [ udp GwW 10

> 2023-10-04 16:11:28 4 Connection © Allow 53 (dornain) / udp GW 0.

*  2023- 16:11:28 5 Connection © Allow 53 (domsain) / udp GW 10,

> 2023-10 16:11:28 % Connection S Allowy 53 (domain) / udp GW 10, 1h selected
¥ 2023-10-04 16:11:28 & Connection @ Allow 443 (https) e Q _
»  2023-10-04 16:11:28 @ Allow 53 GwW 10.18.19.156 52564 [ udp

»  2023-10-04 16:11:27 5 Connection @ Allow 53 (dormain) [ udp GW 10.18.19.110 50552 [ udp o n

Schritt 3. (Optional) Verwenden Sie den Gleitzeitbereich, um Ereignisse von einer bestimmten Zeit
bis zu lhrer aktuellen Zeit anzuzeigen.

T

Fixed Time Range

Show the last

Salect last: B howrs, 1 day, 2 wieks, 1 month

18.19.110

18.19.110

Schritt 4: Klicken Sie auf Apply, um die Ereignisse flr den konfigurierten Zeitraum zu filtern.



] FITIEWEI" Manag??lent Center Overview Analysis Policies Devices Objects Integration Deploy Q, @ It @ adminv  dul cecURE
—
Q- Select.. X [ Refresh ]
() Showing 8,317 events (5 8,317) of tens of thousands  + I 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:28 EDT 1h @ Go Live
~
W Time Event Type Action zs;‘;"““”" Port[IGMP | ovice 9 (“rired Time Range
> Z023-10-04 16:11:29 G Connection © Allow 53 (domain) { udp GW 0. Show the last
> 2023-10-04 16:11:29 4 Connection © Allow 53 (domain) | udp GwW 0| |6 hours
¥ 2023-10-04 16:11:29 4 Connection @ Allow 443 (https) [ tep GW .
Select last: 5 minutes, 1 hour, B hours, 1 day, 2 weeks, 1 manth
*  2023-10-04 16:11:29 G Connection 2 Allc 443 (https) / tep GW
> 2023-10-04 16:11:28 & Connaction D Allow 53 (domain) [ udp GW I.'Z.:
»  2023-10-04 16:11:28 5 Connection 53 (domain) | udp GW ._ -
»  2023-10-04 16:11:28 4 Connection 53 (domain) | udp GW 18.19.110 3B758 [ wdp allow
»  2023-10-04 16:11:28 4 Connection O Allow 53 (domain) / udp GwW 10.18.19.110 53922 f uwdp allow
»  2023-10-04 16:11:28 & Connection & Allow 53 {domain) { udp GW 10.18.19.105 52776 [ udp allow
> 2023-10-04 16:11:28 G Connection 53 (domain) [ udp GW 10.18.19.32 39366 [ udp allow
¥ 2023-10-04 16:11:28 % Connection 53 (domain) [ udp Gw 18.19.111 A7616 [ udp allow
»  2023-10-04 16:11:28 4 Connection © Allow 53 {domain) | udp Gw 18.19.41 54037 [ wdp allow
»  2023-10-04 16:11:28 4 Connection © Allow 53 (domain) | udp GwW 18.19.230 60602 [ allow
»  2023-10-04 16:11:28 4 Connection o Al 53 (domain) | udp GW 10.18.19.230 59309 f wdp allow
»  2023-10-04 16:11:28 4 Connection S Allow 53 (domain) [ udp GW 10.18.19.111 39941 [ wdp allow

Live-Demo

Sie kénnen die Go Live-Funktion aktivieren, um Ereignisse in Echtzeit anzuzeigen. Die Ereignisse
werden so angezeigt, wie sie generiert werden.

Klicken Sie zum Aktivieren auf "Go Live".

flr_e_wa” ﬁ?anagemem Center COverview Analysis Paolicies Devices Objects Integration Deploy Q, @ £t @ adminv SECURE
—
Qr Select... % || Refresh |
@ Showing 10,000 events (G 10,000) of tens of thousands  + WS 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h
M Time Event Type Action :Jc“l:‘:::"::;' Porth | oavica Source IP i?::::::" ! ::f::l .
¥ 2023-10-0416:11:29 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.111 55046 / udp allow
¥ 2023-10-04 16:11:28 ¢ 4 Connection O Allow 53 (domain) fud;  GW 10.18.19.105 44563 / udp allow
¥ 2023-10-04 16:11:29 % Connection @ Allow 443 (https) / tep  GW 10.18.19.166 53436 / top allow
2 2023-10-04 16:11:29 4 Connection @ Allow 443 (https) ftocp GW 10.18,19.166 53437 | top allow
¥ 2023-10=04 16:11:28 4 Connection © Allow 53 (domain) GwW 10.18.19.105 57541 [ udp allgw
» | 2023=10-04 16:11:28 4 Connection © Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) GwW 10.18.19.110 38758 / udp allaw

> 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) fud;  GW 10.18.19.110 53922 [ udp

¥ 2023-10-04 18:11:28 4 Connection Q Allow 53 (domain) fud; GW 10.18.19.108 52776 | udp allow
»  2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.32 38366 / udp allow
¥  2023-10-04 16:17:28 5 Connection © Allow 53 (domain) fud:  GW 10.18.19.111 47616 [ udp allow
¥ 2023-10-04 16:11:28 45 Connection o Allow 53 (domain) fud; GW 10.18.19.41 54037 [ udp allow
»  2023-10-0416:111:28 & Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow
»  2023-10-04 16:11:28 4 Connection o Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 39941 / udp allow
¥ 2023-10-04 16:11:28 ‘5 Connection © Allow 443 (https) f tcp . GW 10.18.19.230 34810 / t1cp allow
¥ 2023-10-04 16:11:28 & Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 [ udp allow
» | 2023-10-04 16:11:27 5 Ci

onnection @ Allow 53 (domain) fud; GW 10,18,19.110 505852 [ udp allgw _m_

Sobald es aktiviert ist, wird das Wort Live angezeigt.

¥% 2023-10-05 21:55:25 EDT — 2023-10-05 21:56:04 EDT 39s @ Live



Vorsicht: Wenn Live aktiviert ist, ist es nicht moglich, das Zeitfenster zu &ndern. Um das
Zeitfenster zu andern, deaktivieren Sie zuerst die Live-Option, indem Sie erneut darauf
klicken.

Veranstaltungen herunterladen als Durch Komma getrennte
Werte (CSV)

Schritt 1: Klicken Sie auf das Download-Symbol, um eine Datei zu erstellen, die die aktuell auf der
Seite angezeigten Ereignisse enthalt.

C»  Daestination Port | ICMP Coda 8910 E N 4 Source P 10.18.19.111 ¥ 101819005 % X Salact b4
(& Showing all 144 events (5 144 B, 2023-10-05 12:58:42 EDT — 2023-10-05 13:58:42 EDT 1h Go Live

ﬁ Time Event Typa Action Destination Port [ ICMP Source IP Dex Access

[ vent Typ \ciio: Cadi ke Control Rule

] 1 5 13:58:04 5 Connectior Allow B910 / 1cr

-] 5 135754 S Connectior Allow 8910 / 1o

> 5135714 % Connection Alloiy 8910 [ 1o

¥ 2023=1 5 13:57:04 S Connectior Allow 8910 / tof

» 5 13:56:24 4 Connectior Aoy 8910 / tof

» 5 13:56:14 S G ticr Allcwy 8910 / 1o

> 5 13:55:34 4 Cor r Allow 2910/ 1y

» 1 5 13:55:24 5 Connectior Alleyy 8910 / 1y

¥ 5 13:54:44 5 nrectior Aoy B910 /1o

» 5 13:54:34 5 Connectior Allcwy B0 / tcf

» 5 13:53:54 5 Connectior Allow 8910 / 1oy

» 5 13:53:44 G Connectior Allowy 8910 / tof

» 5 13:53:04 4 Connectior Al 8910 / tof

> 5 13:52:54 4 Cor ticr Allcwy 8910/ 1or

> 5 13:52:14 5 Connectior Ay 8910/ 1cr

] 5 13:52:04 5 Connectior Allow 8310 / 1o

Schritt 2. Wahlen Sie den Download-Ordner, Namen und klicken Sie auf Speichern.
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Schritt 3: Uberprifen der CSV-Datei

Time Event Type Action Destination Port/ICMP Code Device Source IP Source Port / ICMP Type Access Control Rule
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 37412/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 54766/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.166 54279/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 55185/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 46312/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GwW 10.18.19.105 36785/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 57394/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GwW 10.18.19.156 57395/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GwW 10.18.19.111 38278/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.105 44865/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GwW 10.18.19.156 58387 / udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 49873/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GwW 10.18.19.105 510860/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.105 34103/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.31 60020/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.110 43410/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 47406/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.105 43359/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 43336/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 42658 / udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.156 52923/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.110 46485/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.201 52178/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.111 55864 / udp allow

Zugehdrige Informationen



» Arbeiten mit der Unified Event Viewer
» Cisco Secure Firewall - Unified Events Viewer: Tipps und Tricks
* Technischer Support und Downloads von Cisco



https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/workflows.html#Cisco_Task_in_List_GUI.dita_a834592d-be65-4897-970d-ee11e0c133c4
https://www.youtube.com/watch?v=YMIK0I-NN3Y
https://www.cisco.com/c/de_de/support/index.html?referring_site=bodynav
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