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Zugehdrige Informationen

Einleitung

In diesem Dokument wird beschrieben, wie Sie einen Ressourcenkonnektor Schritt fir Schritt in
Azure bereitstellen.

Voraussetzungen

Sammeln Sie die erforderlichen Informationen, und machen Sie sich mit den

» Rufen Sie das Steckverbinderbild ab.
- Sie kénnen das Image einmal herunterladen und fiir eine beliebige Anzahl von
Anschlussen in einer beliebigen Anschlussgruppe verwenden.
- Wenn Sie ein zuvor heruntergeladenes Image verwenden, stellen Sie sicher, dass es
sich um die neueste Version handelt.
- Weitere Informationen finden Sie unter Abrufen des Connector-Images.
» Kopieren Sie den Bereitstellungsschlissel fur die jeweilige Connectorgruppe, fur die Sie
Connectors bereitstellen.
Siehe Bereitstellungsschlissel fiir Ressourcenkonnektoren.

Anforderungen

Cisco empfiehlt, dass Sie Uber Kenntnisse in folgenden Bereichen verfugen:


https://docs.sse.cisco.com/sse-user-guide/docs/obtain-connector-image
https://docs.sse.cisco.com/sse-user-guide/docs/provisioning-keys-for-resource-connectors

Administratorzugriff auf das Cisco Secure Access Dashboard
* Azure-Portalzugriff

+ Cisco Secure Client
* Windows-Maschine mit eingeschriebenem ZTA

Verwendete Komponenten

Die Informationen in diesem Dokument basieren auf dem Test, der in einer Laborumgebung mit
den folgenden Komponenten durchgefuhrt wurde:

ZTNA-Client
Sicherer Zugriff

* Azure

» Private Ressource

Die Informationen in diesem Dokument beziehen sich auf Geréate in einer speziell eingerichteten
Testumgebung. Alle Geréate, die in diesem Dokument benutzt wurden, begannen mit einer
geléschten (Nichterflllungs) Konfiguration. Wenn lhr Netzwerk in Betrieb ist, stellen Sie sicher,
dass Sie die moglichen Auswirkungen aller Befehle kennen.

Konfigurieren

Konfigurationen in sicherem Zugriff

Melden Sie sich beim Secure Access Dashboard an, und navigieren Sie zu Connect > Network

Connections > Connector Groups

» Klicken Sie add
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https://dashboard.sse.cisco.com/

» Geben Sie den connector Group Name und den Region
» Klicken Sie auf Next
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Sicherer Zugriff - Konfiguration von Anschlussgruppen

* Wabhlen Sie Microsoft Azure die erforderlichen Ressourcen aus, und bestimmen Sie die Scaing
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Sicherer Zugriff - Uberpriifung der Resource Connector-Konfiguration

* Nutzung der DNs servers Option zur Auflésung bestimmter Doméanen Uber dedizierte DNS-

Server. Dies qilt als Best Practice fir Unternehmen mit mehreren internen Domanen.

* Klicken Sie auf save
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Sicherer Zugriff - Konfiguration des Ressourcenanschlusses

» Stellen Sie zu diesem Zeitpunkt sicher, dass Sie das provisioning Keykopieren. Sie bendtigen
diese spater in Azure wahrend der Bereitstellung des Ressourcenkonnektors, um die
Registrierung bei lhrem sicheren Zugriffs-Tenant zu aktivieren.

* Secure Access

Network Connections

Manage the connections that allow user traffic to reach private resources on your network. For information about these options, see Help 7

s
Connector Groups Network Tunnel Groups FTDs
Heme —_—
P
1 2% Nextsteps
Exporsence
sights Resource connectors deploved in a connector group will ConnEct user o all private
ned to the group. After one or more connector groups is configured, take
“ the following staps to deploy connactors in the connectar groups and assign privata
L resources to groups. Help o7
Connmct
- o Deploy your Connectors
==
Resources
Create conneclors using the image provided by Cisco,
‘ [ =8 Connector Image for Microsoft Azure 7 ]
Secure
= Each connector in a group must be able 1o conmect 1o all of the resources assigned to the
-] group.
= All connectors in a group must use the same deployment environment, for example AWS ar
Moniter VMware.
= Deploy at least two Connectons in each connector group for redundancy during connector
Q upgrades.

» An image can be used for any connector group that uses the same environment,
+ When you create each connector, you will assoclate it with a connector group using the
CONNECIOr group's provisioning key from the table below.

e Connector Group Environment Provisioning Key
Acmin
Azure-RC Microsoft Azure sssssmsnns Copy * Regenarate Key expires on Feb 3, 2026 12:00 AMUTC
Warkflows

2 Confirm Connectors

3 Assign Private Resources to Connector Group

Sicherer Zugriff - Konfiguration des Ressourcenanschlusses

Konfigurationen in Azure

Navigieren Sie zum Azure-Portal, navigieren Sie zum Microsoft Azure Marketplace, und suchen


https://portal.azure.com/

Sie nach dem Abbild Cisco Secure Access Resource Connector:
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Sicherer Zugriff - Erstellen von Ressourcenkonnektoren auf Azure

» Wahlen Sie die entsprechende subscription und und klicken Sie dann plan auf Create

Hame > Marketplace

Cisco Secure Access Resource Connector #

Cisco Systems, Inc.

Cisco Secure Access Resource Connector « st favorites

€I5C0

Cisco Systerns, Inc. | Virtwal Machine

B Azure benefit eligible

Subseription Plan

i . o Cisco Secure Access Resource Conne... m | Start with a pre-set configuration ]

‘Want to deploy programmatically? Get started
Overview  Plans + Pricing Usage Information + Support Ratings + Reviews
Cisco Secure Agoess protects your internal/private resources, user devices, and corporate rep from malicious and elcome activity, saf ding both inbound and

internet-bound traffic using a suite of access and security controls,
Zero Trust Metwork Access to private/internal resources

To protect your private internal respurces, Secure Access offers secure, granular Zero Trust Network Acoess to those resources.

R forward traffi Iy to private internal resources

Resource connectors ane virtual machines deployed in your Azure environment that ferward remete user traffic to your applications without requiring epen inbeund ports in

your firewall, Resource connectors simplify setting up Zero Trust Access without any need for cormplex netwark configurations.

More information

For more information about Cisco Secure Access, see https./fwww.cisco. ‘en/products/security -access/indexhiml.

For more information about Secure Access options for connecting wser traffic to private resources, see hitps//tisco.com/go/secure-acoess-netwark-connection-methods-

documentation
To deploy this resource connector image, see hitpsyfaww.Cisco.com/go,/secure -a00ess- resoUrce-connectors -azure- decumentation

More products from Cisco Systems, Ing, See All



Sicherer Zugriff - Erstellen von Ressourcenkonnektoren auf Azure

« Uberpriifen der Konfiguration fiir bisks, Neworking und den &ffentlichen SSH-Schliissel

T —m

Home * Marketplace * Cisco Secure Access Resource Connector

Create a virtual machine = M  Help me create a v aptimized for high availability  Help me choose the right VM size for my workload  Help me create a low cost VM

Basies  Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more o

Project details

Select the subscription to manage deployed resources and costs. Use resource groups |ike folders to organize and manage all
YOUF FESOUICEs.

Subscription * (O cx-tac-sept-20-azure (cxsecurity) v
Resource group* (0 {Mew) Jai-Azure-RG £
Create new

Instance details

Wirtual machine name * (0 l Azure-RC ../J

Region* © [ s west us |
Deploy te an Azure Extended Zone

Availability options (0 Mo infrastructure redundancy required e

Security type (O Trusted launch virtual machines b
Configure security features

Image * () &% Crsco Secure Access Resource Conneclor - k64 Gen2 e
See allimages | Co

VM generation

WM architecture (0 Armb4
wh4

O #emsd is ot supported with the selected image.

Run with Azure Spot discount (0 D
Size * (O Standard_Fds_v2 - 4 vepus, B GiB memary (§119.14) A
See all sizes

Enable Hibernation (0
O Hibernate does not cumently suppornt Trusted launch and Confidential virual
r e b :




Microsoft Azure B Search resources, services, and docs (G+/) I T Copilot -

Home » Cisco Secure Access Resource Connector

Create a \\‘"“tual machine - '.b Help me create a low cost VM Help ma create a WM optimized for high availability Help ma choose the right VM size for my workload
Run with Azure Spot discount (0 LJ
Size * (O Standard_F4s_v2 - 4 vcpus, & Gik memaory ($119.14) d
See all sizes

Enable Hibernation ()
“ Hibernate does not currently support Trusted launch and Confidential virtual
machines for Linux images. Learn more ©F

Administrator account
Authentication type (0 (®) 5SH public key
() eassword

o Azure now automatically generates an 55H key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect te your

virtual rmachine.
Username * (0 azureuser
S5H public key source Generate new key pair S
$5H Key Type (®) RSA SSH Farmat

(O ed25519 SSH Format

0 Ed25519 provides a fioed security level of no more than 128 bits for 256-bit key,
while RSA could offer better security with keys longer than 3072 bits,

Key pair name * Azure-RC_key vy

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.,

—
Public inbound ports * (0 |®) None
() Allow selected ports

Select inbound ports

O A traffic from the internet will be blocked by default. You will be able to
«change inbound pert rules in the WM > Networking page.

Vorsicht: Verlieren Sie nicht den privaten SSH-Schlissel. Andernfalls kdnnen Sie nicht auf
die RC-CLI zugreifen und mussen diese zur Fehlerbehebung erneut bereitstellen.



Microsoft Azure O Search resources, services, and docs (G+./)

I v -

Home * Marketplace * Cisco Secure Access Resource Connector

Create a virtual machine - b  Helpme choose the right VM size for my workisad | Help me create a VM optimized for high availability

Basics  Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create

Azure VMs have ane operating system disk and a temparary disk for short-term storage. You can attach additional data disks,
The size of the VM determines the type of storage you can wse and the number of data disks allowed. Learn mere o

@ There is a charge for the underlying storage resaurces consumed by your virtual machine. Leam mane

VM disk encryption

Azure disk storage encryption automatically encrypts your data stored on Azure managed disks (05 and data disks) at rest by
default when persisting it to the cloud.

Encrypticn at host &

@ Encryption at host is not registered for the selected subscription. Leam mare ©

05 disk

5 disk size Image default (52 GiB) ~
5 disk type = Premium 550 (locally-redundant storage) W
Delete with VM n

Key management (O Platform-managed key '
Enable Ultra Disk compatibility & D

Data disks for Azure-RC

You can add and configure additional data disks for your virtual machine or attach existing disks, This WM also comes with a
temparary disk

LUN Mame Size (GiB)

Host eaching  Delete with v (0

Create and attach a new disk Attach an existing disk

~ Advanced

Help me create a low cost VA



Microsoft Azure

O Search resources, services, and docs (G+/)

Home * Marketplace » Cisco Secure Access Resource Connector

Create a virtual machine - @  Help me choose the right VM size for my workioad | Help me croate a VM optimized for high availability | Help me create  low cost VM

Basics  Disks  MNetworking Management  Monitoring  Advanced  Tags  Review + create

Define network connectivity for your virteal machine by configuring network interface card (MIC) settings. You can control ports,
mbound and outbound connectivity with securty group rules, or place behind an existing load balanging solution,

Learn more

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network (0 (Mew) wnet-westus (Jai-Azure-RG) i
Edit virtual network

Subnet = (0 (Mew) snet-westus-1 A
Edit subnet 1722800 - 172.28.0.255 (256 addresses)

Publicip O {new) Azure-RC-ip f
Create new

0 Public IP addresses have a nominal charge. Estimate price ©F

NIC network security group (0 O none
(®) Basic
() Advanced

Public inbound parts * (D (®) None

O Allow selected ports

Select inbound ports Select one or orts

ﬂ All traffsc from the internet will be blocked by default. You will be able 1o
change int=ound port rules in the VM > Networking page.

Delete public I and NIC when VM is ﬂ
deteted (O

Enable accelerated networking ()
The selected image does not support accelerated networking.

Load balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Leam mare o

Load balancing options (&) (®) mone

| = Previous || Mext : Management » |

Sicherer Zugriff - Erstellen von Ressourcenkonnektoren auf Azure

+ Einflgen des provisioning Key kopierten Dokuments aus Cisco Secure Access in dasuser dataFeld

KEY =XXXXXXXXXXXXXXXXXXXXX



Microsoft Azure & Search resources, services, and docs (G+/)

Home > Marketplace » Cisco Secure Access Resource Connector

Create a virtual machine ~ MB  Help me choose the right VM size for my workload | Help me create a VM optimized for high availability | Help me create a low cost VM

Select a VM application to install

Custom data

Pass a script, configuration file, or other data into the virtual machine while it is being provisioned. The data will be saved on
the YM in a known location. Learn more about customn data for VMs

Custom data
6 Your image must have a code to support consumption of custom data. If your
image supports cloud-init, custom-data will be processed by eloud-init.
Learn more about custom data for VM3 =
User data

Pass a seript, configuration file, or other data that will be accessible to your applications throughout the lifetime of the virtual
machine, Don't use user data for storing your secrets or passwords, Learn more about user data for VMs o

Enable user data u

User data * KEY = "0000a00000000000000000

Performance (NVMe)
Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance

with NviMe (O 0 The selected image and size are not supported for NVMe.
See supported VM images and sizes o
Host

Azure Dedicated Hosts allew you to provision and manage a physical server within eur data centers that are dedicated to your
Azure subscriptian, A dedicated host gives you assurance that only WMs frem your subscription are on the host, flexibility to

| < Previous ” Next : Tags » ] Review + create

Sicherer Zugriff - Erstellen von Ressourcenkonnektoren auf Azure

* Klicken Sie auf, um mitcreateder Erstellung Ihres Resource Connector



Microsoft Azure £ Search resources, services, and docs (G+/) I T Copilot -

Home > Marketplace > Cisco Secure Access Resource Connector

Crea‘le a virtual machine & Halp ma creata a VM optimized for high availability Help me choosa tha right VM size for my workload Help me create a low cost VM

@ validation passed

SULSLIRLUGN AR SIEN SV A LURE (LB LRTILY)
Resounce group [new) Jai-Azure-RG

Virtual machine name Azure-RC

Region West Us

Availability options Mo infrastructure redundancy required
Zone options Self-selected zone

Security type Trusted launch virtual machines
Enable secure boot Yes

Enable vTPM Yes

Integrity monitering Mo

Image Cisco Secure Access Resource Connector - Gen2
Wi architecture %64

Size Standard F4s v2 (4 vepus, B GiB memory)
Enable Hibernation MNe

Authentication type 55H public key

Username azureuser

55H Key format Ed25519

Key pair name Azure-RC_key

Public inbound parts Nane

Azure Spot No

Disks

05 disk size Irnage default

O disk type Premium 550 LRS

Use managed disks Yes

Delete OS disk with VM Enabled

Ephemeral 06 disk No

MNetwaorking

Virtual network vnet-westus

Subnet snet-westus-1

Public IP [new) Azure-RC-ip

Amalnmntnd mat sl i

Sicherer Zugriff - Erstellen von Ressourcenkonnektoren auf Azure

* Wenn Sie auf klickencreate, wird eine Option zum Herunterladen des privaten Schllssels
angezeigt. Klicken Sie Download private key and create resource



Microsoft Azure

Hoeme » Marketplace » Cisco Secure Access Resource Connector »

Create a virtual machine -~ #  Help mecroate a VM optimized for high availability | Hedp me choose the right VM size for my workioad | Help me creata a low cost VM

Generate new key pair

@ An 55H kay pair contains both a public key and a
private key. Azure doesn't store the private key.
Ater the SSH kéy resource is ereated, you won't be
able to dewnlaad the private key sgain. Learn mone

Download private key and ereate resource

Return to create a virtual machine

Sicherer Zugriff - Erstellen von Ressourcenkonnektoren auf Azure

Vorsicht: Verlieren Sie nicht den privaten SSH-Schlissel. Andernfalls kbnnen Sie nicht auf
die RC-CLI zugreifen und mussen diese zur Fehlerbehebung erneut bereitstellen.

* Danach kdnnen Sie den Fortschritt Ihresresource Connector

Home *

CreateVm-cisco.cisco-resource-connector-cisco-sec-20260119144612 | Overview = -
&
Deployment

P search LI [0 elete @ Concel (T Redepley & Download () Redresh

£ Dverdew L

Py— =« Deployment is in progress

- s, DEDIOYTREAT NaME CroateVm (S0 CHO0-TETOEICe-CONNCION Ciseo..,  S1ar time: 171972026, 3:08:05 FM

= Outpits " Subscription: cr-tac-sspi-20-azure (coecurity} Conrelition ID: mms:ﬁmmmms'
Resource group: Jai-Azure-AG

& Template
~ Deployment details

Resournce Type Status Cperation details
@ Aure-RC Microsoft. Compute/virtualhachines Created Operation details
@  arure-ncT08 Mieresoft Network/networkinterisces oK Operaton ditils
[ rh-intert, - 15 Migrosodt oK Operation details
@  Azure-RCAp Migresoft Network/pullicipaddnesses oK Operation detsils
@  Aure-RC-rsg i s =14 Operation detals

Sicherer Zugriff - Ressourcenkonnektorbereitstellung auf Azure



* Navigieren Sie anschlieRend zum Secure Access Dashboard, um die Verbindung und
die Resource Connector erfolgreiche Bereitstellung in lhrem Secure Access Tenant zu bestatigen.
» Klicken Sie connect > Network Connections > Connector Groups
+ Kilicken Sie unter Option 2 Connectors bestatigen auf, um die Bereitstellungconfirm Connectorszu
beenden.

0 Jaikishan Yaday

Connector Groups  Network Tunnel Groups  FTDs

& & MNextsteps

© ooploy your Connectors

-
il Craste connactors using the image provided by Cisco.
= =t Connector Image for Microsoft Azurs
» Edeh cONNMcion i & group must be ke 10 cennoct 12 all of 1 rosources assignad (o the
o
1 + All ConnIctars in.a group must wse the same deployment envireament, for example AWS of
ecure WMware,
= Deploy a1 least two connectors in each connector group for redundancy during connector
upgrades.
4 + AN Mg €30 D L0 107 ANy CONMZIDT Doup That USOS TP 2670 BNVEBRmDAL
Meontor » Whars you CTeat0 0CH CORNBECIS, wou will SS0CINLE It with B CONMBEIO! GrOLD ULing the
CONNBGION GIowD’s Provisioning key from the table below.
(+1
Connector Group Errvirsnment Proiskoning Key
ertiges
Azune-RE Microsoft Azwre  sesessssss Copy - Regenerste Koy cxpiros on Fab 3, 2026 12:00 AM UITC
o
o ﬂ Confirm Connectars
3
Deployed connectors will appear in this Bst when they contact Secure Access. You must
2 confinm thit sach connictor is enpected Belore it can tianwmn tatfic.

Connectors te confirm

L) Comnaeter ID Canmector Group Secure Accets Region Origin IP Address Annsunced time Enable Ruvedkn
1 crrrwns T i o Agure-R U5 {Pacific Morifwest] . - Jar 19, 2026 &40 PM UTE [ #]  Revaks
Vionawa 2018

Sicherer Zugriff - Bestatigung des Ressourcenkonnektors

Jetzt kbnnen Sie sehen, wie der neue Resource Connector in lhrem Secure Access-Tenant
bereitgestellt und verbunden wird:

‘tiis Secure Acce:

Network Connections
Manage thi conmections thal aliew user Iralfic 10 reach prvate MESOURCEs on Your Aetwor. For information about these aptices, 500 Halp

.3 Connector Groups  Network Tunnel Groups  FTDs
& Mext steps
-
Connect
—~ 1 Assign Private Resources to Connector Group
1 Connector Groups | Las
- : that
q
e || — T r— [+ aaa
Q Connector Group # Secure Access feglon Status Connectors Resources Requests Average CPU load
Azure-RC US (Pacific Morthwast) ) Cennectea 1 [ o o
Microsoft Azure
o
FedRamp-RC US (Pacific: Mesthwosi) & Connectea 1 o o .
: ESX
RC-ESXI US (Pacific Morthwest) ) Connectsa 1 1% ] o
- Viktware ESHI — —
RE-TEST US (Pacific Herthwest) & Connected 1 L] 1] 5%

Viware ESXi


https://dashboard.sse.cisco.com/

Sicherer Zugriff - Ressourcen-Connector
Uberpriifung

Zugriff Gber die Kommandozeile der integrierten Bastion

Rufen Sie in Azure den Ressourcen-Connector auf, und klicken Sie auf Bagtion:

* Authentication Type: Auswahlen SsH Private key from Local File
* Username; Sie missen acadmin
* Local File: Wahlen Sie den private key zuvor heruntergeladenen

Micrasoft Azure £ Search resources, services, and docs (G+/)

I T Copilot -

Home > CreateVm-cisco.cisco-resource-connector-cisco-sec-20260122113614 | Overview » Azure-RC

< Azure-RC | Bastion

Virtual machine

& Search
Azure Bastion protects your virtual machines by secure and seamless RDP & SSH connectivity without the need to
B Overview expose them through public IP addresses. Deploying will automatically create a Bastion host on a subnet in your virtual
network. Leamn mare o
| Activity lo " . "
! 'yl Using Bastion: vnet-westus-bastion
B Access control (LAM)

@ Tags

Provisioning State: Succeeded

Please enter username and password to your virtual machine to connect using Bastion,
# Diagnose and solve problems o
Authentication Type (O S5H Private Key from Local File e

T. Resource visualizer

“ Connect
& Connect

~ Networking
2 MNetwork settings
<» Load balancing

o Application security
groups

E Metwork manager
' Settings

8 Disks

Userame ©
Local File (3} “Azure-RC_keypem”
w  Advanced

B Open in new browser tab



& O B == cdn.bastionglobal.azure.com/2C.o0 -

-3 Import bookmarks... # Quicker Backlog [ Training [ Tech Articles [ WorkLinks [ Personal [) TC-EE Related [ LAB [ Secure-Access [ CSA-IFT [ Sedq

em has been up and running

Zugriff auf RC vom MAC-OS-Terminal

Offnen Sie das Terminal, und verwenden Sie ssh -i <private-key-file-path> acadmin@x.x.x.x.x, um
eine Verbindung mit dem Ressourcen-Connector herzustellen.


mailto:acadmin@x.x.x.x.x

You have entered the Console Mode on this Resource Connector.
Type 'help' to get a list of supported commands.

Fellowing is the list of commands available

diagnostic Run a series of connectivity tests
help Provides the list of commands available
routeadd Allows (non-persistent) routes to be added with network and gateway
routedel Allows (non-persistent) added routes to be deleted with network
and gateway. This will not permit deletion of system created routes
routeshow Shows all the routes in the system
sshkey Manages SSH public keys for acadmin user (add, list, delete, clean)
stats Displays a series of statistics
tepdump Provides packet capture information on VM interface IP
techsupport Provides software version, VPN tunnel state, system monitoring
metrics, snapshot info and software logs
Shows the software version running in the WM

Description

|| Clears screen

|| Provides system time

|| Provides disk and partition usage

|| Shows memory that is free and used

|| Provides the list of commands previously executed
|| Shows cpu and disk utilization

|| Shows detailed CPU utilizatien

|| Shows all open network connections

|| Finds all DNS records for website

|| Confirms network connectivity

|| Reboots the VM

|| Traceroutes pathway using TCP

|| Traceroutes pathway using ICMP packets

|| Shows current time and how long the system has been up and running
|| Shows VM memory statistics

sl

tcptraceroute
traceroute
uptime

vmstat

Sicherer Zugriff - Zugriff auf die Befehlszeile des Ressourcenkonnektors

Zugriff von Windows - Pultt

Um den privaten Schlissel zu verwenden, missen Sie die SsH privatekey FOrm von.pemin .ppk Format
konvertieren mit puttygen:



B2 PuTTY Key Generator ? X
File Key Conversions Help

Key

Public key for pasting inte OpenSSH authorized_keys file:
ssh+sa

2

0

-

L . ) -

Key fingerprint: sshsa 3072 SHA256:+1SW+aCpYS8ktDRW /554 XEdCe25auuE3C/dAV4AzY

Key comment: imported-openssh-key

Key passphrase: secee

Confirm passphrase: eeeeel

Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

ORSsA (O DSA (O ECDSA (O EdDSA (O) SSH-1(RSA)
Number of bits in a generated key: 2048

* Den privaten Schlissel im .ppk-Format speichern
» Starten Sie Kitt-Anwendung und navigieren Sie zu ssH > Auth > Credentials und durchsuchen Sie
lhre ssH privatekey in .ppk format



% PuTTY Configuration ? X

- Keyboard Credentials to authenticate with
Publickey authentication
- Features

El Window Private key file for authentication:
Appearance C:\Users\jay\Desktop'\SSH-Publickey.p

Behaviour Certificate to use with the private key (optional):
Browse...

Plugin to provide authentication responses

Plugin command to run

About Help Open Cancel

* Navigieren Sie zur IP-Adresse des Ressourcenkonnektors, sessonund klicken Sie auf open

0

Tipp: Benutzername: acadmin-Passphrase: Die Passphrase, die beim Konvertieren des
privaten Schlissels aus dem PEM- in das PPK-Format konfiguriert wurde.



up and runni

Fehlerbehebung

Um auf den Fehlerbehebungsbefehl zuzugreifen, greifen Sie auf zu.

Vorsicht: Verlieren Sie nicht den privaten SSH-Schllssel. Andernfalls kébnnen Sie nicht auf
die RC-CLI zugreifen und missen diese zur Fehlerbehebung erneut bereitstellen.

Zugehorige Informationen

* Technischer Support und Downloads von Cisco
» Weitere Dokumente fiir sicheren Zugriff



https://www.cisco.com/c/de_de/support/index.html?referring_site=bodynav
https://www.cisco.com/c/de_de/support/security/secure-access/series.html

Informationen zu dieser Ubersetzung

Cisco hat dieses Dokument maschinell iibersetzen und von einem menschlichen Ubersetzer
editieren und korrigieren lassen, um unseren Benutzern auf der ganzen Welt Support-Inhalte
in ihrer eigenen Sprache zu bieten. Bitte beachten Sie, dass selbst die beste maschinelle
Ubersetzung nicht so genau ist wie eine von einem professionellen Ubersetzer angefertigte.
Cisco Systems, Inc. iibernimmt keine Haftung fiir die Richtigkeit dieser Ubersetzungen und
empfiehlt, immer das englische Originaldokument (siehe bereitgestellter Link) heranzuziehen.



