Integration von ISE 3.3 mit DNAC
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Einleitung

In diesem Dokument werden Verfahren zur Integration von ISE 3.3 in Cisco DNA Center (DNAC)
unter Verwendung von pxGrid-Verbindungen beschrieben.

Voraussetzungen

+ ERS-Schreibzugriff.

+ Kein Proxyserver zwischen ISE und Catalyst Center

» PxGrid muss auf der ISE aktiviert werden.

« FQDN ist fur die Integration erforderlich, nicht nur eine IP-Adresse (Zertifikat).

» Wenn Sie ein von der Enterprise ausgestelltes Zertifikat verwenden, bendétigen Sie VIP +
echte IP fir den Catalyst Center-Cluster.

» CLI-Anmeldedaten auf der ISE werden nicht mehr nur fir die Integration und den API-
basierten Zugriff verwendet.

 IP-Verfugbarkeit ist erforderlich.

Anforderungen

Cisco empfiehlt, dass Sie Uber Kenntnisse in folgenden Bereichen verfigen:

* Identity Services Engine 3.3
+ Cisco DNA

Verwendete Komponenten



Die Informationen in diesem Dokument basierend auf folgenden Software- und Hardware-
Versionen:

+ Identity Services Engine Version 3.3
+ Cisco DNA

Die Informationen in diesem Dokument beziehen sich auf Gerate in einer speziell eingerichteten
Testumgebung. Alle Gerate, die in diesem Dokument benutzt wurden, begannen mit einer
geléschten (Nichterflillungs) Konfiguration. Wenn lhr Netzwerk in Betrieb ist, stellen Sie sicher,
dass Sie die moéglichen Auswirkungen aller Befehle kennen.

Hintergrundinformationen

Die SD-Access-Lésung wird durch eine Kombination aus Cisco Catalyst Center, der Cisco®
Identity Services Engine (ISE) sowie kabelgebundenen und Wireless-Gerateplattformen mit
Fabric-Funktionalitat bereitgestellt.

Automatisierung, Analysen, Transparenz und Management von Cisco Catalyst Center werden
durch die Cisco Catalyst Center-Software ermdglicht. SD-Access ist ein Bestandteil dieser
Software und wird verwendet, um ein intelligentes kabelgebundenes und Wireless-Campus-
Netzwerk zu entwickeln, bereitzustellen, Richtlinien anzuwenden und die Einrichtung dieses
Netzwerks zu vereinfachen.

Die ISE ist ein integraler Bestandteil von SD-Access flr die Implementierung von
Netzwerkzugriffskontrollrichtlinien. Die ISE flihrt die Richtlinienimplementierung durch und
ermdglicht die dynamische Zuordnung von Benutzern und Geraten zu skalierbaren Gruppen sowie
die vereinfachte Durchsetzung von Sicherheitsrichtlinien im End-to-End-Netzwerk. In der ISE
werden Benutzer und Gerate Uber eine einfache und flexible Oberflache dargestellt. Die ISE lasst
sich mithilfe der APIs Cisco Platform Exchange Grid (pxGrid) und Representational State Transfer
(REST) fur Endpunktereignisbenachrichtigungen und die Automatisierung von
Richtlinienkonfigurationen auf der ISE in Cisco Catalyst Center integrieren.

Die Cisco ldentity Services Engine (ISE) ist ein zentraler Bestandteil des Cisco DNA Center. Es
bietet wichtige, zielbasierte Services, wie z. B.:

1. AAA (RADIUS und TACACS+)
2. Netzwerktransparenz

3. Benutzer- und Gerateintegration
4. Sicherheitsrichtlinien

5. Makro- und Mikrosegmentierung

Um diese Services nutzen zu kdnnen, muss das Cisco DNA Center in die ISE integriert sein, um
eine vertrauenswurdige Beziehung aufzubauen. Dieses Handbuch enthalt detaillierte
Anweisungen zum AbschlieRen des Integrationsprozesses.



Konfigurieren

ISE-Konfiguration

Schritt 1: Pxgrid muss auf der ISE aktiviert werden.

Der PxGrid-Dienst muss unter System > Deployment > Edit Node > PxGrid aktiviert werden, wie
im Bild gezeigt:
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Anmerkung: Im Fall einer verteilten Umgebung kann pxgrid persona auf zwei ISE-Knoten
ausgefuhrt werden. In einer verteilten Umgebung wird empfohlen, pxgrid persona auf
Nicht-Admin-Knoten auszufuhren.

Phase 2: Aktivieren von RESTful Services (ERS) Lese-/Schreibzugriff:

Um REST- (Representational State Transfer) und API-Dienste (Application Programming
Interface) auf der ISE zu aktivieren, muss ERS Lese-/Schreibzugriff aktiviert werden, und zwar
unter Administration > System > Settings > ERS Settings > Enable ERS for Read/Write, wie in der

Abbildung dargestellt:
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Anmerkung: Stellen Sie in einer verteilten ISE-Umgebung sicher, dass die Option ERS flr
Lesezugriff aktivieren ausgewahlt ist. Andernfalls kann die ERS-Sitzung vom primaren
Administrator gestartet werden, aber nicht vom sekundaren Administrator.

Schritt 3: Stellen Sie sicher, dass beide Einstellungen aktiviert sind, wie unter Administration >
pxGrid Services > Settings (Verwaltung > pxGrid-Dienste > Einstellungen) angezeigt.

Aktivieren Sie Neue zertifikatbasierte Konten automatisch genehmigen.
Aktivieren Sie Kennwortbasierte Kontoerstellung zulassen.

Dadurch kénnen pxGrid-Clients automatisch genehmigt werden.

= il Identity Services Engine Administration / pxGrid Services

] Bookmarks Summary Client Management Diagnostics Settings

BT  pashboard

! Context Visibility g
q\ o i Auloralically aporove new cerlificale-based scoounts
erations -
C B svow password based account creation ()
1 Policy
Lise: DiesFainalt
¥ 1 Administration

Wark Canters

3 Interactive Help

Cisco DNA-Konfiguration

Schritt 1: Bei Cisco DNA anmeldenGUI.

Phase 2: Navigieren Sie zu Systemeinstellungen > Einstellungen > Authentifizierung und
Richtlinienserver.
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Schritt 4: Fugen Sie alle Details wie folgt hinzu:

Server-IP-Adresse: IP-Adresse des primaren ISE-Administrationsknotens

Gemeinsamer geheimer Schllissel: Dabei handelt es sich um das gemeinsame Radius-Geheimnis
fur Switches, die von Cisco DNA als Netzwerkgerate an die ISE gesendet werden.

Benutzername/Kennwort: ISE-Administratoranmeldeinformationen.
FQDN: ISE Priméarer Admin-Knoten FQDN.

Abonnent: Dieser Name wird unter "Pxgrid Services on ISE" angezeigt, wenn Cisco DNA eine
Abonnementanforderung fir ISE Pxgrid initiiert.



Edit ISE server X

Server IP Address

10.127.196.71

Shared Secret

Username®

admin

Password*

FQDN*

kavinise33ppan. puEEag™

Subscriber Name
pxgrid_client_1749316904

=l -




ISE server Integration X

This is the first time Cisco Catalyst Center has seen

this certificate from Cisco ISE, and it is not yet trusted.
Do you want to accept this certificate and establish
trust?

Integration of 10.127.196.71 is waiting for user input

v ° Initiating connection...
less than a minute ago

This is the first time Cisco Catalyst Center has seen this
certificate from Cisco ISE, and it is not yet trusted. Do yo
u want to accept this certificate and establish trust?

View certificate

=

O Establishing trust...
Reading, validating, and storing trusted certificates

@O Discovering nodes...

Discovering Cisco ISE primary and secondary admin nodes and pxGrid
nodes



Integration of 10.127.196.71 is in progress...

° Initiating connection...
Connecting to Cisco ISE and validating credentials

@ Establishing trust...
Reading, validating, and storing trusted certificates

@ Discovering nodes...

Discovering Cisco ISE primary and secondary admin nodes and pxGrid
nodes

O Connecting to pxGrid...
Loading and validating pxGrid certificates, subscribing to pxGrid topics

Uberpriifung

» Navigieren Sie zu Systemeinstellungen > Einstellungen > Authentifizierung und
Richtlinienserver.
* Der ISE-Integrationsstatus wird als Aktiv angezeigt.
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Navigieren Sie zu Einstellungen > System 360:

ISE-Server werden unter Extern verbundene Systeme als verfligbar angezeigt:

= il Catalyst Center

System 360 System Health Semvice Explorer
Software Management Backups Application Health
N ® No backups server Configure @ Automation
: configured @ Assurance
LS ,/‘I

Externally Connected Systems

Identity Services Engine (ISE) IP Address Manager (IPAM)
Primary 10.127.196.71 ' Awailable “Update ® No IPAM server configured, Configure
Secondary 10.127.196.73 [ Available

pxGrid-Active  10.127.196.72 [7 Available

pxGrid-Standby 10.127.196.74 [ Available

Fehlerbehebung

Legen Sie diese Komponenten auf Debugging-Ebene in ISE fest:

» PxGrid
* Infrastruktur
 Ers



Anmerkung: Bevor Sie mit der Integration von Cisco DNA mit der ISE beginnen, prifen
Sie die Serviceprotokolle mit folgenden Befehlen:

Die Protokolle kdnnen mithilfe der folgenden Befehle live auf der Cisco DNA CLI Uberprift
werden:

« maglev$ magctl service logs -rf ise-bridge
« maglev$ magctl service logs -rf network-design -c network-design-service

Abschnitt A: Protokollnachrichten auf Cisco DNA flr eine erfolgreiche Integration

Schritt 1: ISE-Anmeldeinformationen werden abgerufen.

2025/06/07 17:21:41 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

025-06-07 17:21:41,905 | INFO | MessageListenerContainer-6 | | c.c.a.c.impl.AAARasClientimpl |
AAARasClientlmpl - API erstellen. RBAC-UUID - Null | Correlationld=1978f306-0857-467d-b974-


http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step

64442163742

2025-06-07 17:21:41,917 | INFO | Messagel.istenerContainer-6 | | c.c.c.s.trust.CiscolSEManager

| I
Correlationld=1978f306-0857-467d-b974-6444a163f742

2025-06-07 17:21:41,917 | INFO | MessageL.istenerContainer-6 | | c.c.c.s.trust.CiscolSEManager
| Schritt: Abrufen von iseUsername, isePassword, iseHostlp, iseHostName,iseSshKey, apicEmlp,
apicEmFqdn | Correlationld=1978f306-0857-467d-b974-6444a163f742

2025-06-07 17:21:41,917 | INFO | Messagel.istenerContainer-6 | | c.c.c.s.trust.CiscolSEManager

| |
Correlationld=1978f306-0857-467d-b974-6444a163f742

2025-06-07 17:21:41,917 | INFO | Messagel.istenerContainer-6 | | c.c.c.s.trust.CiscolSEManager
| Aufruf des GO-Dienstes flr ISE trust CREATE | Correlationld=1978f306-0857-467d-b974-
64442163742

2025-06-07 17:21:41,917 | INFO | Messagel.istenerContainer-6 | |
c.c.a.c.s.u.GoTrustEstablishmentUtil | API-Pyaload wird erstellt, um den GO-Dienst fir die
CREATE-Anforderung der ISE mit der IP anzurufen: 10.127.196.71 und Hostname: | |
Correlationld=1978f306-0857-467d-b974-6444a163f742

Phase 2: Zertifikatfehler beim Warten auf die Annahme, ob das Zertifikat selbst signiert und nicht
vertrauenswurdig ist.

07.06. 17:21:42 [DEBUG] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:21:42 [DEBUG] BESUCHEN SIE
https://10.127.196.71/admin/API1/PKI/TrustCertificates

2025/06/07 17:21:44 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

2025-06-07 17:21:44,730 | INFO | qtp480903748-238 | |
c.c.a.c.s.c.IselntegrationStatusController | ISE-Integrationsstatus-Schritt flir StepName
aktualisieren =INITIATE_CONNECTION_TO_ISE | Correlationld=831c9c36-d534-415d-86d6-

2025-06-07 17:21:44,964 | FEHLER | MessageListenerContainer-6 | |
c.c.a.c.s.h.CreateAaaMessageHandler | Zertifikat wartet auf Benutzerakzeptanz {} |
Correlationld=1978f306-0857-467d-b974-6444a163f742

com.cisco.apicem.commonsettings.service.exception.CertificateWaitingUserAcceptanceException:
{"i18n":{"Code":"NCND80015"}}

unter
com.cisco.apicem.commonsettings.service.util. GoTrustEstablishmentULtil.callGoServiceForTrustProcessir
~[classes/:na]


https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71/admin/API/PKI/TrustCertificates
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step

unter
com.cisco.apicem.commonsettings.service.trust.CiscolSEManager.create TrustWithPAN(CiscolSEManag:
~[classes/:na]

unter
com.cisco.apicem.commonsettings.service.trust.CiscolSEManager.createTrust(CiscolSEManager.java: 1€
~[classes/:na]

unter
com.cisco.apicem.commonsettings.service.handler.CreateAaaMessageHandler.handleRBACInvocation(C
~[classes/:na]

unter
com.cisco.apicem.commonsettings.service.handler.CreateAaaMessageHandler.handleRBACInvocation(C
~[classes/:na]

unter
com.cisco.apicem.commonsettings.service.handler.CreateAaaMessageHandler.handleRequest(CreateAc
~[classes/:na]

unter
com.cisco.grapevine.amqp.impl.GrapevineMessagelL.istener.invokeHandler_aroundBody0(GrapevineMes:
~[message-queue-sdk-7.0.722.60901.jar:7.0.722.60901]

unter
com.cisco.grapevine.amqp.impl.GrapevineMessageListener$AjcClosure1.run(GrapevineMessageListenel
~[message-queue-sdk-7.0.722.60901.jar:7.0.722.60901]

unter org.aspectj.runtime.mirror.JoinPointimpl.continue(JoinPointimpl.java:167) ~[aspectirt-
1.9.6.jar:na]

unter
com.cisco.enc.i18n.localization.aop.Enablel18nOnRequestHandler.getEmptyResponse(Enablel18nOnRe
~[i18n-7.1.722.60901 jar:7.1.722.60901]

unter
com.cisco.grapevine.amqp.impl.GrapevineMessagel.istener.invokeHandler(GrapevineMessageL.istener.j
~[message-queue-sdk-7.0.722.60901.jar:7.0.722.60901]

unter
com.cisco.grapevine.amqp.impl.GrapevineMessagel.istener.onMessage(GrapevineMessageListener.java
~[message-queue-sdk-7.0.722.60901.jar:7.0.722.60901]

unter
org.springframework.amqp.rabbit.listener.AbstractMessageListenerContainer.dolnvokeListener(AbstractV
~[spring-rabbit-1.7.15.RELEASE.jar:na]

unter
org.springframework.amqp.rabbit.listener.AbstractMessageListenerContainer.invokeListener(AbstractMes



~[spring-rabbit-1.7.15.RELEASE.jar:na]

unter
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.access$001(SimpleMessage
~[spring-rabbit-1.7.15.RELEASE.jar:na]

unter
org.springframework.amaqp.rabbit.listener.SimpleMessageListenerContainer$1.invokeListener(SimpleMes
~[spring-rabbit-1.7.15.RELEASE.jar:na]

unter
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.invokeListener(SimpleMessa
~[spring-rabbit-1.7.15.RELEASE.jar:na]

unter
org.springframework.amqp.rabbit.listener.AbstractMessageListenerContainer.executeListener(AbstractMe
~[spring-rabbit-1.7.15.RELEASE.jar:na]

unter
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.doReceiveAndExecute(Simpl
~[spring-rabbit-1.7.15.RELEASE .jar:na]

unter
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.receiveAndExecute(SimpleM
~[spring-rabbit-1.7.15.RELEASE.jar:na]

unter
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.access$1800(SimpleMessag
~[spring-rabbit-1.7.15.RELEASE.jar:na]

unter
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer$AsyncMessageProcessingC
~[spring-rabbit-1.7.15.RELEASE.jar:na]

unter java.base/java.lang.Thread.run(Thread.java:834) ~[na:na]

2025-06-07 17:21:46,284 | INFO | qtp480903748-916 | | c.c.a.c.s.util.CommonSettingsUtil |
DB-Wert flr MultiCisco DNAConfigurationTable = MultiCisco
DNAConfigurationTable[clusterUuid=878771ce-8f93-44a5-82c9-3561e14c2d77,createTime=2024-

08-23 14:18:11.381,inMultiCisco DNAMode=false,lastUpdatedTime=2024-08-23

14:18:11.381,multiCisco DNAFeatureEnabled=false,instanceUuid=7f606daa-ca05-472b-b45c-
fe8dfead1717,instanceld=7007 ,authEntityld=7007 ,authEntityClass=1586401731,instance Tenantld=68c8L
1d052de9,_orderListOEIndex=<Integer>,_createOrderindex=<Integer>,_isBeingChanged=<Boolean>,der
| Correlationld=5888c4bb-f407-4771-97e6-e5¢c9a9e08746

Schritt 3: Die Zertifikatsannahme wurde aufgerufen.

17:22:05,574 | INFO | qtp480903748-909 | | c.c.c.s.controller. AAAController | Eingehendes
Zertifikat von Benutzer akzeptiert?: wahr | Correlationld=8b73524a-a3b1-4ebd-9d3a-



b70830d64c83

2025-06-07 17:22:05,581 | INFO | essagelistenerContainer-9 | |
c.c.a.c.s.h.CreateAaaMessageHandler | Eintritt in die Bestatigungsphase des Benutzerzertifikats |
Correlationld=8b73524a-a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | INFO | essagelistenerContainer-9 | | c.c.c.s.trust.CiscolSEManager |--
| Correlationld=8b73524a-

a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | INFO | essagelistenerContainer-9 | | c.c.c.s.trust.CiscolSEManager |
Schritt: Abrufen von iseUsername, isePassword, iseHostlp, iseHostName, iseSshKey, apicEmlp,
apicEmFqdn | Correlationld=8b73524a-a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | INFO | essagelistenerContainer-9 | | c.c.c.s.trust.CiscolSEManager |--
| Correlationld=8b73524a-

a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | INFO | essagelistenerContainer-9 | | c.c.c.s.trust.CiscolSEManager |
GO-Dienst wird fur ISE Trust CERT_ACCEPT angerufen | Correlationld=8b73524a-a3b1-4ebd-
9d3a-b70830d64c83

2025-06-07 17:22:05,605 | INFO | essageListenerContainer-9 | |
c.c.a.c.s.u.GoTrustEstablishmentUtil | API-Laden fir den Anruf des GO-Service fur
CERT_ACCEPT-Anforderung der ISE mit IP: 10.127.196.71 und Hostname: |
Correlationld=8b73524a-a3b1-4ebd-9d3a-b70830d64c83

Schritt 4: Aufbau von Vertrauen.

2025-06-07 17:22:06,365 | INFO | qtp480903748-246 | |
c.c.a.c.s.c.IselntegrationStatusController | ISE-Integrationsstatus-Schritt fir StepName
aktualisieren =INITIATE_CONNECTION_TO_ISE | Correlationld=c1bfde32-4cec-4c9f-afab-
06291f1bc437

2025-06-07 17:22:06,375 | INFO | qtp480903748-909 | |
c.c.a.c.s.c.IselntegrationStatusController | ISE-Integrationsstatus fiir StepName aktualisieren
=ESTABLISHING_TRUST_WITH_ISE | Correlationld=fbba646c-bdae-4554-8c70-0a5836f4c860

Schritt 5: Uberpriifen der ISE ERS-Konfiguration

2025/06/07 17:22:06 [DEBUG] GET https://10.127.196.71/admin/API|/NetworkAccessConfig/ERS

{"asctime":"2025-06-07T17:22:07.529Z","Correlationld":"","level":"info","msg":"Current ERS config
on ISE {MLName:{Space: Local:ersConfig} ID:1 ISCSRF:false IsPAP:true
IsPSNS:true}","Paketname":"ISE Connection Manager"}

Schritt 6: Die ISE-Version wird Gberpruft.

2025/06/07 17:22:07 [DEBUG] POST https://credentialmanager.maglev-



https://10.127.196.71/admin/API/NetworkAccessConfig/ERS
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption

system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:07 [DEBUG] BESUCHEN SIE
https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

{"asctime":"2025-06-07T17:22:09.065Z","Correlationld":"","level":"info","msg":" ISE-Version ist
{Version:3.3 Patch:0 PatchList:0}","Paketname":"ISE-Verbindungs-Manager"}

Schritt 7: Telemetrieinformationen werden abgerufen.

2025/06/07 17:22:09 [DEBUG] GET https://10.127.196.71:9060/ers/config/telemetryinfo

{"asctime":"2025-06-07T17:22:10.161Z2","Correlationld":"","level":"info","msg":"Telemetrie-ID
30d43265-1577-4e02-a10b-6b549099f54" "Paketname":"Dienstprogramme"}

{"asctime":"2025-06-07T17:22:10.161Z","Correlationld":"","level":"info","msg":"OpenAPI auf ISE-
Knoten Uberprifen und aktivieren"packagename":"ISE Connection Manager"}

Schritt 8: API-Status wird von der ISE abgerufen.

2025/06/07 17:22:10 [DEBUG] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:10 [DEBUG] BESUCHEN SIE https://10.127.196.71/admin/APl/apiService/get

{"asctime":"2025-06-07T17:22:11.291Z","Correlationld":"","level":"info","msg":"OpenAPI is already

enabled, {true true}","packagename":"ISE Connection Manager"}
Schritt 9: Einrichtung der Vertrauensstellung mit der ISE abgeschlossen.

{"asctime":"2025-06-07T17:22:11.291Z","Correlationld":"","level":"info","msg":"Updating total status
to trusted","packagename":"ISE Connection Manager"}

2025/06/07 17:22:11 [DEBUG] GET http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

{"asctime":"2025-06-07T17:22:11.304Z","Correlationld":"","level":"info","msg":"Knoten-
Statusaktualisierung wird an NDS gesendet. Nutzlast {\"aaaServerld\":\"b745dd4f-2a22-47d8-
a216-6a5a85f3eab9\",\"ciscolseList\":[{\"ciscolseld\":\"acc84e0a-cfdb-4

196.71\" \"operationType\"\"UPDATE\" \"role\":\"PRIMARY\" \"state\":\"ACTIVE\" \"SubscriberName\":\"px¢
"\"10.127.196.71\"\"iseConnectionType\":\"TRUST\"}","Paketname":"ndsutil"}

2025/06/07 17:22:11 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo

{"asctime":"2025-06-07T17:22:11.3192","Correlationld":"","level":"info","msg":"Node update status
to NDS, response code 200 OK","Paketname":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.3192","Correlationld":"","level":"info","msg":"Sending certificate
to NDS","packagename":"ISE Connection Manager"}
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{"asctime":"2025-06-07T17:22:11.3192","Correlationld":"","level":"info","msg":"Adding
{17487437175958362366089997042 CREATE}","packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.3192","Correlationld":"","level":"info","msg":"Knoten-
Statusaktualisierung wird an NDS gesendet. Payload
[{\"Seriennummer\":\"17487437175958362366089997042\" \"Aussteller\":\"CN=I\" \"operationType\":\"CRE

2025/06/07 17:22:11 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/iseCerts

{"asctime":"2025-06-07T17:22:11.3292","Correlationld":"","level":"info","msg":"Node update status
to NDS, response code 200 OK","Paketname":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.3292","Correlationld":"","level":"info","msg":"Updating ISE Step
ESTABLISHING_TRUST_WITH_ISE with status COMPLETE","Paketname":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.3292","Correlationld":"","level":"info","msg":"Sending request to
NDS
{\"StepName\":\"ESTABLISHING_TRUST_WITH_ISE\",\"StepStatus\"\"COMPLETE\"}","Paketname":"nds

2025/06/07 17:22:11 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

Phase 10: Erkennung von Knoten in der ISE-Bereitstellung.

{"asctime":"2025-06-07T17:22:11.339Z","Correlationld":"","level":"info","msg":"Updating ISE Step
DISCOVERING_NODES with status IN_PROGRESS","Paketname":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.3392","Correlationld":"","level":"info","msg":"Sending request to
NDS
{\"StepName\":\"DISCOVERING_NODES\",\"StepStatus\":\"IN_PROGRESS\"}","Paketname":"ndsutil"}

2025/06/07 17:22:11 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

{"asctime":"2025-06-07T17:22:11.348Z","Correlationld":"","level":"info","msg":"Posted ISE
integration Step to NDS, http-Antwort code=200","Paketname":"ndsutil"}

2025/06/07 17:22:11 [DEBUG] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:11 [DEBUG] GET https://10.127.196.71/admin/APl/Infra/Node/SimpleL.ist

{"asctime":"2025-06-
07T17:22:12.512Z","Correlationld":"","level":"info","msg":"66c88fc4104bfb741d050
2de9:b745dd4f-2a22-47d8-a216-6a5a85f3eab9 4 Knoten von ISE empfangen”,"Paketname":"ISE
Connection Manager"}

{"asctime":"2025-06-07T17:22:12.512Z","Correlationld":"","level":"info","msg":"Adding Primary
PAN node localize33ppan/10.127.196.71, role PRIMARY","packagename":"ISE Connection
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Manager"}
de localize33ppan/10.127.196.71, role PRIMARY","Paketname":"ISE Connection Manager"}

2025/06/07 17:22:12 [DEBUG] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:12 [DEBUG] BESUCHEN SIE
https://10.127.196.71:9060/ers/config/node/name/ise33localspan

{"asctime":"2025-06-07T17:22:13.612Z","Correlationld":"","level":"info","msg":"Adding Secondary
PAN node i

{"asctime":"2025-06-07T17:22:13.612Z","Correlationld":"","level":"info","msg":"Adding MnT primary
node

2025/06/07 17:22:13 [DEBUG] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:13 [DEBUG] BESUCHEN SIE
https://10.127.196.71:9060/ers/config/node/name/ise33seclocal

{"asctime":"2025-06-07T17:22:14.737Z","Correlationld":"","level":"info","msg":"PXGrid-Knoten wird
hinzugefluigt

2025/06/07 17:22:14 [DEBUG] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:14 [DEBUG] BESUCHEN SIE
https://10.127.196.71:9060/ers/config/node/name/isepxgrid2025

{"asctime":"2025-06-07T17:22:15.863Z","Correlationld":"","level":"info","msg":"Adding PSN node
isepxgrid2025.localad.com/10.127.196.74","packagename":"ISE Connection Manager"}

2025/06/07 17:22:15 [DEBUG] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:15 [DEBUG] GET
https://10.127.196.71:9060/ers/config/node/name/localise33ppan

{"asctime":"2025-06-07T17:22:17.047Z","Correlationld":"","level":"info","msg":"Hinzufligen eines
PSN-Knotens 1/10.127.196.71","Paketname":"ISE Connection Manager"}

Phase 11: Erkennung der Knoten abgeschlossen.

2025/06/07 17:22:17 [DEBUG] GET http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

{"asctime":"2025-06-07T17:22:17.843Z2","Correlationld":"","level":"info","msg":"Knoten-
Statusaktualisierung wird an NDS gesendet. Nutzlast {\"aaaServerld\":\"b745dd4f-2a22-47d8-
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a216-6a5a85f3ea69\",\"ciscolseList\":[{\"ciscolseld\":\"49523ddb-e1d5-1d
96.73\" \"operationType\":\"CREATE\" \"role\":\"SECONDARY\" \"state\":\"ACTIVE\" \"SubscriberName\":\"

2025/06/07 17:22:17 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo

{"asctime":"2025-06-07T17:22:17.860Z","Correlationld":"","level":"info","msg":"Node update status
to NDS, response code 200 OK","Paketname":"ndsutil"}

{"asctime":"2025-06-07T17:22:17.860Z","Correlationld":"","level":"info","msg":"Updating ISE Step
DISCOVERING_NODES with status COMPLETE","Paketname™:"ndsutil"}

{"asctime":"2025-06-07T17:22:17.860Z","Correlationld":"","level":"info","msg":"Sendeanforderung
an NDS
{\"StepName\":\"DISCOVERING_NODES\",\"StepStatus\":\"COMPLETE\"}","Paketname":"ndsutil"}

Phase 12: ISE-lokale Zertifikate werden abgerufen.

{"asctime":"2025-06-
07T17:22:17.871Z","Correlationld":"","level":"info","msg":"GetCertChainForlISERole , Rolle EAP
und Knoten |","Paketname":"Zertifikatsmanager"}

{"asctime":"2025-06-07T17:22:17.871Z","Correlationld":"","level":"info","msg":"Lokale Zertifikate
werden von der ISE abgerufen 10.127.196.71","Paketname":"Certificate Manager"}

2025/06/07 17:22:17 [DEBUG] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:17 [DEBUG] GET https://10.127.196.71/admin/API/PKl/LocalCertificates

{"asctime":"2025-06-07T17:22:19.264Z","Correlationld":"","level":"info","msg":"Building cert chain
for leaf cert. Node=10.127.196.71;cname=","packagename":"Certificate Manager"}

{"asctime":"2025-06-07T17:22:19.264Z","Correlationld":"","level":"info","msg":"Das Zertifikat ist
selbstsigniert. Subject=CN und Issuer=CN, Uberspringen Sie "cert chain
build","packagename":"Certificate Manager"}

{"asctime":"2025-06-07T17:22:19.264Z","Correlationld":"","level":"info","msg":"Inserting into

iseCerts","packagename":"DAL"}

{"asctime":"2025-06-07T17:22:19.276Z","Correlationld":"","level":"info","msg":"Erfolgreich in
iseCerts eingefugt","packagename":"DAL"}

2025/06/07 17:22:19 [DEBUG] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

Phase 13: Pxgrid-Verbindungsuberprifung.

{"asctime":"2025-06-07T17:22:19.336Z","Correlationld":"","level":"info","msg":"PxGrid ist
aktiviert","packagename":"ISE Connection Manager"}
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{"asctime":"2025-06-07T17:22:19.336Z","Correlationld":"","level":"info","msg":"Updating ISE Step
PXGRID_CONNECTION with status IN_PROGRESS","Paketname":"ndsutil"}

{"asctime":"2025-06-07T17:22:19.336Z","Correlationld":"","level":"info","msg":"Sending request to
NDS
{\"StepName\":\"PXGRID_CONNECTION\"\"StepStatus\":\"IN_PROGRESS\"}","Paketname":"ndsutil"}

2025/06/07 17:22:19 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

{"asctime":"2025-06-07T17:22:19.349Z" "Correlationld":"","level":"info","msg":"Posted ISE
integration Step to NDS, http response code=200","Paketname":"ndsutil"}

{"asctime":"2025-06-07T17:22:19.349Z","Correlationld":"","level":"info","msg":"Admin-
Zertifikatkette fur Knoten wird abgerufen und erstellt 10.127.196.72","Paketname":"Certificate
Manager"}

{"asctime":"2025-06-07T17:22:19.349Z""Correlationld":"","level":"info","msg":"Serverzertifikat wird
abgerufen fur 10.127.196.72","Paketname":"Certificate Manager"}

{"asctime":"2025-06-07T17:22:20.907Z","Correlationld":"","level":"info","msg":"abgerufene
Serverzertifizierungskette fur 10.127.196.72, chain length 4","packagename":"Certificate
Manager"}

{"asctime":"2025-06-07T17:22:20.907Z","Correlationld":"","level":"info","msg":"Check if peer has
provided complete certificate chain, chain length=4","packagename":"Certificate Manager"}

{"asctime":"2025-06-07T17:22:20.907Z","Correlationld":"","level":"info","msg":"Build/update cert-
chain for Node=10.127.196.72;cname=","packagename":"Certificate Manager"}

{"asctime":"2025-06-07T17:22:20.907Z","Correlationld":"","level":"info","msg":"Inserting to ise-
bridge certpool. Issuer=CN=Certificate Services Node CA - localize33ppan;
Subject=CN=Certificate Services Endpoint Sub CA - ise33seclocal;
Seriennummer=336164adf99b4663b51c7d8787b671e2","Paketname":"Zertifikatsmanager"}

2025/06/07 17:22:20 [DEBUG] GET http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

{"asctime":"2025-06-07T17:22:20.920Z","Correlationld™:"","level":"info","msg":"Knoten-
Statusaktualisierung wird an NDS gesendet. 00239 Nutzlast {\"aaaServerld\":\"b745dd4f-2a22-
47d8-a216-6a5a85f3eab9\",\"ciscolseList\":[{\"ciscolseld\":\"dad546ca-

28d\" \"operationType\":\"CREATE\",\"role\":\"PXGRID\" \"state\":\"INACTIVE\",\"SubscriberName\":\" pxgric
1.127.196.71\",\"iseConnectionType\":\"TRUST\"}","Paketname":"ndsutil"}

2025/06/07 17:22:20 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo

{"asctime":"2025-06-07T17:22:20.936Z","Correlationld":"","level":"info","msg":"Node update status
to NDS, response code 200 OK","Paketname":"ndsutil"}
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Phase 14: Zertifikataktualisierung.

{"asctime":"2025-06-07T17:22:22.5852","Correlationld":"","level":"info","msg":"Endpunktzertifikate
von ISE abrufen , \u0026{CertTemplateName:pxGrid_Certificate_Template
Format:PKCS8_CHAIN Kennwort: CertificateRequest:{San:52:ad:88:67:42:58
Cn:admin_66c88fc4104bfb741d052de9}}","Paketname”:"PxGridClient"}

2025/06/07 17:22:22 [DEBUG] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:22 [DEBUG] PUT
https://10.127.196.71:9060/ers/config/endpointcert/certRequest

{"asctime":"2025-06-07T17:22:24.071Z","Correlationld":"","level":"info","msg":"Inserting into

iseCerts","packagename":"DAL"}

{"asctime":"2025-06-07T17:22:24.072Z","Correlationld":"","level":"info","msg":"Successfully

inserted into iseCerts","packagename":"DAL"}
Phase 15: Aktivierung des Pxgrid-Clients

{"asctime":"2025-06-07T17:22:24.074Z","Correlationld":"","level":"info","msg":"Erfolgreich
geladener privater Schliissel vom Endpunkt certs","Paketname":"PxGridClient"}

{"asctime":"2025-06-07T17:22:24.074Z","Correlationld":"","level":"info","msg":"Number of cert
entries in client cert chain 1 ","Paketname":"PxGridClient"}

2025/06/07 17:22:24 [DEBUG] POST https://10.127.196.72:8910/pxgrid/control/AccountActivate

{"asctime":"2025-06-07T17:22:25.247Z","Correlationld":"","level":"info","msg":"Get Response 200 ,
fur URL https://10.127.196.72:8910/pxgrid/control/AccountActivate","Paketname":"PxGridClient"}

{"asctime":"2025-06-07T17:22:25.247Z","Correlationld":"","level":"info","msg":"GOT ACCOUNT
ACTIVATE RESPONSE: \u0026{AccountState:ENABLED
Version:2.0}","Paketname":"PxGridClient"}

2025/06/07 17:22:25 [DEBUG] POST https://10.127.196.72:8910/pxgrid/control/ServiceLookup

{"asctime":"2025-06-07T17:22:26.311Z","Correlationld":"","level":"info","msg":"Get Response 200 ,
fur URL https://10.127.196.72:8910/pxgrid/control/ServiceLookup","Paketname":"PxGridClient"}

{"asctime":"2025-06-07T17:22:26.311Z","Correlationld":"","level":"info","msg":"Try to connect
pubsub service \u0026{Name:com.cisco.ise.pubsub NodeName:~ise-pubsub-ise33seclocal
Properties:map[wsUrl:wss://:8910/pxgrid/ise/pubsub]} ","Paketname":"PxGridClient"}

{"asctime":"2025-06-07T17:22:26.3112","Correlationld":"","level":"info","msg":"ISE Pubsub Web
Service URL: wss://10.127.196.72:8910/pxgrid/ise/pubsub”,"Paketname":"PxGridClient"}

2025/06/07 17:22:26 [DEBUG] POST https://10.127.196.72:8910/pxgrid/control/AccessSecret
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{"asctime":"2025-06-07T17:22:27.461Z","Correlationld":"","level":"info","msg":"Got Response 200 ,
fur URL https://10.127.196.72:8910/pxgrid/control/AccessSecret","Paketname":"PxGridClient"}

{"asctime":"2025-06-07T17:22:27.461Z","Correlationld":"","level":"info","msg":"Trying to dial to
wsurl wss://10.127.196.72:8910/pxgrid/ise/pubsub","packagename":"ws-endpoint"}

{"asctime":"2025-06-07T17:22:28.479Z","Correlationld":"","level":"info","msg":"Erfolgreich mit
wss://10.127.196.72:8910/pxgrid/ise/pubsub verbunden","packagename":"ws-endpoint"}

2025/06/07 17:22:28 [DEBUG] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

{"asctime":"2025-06-07T17:22:28.479Z","Correlationld":"","level":"info","msg":"Setting as active

pxgrid node","packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:28.533Z","Correlationld":"","level":"info","msg":"Updating ISE Step
PXGRID_CONNECTION with status COMPLETE","Paketname":"ndsutil"}

{"asctime":"2025-06-07T17:22:28.533Z","Correlationld":"","level":"info","msg":"Sending request to
NDS
{\"StepName\":\"PXGRID_CONNECTION\"\"StepStatus\":\"COMPLETE\"}","Paketname":"ndsutil"}

2025/06/07 17:22:28 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

2025/06/07 17:22:28 [DEBUG] GET http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

Schritt 16: Herunterladen des TrustSec SGT

{"asctime":"2025-06-07T17:22:34.370Z","Correlationld":"","level":"info","msg":"BULK
DOWNLOADING FOR SERVICE com.cisco.ise.config.trustsec THIC
securityGroupTopic","Paketname":"PxGridClient"}

{"asctime":"2025-06-07T17:22:34.371Z","Correlationld":"","level":"info","msg":"Bulkdownload
URLSs: [https://10.127.196.71:8910/pxarid/ise/config/trustsec]","Paketname":"PxGridClient"}

{"asctime":"2025-06-07T17:22:34.371Z","Correlationld":"","level":"info","msg":"Massendownload
von com.cisco.ise.config.trustsec wird versucht, mithilfe von
https://10.127.196.71:8910/pxgrid/ise/config/trustsec/getSecurityGroups","Paketname":"PxGridClient"}

2025/06/07 17:22:34 [DEBUG] POST
https://10.127.196.71:8910/pxarid/ise/config/trustsec/getSecurityGroups

{"asctime":"2025-06-07T17:22:35.424Z" ,"Correlationld":"","level":"info","msg":"Get Response 200 ,
for URL
https://10.127.196.71:8910/pxgrid/ise/config/trustsec/getSecurityGroups","Paketname":"PxGridClient"}

{"asctime":"2025-06-07T17:22:35.424Z""Correlationld":"","level":"info","msg":"Reset Security
Group Cache.","packagename":"cache"}
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{"asctime":"2025-06-07T17:22:35.424Z""Correlationld":"","level":"info","msg":"Updating Security

Group Cache","packagename":"cache"}

{"asctime":"2025-06-07T17:22:35.424Z" "Correlationld":"","level":"info","msg":"SG bulkdownload
data, ACA ist noch nicht dafur registriert, don't push to RMQ","Paketname":"Abonnenten"}

{"asctime":"2025-06-07T17:22:35.424Z","Correlationld":"","level":"info","msg":"Done subscribing to

all the topics and completed bulk downloads","packagename":"ISE Connection Manager"}
Abschnitt B: Ablauf der Protokollnachrichten auf der ISE (ISE-PSC-Protokoll)

Schritt 1: Knotendetails werden abgerufen.

2025-06-07 22:45:22,788 INFO [ers-http-pool15][[[]]
cpm.ers.app.web.BasicAndTokenAuthenticator -::::- Grundlegende Authentifizierung erfolgreich.
Benutzer: Administrator

2025-06-07 22:45:22,788 DEBUG [ers-http-pool15][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #iH#H# MaxThreadsFilter.doFilter —> getPathinfo=/node

2025-06-07 22:45:22,788 DEBUG [ers-http-pool15][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #### MaxThreadsFilter.doFilter —> getMethod=GET

2025-06-07 22:45:22,788 DEBUG [ers-http-pool15][[[]] com.ers.app.web.MaxThreadsLimiterFilter -
- #### MaxThreadsFilter.doFilter —> getRequestURL=https://ise-bridge.ise-
bridge.svc.cluster.local:8080/ers/config/node

2025-06-07 22:45:22,788 DEBUG [ers-http-pool15][[[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #HHE MaxThreadsFilter.doFilter —> getRemoteHost=10,62.113,211

2025-06-07 22:45:22,788 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #### MaxThreadsFilter.doFilter —> getLocalPort = 9060;

2:45:22,794 DEBUG [ers-http-pool15][[]] ers.app.impl.handlers.NodeCRUDHandler -::::- DEBUG
INFO — ERGEBNIS com.cisco.cpm.ers.app.proxy.HostConfigProxy@2ff9a8ef

2025-06-07 22:45:22,794 DEBUG [ers-http-pool15][[]] ers.app.impl.handlers.NodeCRUDHandler -
.- DEBUG INFO — ERGEBNIS com.cisco.cpm.ers.app.proxy.HostConfigProxy@39c857df

2025-06-07 22:45:22,794 DEBUG [ers-http-pool15][[]] ers.app.impl.handlers.NodeCRUDHandler -
.- DEBUG INFO — ERGEBNIS com.cisco.cpm.ers.app.proxy.HostConfigProxy@24e4889c

2025-06-07 22:45:22,794 DEBUG [ers-http-pool15][[]] ers.app.impl.handlers.NodeCRUDHandler -
.- DEBUG INFO — ERGEBNIS com.cisco.cpm.ers.app.proxy.HostConfigProxy@73eb7edf

2025-06-07 22:45:22,802 INFO [ers-http-pool15][[[]] cisco.cpm.ers.fw.CRUDService -::::- Die GET
ALL-Ressourcenanforderung fur den Ressourcentyp 'node' wurde erfolgreich abgeschlossen

Phase 2: Versionsprifung auf der ISE.
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2025-06-07 22:48:39,847 INFO [ers-http-pool15][[[]]
cpm.ers.app.web.BasicAndTokenAuthenticator -::::- Grundlegende Authentifizierung erfolgreich.
Benutzer: Administrator

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[[]] cpm.ers.app.web.CertificateAuthenticator -
::::- Authentifizierung ist passwortbasiert, Zertifikat-basierte Authentifizierung wird Gbersprungen

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #iHE MaxThreadsFilter.doFilter —> getPathinfo=/op/systemconfig/version

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #### MaxThreadsFilter.doFilter —> getMethod=GET

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- #### MaxThreadsFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #### MaxThreadsFilter.doFilter —> getRemoteHost=10,62.113,211;

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ##H##H# MaxThreadsFilter.doFilter —> getLocalPort = 9060;

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
..:- ## RateLimitFilter Servlet => Continue with the ERS Request, The Aktuelle Bucket-Anzahl: 49

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[] cpm.ers.app.web.PICFilter -:::- ####
PICFilter.doFilter —> getPathIinfo=/op/systemconfig/version

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[] cpm.ers.app.web.PICFilter -:::- ####
PICFilter.doFilter —> getMethod=GET

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -::::- ####
PICFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[] cpm.ers.app.web.PICFilter -:::- ####
PICFilter.doFilter —> getRemoteHost=10,62.113,211;

2025-06-07 22:48:39,849 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PAPFilter -::::- ####
PAPFilter.doFilter —> getPathInfo=/op/systemconfig/iseversion

2025-06-07 22:48:39,849 DEBUG [ers-http-pool15][[] cpm.ers.app.web.PAPFilter -:::- ####
PAPFilter.doFilter —> getMethod=GET

2025-06-07 22:48:39,849 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PAPFilter -::::- ####
PAPFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

2025-06-07 22:48:39,849 DEBUG [ers-http-pool15][[] cpm.ers.app.web.PAPFilter -:::- ####
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PAPFilter.doFilter —> getRemoteHost=10,62.113,211;
Schritt 3: Telemetrieinformationen werden abgerufen.

2025-06-07 22:48:41,371 INFO [ers-http-pool15][[[]]
cpm.ers.app.web.BasicAndTokenAuthenticator -:::- Grundlegende Authentifizierung erfolgreich.
Benutzer: Administrator

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[[]] cpm.ers.app.web.CertificateAuthenticator -
::::- Authentifizierung ist passwortbasiert, Zertifikat-basierte Authentifizierung wird tGbersprungen

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #i#H# MaxThreadsFilter.doFilter —> getPathinfo=/telemetryinfo

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #### MaxThreadsFilter.doFilter —> getMethod=GET

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[[]] com.ers.app.web.MaxThreadsLimiterFilter -
.- #HH# MaxThreadsFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/telemetryinfo

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ##H##H# MaxThreadsFilter.doFilter —> getRemoteHost=10,62.113,211;

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #### MaxThreadsFilter.doFilter —> getLocalPort = 9060;

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
..:- ## RateLimitFilter Servlet => Continue with the ERS Request, The Aktuelle Bucket-Anzahl: 49

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[] cpm.ers.app.web.PICFilter -:::- ####
PICFilter.doFilter —> getPathInfo=/telemetryinfo

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[] cpm.ers.app.web.PICFilter -:::- ####
PICFilter.doFilter —> getMethod=GET

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -::::- ####
PICFilter.doFilter —> getRequestURL=https://10.127.196.71:9060/ers/config/telemetryinfo

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[] cpm.ers.app.web.PICFilter -:::- ####
PICFilter.doFilter —> getRemoteHost=10,62.113,211;

2025-06-07 22:48:41,372 DEBUG [ers-http-pool15][[] cpm.ers.app.web.PAPFilter -:::- ####
PAPFilter.doFilter —> getPathInfo=/telemetryinfo

2025-06-07 22:48:41,374 INFO [ers-http-pool15][[[]]
ers.app.impl.handlers.TelemetryInfoCRUDHandler -:::- Innerhalb GET ALL API

2025-06-07 22:48:41,377 INFO [ers-http-pool15][[[]] cisco.cpm.ers.fw.CRUDService -:::- Die GET
ALL-Ressourcenanforderung fur den Ressourcentyp 'telemetryinfo' wurde erfolgreich
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abgeschlossen

Schritt 4: REST-basierte Anfragen werden von der ISE zum Abrufen von Informationen bei der
Integration verwendet.

2025-06-07 22:49:00,957 INFO [ers-http-pool18][[[]]
cpm.ers.app.web.BasicAndTokenAuthenticator -:::- Grundlegende Authentifizierung erfolgreich.
Benutzer: Administrator

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #iHE MaxThreadsFilter.doFilter —> getPathinfo=/sessionservicenode

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #### MaxThreadsFilter.doFilter —> getMethod=GET

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[[]] com.ers.app.web.MaxThreadsLimiterFilter -
- #### MaxThreadsFilter.doFilter —> getRequestURL=https://ise-bridge.ise-
bridge.svc.cluster.local:8080/ers/config/sessionservicenode

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #### MaxThreadsFilter.doFilter —> getRemoteHost=10,62.113,211;

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ##H##H# MaxThreadsFilter.doFilter —> getLocalPort = 9060;

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
..:- ## RateLimitFilter Servlet => Continue with the ERS Request, The Aktuelle Bucket-Anzahl: 49

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[] cpm.ers.app.web.PICFilter -:::- ####
PICFilter.doFilter —> getPathInfo=/sessionservicenode

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[] cpm.ers.app.web.PICFilter -:::- ####
PICFilter.doFilter —> getMethod=GET

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[[]] com.ers.app.web.PICFilter -::::- ####
PICFilter.doFilter —> getRequestURL=https://ise-bridge.ise-
bridge.svc.cluster.local:8080/ers/config/sessionservicenode

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[] cpm.ers.app.web.PICFilter -:::- ####
PICFilter.doFilter —> getRemoteHost=10,62.113,211;
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