Konfigurieren von FTD-Hochverfugbarkeit auf
Firepower-Appliances
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Einleitung

In diesem Dokument wird beschrieben, wie Sie Firepower Threat Defense (FTD) High Availability
(HA) (Aktiv/Standby-Failover) auf FPR9300 konfigurieren und Uberprifen.

Voraussetzungen

Anforderungen

Es gibt keine spezifischen Anforderungen fur dieses Dokument.

Verwendete Komponenten

Die Informationen in diesem Dokument basierend auf folgenden Software- und Hardware-
Versionen:

. 2 Cisco FirePOWER 9300 Security Appliances - FXOS SW 2.0(1.23)

- FTD-Version 10.10.1.1 (Build 1023)

- FirePOWER Management Center (FMC) - SW 10.10.1.1 (Build 1023)
Die Informationen in diesem Dokument beziehen sich auf Geréate in einer speziell eingerichteten
Testumgebung. Alle Gerate, die in diesem Dokument benutzt wurden, begannen mit einer
geléschten (Nichterfullungs) Konfiguration. Wenn Ihr Netzwerk in Betrieb ist, stellen Sie sicher,



dass Sie die mdglichen Auswirkungen aller Befehle verstehen.

Anmerkung: Auf einer FPR9300-Appliance mit FTD kénnen Sie nur Interchassis-HA
konfigurieren. Die beiden Einheiten einer HA-Konfiguration missen die hier genannten
Bedingungen erfiillen.

Aufgabe 1: Uberpriifen der Bedingungen

Aufgabenanforderung:

Uberpriifen Sie, ob beide FTD-Einheiten die Anforderungen fiir die Notizen erfiillen und als HA-
Einheiten konfiguriert werden kdnnen.

Losung:

Schritt 1: Stellen Sie eine Verbindung zur Management-IP des FPR9300 her, und Uberprifen Sie
die Modulhardware.

Uberpriifen Sie die FPR9300-1-Hardware.

KSEC- FPROK- 1- A# show server inventory

Server Equi pped PI D Equi pped VID Equi pped Serial (SN) Slot Status Ackd Menory (MB) Ackd
Cor es

1/1 FPROK- SM 36 V01 FLML9216KK6 Equi pped 262144

36

1/2 FPROK- SM 36 V01 FLML9206H71 Equi pped 262144

36

1/3 FPROK- SM 36 V01 FLMLO9206H7T Equi pped 262144

36

KSEC- FPROK- 1- A#
Uberpriifen Sie die FPR9300-2-Hardware.

KSEC- FPROK- 2- A# show server inventory

Server Equi pped PI D Equi pped VI D Equi pped Serial (SN) Slot Status Ackd Menory (MB) Ackd
Cor es

1/1 FPROK- SM 36 V01 FLML9206HOT Equi pped 262144

36

1/ 2 FPROK- SM 36 V01 FLML9216KAX Equi pped 262144

36

1/ 3 FPROK- SM 36 V01 FLML9267A63 Equi pped 262144

36

KSEC- FPROK- 2- A#
Schritt 2: Melden Sie sich beim FPR9300-1 Chassis Manager an, und navigieren Sie zu Logical
Devices (Logische Gerate).

Uberpriifen Sie die Softwareversion, die Anzahl und den Schnittstellentyp, wie in den Images
gezeigt.



FPR9300-1

= Firepower_TD2 Standalone Status: ok 0' Jl &8

Dats Irdorfnces: Eherneil/4 Etherneti/S
Ethernetld

FPR9300-2

= Firepower_TD Standalene Status: ok l‘ i a8

3 Security Module 3 I Fo 6.0.1.1.1023 I 10.62.148.72 10.62.148.1 Ethemnet] 2 i erline L. ] >

Ports: Attributes:
COlusmer Operational Status : not-sophcabie
Cata Inberfec Ethemetl/4 Ethernetl/S P
Ethemet1/6 INlﬁlglm URL : Mg V1 0UER. 148. T
wiD + AT 8-1124- 11 ef-Hat - BlRoitAS

Aufgabe 2: Konfigurieren von FTD HA auf FPR9300

Aufgabenanforderung:

Konfigurieren Sie Aktiv/Standby-Failover (HA) gemal} diesem Diagramm.

Eth1/6 Outside Outside |Eth1/6
Primary 192.168.76.10 (Active) 192.168.76.11 (Standby) Secondary
FPR9300-1 FPR9300-2

Eth1/4 FOVER Eth1/4
1.1.1.1 STATE 1.1.1.2

FTD FTD

Eth1/5 | Inside Inside | Eth1/5
192.168.75.10 (Active) 192.168.75.11 (Standby)

Lésung:

Beide FTD-Geréate sind bereits auf dem FMC registriert (siehe Abbildung).

& FTD9300-1 i o
10.62.148.72 - Cisco Firepower 9000 Series SM-36 Threat Defense - v6.0.1.1 - routed o0 [ repewer 3000 Series SM-36 Thre Base, Threat, Malware, URL Filtering  FTD9300

© FTD9300-2 i )
10.62.148.69 - Cisco Firepower 9000 Series SM-36 Threat Defense - v6.0.1.1 - routed o0 [ repewer 3000 Series SM-36 Thre Base, Threat, Malware, URL Filtering  FTD9300-2




Schritt 1: Um FTD-Failover zu konfigurieren, navigieren Sie zu Devices (Gerate) > Device
Management (Gerateverwaltung) und wahlen Sie Add High Availability (Hochverfiigbarkeit
hinzufiigen), wie im Bild dargestellit.

By Gresup b i ., -

Access Control Policy J Add Device
4 Add High Availabikty

Schritt 2: Geben Sie den priméren Peer und den sekundéaren Peer ein, und wahlen Sie Weiter
aus, wie im Bild dargestellt.

Add High Availability Pair ? X
MName:™ FTDS300_HA
Device Type: Firepower Threat Defense s
Primary Peer: FTD9300-1 v
Secondary Peer: FTD9300-2 st

¥ Threat Defense High Availability pair will have primary device
configuration. Licenses from primary peer will be converted to
their high availability versions and applied on both peers.

Continue Cancal

Warnung: Stellen Sie sicher, dass Sie die richtige Einheit als primére Einheit auswahlen. Alle
Konfigurationen auf der ausgewahlten primaren Einheit werden auf die ausgewahlte
sekundare FTD-Einheit repliziert. Durch die Replikation kann die aktuelle Konfiguration auf
der sekundaren Einheit ersetzt werden.

Bedingungen

Um eine hohe Verfligbarkeit zwischen zwei FTD-Geraten zu erreichen, missen folgende
Bedingungen erflillt sein:

- Gleiches Modell

- Gleiche Version (qgilt fur FXOS und FTD - (Major (erste Zahl), Minor (zweite Zahl) und
Wartung (dritte Zahl) missen gleich sein))

- Gleiche Anzahl an Schnittstellen

- Derselbe Schnittstellentyp

- Beide Gerate gehodren zur gleichen Gruppe/Domane im FMC.

- ldentische NTP-Konfiguration (Network Time Protocol)

- Vollstandige Bereitstellung auf dem FMC ohne unbestatigte Anderungen

- Wechseln Sie in denselben Firewall-Modus: geroutet oder transparent.

- Beachten Sie, dass dies sowohl auf FTD-Geraten als auch auf der FMC-GUI Gberpruft
werden muss, da es Falle gegeben hat, in denen die FTDs den gleichen Modus hatten, aber



FMC spiegelt dies nicht wider.

- Keine DHCP/Point-to-Point Protocol over Ethernet (PPPoE)-Konfiguration an einer der
Schnittstellen

- Anderer Hostname (FQDN, Fully Qualified Domain Name) fur beide Chassis. Um den
Chassis-Hostnamen zu Uberprifen, navigieren Sie zu FTD CLI, und fuhren Sie den folgenden
Befehl aus:

firepower# show chassis-management-url
https:// KSEC-FPR9K-1.cisco.com: 443/ /

Anmerkung: Verwenden Sie nach 6.3 FTD den Befehl 'show chassis detail'.

firepower# show chassis detail

Chassis URL . https://KSEC FPR4100- 1: 443/ /
Chassis IP :192.0.2.1

Chassi s Serial Nunber . JMX12345678

Security Mdul e 1

Wenn beide Chassis denselben Namen haben, andern Sie den Namen in einem Chassis mithilfe
der folgenden Befehle:

KSEC- FPROK- 1- A# scope system

KSEC- FPRIK- 1- A / system # set name FPR9K-lnew

War ni ng: System nane nodificati on changes FC zone nane and redepl oys them non-di sruptively
KSEC- FPRIK- 1- A / systent # commit-buffer

FPROK- 1- A /system # exit

FPRI9K-1new-A#

Nachdem Sie den Chassis-Namen geandert haben, heben Sie die FTD-Registrierung beim FMC
auf, und registrieren Sie sie erneut. Fahren Sie dann mit der HA Pair-Erstellung fort.

Schritt 3: Konfigurieren Sie HA, und geben Sie die Einstellungen flr die Links an.
In Ihrem Fall hat der Status-Link die gleichen Einstellungen wie der Hochverfugbarkeits-Link.

Wahlen Sie Add (Hinzufligen) aus, und warten Sie einige Minuten, bis das HA-Paar wie im Image
dargestellt bereitgestellt wird.



Add High Availability Pair
High Avallability Link

Invbesrface: = Ethermet1/d

Logical Mame:™ Toraler_link

Primaery 1P:*™ 1.1.1.1
Use [Pvi Address
Secondary 1P: = 1.1.1.2

Subreet Mask:"™ 255 255 1550
IPseC EI'ICI",'I'.'IMPI

Enabled

Kgy Gensration:  autn

M
Stake Link
Interface:™ Same &5 LAMN Falloyer L ¥
Lﬂﬁﬂl Maamee: ™ AL L K
Primary IF;®
Secondary I[P 1.1.1.2

i LAN failover Bnk is used to sync configuration, stateful failover Bnk is used to sync spplication content
between peers. Selected interface links and encryption settings cannot be changed later.

Add Carga

Schritt 4: Konfigurieren der Datenschnittstellen (primare und Standby-IP-Adressen)

Wahlen Sie in der FMC-GUI die Option HA Edit wie im Bild dargestellt aus.

« ae FTDS300_HA
Cisoo Firepower 9000 Series. 5M-36 Threat Defense High Availability

FTD9300-1(Primary, Active

FTD9300-2(Secondary, Standby)

10.62.148.69 - Cisco Finepower 2000 Series SM-36 Threat Defense - v6.0.1.1 - routed

1] R
10.62.148.72 - Cisco Firepower 9000 Series SM-36 Threat Defense - v6.0.1.1 - routed 050 FIrepower 300 Series SM-36 Thre Base, Theeat, Malware, URL Fiktering

Cisco Firepower S000 Series 5M-36 Thre Base, Threat, Matware, URL Filtering

EID9200

ETDE300

E'} & a

Schritt 5: Konfigurieren Sie die Schnittstelleneinstellungen wie in den Bildern dargestellt.

Ethernet 1/5-Schnittstelle.




Edit Physical Interface TN

Mode: Mone -

Mame: Ingice E Enniied I
Seturity 2o -

Do pthoni:

General [0 176 Adwanced  Hardware Configuration
P Types: U Static [F -

IP Address: I 102.168.75.10/24 eg- 1.1.1.1/255.255.255.228 or 1.1.1.1/25

Ethernet 1/6-Schnittstelle.

Edit Physical Interface P X
Mode: Mone w
Ihlm Chussce & Ensbled
SECunty Zome: W
Description
General m IPv6  Advanced  Hardware Configuration
IF Typa: -
[P Address: 163.168.76.10/24 ey 1111255255 255 228 or 1.1.0.1/2%

===—<=1

Schritt 6: Navigieren Sie zu Hochverfiigbarkeit, und wahlen Sie Schnittstellenname Bearbeiten
aus, um die Standby-IP-Adressen wie im Bild dargestellt hinzuzuftugen.




FTD9300_HA O conce
Cisco Firepower 9000 Series SM-36 Threat Defense:

M Devices Routing MNAT  Interfaces  Inline Sets  DHCP

High Availability Configuration

High Avallability Link State Link

Interface Ethermetl/q Interface Exhernetlis
Logical Nama Fover_link Logical Nams ever_link
Primary IP 1.1.1.1 Primary IP 1111
Secondary IP 1112 Secondary IF 1112
Subnet Hask 255.255.2%5.0 Subnet Mask 255.255.255.0
IPsac Encryptian Digabled Statistics

Manitored Interfaces

& nsice 192.168.75.10

& diagnostic

ﬁ Cutside 192.168.76.10 I

Schritt 7. Fur die interne Schnittstelle wie im Bild dargestellt.

Standby IP Address: | 192.168.75.11

Edit Inside 2
B Monitor this interface for failures
£ »e
Interface Name:
Active [P Address: 192.168.75.10
Mask: 4

[ o

Schritt 8: FUhren Sie den gleichen Vorgang fiir die externe Schnittstelle aus.

Schritt 9: Uberpriifen Sie das Ergebnis wie im Bild dargestellt.

Monitored Interfaces

Inside
diagnostic
Outside

192.168.75.10

192.168.76.10

192.168.75.11

192.168.76.11

Schritt 10: Bleiben Sie auf der Registerkarte flir hohe Verflgbarkeit, und konfigurieren Sie virtuelle
MAC-Adressen wie im Bild dargestellt.




Failover Trigger Criteria Interface Mac Addresses

Failure Limit Failure of 1 Interfaces Physical Interface Active Mac Address Standby Mac Address

Peer Poll Time 1 eec

Paar Hold Tims 15 et

Intarface Poll Time § e

Interface Hold Time 25 sec

Schritt 11. FUr die interne Schnittstelle ist wie im Bild dargestellt.

Add Interface Mac Address ? X
Physical Interface:® Ethernetl/s5 b
Active Interface Mac Address:™ aaaa.bbbb.1111

Standby Interface Mac Address:™ aaaa.bbbb. 2222

{ﬁ\t Enter the Mac addresses in hexadecimal format such as 0123.4567.89ab

| Ok I Cancel

Schritt 12: Fihren Sie den gleichen Vorgang fir die externe Schnittstelle aus.

Schritt 13: Uberpriifen Sie das Ergebnis wie im Bild dargestellt.

Interface Mac Addresses <
Physical Interface Active Mac Address Standby Mac Address

Ethernet1/5 aaaa.bbbb.1111 aaaa.bbbb,2222 7B
Ethernetl/6 aaaa.bbbb.3333 aaaa.bbbb.4444 & [j

Schritt 14: Wahlen Sie nach der Konfiguration der Anderungen Speichern und Bereitstellen.

Aufgabe 3: Uberpriifen von FTD HA und Lizenz

Aufgabenanforderung:

Uberpriifen Sie die FTD HA-Einstellungen und aktivierten Lizenzen {iber die FMC-GUI und die
FTD CLI.

Losung:

Schritt 1: Navigieren Sie zu Ubersicht, und tiberpriifen Sie die HA-Einstellungen und aktivierten
Lizenzen, wie im Bild dargestellt.



FTD9300_HA

Cisco Firepower 9000 Series SM-36 Threat Deferse High Availability

Summary | High Availability Devices Routing MAT  Interfaces Inline Sets  DHCP

General

Narme: FTOG300_HA
Status:

Primary Pear: FTDS300-1(Active )
Secondary Peer: FTDG300-2( Standby)
Fallover History:

License

Baze;

Export-Controlled Faatures:
Malware:

Threat:

URL Filtaring:

Schritt 2: Fihren Sie in der FTD CLISH CLI die folgenden Befehle aus:

> show high-availability config
Fai | over on
Fai |l over unit Primary

Fai |l over LAN Interface: fover_ link Ethernetl/4 (up)

Reconnect tinmeout 0:00: 00

Unit Poll frequency 1 seconds, holdtine 15 seconds

Interface Poll frequency 5 seconds, holdtine 25 seconds

Interface Policy 1
Monitored Interfaces 1 of 1041 nmaxi num

MAC Address Move Notification Interval not set

failover replication http
Version: Qurs 9.6(1), Mate 9.6(1)

Serial Nunber: CQurs FLML9267A63, Mate FLML9206H7T

Last Fail over at: 18:32:38 EEST Jul 21 2016
This host: Primary - Active
Active tinme: 3505 (sec)

sl ot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Nornal (Wiiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)
O her host: Secondary - Standby Ready
Active tinme: 172 (sec)

sl ot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Nornmal (Witing)

slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : fover_link Ethernetl/4 (up)

Stateful Obj xmt Xerr rcv
Gener al 417 0 416 0
sys cnd 416 0 416 0
up tine O 0 0 0
RPC services 0 0 0

TCP conn O 0 0 0
UDP conn O 0 0 0
ARP tbl O 0 0 0
Xl ate_Tineout O 0 0

IPv6 ND thl O
VPN | KEvl SA 0O
VPN | KEvl P2 0
VPN | KEv2 SA 0O
VPN | KEv2 P2 0
VPN CTCP upd 0O
VPN SDI upd O 0 0

VPN DHCP upd 0O 0 0

SIP Session 0 0 0

SIP Tx O 0 0 0

O OO oOooo
O OO OoOOoOo

rerr

O OO oOooo




SIP Pinhole O 0 0 0
Rout e Session 0 0 0 0
Router 1D O 0 0 0
User-ldentity 1 0 0 0
CTS SGTNAME 0 0 0 0
CTS PAC O 0 0 0

Trust Sec- SXP 0 0 0 0
| Pv6 Route O 0 0 0
STS Table 0 0 0 0

Logi cal Update Queue Information
Cur Max Tot al

Recv Q@ 0 10 416

Xmt Q 0 11 2118

>

Schritt 3: Fihren Sie die gleichen Schritte auf dem sekundaren Geréat durch.

Schritt 4: Fihren Sie den Befehl show failover state in der LINA-CLI aus:

firepower# show failover state

State Last Failure Reason Dat e/ Ti ne
This host - Primry
Active None
O her host - Secondary
St andby Ready Comm Fail ure 18:32: 56 EEST Jul 21 2016

====Configuration State===
Sync Done

====Conmuni cati on State===
Mac set

firepower#

Schritt 5: Uberpriifen der Konfiguration der priméren Einheit (LINA CLI):

firepower# show running-config failover

failover

failover lan unit primry

failover lan interface fover_link Ethernetl/ 4

failover replication http

failover nmac address Ethernetl/5 aaaa.bbbb.1111 aaaa.bbbb.2222

failover mac address Ethernetl/6 aaaa.bbbb.3333 aaaa.bbbb.4444

failover link fover_link Ethernetl/4

failover interface ip fover_link 10.10.1.1 255.255.255.0 standby 10.10.1.2
firepower#

firepower# show running-config interface
|

nterface Ethernetl/2

managenent - onl y

nanei f di agnostic

security-level 0O

no i p address

nterface Ethernetl/ 4
description LAN STATE Fail over Interface

nterface Ethernetl/5
namei f | nside



security-level 0O

i p address 192.168. 75. 10 255. 255. 255. 0 standby 192.168.75.11
|

interface Ethernetl/6

nanei f Qut si de

security-level 0O

i p address 192.168. 76. 10 255. 255. 255. 0 standby 192.168.76.11
firepower#

Aufgabe 4. Failover-Rollen wechseln
Aufgabenanforderung:

Switching der Failover-Rollen vom FMC von Primary/Active, Secondary/Standby zu
Primary/Standby, Secondary/Active

Lésung:

Schritt 1: Wahlen Sie das Symbol, wie im Bild dargestellt.

« ae FTDS300_HA
Cisco Firepower 9000 Series 5M-36 Threat Defense High Avadability - - 0

£ FTDR00-1(Primsary, Active) Cisco F r $000 5 SM-36 Thre Base, Threat, Matware, URL Filten FID9300
10.62.148.72 - Cisco Firepower 9000 Series SM-36 Threst Deferse - v6.0.1.1 - routed o0 | ToP0We e o e I ) vering  FIDE
£ FTD9300-2(Secondary, Standby)
10.62.148.69 - Cisco Firepower 9000 Series SM-36 Threst Defenss - v6.0.1.1 - routed

Cisco Firepower S000 Series 5M-36 Thre Base, Threat, Matware, URL Filtering FIDS300

Schritt 2: Bestatigen Sie die Aktion im Popup-Fenster, wie im Bild dargestellt.

=witeh Active Peer

4 3 ArE you Sure you Want o make
"2/ "FTD9300-2" the active peer?

T&E L]

Schritt 3: Uberpriifen Sie das Ergebnis wie im Bild dargestellt.

+ o FTD9300_HA
Cisco Firepower 9000 Seres 3M-36 Threat Defense High Availability

___," FTDO300- 1Y Primary, Standby)
10,62, 148, 7.2 = Lisco Firepower Y000 Series 58-36 Threat Defense - v5.0.1.1 = routed

) FTD9300- A Secondary, Active
10.62.148. - Ligtn Firegawer BU00 Series SM-36 Thrast Deéfende - vi5.0.1.1 - rowtied

In der LINA-CLI kénnen Sie sehen, dass der Befehl no failover active auf der primaren/aktiven
Einheit ausgefuhrt wurde:

Jul 22 2016 10: 39:26: %ASA-5-111008: User 'enable_15'" executed the 'no failover active' conmand.
Jul 22 2016 10:39:26: %ASA-5-111010: User 'enable_15', running "N A fromIP 0.0.0.0, executed
‘no failover active'

Sie kénnen dies auch in der Befehlsausgabe show failover history tUberprifen:

firepower# show failover history




From State To State Reason
10: 39: 26 EEST Jul 22 2016
Active St andby Ready Set by the config conmand

Schritt 4: Aktivieren Sie die primare Einheit nach der Uberpriifung wieder.

Aufgabe 5: Aufbrechen des HA-Paars

Aufgabenanforderung:
Brechen Sie das Failover-Paar vom FMC ab.
Losung:

Schritt 1: Wahlen Sie das Symbol, wie im Bild dargestellt.

, w0 FTDS300_HA
Cisca Firepawer 3000 Series SM-35 Threat Defense High Avaiabillty

(& FTD8300-1(Primary, Active) .

10,62.148.72 - Cisco Firepower 9000 Series SM-36 Threat Defense - v6.0.1.1 - routed >0 Firepower 8000 Series SM-36 Thre Base, Threat, Mahware, URL Fitering  FTDS300

@ FTD9300-2(Secondary, Standby)

10.62.148.60 - Cisen Firepower G000 Series SM-36 Threst Deferse - v6.0.1.1 - routed  — 200 [repower S000 Series SM-36 Thre Base, Threat, Malware, URL Fitering  FTDS300

Schritt 2: Uberpriifen Sie die Benachrichtigung wie im Bild dargestelit.

Confirrm Break ®
? Breaking the High Awvailability pair “FTD9300_HA" will erase all -Ll:ﬂﬁgurath:ln except the ACCess

Control policy from StaRdby [eir. ARE you Siahe you waht Lo briak the paie?
Foece break, if standby poer does not respond

il [

Schritt 3. Beachten Sie die Nachricht wie im Bild dargestellt.

Seployments ] © Health ] Tooes o 2
20+ total 0 waiting O running @ retrying (204 success) © fa

»¥ Policy Daploymant 2% M
Policy Deployment to FTD2300-2. Applied successiully

W Policy Pre-Deplogment Is X
Pre-deploy Device Configuration for FTD8300-2. success

o  Polity Pre-Degleypmant L
Pre-deploy Global Configuration Generation. success

W gk Avallability Im s N

HA pair has been broken successfully and all policies have baen
retained on active peer FTD9300-1. Standby peer FTD9300-2 policies
are marked for deletion and an auto deployment has been triggered
for same. Policies on FTD9300-2 will be deleted when this deployment
Is successful.

Schritt 4: Uberpriifen Sie das Ergebnis der FMC-GUI wie im Bild dargestellt.



FTD9300-1
10.62.148.72 - Cisco Firepower 5000 Series 5M-36 Threat Defense - v6.0.1.1 - routed
) FTD9300-2

10.62.148.569 - Cisco Firepower 9000 Series 5M-36 Threat Defense - v6.0.1.1 - routed

Cisca Firepower 9000 5

Cisco Firepower 9000 Sernes SM-36 Thre B2

5 SM-36 Thre Base, Threat, Malware, URL Filtering FTD9300

ase, Threat, Malware, URL Filtering

show running-config auf der primaren Einheit vor und nach der HA-Unterbrechung:

Vor HA-Pause

firepower# sh run
: Saved

- Serial Number: FLM19267A63
- Hardware: FPR9K-SM-36, 135839 MB RAM, CPU

Xeon E5 series 2294 MHz, 2 CPUs (72 cores)
NGFW Version 10.10.1.1
!

hostname firepower

enable password 8Ry2Yjlyt7TRRXU24 encrypted
Inames

interface Ethernetl/2

mana%er_nent-on_ly

namelf diagnostic

security-level 0

Ino ip address

interface Ethernetl/4

description LAN/STATE Failover Interface
|

interface Ethernetl1/5

nameif Inside

security-level 0

ip address 192.168.75.10 255.255.255.0 standby

IZI.92.168.75.11

interface Ethernetl1/6

nameif Outside

security-level 0

ip address 192.168.76.10 255.255.255.0 standby

192.168.76.11
I

ftp'mode passive .
ngips conn-match vlan-id
access-list CSM_FW_ACL_ remark rule-id 268447744:.

ACCESS POLICY: FTD9300 - Mandatory/1
access-list CSM_FW_ACL_ remark rule-id 268447744:

L4 RULE: Allow_ICMP N
access-list CSM_FW_ACL_ advanced permit icmp any
any rule-id 268447744 event-log both

access-list CSM_FW_ACL_ remark rule-id 268441600:

ACCESS POLICY: FTD9300 - Default/1
access-list CSM_FW_ACL_ remark rule-id 268441600:

L4 RULE: DEFAULT ACTION RULE -
access-list CSM_FW_ACL_ advanced permit ip any

?ny rule-id 268441600

tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 255 allow
:Jrgent-flag allow

no pager

logging enable
logging timestamp
logging standby

Nach HA-Pause

firepower# sh run
: Saved

- Serial Number: FLM19267A63
- Hardware: FPR9K-SM-36, 135839 MB RAM, C

Xeon E5 series 2294 MHz, 2 CPUs (72 cores)
NGFW Version 10.10.1.1
|

hostname firepower

enable password 8Ry2Y]jlyt7RRXU24 encrypted
Inames

interface Ethernet1/2

manag%er_nent-on_ly

namelf diagnostic

security-level 0

Ino ip address

interface Ethernetl1/4

no nameif

no security-level

no ip address

|

interface Ethernet1/5

nameif Inside

security-level O

ip address 192.168.75.10 255.255.255.0 standby

192.168.75.11
[

interface Ethernetl/6

nameif OQutside

security-level O

ip address 192.168.76.10 255.255.255.0 standby

192.168.76.11
|

ftp mode passive
ngips conn-match vlan-id
access-list CSM_FW_ACL_ remark rule-id 26844

ACCESS POLICY: FTD9300 - Mandatory/1
access-list CSM_FW_ACL_ remark rule-id 26844
L4 RULE: Allow_ICMP

access-list CSM_FW_ACL_ advanced permit icrr
any rule-id 268447744 event-log both

access-list CSM_FW_ACL_ remark rule-id 26844
ACCESS POLICY: FTD9300 - Default/1
access-list CSM_FW_ACL_ remark rule-id 26844
L4 RULE: DEFAULT ACTION RULE

access-list CSM_FW_ACL__ advanced permit ip &

iany rule-id 268441600

tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 255 allow
urgent-flag allow

|

no pager
logging enable



logging buffer-size 100000

logging buffered debugging

logging flash-minimum-free 1024

logging flash-maximum-allocation 3076

mtu diagnostic 1500

mtu Inside 1500

mtu Outside 1500

failover

failover lan unit primary

failover lan interface fover_link Ethernetl/4
failover replication http

failover mac address Ethernetl/5 aaaa.bbbb.1111

aaaa.bbbb.2222
failover mac address Ethernetl/6 aaaa.bbbb.3333

aaaa.bbbb.4444
failover link fover_link Ethernetl/4
failover interface ip fover_link 10.10.1.1

255.255.255.0 standby 10.10.1.2

icmp unreachable rate-limit 1 burst-size 1

no asdm history enable

arp timeout 14400

no arp permit-nonconnected

access-group CSM_FW_ACL_ global

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
sctp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00
mgcp 0:05:00 mgcp-pat 0:05:00 o
timeout sip 0:30:00 sip_media 0:02:00 sip-invite
0:03:00 sip-disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05:00

absolute

timeout tcp-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

aaa proxy-limit disable

no snmp-server location

no snmp-server contact

no snmp-server enable traps snmp authentication

linkup linkdown coldstart warmstart

crypto ipsec security-association pmtu-aging infinite
crypto ca trustpool policy

telnet timeout 5

ssh stricthostkeycheck

ssh timeout 5

ssh key-exchange group dh-groupl-shal

console timeout 0

f:lynamic-access-policy-record DfltAccessPolicy

class-map inspection_default

match default-inspection-traffic

|

!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto
message-length maximum 512
policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

logging timestamp

logging standby

logging buffer-size 100000

logging buffered debugging

logging flash-minimum-free 1024

logging flash-maximum-allocation 3076

mtu diagnostic 1500

mtu Inside 1500

mtu Outside 1500

no failover

no monitor-interface service-module

icmp unreachable rate-limit 1 burst-size 1

no asdm history enable

arp timeout 14400

no arp permit-nonconnected

access-group CSM_FW_ACL_ global

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:0
sctp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:C
mgcp 0:05:00 mgcp-pat 0:05:00 o
timeout sip 0:30:00 sip_media 0:02:00 sip-invite
0:03:00 sip-disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05

absolute

timeout tcp-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

aaa proxy-limit disable

no snmp-server location

no snmp-server contact

no snmp-server enable traps snmp authenticatior

linkup linkdown coldstart warmstart

crypto ipsec security-association pmtu-aging infin
crypto ca trustpool policy

telnet timeout 5

ssh stricthostkeycheck

ssh timeout 5

ssh key-exchange group dh-groupl-shal
console timeout 0

Flynamic-access-policy-record DfltAccessPolicy

class-map inspection_default
match default-inspection-traffic

|

!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto
message-length maximum 512
policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow
policy-map global_policy

class inspection_default

inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsP

inspect sqglnet

inspect skinny

inspect sunrpc



inspect ftp
inspect h323 h225
inspect h323 ras

inspect rsh _

inspect rtsP inspect xdmcp

inspect sqglnet inspect sip

inspect skinny inspect netbios

inspect sunrpc inspect tftp

inspect xdmcp inspect icmp

inspect sip inspect icmp error

inspect netbios inspect dcerpc

inspect tftp inspect ip-options UM_STATIC_IP_OPTIONS_M
inspect icmp class class-default .
inspect |O(|:mp error set connection advanced-options
inspect dcerpc

inspect ip-options UM_STATIC_IP_OPTIONS_MAP !UM—STATIC—TCP—MAP

class class-default . service-policy global_policy global
set connection advanced-options prompt hostname context
UM_STATIC_TCP_MAP call-home

! profile CiscoTAC-1

service-policy global_policy global no active

prompt hostname context destination address http
call-home https://tools.cisco.com/its/service/oddce/services!
profile CiscoTAC-1 EServi

no active EService

destination address email callhome@cisco.com

destination address http . . destination transport-method http
https://tools.cisco.com/its/service/oddce/services/DDC - sybscribe-to-alert-group diagnostic

EService subscribe-to-alert-group environment

destination address email callhome@cisco.com subscribe-to-alert-group inventory periodic month
destination transport-method http subscribe-to-alert-group configuration periodic m
subscribe-to-alert-group diagnostic subscribe-to-alert-group telemetry periodic daily
subscribe-to-alert-group environment Cryptochecksum:fb6f5¢c369dee73009125650517:
subscribe-to-alert-group inventory periodic monthly 9

subscribe-to-alert-group configuration periodic monthly - ang

subscribe-to-alert-group telemetry periodic daily firepower#
Cryptochecksum:933¢594fc0264082edc0f24bad35803

1

. end

firepower#

show running-config auf der sekundaren Einheit vor und nach der HA-Unterbrechung, wie in der
Tabelle hier gezeigt.

Vor HA-Pause Nach HA-Pause

firepower# sh run firepower# sh run

: Saved : Saved

: Serial Number: FLM19206H7T : Serial Number: FLM19206H7T

: Hardware: FPR9K-SM-36, 135841 MB RAM, CPU : Hardware: FPR9K-SM-36, 135841 MB RAM, C
Xeon E5 series 2294 MHz, 2 CPUs (72 cores) Xeon E5 series 2294 MHz, 2 CPUs (72 cores)
NGFW Version 10.10.1.1 NGFW Version 10.10.1.1

! !

hostname firepower hostname firepower

enable password 8Ry2Yjlyt7RRXU24 encrypted enable password 8Ry2Y]jlyt7RRXU24 encrypted
Inames Inames

interface Ethernetl/2 interface Ethernet1/2

mana_g%er_nent-on_ly manag%er_nent-on_ly

nameif diagnostic nameif diagnostic

security-level 0 security-level 0

Ino ip address Ino ip address

interface Ethernetl1/4 interface Ethernet1/4

description LAN/STATE Failover Interface shutdown
! no nameif


https://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService

interface Ethernetl/5

nameif Inside

security-level 0

ip address 192.168.75.10 255.255.255.0 standby

192.168.75.11
I

interface Ethernetl1/6

nameif Outside

security-level O

ip address 192.168.76.10 255.255.255.0 standby

192.168.76.11
I

ftp mode passive
ngips conn-match vlan-id

|
access-list CSM_FW_ACL_ remark rule-id 268447744:

ACCESS POLICY: FTD9300 - Mandatory/1

access-list CSM_FW_ACL_ remark rule-id 268447744.

L4 RULE: Allow_ICMP

no security-level

Po ip address
interface Ethernetl/5
shutdown

no nameif

no security-level

Ino ip address

interface Ethernetl/6
shutdown

no nameif

no security-level

no ip address

ftp_mode passive _
ngips conn-match vlan-id
access-list CSM_FW_ACL_ remark rule-id 26844

ACCESS POLICY: FTD9300 - Mandatory/1

access-list CSM_FW_ACL_ advanced permit icmp any access-list CSM_FW_ACL_ remark rule-id 26844

any rule-id 268447744 event-log both

access-list CSM_FW_ACL_ remark rule-id 268441600:

ACCESS POLICY: FTD9300 - Default/1

access-list CSM_FW_ACL_ remark rule-id 268441600:

L4 RULE: DEFAULT ACTION RULE
access-list CSM_FW_ACL_ advanced permit ip any

?ny rule-id 268441600

tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 255 allow
urgent-flag allow

|

no pager

logging enable

logging timestamp

logging standby

logging buffer-size 100000

logging buffered debugging

logging flash-minimum-free 1024

logging flash-maximum-allocation 3076
mtu diagnostic 1500

mtu Inside 1500

mtu Outside 1500

failover

failover lan unit secondary

failover lan interface fover_link Ethernetl/4
failover replication http

failover mac address Ethernetl/5 aaaa.bbbb.1111

aaaa.bbbb.2222
failover mac address Ethernetl/6 aaaa.bbbb.3333

aaaa.bbbb.4444
failover link fover_link Ethernet1/4
failover interface ip fover_link 10.10.1.1

255.255.255.0 standby 10.10.1.2

icmp unreachable rate-limit 1 burst-size 1

no asdm history enable

arp timeout 14400

no arp permit-nonconnected

access-group CSM_FW_ACL_ global

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
sctp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00

mgcp 0:05:00 mgcp-pat 0:05:00

L4 RULE: Allow_ICMP
access-list CSM_FW_ACL_ advanced permit icm

any rule-id 268447744 event-log both
access-list CSM_FW_ACL_ remark rule-id 26844

ACCESS POLICY: FTD9300 - Default/1
access-list CSM_FW_ACL_ remark rule-id 26844

L4 RULE: DEFAULT ACTION RULE -
access-list CSM_FW_ACL_ advanced permit ip &

any rule-id 268441600
|

tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 255 allow
urgent-flag allow

|

no pager

no logging message 106015

no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020

mtu diagnostic 1500

no failover

no monitor-interface service-module

icmp unreachable rate-limit 1 burst-size 1

no asdm history enable

arp timeout 14400

no arp permit-nonconnected

access-group CSM_FW_ACL_ global

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:0
sctp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:C
mgcp 0:05:00 mgcp-pat 0:05:00 o
timeout sip 0:30:00 sip_media 0:02:00 sip-invite

0:03:00 sip-disconnect 0:02:00



timeout sip 0:30:00 sip_media 0:02:00 sip-invite

0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00

absolute

timeout tcp-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

user-identity default-domain LOCAL

aaa proxy-limit disable

no snmp-server location

no snmp-server contact

no snmp-server enable traps snmp authentication

linkup linkdown coldstart warmstart

crypto ipsec security-association pmtu-aging infinite
crypto ca trustpool policy

telnet timeout 5

ssh stricthostkeycheck

ssh timeout 5

ssh key-exchange group dh-groupl-shal

console timeout 0

gynamic-access-policy-record DfltAccessPolicy

class-map inspection_default
match default-inspection-traffic

|

!

policy-map type inspect dns preset_dns_map
parameters _ _
message-length maximum client auto
message-length maximum 512
policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow
policy-map global policy

class inspection_default

inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rts,o

inspect sqlnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect dcerpc

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class-default

set connection advanced-options

UM_STATIC_TCP_MAP
|

service-policy global_policy global
prompt hostname context
call-home

profile CiscoTAC-1

no active

destination address http

https://tools.cisco.com/its/service/oddce/services/DDC

EService _ _
destination address email callhome@cisco.com

timeout sip-provisional-media 0:02:00 uauth 0:05

absolute

timeout tcp-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

aaa proxy-limit disable

no snmp-server location

no snmp-server contact

no snmp-server enable traps snmp authenticatior

linkup linkdown coldstart warmstart

crypto ipsec security-association pmtu-aging infin
crypto ca trustpool policy

telnet timeout 5

ssh stricthostkeycheck

ssh timeout 5

ssh key-exchange group dh-groupl-shal
console timeout 0

dynamic-access-policy-record DfltAccessPolicy

|

class-map inspection_default
Imatch default-inspection-traffic

!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto
message-length maximum 512
policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow
policy-map global_policy

class inspection_default

inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsF

inspect sqlnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect dcerpc

inspect ip-options UM_STATIC_IP_OPTIONS_M
class class-default

set connection advanced-options

UM_STATIC_TCP_MAP

service-policy global_policy global
prompt hostname context
call-home

profile CiscoTAC-1

no active

destination address http

https://tools.cisco.com/its/service/oddce/servicesi

EService

destination address email callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
subscribe-to-alert-group environment



https://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService

destination transport-method http

subscribe-to-alert-group diagnostic subscribe-to-alert-group inventory periodic month

sugscrige-to-aiert-group environment di hi subscribe-to-alert-group configuration periodic me
subscribe-to-arert-group inventory periodic monthly g hecribe-to-alert-group telemetry periodic dail

subscribe-to-alert-group configuration periodic monthly Crvbtochecksum:-08ed87194e9f5cd9149fab3cOe:
subscribe-to-alert-group telemetry periodic daily yp ' ‘

Cryptochecksum:e648f92dd7ef47ee611f2aaabc6¢cbd8 '3en
4 .

- end firepower#
firepower#

Wichtigste Punkte fur die HA-Pause:

Haupteinheit Sekundareinheit

Alle Failover-Konfigurationen werden entfernt.

Standby-IP-Adressen verbleiben Alle Konfigurationen werden entfernt.

Schritt 5. Nachdem Sie diese Aufgabe abgeschlossen haben, erstellen Sie das HA-Paar neu.

Aufgabe 6. HA-Paar deaktivieren

Aufgabenanforderung:
Deaktivieren Sie das Failover-Paar vom FMC aus.
Lésung:

Schritt 1: Wahlen Sie das Symbol, wie im Bild dargestellt.

+ ue FTDE300_HA =
Cisco Firepower 9000 Series 5H-36 Threat Defense High Avadability E =

J FTDS300-1(Primary, Active]) 4
10.62.148.72 - Cisco Firepower 9000 Series SM-36 Threat Defense - v6.0.1.1 - routed

FTD9300-2(Secondary, Standiby) . I . : _ . . R
¢ > o, LA . ; . Cisco Firepower 000 Series SM-36 Thre  Base, Threat, Malware, URL Filtering FIDa300
10.62.148.69 - Cisco Firépower 2000 Series SM-36 Threat Defense - v6.0.1.1 - routed p . " =

Schritt 2: Uberpriifen Sie die Benachrichtigung, und bestatigen Sie, wie im Bild dargestellt.

Confinrm Delete

L] ANE YOU Suahd you want 1o delete the high availability, “FTD9300_HA™T

- ]

Darlting th pair From the FMC dois »ot dissble Righ svailability 8t the denvion birvel, Thia Sinvices will
continue to operate &5 an Active/Standby pair untll you disable high svailsbilty for each unit using the CLI:
“sonfigurg Migh-availability disable”

e Mo

Schritt 3: Nach dem Léschen der HA werden beide Gerate vom FMC abgemeldet (entfernt).

show running-config result aus der LINA-CLI wird in der folgenden Tabelle dargestellt:

Haupteinheit Sekundareinheit

firepower# sh run firepower# sh run

: Saved : Saved

: Serial Number: FLM19267A63 : Serial Number: FLM19206H7T

: Hardware: FPR9K-SM-36, 135839 MB RAM, CPU : Hardware: FPR9K-SM-36, 135841 MB RAM, C
Xeon E5 series 2294 MHz, 2 CPUs (72 cores) Xeon E5 series 2294 MHz, 2 CPUs (72 cores)



NGFW Version 10.10.1.1
I

hostname firepower _
enable password 8Ry2Yjlyt7RRXU24 encrypted
Pames

interface Ethernet1/2
management-only
nameif diagnostic
security-level 0

no ip address

|

interface Ethernetl/4
gescription LAN/STATE Failover Interface

interface Ethernetl1/5

nameif Inside

security-level 0

ip address 192.168.75.10 255.255.255.0 standby

192.168.75.11
I

interface Ethernetl1/6

nameif Outside

security-level 0

ip address 192.168.76.10 255.255.255.0 standby

192.168.76.11
I

ftp mode passive
ngips conn-match vlan-id

access-list CSM_FW_ACL_ remark rule-id 268447744:.

ACCESS POLICY: FTD9300 - Mandatory/1

access-list CSM_FW_ACL_ remark rule-id 268447744:

L4 RULE: Allow_ICMP

NGFW Version 10.10.1.1
[

hostname firepower _
enable password 8Ry2Yjlyt7RRXU24 encrypted
Inames

interface Ethernet1/2
manag%er_nent-oryly
namelf diagnostic
security-level 0

no ip address

|

interface Ethernetl1/4
flescription LAN/STATE Failover Interface

interface Ethernetl1/5

nameif Inside

security-level 0

ip address 192.168.75.10 255.255.255.0 standk

192.168.75.11
!

interface Ethernet1/6

nameif Outside

security-level 0

ip address 192.168.76.10 255.255.255.0 standk

192.168.76.11
[

ftp_mode passive _
ngips conn-match vlan-id
access-list CSM_FW_ACL_ remark rule-id 26844

ACCESS POLICY: FTD9300 - Mandatory/1
access-list CSM_FW_ACL_ remark rule-id 26844

L4 RULE: Allow_ICMP

access-list CSM_FW_ACL_ advanced permit icmp any access-list CSM_FW_ACL_ advanced permit icm

any rule-id 268447744 event-log both

access-list CSM_FW_ACL_ remark rule-id 268441600:

ACCESS POLICY: FTD9300 - Default/1

access-list CSM_FW_ACL_ remark rule-id 268441600:

L4 RULE: DEFAULT ACTION RULE o
access-list CSM_FW_ACL_ advanced permit ip any

?ny rule-id 268441600

tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 255 allow
}Jrgent—flag allow

no pager

logging enable

logging timestamp

logging standby

logging buffer-size 100000

logging buffered debugging

logging flash-minimum-free 1024

logging flash-maximum-allocation 3076

mtu diagnostic 1500

mtu Inside 1500

mtu Outside 1500

failover

failover lan unit primary

failover lan interface fover_link Ethernetl/4
failover replication http

failover mac address Ethernetl/5 aaaa.bbbb.1111

aaaa.bbbb.2222
failover mac address Ethernetl/6 aaaa.bbbb.3333

aaaa.bbbb.4444

any rule-id 268447744 event-log both
access-list CSM_FW_ACL_ remark rule-id 26844

ACCESS POLICY: FTD9300 - Default/1
access-list CSM_FW_ACL_ remark rule-id 26844

L4 RULE: DEFAULT ACTION RULE o
access-list CSM_FW_ACL_ advanced permit ip &

?ny rule-id 268441600

tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 255 allow
}Jrgent-flag allow

no pager

logging enable

logging timestamp

logging standby

logging buffer-size 100000

logging buffered debugging

logging flash-minimum-free 1024

logging flash-maximum-allocation 3076

mtu diagnostic 1500

mtu Inside 1500

mtu Outside 1500

failover

failover lan unit secondary

failover lan interface fover_link Ethernetl/4
failover replication http

failover mac address Ethernetl/5 aaaa.bbbb.1

aaaa.bbbb.2222
failover mac address Ethernetl/6 aaaa.bbbb.3

aaaa.bbbb.4444



failover link fover_link Ethernet1/4
failover interface ip fover_link 10.10.1.1

255.255.255.0 standby 10.10.1.2

icmp unreachable rate-limit 1 burst-size 1

no asdm history enable

arp timeout 14400

no arp permit-nonconnected

access-group CSM_FW_ACL_ global

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
sctp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00
mgcp 0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite
0:03:00 sip-disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05:00

absolute

timeout tcp-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

aaa proxy-limit disable

no snmp-server location

no snmp-server contact

no snmp-server enable traps snmp authentication

linkup linkdown coldstart warmstart

crypto ipsec security-association pmtu-aging infinite
crypto ca trustpool policy

telnet timeout 5

ssh stricthostkeycheck

ssh timeout 5

ssh key-exchange group dh-groupl-shal

console timeout 0

dynamic-access-policy-record DfltAccessPolicy

|

class-map inspection_default
Imatch default-inspection-traffic

!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto
message-length maximum 512
policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow
policy-map global_policy

class inspection_default

inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsP

inspect sqlnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect dcerpc

inspect ip-options UM_STATIC_IP_OPTIONS_MAP

failover link fover_link Ethernetl1/4
failover interface ip fover_link 10.10.1.1

255.255.255.0 standby 10.10.1.2

icmp unreachable rate-limit 1 -size 1

no asdm history enable

arp timeout 14400

no arp permit-nonconnected

access-group CSM_FW_ACL_ global

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:0
sctp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:C
mgcp 0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite
0:03:00 sip-disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05

absolute

timeout tcp-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

user-identity default-domain LOCAL

aaa proxy-limit disable

no snmp-server location

no snmp-server contact

no snmp-server enable traps snmp authenticatior

linkup linkdown coldstart warmstart

crypto ipsec security-association pmtu-aging infin
crypto ca trustpool policy

telnet timeout 5

ssh stricthostkeycheck

ssh timeout 5

ssh key-exchange group dh-groupl-shal
console timeout 0

Flynamic-access-policy-record DfltAccessPolicy

class-map inspection_default
match default-inspection-traffic

|

!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto
message-length maximum 512
policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow
policy-map global policy

class inspection_default

inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsP

inspect sqglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect dcerpc



inspect ip-options UM_STATIC_IP_OPTIONS_M
class class-default .
set connection advanced-options

UM_STATIC_TCP_MAP
|

class class-default .
set connection advanced-options

UM_STATIC_TCP_MAP

éervice-policy global_policy global

prompt hostname context éervice-policy global_policy global

prompt hostname context

call-home
' i call-home
ﬁgoglceti\%SCOTAC_l profile CiscoTAC-1
no active

destination address http
https://tools.cisco.com/its/service/oddce/services/DDC

EService

destination address email callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
suBscr!Be-to-alert-group environment 4 "
subscribe-to-alert-group inventory periodic monthly e ] : P
subscribe-to-alert-group configuration periodic monthly gﬂggg:ggtggigﬁgﬁggg Icn(;/rﬁ‘ing;[agtliooenr Igglr(i:or(]jqignrm
subscribe-to-alert-group telemetry genodlc daily subscribe-to-alert-group telemetry periodic daily
Cryptochecksum:933c594fc0264082edc0f24bad35803 Cryptochecksum:e648f92dd7ef47ee611f2aaabce
! 4

. end - end

firepower# firepower#

destination address http
https://tools.cisco.com/its/service/oddce/services!

EService

destination address email callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
subscribe-to-alert-group environment

Schritt 4: Beide FTD-Gerate wurden vom FMC abgemeldet:

> show managers
No managers confi gured.

Wichtigste Punkte fur die Option "HA deaktivieren" in FMC:

Haupteinheit Sekundareinheit
Das Gerat wird aus dem FMC entfernt. Das Gerat wird aus dem FMC entfernt.
Keine Konfiguration wird aus dem FTD-Gerat entfernt Keine Konfiguration wird aus dem FTD-Gerat entfe

Schritt 5: Fihren Sie diesen Befehl aus, um die Failover-Konfiguration von den FTD-Geraten zu
entfernen:

> configure high-availability disable

H gh-availability will be disabled. Do you really want to continue?
Pl ease enter 'YES' or 'NO: yes

Successful ly disabled high-availability.

Anmerkung: Sie miussen den Befehl auf beiden Geraten ausfiihren

Ergebnis:

Haupteinheit Sekundareinheit

>show failover >show failover

Failover Off Failover Off (pseudo-Standby)

Failover unit Secondary Failover unit Secondary

Failover LAN Interface: not Configured Failover LAN Interface: FOVER Ethernet1/3.205
Reconnect timeout 0:00:00 Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds  nit Poll frequency 1 seconds, holdtime 15 secor
Interface Poll frequency 5 seconds, holdtime 25 Interface Poll frequency 5 seconds, holdtime 25
SECOI’]dS Seconds

Interface Policy 1


https://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService

Monitored Interfaces 2 of 1041 maximum
MAC Address Move Notification Interval not set
>

Primary
firepower# show run
!

hostname firepower

enable password 8Ry2Yjlyt7RRXU24 encrypted
names

arp timeout 14400

no arp permit-nonconnected

?rp rate-limit 16384

interface GigabitEthernetl1/1
nameif outside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O

ip address 10.1.1.1 255.255.255.0 <-- standby IP

\I/vas removed
interface GigabitEthernet1/2
nameif inside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O

ip address 192.168.1.1 255.255.255.0 <-- standby

IP was removed

!

interface GigabitEthernet1/3
description LAN Failover Interface
|

interfa_ce_ GigabitEthernetl/4
description STATE Failover Interface
!

interface GigabitEthernetl/5
shutdown

no nameif

no security-level

Ino ip address

interface GigabitEthernet1/6
shutdown

no nameif

no security-level

Ino ip address

interface GigabitEthernetl/7
shutdown

no nameif

no security-level

Ino ip address

interface GigabitEthernet1/8
shutdown

no nameif

no security-level

Ino ip address

interface Management1/1
mana%er_nent-on_ly
nameif diagnostic

cts manua

Interface Policy 1
Monitored Interfaces 0 of 1041 maximum
MAC Address Move Notification Interval not set

failover replication http
>

Sekundar
firepower# show run
|

hostname firepower

enable password 8Ry2Yjlyt7RRXU24 encrypted
names

arp timeout 14400

no arp permit-nonconnected

Iarp rate-limit 16384

interface GigabitEthernetl/1
shutdown

no nameif

no security-level

Ino ip address

interface GigabitEthernetl/2
shutdown

no nameif

no security-level

Ino ip address

interfa_ce_ GigabitEthernet1/3
description LAN Failover Interface
[

interfa_ce_ GigabitEthernet1/4
description STATE Failover Interface
|

interface GigabitEthernetl/5
shutdown

no nameif

no security-level

Ino ip address

interface GigabitEthernet1/6
shutdown

no nameif

no security-level

Ino ip address

interface GigabitEthernetl/7
shutdown

no nameif

no security-level

Ino ip address

interface GigabitEthernet1/8
shutdown

no nameif

no security-level

Ino ip address

interface Management1/1
mana%er_nent-on_ly
nameif diagnostic
cts manua
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
Ino ip address

ftp mode passive



propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
Ino ip address

ftp_mode passive .
ngips conn-match vlan-id
access-list CSM_FW_ACL_ remark rule-id 9998:

PREFILTER POLICY: Default Tunnel and Priority

Policy
access-list CSM_FW_ACL_ remark rule-id 9998:

RULE: DEFAULT TUNNEL ACTION RULE

access-list CSM_FW_ACL_ advanced permit ipinip

any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit 41 any

any rule-id 9998

access-list CSM_FW_ACL_ advanced permit gre any

any rule-id 9998

access-list CSM_FW_ACL_ advanced permit udp any

any eq 3544 rule-id 9998

access-list CSM_FW_ACL_ remark rule-id 268435456:

ACCESS POLICY: FTD_HA - Default/1

access-list CSM_FW_ACL_ remark rule-id 268435456:

L4 RULE: DEFAULT ACTION RULE

access-list CSM_FW_ACL_ advanced permit ip any

?ny rule-id 268435456

tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options md>5 clear
urgent-flag allow

|

no pager

logging enable

logging timestamp

logging buffered debugging

logging flash-minimum-free 1024
logging flash-maximum-allocation 3076
no logging message 106015

no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710005

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no Iogglng message 302020

mtu outside 1500

mtu inside 1500

mtu diagnostic 1500

no failover

icmp unreachable rate-limit 1 burst-size 1
no asdm history enable
access-group CSM_FW_ACL_ global
timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:0

sctp 0:02:00 icmp 0:00:02

ngips conn-match vlan-id
access-list CSM_FW_ACL_ remark rule-id 9998:

PREFILTER POLICY: Default Tunnel and Priority

Policy
access-list CSM_FW_ACL_ remark rule-id 9998:

RULE: DEFAULT TUNNEL ACTION RULE
access-list CSM_FW_ACL_ advanced permit ipin

any any rule-id 9998 _
access-list CSM_FW_ACL_ advanced permit 41

any rule-id 9998 .
access-list CSM_FW_ACL_ advanced permit gre

any rule-id 9998 .
access-list CSM_FW_ACL__ advanced permit udg

any eq 3544 rule-id 9998
access-list CSM_FW_ACL_ remark rule-id 26843

ACCESS POLICY: FTD_HA - Default/1
access-list CSM_FW_ACL_ remark rule-id 26843

L4 RULE: DEFAULT ACTION RULE
access-list CSM_FW_ACL_ advanced permit ip &

?ny rule-id 268435456

tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options md>5 clear

| urgent-flag allow

no pager

logging enable

logging timestamp

logging buffered debugging

logging flash-minimum-free 1024

logging flash-maximum-allocation 3076
no logging message 106015

no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710005

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020

mtu outside 1500

mtu inside 1500

mtu diagnostic 1500

no failover

failover lan unit secondary

failover lan interface FOVER GigabitEthernetl
failover replication http

failover link STATE GigabitEthernetl/4
failover interface ip FOVER 10.10.1.1 255.255..

standby 10.10.1.2

failover interface ip STATE 10.10.2.1 255.255.2
standby 10.10.2.2 o .

icmp unreachable rate-limit 1 burst-size 1

no asdm history enable

o access-group CSM_FW_ACL_ global

timeout xlate 3:00:00



timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00
mgcp 0:05:00 mgcp-pat 0:05:00 o
timeout sip 0:30:00 sip_media 0:02:00 sip-invite

0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00

absolute

timeout tcp-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

timeout conn-holddown 0:00:15

aaa proxy-limit disable

snmp-server host outside 192.168.1.100 community

Rk version 2¢ _

no snmp-server location

no snmp-server contact

snmp-server community *****

service sw-reset-button S
crypto ipsec security-association pmtu-aging infinite
crypto ca trustpool policy

telnet timeout 5

console timeout O

gynamic-access-policy-record DfltAccessPolicy

class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
parameters _ _

message-length maximum client auto

message-length maximum 512

no tcp-inspection _ _
policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow
policy-map global_polic

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect esmtp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect dcerpc

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class-default

set connection advanced-options

UM_STATIC_TCP_MAP

service-policy global_policy global
prompt hostname context
call-home

profile CiscoTAC-1

no active

destination address http

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:0
sctp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:C
mgcp 0:05:00 mgcp-pat 0:05:00 o
timeout sip 0:30:00 sip_media 0:02:00 sip-invite
0:03:00 sip-disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05

absolute

timeout tcp-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

timeout conn-holddown 0:00:15

user-identity default-domain LOCAL

aaa proxy-limit disable

snmp-server host outside 192.168.1.100 commur

*rekk yersion 2¢

no snmp-server location

no snmp-server contact

snmp-server community *****

service sw-reset-button

crypto ipsec security-association pmtu-aging infin
crypto ca trustpool policy

telnet timeout 5

console timeout 0

?Iynamic-access-policy-record DfltAccessPolicy

class-map inspection_default
match default-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto

message-length maximum 512

no tcp-inspection . .
policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow
policy-map global_polic

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect esmtp

inspect sqglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect dcerpc

inspect ip-options UM_STATIC_IP_OPTIONS |
class class-default _
set connection advanced-options

UM_STATIC_TCP_MAP
|

service- olicy global_policy global
prompt hostname context



call-home

. : : : : profile CiscoTAC-1
https://tools.cisco.com/its/service/oddce/services/DDC no active

EService destination address http

destination address email callhome@cisco.com . : . - :
destination transport-method http https://tools.cisco.com/its/service/oddce/services

subscribe-to-alert-group diagnostic EService _ _
subscribe-to-alert-group environment destination address email callhome@cisco.com
subscribe-to-alert-group inventory periodic monthly ~ destination transport-method http
subscribe-to-alert-group configuration periodic subscribe-to-alert-group diagnostic

monthly subscribe-to-alert-group environment

subscribe-to-alert-group telemetry periodic dail subscribe-to-alert-group inventory periodic mont

Cryptochecksum:768a03e90b9d3539773b9d7af66h34 mS:rﬁi‘f;be'to'a'e”‘gr°“p configuration periodic
52 subscribe-to-alert-group telemetry periodic daily
Cryptochecksum:ac9b8f401e18491fee653f4cfeO

Wichtigste Punkte, die bei der FTD-CLI zum Deaktivieren von HA zu beachten sind:

Haupteinheit Sekundareinheit

- Schnittstellenkonfigurationen
Failover-Konfiguration und Standby- werden entfernt
IPs werden entfernt - Das Gerat wechselt in den

Pseudo-Standby-Modus.

Schritt 6: Registrieren Sie die Gerate nach Abschluss der Aufgabe beim FMC, und aktivieren Sie
das HA-Paar.

Aufgabe 7: HA aussetzen

Aufgabenanforderung:
Hochverflugbarkeit aus der FTD CLISH CLI aussetzen
Lésung:

Schritt 1: FUhren Sie auf dem primaren FTD den Befehl aus, und bestatigen Sie ihn (geben Sie
YES ein).

> configure high-availability suspend

Pl ease ensure that no depl oynent operation is in progress before suspending high-availability.
Pl ease enter 'YES to continue if there is no deployment operation in progress and 'NO if you
wi sh to abort: YES

Successful |y suspended high-availability.

Schritt 2. Uberpriifen Sie die Anderungen an der priméren Einheit:

> show high-availability config

Failover Off

Fai l over unit Primary

Fai | over LAN Interface: fover_link Ethernetl/4 (up)
Reconnect tinmeout 0:00:00

Unit Poll frequency 1 seconds, holdtine 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maxi num

MAC Address Move Notification Interval not set


https://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService
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failover replication http

Schritt 3. Ergebnis auf Sekundareinheit:

> show high-availability config

Failover Off (pseudo-Standby)

Fai | over unit Secondary

Fai |l over LAN Interface: fover_link Ethernetl/4 (up)
Reconnect tinmeout 0:00:00

Unit Poll frequency 1 seconds, holdtine 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maxi num

MAC Address Move Notification Interval not set
failover replication http

Schritt 4: Hochverfugbarkeit auf der primaren Einheit fortsetzen:

> configure high-availability resume
Successful ly resuned hi gh-availablity.

>

No Active nate detected
RSN RN RN RN R RN R A RN RN RN R R AR RN RN R RN RN RN RN RN RE]

Begi nni ng configuration replication: Sending to mate.
End Configuration Replication to mate

>

> show high-availability config

Failover On

Fai | over unit Primary

Fai |l over LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00: 00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maxi num

MAC Address Move Notification Interval not set
failover replication http

Schritt 5. Das Ergebnis auf der sekundaren Einheit, nachdem Sie wieder HA:

Detected an Active mate
Begi nni ng configuration replication from mate.

WARNI NG Fai |l over is enabl ed but standby |IP address is not configured for this interface.
WARNI NG Fai |l over is enabl ed but standby |IP address is not configured for this interface.
End configuration replication from mate.

>

> show high-availability config

Failover On

Fai | over unit Secondary

Fai |l over LAN Interface: fover_link Ethernetl/4 (up)



Reconnect timeout 0:00: 00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maxi num
MAC Address Move Notification Interval
failover replication http

>

Haufig gestellte Fragen

not set

Wenn die Konfiguration repliziert wird, wird sie sofort (zeilenweise) oder am Ende der Replikation
gespeichert?

Am Ende der Replikation. Der Beweis befindet sich am Ende der debug fover sync-
Befehlsausgabe, die die config/command-Replikation anzeigt:

cli_xm _server: frep_wite _cnd: Cnd:
L7 RULE: ACP_Rul e 500

cli_xm server: frep_ wite cnd: Cnd: access-list CSM FWACL_line 1507 advanced permt tcp

obj ect-group group_10 eq 48894 object-group group_10 eq 23470 vlan eq 1392 rule-id 268442578
cli_xm _server: frep_wite cnd: Cnd: access-list CSMFWACL_ line 1508 renmark rule-id 268442078:
ACCESS POLICY: nrafeiro 500 - Default
cli_xm _server: frep_wite_cnd: Cnd:
L4 RULE: DEFAULT ACTI ON RULE

access-list CSM FWACL_ |line 1506 remark rule-id 268442578:

access-list CSM FWACL_line 1509 remark rule-id 268442078:

cli_xm server: frep_wite cnd: Crd: no access-list CSM FWACL_ advanced permt tcp object-group
group_2 eq 32881 object-group group_433 eq 39084 vlan eq 1693 rule-id 268442076

cli_xm _server: frep_ wite cnd: Cnrd: no access-list CSM FWACL_|ine 1510 rermark rule-id
268442077: ACCESS PCLI CY: nezafeiro_ACP1500 - Mandatory

cli_xm _server: frep_ wite cnd: Cnrd: no access-list CSM FWACL_|ine 1510 rermark rule-id
268442077: L7 RULE: ACP_Rul e_1500

cli_xm server: frep_wite cnd: Crd: no access-list CSM FWACL_advanced permt tcp object-group
group_6 eq 8988 object-group group_311 eq 32433 vlan eq 619 rule-id 268442077

cli_xm _server: frep_ wite cnd: Cnrd: no access-list CSM FWACL_|ine 1510 rermark rule-id
268440577: ACCESS PCLI CY: nzafeiro_ ACP1500 - Default

cli_xm server: frep_ wite cnd: Cnrd: no access-list CSM FWACL_|ine 1510 rermark rule-id
268440577 L4 RULE: DEFAULT ACTI ON RULE

cli_xm _server: frep_wite cnd: Cnd: access-list CSM FWACL_ advanced deny ip any any rule-id
268442078 event-log flowstart

cli_xm _server:
cli_xm _server:
cli_xm _server:
cli_xm _server:
cli_xm _server:
cli_xm _server:

frep_wite cnd:
frep_wite cnd:
frep_wite cnd:
frep_wite cnd:
frep_wite cnd:
frep_wite cnd:

crypto i saknmp nat-traversal

no obj ect-group
no obj ect-group
no obj ect-group
no obj ect-group

write memory <--

network group_311
net wor k group_433
network group_6
network group_2

Was passiert, wenn sich eine Einheit im Pseudo-Standby-Status befindet (Failover deaktiviert) und
Sie sie dann neu laden, wahrend die andere Einheit Failover aktiviert hat und aktiv ist?

Sie landen in einem Aktiv/Aktiv-Szenario (obwohl technisch ein Aktiv/Failover-Aus ist). Nach dem
Einschalten des Gerats ist der Failover deaktiviert, das Gerat verwendet jedoch die gleichen IPs
wie das aktive Gerat. Im Endeffekt haben Sie also:

- Einheit 1: Aktiv
- Einheit 2: Failover ist deaktiviert. Die Einheit verwendet dieselben Daten-IPs wie Einheit 1,
jedoch unterschiedliche MAC-Adressen.



Was passiert mit der Failover-Konfiguration, wenn Sie den Failover manuell deaktivieren
(Hochverfligbarkeits-Suspend konfigurieren) und dann das Gerat neu laden?

Wenn Sie den Failover deaktivieren, handelt es sich nicht um eine permanente Anderung (wird
nicht in der Startkonfiguration gespeichert, es sei denn, Sie mdchten dies ausdricklich tun).
Beachten Sie, dass Sie das Gerat auf zwei verschiedene Arten neu starten bzw. neu laden
konnen. Bei der zweiten Mdglichkeit missen Sie vorsichtig sein:

Fall 1: Neustart von CLISH

Der Neustart von CLISH fordert keine Bestatigung. Die Konfigurationséanderung wird daher nicht in
der Startkonfiguration gespeichert:

> configure high-availability suspend

Pl ease ensure that no deploynent operation is in progress before suspending high-availability.
Pl ease enter 'YES to continue if there is no deploynment operation in progress and '"NO if you
wi sh to abort: YES

Successful |y suspended high-availability.

Bei der aktuellen Konfiguration ist der Failover deaktiviert. In diesem Fall war das Gerat Standby
und wechselte erwartungsgemal in den Pseudo-Standby-Status, um ein Active/Active-Szenario
zu vermeiden:

firepower# show failover | include Failover
Fai | over O f (pseudo-Standby)

Fai | over unit Secondary

Fai | over LAN Interface: FOVER Ethernetl/1 (up)

Fir die Startkonfiguration ist Failover weiterhin aktiviert:

firepower# show startup | include failover

failover

failover lan unit secondary

failover lan interface FOVER Ethernetl/1

failover replication http

failover link FOVER Ethernetl/1

failover interface ip FOVER 192.0.2.1 255.255.255. 0 standby 192.0.2.2
failover ipsec pre-shared-key *****

Starten Sie das Gerat Uber CLISH neu (reboot-Befehl):

> reboot
This command will reboot the system Continue?
Pl ease enter 'YES or 'NO: YES

Br oadcast nessage fromroot @

Threat Defense System CMD=-stop, CSP-ID=cisco-ftd.6.2.2.81__ftd_001_JMX2119LO5CYRI BVX1l, FLAG="'
Cisco FTD stopping ...

Wenn die Einheit eingeschaltet ist und Failover aktiviert ist, beginnt das Gerat mit der Failover-
Aushandlungsphase und versucht, den Remote-Peer zu erkennen:

User enable_1 logged in to firepower



Logi ns over the last 1 days: 1.

Fail ed | ogins since the last login: O.

Type help or '?" for a list of avail abl e comands.
firepower>

Detected an Active mate

Fall 2: Neustart von LINA CLI
Reboot from LINA (reload-Befehl) fordert Bestatigung. Wenn Sie [Y]es auswahlen, wird die
Konfigurationsanderung in der Startkonfiguration gespeichert:

firepower# reload
System config has been nodified. Save? [Y]es/[NJOo: Y <-- Be careful. This will disable the
failover in the startup-config

Crypt ochecksum 31857237 8658f 618 3234be7c 854d583a

8781 bytes copied in 0.940 secs

Proceed with rel oad? [confirni

firepower# show startup | include failover

no failover

failover lan unit secondary

failover lan interface FOVER Ethernetl1/1

failover replication http

failover link FOVER Ethernetl/1

failover interface ip FOVER 192.0.2.1 255.255. 255. 0 standby 192.0.2.2
failover ipsec pre-shared-key *****

Sobald das Gerat eingeschaltet ist, wird der Failover deaktiviert:

firepower# show failover | include Fail
Failover Off

Fai | over unit Secondary

Fai | over LAN Interface: FOVER Ethernetl/1 (up)

Anmerkung: Um dieses Szenario zu vermeiden, stellen Sie sicher, dass Sie die Anderungen
an der Startkonfiguration nicht speichern, wenn Sie dazu aufgefordert werden.

Zugehoérige Informationen

- Alle Versionen des Konfigurationsleitfadens fiir das Cisco FirePOWER Management Center
finden Sie hier.

https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-
roadmap.html#id 47280

- Alle Versionen der Konfigurationsanleitungen fur FXOS Chassis Manager und CLI finden Sie
hier.

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfld-
121950

- Das Cisco Global Technical Assistance Center (TAC) empfiehlt dringend diesen Leitfaden, um
detailliertes praktisches Wissen Uber die Sicherheitstechnologien der ndchsten Generation


/content/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
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von Cisco FirePOWER zu erhalten:
http://www.ciscopress.com/title/9781587144806

- Fur alle technischen Hinweise zu Konfiguration und Fehlerbehebung in Bezug auf die
FirePOWER-Technologien

https://www.cisco.com/c/en/us/support/security/defense-center/tsd-products-support-series-
home.html
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Informationen zu dieser Ubersetzung

Cisco hat dieses Dokument maschinell iibersetzen und von einem menschlichen Ubersetzer
editieren und korrigieren lassen, um unseren Benutzern auf der ganzen Welt Support-Inhalte
in ihrer eigenen Sprache zu bieten. Bitte beachten Sie, dass selbst die beste maschinelle
Ubersetzung nicht so genau ist wie eine von einem professionellen Ubersetzer angefertigte.
Cisco Systems, Inc. iibernimmt keine Haftung fiir die Richtigkeit dieser Ubersetzungen und
empfiehlt, immer das englische Originaldokument (siehe bereitgestellter Link) heranzuziehen.



