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Einfihrung

Dieses Dokument beschreibt, was in den E-Mail-Protokollen der Cisco E-Mail Security Appliance
(ESA) Uberprift werden muss, wenn Nachrichten mit einem gultigen S/MIME-Sendeprofil
(Secure/Multipurpose Internet Mail Extensions) gesendet werden.

Uberpriifen von Nachrichten, die mit S/IMIME-Sendeprofil auf der
ESA gesendet wurden

S/MIME ist eine standardbasierte Methode zum Senden und Empfangen sicherer, verifizierter E-
Mail-Nachrichten. SIMIME verwendet ein 6ffentliches/privates Schlisselpaar zum Verschlisseln
oder Signieren von Nachrichten.

‘Wenn die Nachricht verschlisselt ist, kann nur der Empfanger der Nachricht die verschllsselte
Nachricht 6ffnen.

‘Wenn die Nachricht signiert ist, kann der Empfanger der Nachricht die Identitat des Absenders
validieren und sicherstellen, dass die Nachricht wahrend der Ubertragung nicht gedndert wurde.

Wenn fir die ESA ein gultiges S/IMIME-Sendeprofil konfiguriert ist, kdnnen Nachrichten mit einem
von vier Modi gesendet werden:

- Signieren

- VerschlUsseln

- Signieren/Verschlisseln (Signieren und anschlieend verschliisseln)
- Dreifach (Signieren, Verschlisseln und erneutes Signieren)

Diese Modi werden direkt Uber die GUI konfiguriert, indem Sie Mail-Policys > (S/MIME) Sending
Profiles (E/MIME) auswahlen oder smimeconfig > SENDING in der CLI auswahlen. Abhangig von
den Bedingungen und Aktionen flr Nachrichten- oder Inhaltsfilter sollten die in den E-Mail-
Protokollen durchgefiihrten Aktionen &hnlich sein - alles wird als von S/IMIME neu geschrieben
angezeigt.



Signieren

Mon Nov 24 21:53:24 2014 Info: Start MD 81 ICID 34

Mon Nov 24 21:53:24 2014 Info: MD 81 ICID 34 From <userencrypted@bc. cons

Mon Nov 24 21:53:24 2014 Info: MD 81 ICID 34 RID 0 To: <recipient@yz.cons

Mon Nov 24 21:53:24 2014 Info: MD 81 Message-1D ' <5649F3D8- C782- 4929- 9E7E-

A8F892D4D885@bc. comnp!

Mon Nov 24 21:53:24 2014 Info: MD 81 Subject 'signing only’

Mon Nov 24 21:53:24 2014 Info: MD 81 ready 509 bytes from <userencrypted@bc. con>

Mon Nov 24 21:53:24 2014 Info: MD 81 matched all recipients for per-recipient policy cisco
users in the outbound table

Mon Nov 24 21:53:24 2014 Info: MID 81 S/MIME: Sign successful by filter s_mime_outgoing in the
outbound table

Mon Nov 24 21:53:24 2014 Info: MID 81 rewritten to MID 82 by S/MIME

Mon Nov 24 21:53:24 2014 Info: Start MD 82 ICID 0O

Mon Nov 24 21:53:24 2014 Info: MD 82 ICID O From <userencrypted@bc. conr

Mon Nov 24 21:53:24 2014 Info: MD 82 ICID O RID 0 To: <recipient @yz. conp

Mon Nov 24 21:53:24 2014 Info: Message finished MD 81 done

Mon Nov 24 21:53:24 2014 Info: MD 82 queued for delivery

Mon Nov 24 21:53:24 2014 Info: New SMIP DCID 127 interface 172.172.254. 60 address 192.173.93. 161

Mon Nov 24 21:53:24 2014 Info: Delivery start DCID 127 MD 82 to RID [O0]

Mon Nov 24 21:53:24 2014 Info: Message done DCID 127 MD 82 to RID [O0]

Mon Nov 24 21:53:24 2014 Info: MD 82 RID [0] Response '2.0.0 sAP2r XHk021241 Message accepted
for delivery'

Mon Nov 24 21:53:24 2014 Info: Message finished MD 82 done

Mon Nov 24 21:53:29 2014 Info: DCID 127 cl ose

Mon Nov 24 21:54:24 2014 Info: 1CID 34 close

Verschlisseln

Mon Nov 24 22:02:58 2014 Info: Start MD 91 1CID 36

Mon Nov 24 22:02:58 2014 Info: MD 91 ICID 36 From <userencrypted@bc. cons

Mon Nov 24 22:02:58 2014 Info: MD 91 ICID 36 RID 0 To: <recipient@yz.cons

Mon Nov 24 22:02:58 2014 Info: MD 91 Message-1D ' <6064CFA9- 95F6- 4452- 8F8F-

1554B4B37428@bc. comnp'

Mon Nov 24 22:02:58 2014 Info: MD 91 Subject 'encrypt only’

Mon Nov 24 22:02:58 2014 Info: MD 91 ready 531 bytes from <userencrypted@bc. con>

Mon Nov 24 22:02:58 2014 Info: MD 91 matched all recipients for per-recipient policy cisco
users in the outbound table

Mon Nov 24 22:02:58 2014 Info: MID 91 S/MIME: Encrypt successful by filter s_mime_outgoing in
the outbound table

Mon Nov 24 22:02:58 2014 Info: MID 91 rewritten to MID 92 by S/MIME

Mon Nov 24 22:02:58 2014 Info: Start MD 92 1ICID O

Mon Nov 24 22:02:58 2014 Info: MD 92 ICID O From <userencrypted@bc. conr

Mon Nov 24 22:02:58 2014 Info: MD 92 ICID O RID 0 To: <recipient@yz. conp

Mon Nov 24 22:02:58 2014 Info: Message finished MD 91 done

Mon Nov 24 22:02:58 2014 Info: MD 92 queued for delivery

Mon Nov 24 22:02:59 2014 Info: New SMIP DCID 132 interface 172.172.254. 60 address 192.173.93. 161

Mon Nov 24 22:02:59 2014 Info: Delivery start DCID 132 MD 92 to RID [O0]

Mon Nov 24 22:02:59 2014 Info: Message done DCID 132 MD 92 to RID [0]

Mon Nov 24 22:02:59 2014 Info: MD 92 RID [0] Response '2.0.0 sAP337xR017219 Message accepted
for delivery'

Mon Nov 24 22:02:59 2014 Info: Message finished MD 92 done

Mon Nov 24 22:03:04 2014 Info: DCID 132 cl ose

Signieren/Verschlisseln



Mon Nov 24 21:39:26 2014 Info: Start MD 71 1CID 31

Mon Nov 24 21:39:26 2014 Info: MD 71 ICID 31 From <userencrypted@bc. cons

Mon Nov 24 21:39:26 2014 Info: MD 71 ICID 31 RID 0 To: <recipient@yz.cons

Mon Nov 24 21:39:26 2014 Info: MD 71 Message-1D ' <CFCE466D- 7E58- 4AA9- 8F8A-

FD5BD7A3E753@bc. conp'

Mon Nov 24 21:39:26 2014 Info: MD 71 Subject 'sign and encrypt'

Mon Nov 24 21:39:26 2014 Info: MD 71 ready 498 bytes from <userencrypted@bc. con>

Mon Nov 24 21:39:26 2014 Info: MD 71 matched all recipients for per-recipient policy cisco
users in the outbound table

Mon Nov 24 21:39:26 2014 Info: MID 71 S/MIME: Sign/Encrypt successful by filter s_mime_outgoing
in the outbound table

Mon Nov 24 21:39:26 2014 Info: MID 71 rewritten to MID 72 by S/MIME

Mon Nov 24 21:39:26 2014 Info: Start MD 72 1CID O

Mon Nov 24 21:39:26 2014 Info: MD 72 ICID O From <userencrypted@bc. conr

Mon Nov 24 21:39:26 2014 Info: MD 72 ICID O RID 0 To: <recipient @yz. conp

Mon Nov 24 21:39:26 2014 Info: Message finished MD 71 done

Mon Nov 24 21:39:26 2014 Info: MD 72 queued for delivery

Mon Nov 24 21:39:26 2014 Info: New SMIP DCID 122 interface 172.172.254. 60 address 192.173.93. 161

Mon Nov 24 21:39:26 2014 Info: Delivery start DCID 122 MD 72 to RID [O]

Mon Nov 24 21:39:26 2014 Info: Message done DCID 122 MD 72 to RID [O0]

Mon Nov 24 21:39:26 2014 Info: MD 72 RID [0] Response '2.0.0 sAP2dZQJ009639 Message accept ed
for delivery'

Mon Nov 24 21:39:26 2014 Info: Message finished MD 72 done

Mon Nov 24 21:39:32 2014 Info: DCID 122 cl ose

Mon Nov 24 21:40:26 2014 Info: 1CID 31 close

Dreifach

Mon Nov 24 22:00:25 2014 Info: Start MD 89 I1CID 35

Mon Nov 24 22:00:25 2014 Info: MD 89 ICID 35 From <userencrypted@bc. cons

Mon Nov 24 22:00:25 2014 Info: MD 89 ICID 35 RID 0 To: <recipient@yz.cons

Mon Nov 24 22:00:25 2014 Info: MD 89 Message-|D ' <DEE18BFD- F988- 43CC- 930A-

78D0A194FCl15@bc. conp’

Mon Nov 24 22:00:25 2014 Info: MD 89 Subject 'triple sign encrypt sign'

Mon Nov 24 22:00:25 2014 Info: MD 89 ready 514 bytes from <userencrypted@bc. con>

Mon Nov 24 22:00:25 2014 Info: MD 89 matched all recipients for per-recipient policy cisco
users in the outbound table

Mon Nov 24 22:00:25 2014 Info: MID 89 S/MIME: Triple successful by filter s_mime_outgoing in the
outbound table

Mon Nov 24 22:00:25 2014 Info: MID 89 rewritten to MID 90 by S/MIME

Mon Nov 24 22:00:25 2014 Info: Start MD 90 ICID O

Mon Nov 24 22:00:25 2014 Info: MD 90 ICID O From <userencrypted@bc. conr

Mon Nov 24 22:00:25 2014 Info: MD 90 ICID O RID 0 To: <recipient@yz.conp

Mon Nov 24 22:00:25 2014 Info: Message finished MD 89 done

Mon Nov 24 22:00:25 2014 Info: MD 90 queued for delivery

Mon Nov 24 22:00:25 2014 Info: New SMIP DCID 131 interface 172.172.254. 60 address 192.173.93. 161

Mon Nov 24 22:00:25 2014 Info: Delivery start DCID 131 MD 90 to RID [O]

Mon Nov 24 22:00:25 2014 Info: Message done DCID 131 MD 90 to RID [O0]

Mon Nov 24 22:00:25 2014 Info: MD 90 RID [0] Response '2.0.0 sAP30YsV031103 Message accepted
for delivery'

Mon Nov 24 22:00:25 2014 Info: Message finished MD 90 done

Mon Nov 24 22:00:30 2014 Info: DCID 131 cl ose

Zugehorige Informationen

- Uberpriifen von Nachrichten, die mit S/IMIME auf ESA empfangen wurden
- Technischer Support und Dokumentation - Cisco Systems



/content/en/us/support/docs/security/email-security-appliance/214695-how-to-verify-messages-received-with-s-m.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

- Cisco Email Security Appliance - Benutzerhandbiicher



/content/en/us/support/security/email-security-appliance/products-user-guide-list.html
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