Upgrade eines ASA HA-Paars fir FirePOWER-
Appliances
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Einflihrung

Dieses Dokument beschreibt das Upgrade-Verfahren fir ein Paar von Adaptive Security
Appliances (ASAs) mit hoher Verfligbarkeit, die auf Hardware-Appliances fur Firewalls installiert
sind.

Voraussetzungen

Anforderungen
Cisco empfiehlt, Uber Kenntnisse in folgenden Bereichen zu verflugen:

- ASA-Management
- ASA-Failover

Verwendete Komponenten

Die Informationen in diesem Dokument basieren auf den folgenden Software- und
Hardwareversionen:

- 2 x FP4150 mit Code 2.0.1-86
- ASA 9.6.2.1 (aktualisiert auf 9.6.2.3)

Die Informationen in diesem Dokument wurden von den Geraten in einer bestimmten
Laborumgebung erstellt. Alle in diesem Dokument verwendeten Gerate haben mit einer leeren



(Standard-)Konfiguration begonnen. Wenn Ihr Netzwerk in Betrieb ist, stellen Sie sicher, dass Sie
die potenziellen Auswirkungen eines Befehls verstehen.

Hintergrundinformationen

Das Upgrade-Verfahren fiir ein ASA-Modul, das auf FirePOWER-Appliances installiert ist
(FPR4100, FPR9300 usw.), wenn HA konfiguriert ist (Aktiv/Standby oder Aktiv/Aktiv), wird im
FirePOWER eXtensible Operating System (FXOS) Konfigurationsleitfaden beschrieben. Der
relevante Teil ist:

Updating the Image Version for a Logical Device

Before You Begin

Download the application image you want to use for the legical device from Cisco,.com (see Downloading Images from
Cisco.com) and then upload that image to the FXOS chassis (see Upleading an Image to the Firepower Sacurity
Appliance)

If you are upgrading both the Platform Bundle image and one or more Application images, you must upgrade the Platform
Bundle first

You cannet directly upgrade a Firepower Threat Defense logical device. To upgrade a Firepower Threat Defense
Note lagical dévice, you must delete the axsting deace and then create a new one using the updated iImMage

Procedure

Step1 Choosa Logical Devices to open the Lagical Devices page. The Logical Devices page shows a st of configured
logical devices on the chassis If no logical devices have been CGT‘IFIQLIFE{J. a message stating 50 15 shown
instead

atep 2 Chek Update Version for the logical device that you want to update 1o open the Update Image Version dialog
b

Step 3 For the New Version, choose the software version to which you want to update

Step 4 Click OK

o

Das Ziel dieses Dokuments besteht darin, einen etwas detaillierteren Uberblick tiber den Upgrade-
Prozess in einer HA-Umgebung zu geben.

Hinweis: Im Dokument wird davon ausgegangen, dass die Ziel-ASA-Version mit der
vorhandenen FXOS-Version kompatibel ist, sodass in diesem Szenario kein FXOS-Paket-
Upgrade erforderlich ist. Uberpriifen Sie immer die FXOS-Kompatibilititsmatrix, um
sicherzustellen, dass die Ziel-ASA-Version mit dem FXOS-Image kompatibel ist. Falls nicht,
aktualisieren Sie zunachst die FXOS-Images, wie in den FXOS-Versionshinweisen
beschrieben.

Konfigurieren

Netzwerkdiagramm




S5P1 (ASAT)

E1/5 s
192.168.0.1/24 E1/8 (fover)
(Active) 1.1.1.1 (Active)
1.1.1.2 (Stand
192.168.0.2/24 ( =)
(Standby) E1/8 (fover)
E1/5 —— E1/6

S5P1 (ASAL)

ASA1 wie in der FirePOWER Chassis Manager (FCM)-Benutzeroberflache dargestellt:

Owerview  Interfaces Lagical Devices EelgialSyls[l1] Flakform Settings

Postag ARl

¥ T30S N RpPECc D
FEpa 0000 S0
100050

ASA2:

Overview Interfaces QETII=INeEANTSEN Seourity Engine  Platform Settings

Paortss Abtritsurtess

pimps 111000 0 53
100053

Aufgabe 1: Laden Sie die ASA-Images von den Cisco Software-Download-Seiten
herunter

Navigieren Sie zu Downloads Home > Products > Security > Firewalls > Next-Generation
Firewalls (NGFW), und wahlen Sie die Hardware-Plattform (z. B. 4100, 9000 usw.) aus, wie im
Bild gezeigt.



Download Software 1% Download Cart (0 tems)

Downloads Home > Products * Security > Firewalls > Next-Generafion Firewalls (NGFW) > Firepower 4100 Series > Firepower 4150 Security Appliance
Select a Software Type:

iAdaptive Security Appliance (ASA) Software
Firepower Extensible Operating System
Firepower Threat Defense Software
Radware Virtual Defense Pro (vDP)

Aufgabe 2: Laden Sie die ASA-Images in den FirePOWER Chassis Manager hoch.

Laden Sie die ASA-Images in das FirePOWER-Chassis. Dies kann tber die FirePOWER Chassis
Manager (FCM)-Benutzeroberflache oder die FXOS Command Line Interface (CLI) erfolgen.

Methode 1. Laden Sie die ASA-Images von der FCM-Benutzeroberflache hoch.

Navigieren Sie zu System > Updates. Wahlen Sie Bild hochladen, geben Sie den Dateinamen an,

und wahlen Sie Hochladen:

I System

Configuration Ucensing2 Updates User Management
‘ A Refresh3 Upload Image Filter.. X
pa— e
Select File
Choose File| cisco-asa.9.6.2 3 SPA csp 5 | 5]
5 Upload Cancel .
16 &

Methode 2. Laden Sie die ASA-Images von der FXOS-CLI hoch.

Sie kénnen das Bild von einem FTP-, SCP-, SFTP- oder TFTP-Server hochladen. So Uberprifen
Sie die Verbindung zwischen der Chassis-Verwaltungsschnittstelle und dem Remote-Server:

FPR4100# connect local-mgmt

FPR4100( 1 ocal -ngnt)# ping 10.48.40.70

PI NG 10.48.40.70 (10.48.40.70) from 10.62. 148. 88 ethO: 56(84) bytes of data.
64 bytes from 10.48.40.70: icnp_seq=1 ttl=61 time=34.4 s

64 bytes from 10.48.40.70: icnp_seq=2 ttl=61 tinme=34.3 s

64 bytes from 10.48.40.70: icnp_seq=3 ttl=61 time=34.3 s

Um das ASA-Image zu Ubertragen, navigieren Sie zu diesem Bereich, und flihren Sie den Befehl
download image aus:

FPR4100# scope ssa
FPR4100 /ssa # scope app-software
FPR4100 /ssal/ app-software # download image ftp://ftp_username@ 10. 48. 40. 70/ ci sco-



asa. 9.6.2.3. SPA. csp
Passwor d:

Um den Fortschritt der Bildibertragung zu Gberwachen, fihren Sie den Befehl show download-
task detail aus:

FPR4100 /ssal app-software # show download-task detail

Downl oads for Application Software:

File Nane: cisco-asa.9.6.2.3.SPA csp

Protocol: Ftp

Server: 10.48.40.70

Port: O

Useri d: anonynous

Pat h:

Downloaded Image Size (KB): 94214

Time stanp: 2016-12-08T10: 21: 56. 775

State: Downloading

Transfer Rate (KB/s): 450.784698

Current Task: downl oadi ng i nage cisco-asa.9.6.2.3. SPA csp from 10. 48. 40. 70( FSM
STAGE: sam dne: Appl i cati onDownl oader Downl oad: Local )

Sie kdnnen diesen Befehl auch verwenden, um die erfolgreiche Ubertragung zu (iberpriifen:

FPR4100 /ssal app-software # show download-task

Downl oads for Application Software:
Fil e Nanme Pr ot ocol Server Por t Userid State

ci sco-asa.9.6.2.2. SPA csp Ftp 10. 48. 40. 70 0 anonynous Downloaded
Weitere Informationen:

FPR4100 /ssal app-software # show download-task fsm status expand
File Nane: cisco-asa.9.6.2.3.SPA csp
FSM St at us:

Affected bject: sys/app-catal ogue/ dnl d-ci sco-asa.9.6.2. 3. SPA. csp/fsm
Current FSM Download

Status: Success

Conpl etion Tine: 2016-12-08T10: 26: 52. 142

Progress (%): 100

FSM St age:

O der Stage Name St at us Try
1 Downl oadLocal Success 1

2 Downl oadUnpackLocal Success 1

Das ASA-Image wird im Chassis-Repository angezeigt:

FPR4100 /ssal app-software # exit
FPR4100 /ssa # show app

Appl i cation:



Narre Ver si on Descri pti on Aut hor Depl oy Type CSP Type I's Default App

asa 9.6.2.1 N A cisco Nati ve Appl i cation No
asa 9.6.2.3 N A ci sco Native Appl i cation No

Aufgabe 3: Upgrade der ersten ASA-Einheit

Aktualisieren Sie zuerst die Standby-ASA-Einheit, wie im Bild gezeigt:

System Tools Help admin

¢ Refresh
‘* ¥ y ’I
il_-]lpdate '.rermni
=T "l*1|I

Geben Sie das neue Bild an, und wahlen Sie OK , um das Upgrade zu starten:

Update image version X

Application: 253
Current Versien: 9.6.2.1

New Version: 9.6.2.3 s

(o] Cancel

Uberpriifung

Fortschritt des ASA-Upgrades tber die FCM-GUI:
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Nach 1-2 Minuten wird die FCM-Benutzeroberflache angezeigt:
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Das ASA-Modul wird neu geladen:
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Der ASA-Upgrade-Prozess Uber die FirePOWER Chassis CLI.

Die CLI zeigt, dass das logische Gerat (ASA) neu gestartet wird. Der gesamte Upgrade-Prozess
von der Boot-Kommandozeile des Moduls in dieser Ausgabe:

asal/ sec/ stby(config)#

[screen is terminating]

Disconnected from asa console!

Fi r epower - nodul e1>

INIT: SwitchingStoppi ng OpenBSD Secure Shell server: sshdstopped /usr/sbin/sshd (pid 5738)

St oppi ng Advanced Configuration and Power Interface daenon: stopped /usr/sbin/acpid (pid 5742)
acpid: exiting

acpi d.
St oppi ng system nessage bus: dbus.
St oppi ng nt pd: stopped process in pidfile "/var/run/ntp.pid (pid 6186)

done
St oppi ng crond: K
Deconfiguring network interfaces... done

Sending all processes the TERM signal ..



SIGKILL_ALL will be delayed for 1 + 5 secs
Sending all processes the KILL signal...
Deactivating swap. ..

Unmounting | ocal filesystens...

Rebooting... [ 1679.605561] Restarting system.

Cisco Systems, Inc.
Configuring and testing nenory. .

Cisco Systems, Inc.

Configuring and testing nenory. .

Configuring platform hardware. ..

Bi os Version : FXOSSML. 1.2.1.3.031420161207
PlatformID : FXOSSML

Processor(s) Intel (R} Xeon(R) CPU E5-2699 v4 @2.20G1
Total Menory = 256 GB Effective Menory = 256 GB
Mermory Operating Speed 2400 Mh

Pl ease wait, preparing to boot..

UEFI Interactive Shell v2.0. UEFI v2.40 (American Megatrends, 0x0005000B). Revision 1.02
Mappi ng tabl e
fs0: Alias(s):HDl7a65535al:; bl k1:
Pci Root (0x0)/ Pci (Ox1F, 0x2) / Sat a( 0x0, OXFFFF, 0x0) / HD( 1, MBR, 0OXxO00EC692, 0x800, OXEE6800)
bl kO: Alias(s):
Pci Root (0x0)/ Pci (O0x1F, 0x2)/ Sat a( 0x0, OxFFFF, 0x0)
bl k2: Alias(s):
Pci Root (0x0)/ Pci (Ox1F, 0x2) / Sat a( 0x0, OxFFFF, 0x0) / HD( 2, MBR, 0OXxO00EC692, OXEE7000, 0x3BA000)
bl k3: Alias(s):

Pci Root (0x0)/ Pci (O0x1F, 0x2)/ Sat a( 0x0, OXFFFF, 0x0) / HD( 3, MBR, 0OXxO00EC692, 0x12A1000, 0x950000)
bl k4: Alias(s):

Pci Root (0x0)/ Pci (O0x1F, 0x2) / Sat a( 0x0, OXFFFF, 0x0) / HD( 4, MBR, 0OXxO00EC692, 0x1BF1000, 0x2CD20800)
bl k5: Alias(s):

Pci Root (0x0)/ Pci (0x1F, 0x2) / Sat a( 0x0, OXFFFF, 0x0) / HD( 4, MBR, 0Xx0O00EC692, 0x1BF1000, 0x2CD20800) / HD( 1, M
BR, 0x00000000, 0x1BF1800, 0x5D022000)
bl k6: Alias(s):

Pci Root (0x0) / Pci (0x1F, 0x2) / Sat a( 0x0, OxFFFF, 0x0) / HD( 4, MBR, 0OXx000EC692, 0x1BF1000, 0x2CD20800) / HD( 2, M
BR, 0x00000000, 0x7914000, 0x26FFD300)
To | aunch ROVMMON.

CpuFr equency = 2200002 KHz
Cisco FXOsSML Bl ade Rommon 1.2.1.3, Mar 14 2016 12:11:29
Pl at form SSPXRU

INFO enic_identify: Enabling Cruz driver...
INFO enic_identify: Cruz driver enabl ed.

INFG init_spi_interface: HSFS BERASE 4K

INFG enic_init: bar[0].vaddr 0xc6e00000.

INFG enic_init: bar[2].vaddr 0xc6el10000.

INFO enic_init: eNic port MU is 1500.

INFO enic_init: eNic bsize 1500 ring size 512.
INFG enic_init: Waiting for Cruz link...

INFG enic_init: Cruz link detected.

INFO nb_eth_app_init: MAC address for interface 0: 00 15 a5 01 01 00
INFO nb_eth_app_init: |P address 127.128.1.254

Start comunicating with MO in blade slot 1...
INFO All ocated 1000 bytes of nmenory for cnd at 0x78a7d018.
INFO All ocated 1000 bytes of nmenory for status at 0x76d34918.



INFO All ocated 196608 bytes of nenory for key file at 0x76d03018.
INFO Status code 1: 'rommon initialize is conpleted .

INFO tftp_open: '/rommon/status_1.txt' @27.128.254.1 via 127.128.254.1

1

INFO nb_tftp_upload: 31 bytes sent.

tftpget Ox78a7d018 1000

INFO tftp_open: '/rommon/command_1.txt' @27.128.254.1 via 127.128.254.1

Recei ved 154 bytes

WARNI NG retrieve_mo_cnd_info: Invalid checksum 0x0

tftpget 0x76d03018 196608

INFO tftp_open: 'rommon/key_1.bin' @27.128.254.1 via 127.128.254.1

1

Recei ved 131072 bytes

INFO Status code 8: 'rommpn succeeds to retrieve key file'

INFO tftp_open: '/rommon/status_1.txt' @27.128.254.1 via 127.128.254.1

1

INFO nb_tftp_upload: 31 bytes sent.

INFO Primary keys in flash are up-to-date.

I NFO Backup keys in flash are up-to-date

continue check | ocal inmge

the inmage file path: installabl es/chassis/fxos-Ifbff-k8.9.6.2.2. SPA

the inmage file name only: fxos-Ifbff-k8.9.6.2.2. SPA

local _image_file: fsO:fxos-Ifbff-k8.9.6.2.2. SPA

INFO File 'fsO:fxos-Ifbff-k8.9.6.2.2. SPA' has 104831328 bytes.

l ocal _image_file_size 104831328

Found i mage fsO:fxos-I1fbff-k8.9.6.2.2. SPAin |ocal storage, boot |ocal inage
set pboot _i mage fxos-1fbff-k8.9.6.2.2. SPA

INFO File 'fsO:fxos-Ifbff-k8.9.6.2.2. SPA' has 104831328 bytes.

INFO ' fsO:fxos-1fbff-k8.9.6.2.2. SPA' has 104831328 bhytes

I NFO Booting LFBFF inage...

INFO Status code 7: 'rommon about to verify inage signature fromlocal disk'.
INFO tftp_open: '/rommon/status_1.txt' @27.128.254.1 via 127.128.254.1

1

INFO nb_tftp_upload: 31 bytes sent.

INIT: version 2.88 booting

Starting udev

Configuring network interfaces... done

Popul ati ng dev cache

rw consol e=ttyS0, 38400 | ogl evel =2 auto kstack=128 reboot =force panic=1

i de_generi c. probe_mask=0x1 i del=noprobe pci=nocrs processor.nmax_cstate=1 i onmu=pt
pl at f or messpxru boot _i ng=di sk0: /f xos- | fbf f-k8.9.6.2.2. SPA ci scodmasz=786432 ci sconrsvsz=2359296
hugepagesz=1g hugepages=24 ssp_node=0

No Partitions for HDD2.. Creating partition.

nmount: speci al device /dev/sdbl does not exi st

rw consol e=ttyS0, 38400 | ogl evel =2 aut o kstack=128 reboot =force panic=1

i de_generi c. probe_mask=0x1 i del=noprobe pci=nocrs processor.nmax_cstate=1 i onmu=pt
pl at f or messpxru boot _i ng=di sk0: /f xos- | fbf f-k8.9.6.2.2. SPA ci scodmasz=786432 ci sconrsvsz=2359296
hugepagesz=1g hugepages=24 ssp_node=0

Create libvirt group

Start libvirtd Service

* Starting virtualization library daenon: libvirtd
no /usr/bin/dnsmasq found; none killed
2016-12-07 12:47:24.090+0000: 4373: info : libvirt version: 1.1.2

2016-12- 07 12:47:24.090+0000: 4373: warning : virGetHostnanme: 625 : getadd[ ok ]Jfailed for
'ciscoasa': Nanme or service not known

Di sabl e the default virtual networks

Net wor k default destroyed

Done with libvirt initialization

rw consol e=ttyS0, 38400 | ogl evel =2 aut o kstack=128 reboot =force panic=1

i de_generi c. probe_mask=0x1 i del=noprobe pci=nocrs processor.nmax_cstate=1 i onmu=pt

pl at f or messpxru boot _i ng=di sk0: /f xos- | fbf f-k8.9.6.2.2. SPA ci scodmasz=786432 ci sconrsvsz=2359296
hugepagesz=1g hugepages=24 ssp_node=0



+++++++++++++++ BOOT CLI FI LES COPl ED +++++++++++++++++++++++++++
rw consol e=ttyS0, 38400 | ogl evel =2 aut o kstack=128 reboot =force panic=1
i de_generi c. probe_mask=0x1 i del=noprobe pci=nocrs processor.nmax_cstate=1 i onmu=pt
pl at f or messpxru boot _i ng=di sk0: /f xos- | fbf f-k8.9.6.2.2. SPA ci scodmasz=786432 ci sconrsvsz=2359296
hugepagesz=1g hugepages=24 ssp_node=0
Turbo Boost is UNSUPPORTED on this platform
Configuration Xm found is /opt/cisco/csp/applications/configs/cspCfg_cisco-
asa.9.6.2.3__asa_001_JAD201200C64A93395. xni
INIT: Entering runlevel: 3
rw consol e=ttyS0, 38400 | ogl evel =2 aut o kstack=128 reboot =force panic=1
i de_generi c. probe_mask=0x1 i del=noprobe pci=nocrs processor.nmax_cstate=1 i onmu=pt
pl at f or messpxru boot _i ng=di sk0: /f xos- | fbf f-k8.9.6.2.2. SPA ci scodmasz=786432 ci sconrsvsz=2359296
hugepagesz=1g hugepages=24 ssp_node=0
Starting system nessage bus: dbus.
Starting OpenBSD Secure Shell server: sshd
generating ssh RSA key. ..
generating ssh ECDSA key. ..
generating ssh DSA key. ..
done.
Starting Advanced Configuration and Power Interface daenon: acpid.
acpid: starting up

acpid: 1 rule |oaded
acpid: waiting for events: event logging is off

Starting ntpd: done
Starting crond: K

Cisco Security Services Platform

Type ? for list of commands

Fi r epower - nodul e1>
Fi repower - nodul el>show services status
Services currently running:
Feat ure | I'nstance ID | State | Up Since
asa | 001_JAD201200C64A93395 | RUNNING | :00:00:20
Fi r epower - nodul e1>

Das gesamte Verfahren dauert ca. 5 Minuten.

Sie kdnnen auch den Befehl show app-instance in der Chassis-CLI verwenden, um zu Uberprifen,
ob die ASA-Anwendung online ist:

FPR4100# scope ssa

FPR4100 /ssa # show app-instance

Appl i cation Nane Slot ID Adm n State Operational State Running Version Startup
Version Cluster Qper State

asa 1 Enabl ed Online 9.6.2.3 9.6.2.3
Not Appli cabl

Die ASA-Module erkennen sich gegenseitig:

asal/ sec/ act NoFai | over >
************WARNING****WARNING****WARNING******************************** Mate version 9.6(2)1

is not identical with ours 9.6(2)3
************WARNING****WARNING****WARNING********************************



Detected an Active mate
Beginning configuration replication from mate.
End configuration replication from mate.

asal sec/ st by>

Uberpriifung

FPR4100# connect module 1 console
Tel net escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1. 1.

Escape character is '~'.

Cl SCO Serial Over LAN:
Cl ose Network Connection to Exit

Fi repower - nodul el> connect asa
asa> enable
Passwor d:
asal/ sec/ st by# show failover
Fai |l over On
Fai | over unit Secondary
Fai |l over LAN Interface: fover Ethernetl1/8 (up)
Reconnect timeout 0:00: 00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1
Monitored Interfaces 2 of 1041 maxi num
MAC Address Move Notification Interval not set
Version: Ours 9.6(2)3, Mate 9.6(2)1
Serial Nunmber: Qurs FLM2OO6EQFW Mate FLM2OOG6ENOU
Last Failover at: 12:48:23 UTC Dec 7 2016
This host: Secondary - Standby Ready
Active time: 0 (sec)
sl ot 0: UCSB-B200-M3-U hw/ sw rev (0.0/9.6(2)3) status (Up Sys)
Interface INSIDE (192.168.0.2): Normal (Not-NMonitored)
Interface OUTSI DE (192.168.1.2): Nornmal (Monitored)
Interface managenent (0.0.0.0): Normal (Viting)
Other host: Primary - Active
Active time: 10320 (sec)
sl ot 0: UCSB-B200-M3-U hw/ sw rev (0.0/9.6(2)1) status (Up Sys)
Interface INSIDE (192.168.0.1): Normal (Not-NMonitored)
Interface OUTSI DE (192.168.1.1): Nornal (Monitored)
I nterface managenment (10.0.0.50): Normal (Witing)

Fihren Sie die folgenden Befehle aus, um den ordnungsgemafRien Failover-Betrieb zwischen den
ASA-Einheiten zu bestatigen:

- Kontonummer anzeigen

- Auslieferungszahlung
- show crypto ipsec sa

Aufgabe 4: Upgrade der zweiten ASA-Einheit

Wechseln Sie die Failover-Peers, und aktualisieren Sie die primare ASA:



asal/ sec/ st by# failover active

Switching to Active
asal/ sec/ act#

Geben Sie das neue Image an, und starten Sie die Aktualisierung:

ty Engine Flatform Settings

9 asa 9.6.2.1 10.0.0.50 10.0.0.1 Etharnetl/7 ‘gnu..., T 1)
Ports: Abtributes:
Data Interfaces: Ethermstl/5 EEharmetl/6 ;':::L:"::::L"' ﬂ't"’fh':;;w;a?w
Ethernet1/8 Manggemant 1P 10.0:0.50
Update image version i
Application: 53

Current Versipn:  26.2.1

New Versicn: 2 =

Nach 5 Minuten ist das Upgrade abgeschlossen.

Uberpriifen

Uberpriifen Sie in der Chassis-CLI, ob die ASA-Anwendung online ist:

FPR4100# scope ssa

FPR4100 /ssa # show app-instance

Appl i cation Nane Slot ID Admin State Operational State Running Version Startup
Version Cluster Qper State

asa 1 Enabl ed Online 9.6.2.3 9.6.2.3
Not Applicabl e

Uberpriifen Sie im ASA-Modul den Failover-Betrieb:

asal/ pri/stby# show failover
Fai |l over On
Fai |l over unit Primary
Fai |l over LAN Interface: fover Ethernetl/8 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1
Monitored Interfaces 2 of 1041 maxi num
MAC Address Move Notification Interval not set
Version: Ours 9.6(2)3, Mate 9.6(2)3
Serial Nunmber: Qurs FLM2OOG6ENOU, Mate FLM2OOG6EQFW
Last Fail over at: 14:35:37 UTC Dec 7 2016

This host: Primary - Standby Ready



Active time: 0 (sec)

sl ot 0: UCSB-B200-M3-U hw/ sw rev (0.0/9.6(2)3) status (Up Sys)
Interface INSIDE (192.168.0.2): Normal (Not-NMonitored)
Interface OUTSIDE (192.168.1.2): Normal (Witing)
Interface managenent (0.0.0.0): Normal (Viting)

Other host: Secondary - Active

Active time: 656 (sec)

sl ot 0: UCSB-B200-M3-U hw/ sw rev (0.0/9.6(2)3) status (Up Sys)
Interface INSIDE (192.168.0.1): Failed (Not-NMonitored)
Interface OUTSIDE (192.168.1.1): Normal (Witing)
I nterface managenent (10.0.0.50): Normal (Witing)

Stateful Failover Logical Update Statistics
Link : fover Ethernetl1/8 (up)

St at ef ul Obj xm t xerr rcv rerr
Gener al 7 0 8 0

Zurlcksetzen des Failovers auf primare/aktive, sekundare/Standby-Funktionen:

asal/ pri/stby# failover active

Switching to Active
asal pril/act#

Fehlerbehebung

Fir diese Konfiguration sind derzeit keine spezifischen Informationen zur Fehlerbehebung
verfugbar.

Zugehorige Informationen

- FEXOS-Konfigurationsleitfaden

- FEXOS-ASA-Kompatibilitatsleitfaden

- FEXOS-Versionshinweise

- Technischer Support und Dokumentation - Cisco Systems



/content/en/us/td/docs/security/firepower/fxos/fxos114/web-config/b_GUI_ConfigGuide_FXOS_114/image_management.html#task_B3A3F800FB9140B7A561AF9CFD7D6BBD
/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
/content/en/us/td/docs/security/firepower/fxos/fxos201/release/notes/fxos201_rn.html#pgfId-125653
https://www.cisco.com/c/de_de/support/index.html
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