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Einleitung

In diesem Dokument werden routenbasierte VPN-Bereitstellungsszenarien mit BGP-Overlay-
Routing unter Verwendung der SD-WAN-Funktion der sicheren Firewall beschrieben.

Voraussetzungen

Auf allen Hubs und Stationen wird FTD 7.6 oder hdéher ausgefihrt, und die Verwaltung erfolgt Gber
dasselbe FMC, auf dem auch Software der Version 7.6 oder hdher ausgefuhrt wird.

Anforderungen

Cisco empfiehlt, dass Sie Uber Kenntnisse in folgenden Bereichen verfugen:

« IKEv2

* Routenbasiertes VPN

Virtuelle Tunnelschnittstellen (VTI)
* |Psec

+ BGP

Verwendete Komponenten

Die Informationen in diesem Dokument basieren auf:



+ Cisco Secure Firewall Threat Defense 7.7.10
+ Cisco Secure Firewall Management Center 7.7.10

Die Informationen in diesem Dokument beziehen sich auf Gerate in einer speziell eingerichteten
Testumgebung. Alle Gerate, die in diesem Dokument benutzt wurden, begannen mit einer
geldschten (Nichterfillungs) Konfiguration. Wenn lhr Netzwerk in Betrieb ist, stellen Sie sicher,
dass Sie die moglichen Auswirkungen aller Befehle kennen.

Informationen zu Funktionen

Das Management Center vereinfacht die Konfiguration von VPN-Tunneln und das Routing
zwischen zentralisierten Hauptgeschéaftsstellen (Hubs) und AulRenstellen (Spokes) mithilfe des
neuen SD-WAN-Assistenten.

Automatisiert die VPN-Konfiguration durch die Nutzung von DVTI (Dynamic Virtual Tunnel
Interface) auf Hubs und SVTI (Static Virtual Tunnel Interface) auf Stationen, wobei das Overlay-
Routing Uber BGP aktiviert wird.

Automatische Zuweisung von SVTI-IP-Adressen fiir Stationen und Ubertragung der gesamten
VTI-Konfiguration, einschlieBlich Verschlisselungsparametern.

Einfache Routing-Konfiguration in einem Schritt mit demselben Assistenten zur Aktivierung von
BGP fir Overlay-Routing

Skalierbares und optimales Routing durch Nutzung des Route-Reflector-Attributs fir BGP

Gleichzeitiges Hinzufigen mehrerer Speichen bei minimalem Benutzereingriff

Behandelte Topologien

In diesem Artikel werden mehrere Topologien behandelt, um sicherzustellen, dass Benutzer die
verschiedenen Bereitstellungsszenarien kennen.

HUB und Spoke (einzelner ISP)

Netzwerkdiagramm



HUB
WAN IP 203.0.113.1

-

HUB ISP

Internet

A
—— s oaxD
Spoke 1 ISP £
Spoke 3 ISP
Spoke 2 ISP
WAN IP 203.0.113.2 WAN IP 203.0.113.3 WAN IP 203.0.113.4
NN NN NN

I I I
NN NN NN
I I I
Spoke 1 Spoke 2 Spoke 3
Inside 192.0.2.0/29 Inside 192.0.2.8/29 Inside 192.0.2.16/29

Konfigurationen

» Navigieren Sie zu Devices > VPN > Site to Site > Add > SD-WAN Topology > > Create.



Create VPN Topology

Topology Name *
HUB-Spoke-VEN-Single-ISP

/PN Type

e,

© SD-WANTopology ||| O Route-Based VPN || @ Policy-Based vPN

A SASE Topology cannot be
selected because Gisco
Select VPN Topology Select VPN Topology Umbrella Connection is not
Salect VPN Topology configured

5_ @ Hub and Spoke Prerequisites

Prerequisites i ' Refresh

Cancel

Hinzufligen eines Hubs und Erstellen einer DVTI am Hub-Ende Stellen Sie im Rahmen der
DVTI-Konfiguration sicher, dass Sie die richtige Tunnel-Quellschnittstelle entsprechend der
Topologie auswahlen.



Edit Virtual Tunnel Interface

General

Tunnel Type

Device* @

[M1 Name:*

VPN-0OUT-1_dynamic_wti_1
Dynamic Virtual Tunnel Interface (DVTI)* @ ¥ Enabled
VPN-OUT-1_dynarmic_vt_T v|+ 2 Description:

Tunnel Source: VPN-OUT-1 (IP Address: 203.0.113.1)

Hub Gateway IP Address @

Security Zone:
[ 203.0.113.1

VPN-OUT-1

Spoke Tunnel IP Address Pool*
[Select.._

Virtual Tunnel Interface Details

Template [D:*

Tunnel Source:
GigabitEthernet0/0 (VPN-OUT-1) = | | 203.0.113.1
[Psec Tunnel Details

IPsec Tunnel Mode:*
® |Pvd IPvé

IP Address:*
]

Loopbackl (VPN-Loopback-1B... = |

VPN Tepology Usage

Cancel

» Erstellen Sie einen IP-Adresspool fur den Spoke-Tunnel, und klicken Sie auf Speichern und
dann auf Hinzuflgen. Der IP-Adresspool wird verwendet, um den Stationen IP-Adressen des
VTI-Tunnels zuzuweisen.



Add IPvd Pool

Name*
VPN-POOL-198.51.100.0

Description

IPuvd Address Range®
198.51.100.10-198.51.100.20
Format: ipaddr-ipaddr e.g., 10.72.1.1=-10.72.1.150
Mask*
255.255.255.0

Allow Overrides

@ Configure device overrides in the address pool object to avoid IP address
conflicts in case of object is shared across multiple devices

FMC )
Site To Site Overview Analysis Policies Devices Objects Integration Deply Q ¢ 3 @ admin -~
—
HUB-Spoke-VPN-Single-ISP#
Hub and Spoke Route-Based (VTI) VPN Topology
© v
Device Dynamie Virtual Tunnel Interface (DVTI) Hub Gateway IP Address  Spoke Tunnel IP Atdress Pool
frd1 Virtual-Template1 (VPN-OUT-1_dynamic_vti_1) 20801751 VPN-POOL-198.51.100.0 e
Threat Defense Source:GigabitEthernetd/0 (VPN-OUT-1) T Range: 198.51.100.10-198.51.100.20 .
2 Spokes @ Edit
3 Authentication Settings @ Edit
4 SD-WAN Settings Edit

Cancel

+ Klicken Sie auf Weiter, um fortzufahren und die Speichen hinzuzufiigen. Sie kénnen
entweder eine Bulk-Hinzufliigungsoption nutzen, wenn Sie allgemeine Schnittstellen-



/Zonennamen haben, oder Stationen einzeln hinzuftgen.

FMC

Site To Site Overview Analysis Palicies
Site To Site

HUB-Spoke-VPN-Single-ISP~»

Hub and Spoke Route-Based (VTI) VPN Topology

1) Hubs @
Device ftdl DVTI VPN-OUT-1_dynamic_wti_1

o Spokes @

i Authentication Settings @

¢  SD-WAN Settings

Devices Objects Integration Deploy Q, Qm i @9 admin -

Edit

Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.0

Add Spokes (Bulk Addition) Add Spoke

No spokes are configured. Add a spoke.

Edit

Edit

+ Wahlen Sie die Gerate aus, und geben Sie ein Namensmuster fur die WAN-/externe
Schnittstelle an. Wenn die Gerate denselben Schnittstellennamen verwenden, ist die
Verwendung von Initialen ausreichend. Klicken Sie auf Weiter, und wenn die Validierung
erfolgreich ist, klicken Sie auf Hinzufligen. Bei Massenadditionen kénnen Sie den
Zonennamen auf die gleiche Weise verwenden.



Add Bulk Spokes

@ Aaddpevices

Available Devices"*

S, Search

Select VPN Interface Using *

2

(#) Interface Name Pattern @

|out

) Security Zone @

Select...

Validate Devices

Selected Devices*

ftd2
ftd3

frda




Add Bulk Spokes

N e
| Add

Device Name: fid2, Interface Name: VPN-OUT-1
Device Name: ftd3, Interface Name: VPN-OUT-1
Device Name: ftdd, Interface Name: VPN-OUT-4

Cancel Back

« Uberpriifen Sie die Speichen- und Overlay-Schnittstellendetails, um sicherzustellen, dass die
richtigen Schnittstellen ausgewahlt sind, und klicken Sie dann auf Weiter.



FMC ; ; - ; . . :
Site To Site Overview Analysis Palicies Devices Objects Integration Deploy Q. @ o+ 9 admin

HUB-Spoke-VPN-Single-ISP~
Hub and Spoke Route-Based (VTI) VPN Topology

1) Hubs @ Edit

Device ftdl DVTI VPN-QUT-1_dynamic_vti_1 Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Pool VPN-POOL-198.51,100.0
o Spokes @

Add Spokes (Bulk Addition) | [ Add Spake

Device VPN Interface Local Tunnel (IKE) Identity

faz VPN-0UT-1 (GigabitEthernet0/0) Type: Key ID .
Threat Defense P Addrese:203.0.113.2 Value: HUB-Spoke-VPN-Single-ISP_ftd2 ik

ftd3 VPN-OUT-1 (GigabitEthermet0/0) Type: Key ID P
Threat Defense 1P Address:203.0.113.3 Value: HUB-Spoke-VPN-Single-1SP_ftd3 .

fidd VPN -0UT-4 (GigabitEthemet0/0) Type: Key ID p
Threat Defense 1P Address:203.0.113.4 Value: HUB-Spoke-VPN-Single-1SP_ftd4 "

Viewing 1-30f 3

i Authentication Settings @ Edit

4 SD-WAN Settings Edit

Cancel

» Sie kdnnen entweder die Standardparameter fir die IPsec-Konfiguration beibehalten oder
nach Bedarf benutzerdefinierte Chiffren angeben. Klicken Sie auf Weiter, um fortzufahren. In
diesem Dokument werden die Standardparameter verwendet.



HUB-Spoke-VPN-Single-ISP~

Hub and Spoke Route-Based (VTI1) VPN Topology

Hubs @ Edit

Device ftdl DVTI VPN-OUT-1_dynamic_wti_1 Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.0

2| Spokes @ Edit
ftd2 VPN-OUT-1 Key ID: HUB-Spoke-VPN-Single-1SP_ftd2
Device fd3 VPN Interface VPN-OUT-1 Local Tunnel (IKE) ldentity Key ID: HUB-Spoke-VPN-Single-1SP_ftd3
ftadd VPN-0UT-4 Key ID; HUB-Spoke-VPN-Single-ISP_ftd4

o Authentication Settings @

Authentication Type* Transform Sets (IPsec Proposals)* IKEv2 Policies*
Pre-shared Automatic Key ~ AES-GEM x ® o AES-GCM-NULL-SHA-LATEST x X

Pre-shared Key Length*
24 The range is 110 127.

4 SD-WAN Settings Edit

» SchlieBlich kénnen Sie das Overlay-Routing im selben Assistenten fur diese Topologie
konfigurieren, indem Sie die entsprechenden BGP-Parameter wie die AS-Nummer, die
interne Schnittstellenankindigung und Community-Tags fur die Prafixfilterung angeben. Die
Sicherheitszone kann bei der Filterung des Datenverkehrs mithilfe von
Zugriffskontrollrichtlinien helfen. Sie kdnnen auf3erdem ein Objekt fur Schnittstellen erstellen
und diese bei der Neuverteilung verbundener Schnittstellen verwenden, wenn der Name
nicht der interne Name ist oder nicht symmetrisch zu den Geréaten in der Topologie ist.



;::C;n Site Overview Analysis Policies Devices Objects Integration Deploy Q @ It @ admin
HUB-Spoke-VPN-Single-ISP~

Hub and Spoke Route-Based (VTI) VPN Topology

1) Hubs @ Edit
Device ftdl DVTI VPN-OUT-1_dynamic_vti_1 Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.32
2 ) Spokes @ Edit
ftd2 VPN-OUT-1 Key ID: HUB-Spoke-VPN-Single-1SP_ftd2
Device ftd3 VPN Interface VPN-OUT-1 Local Tunnel (IKE) Identity Key ID: HUB-Spoke-VPN-Single-ISP_ftd3
frdd VPN-OUT-4 Key ID: HUB-Spoke-VPN-Single-ISP_ftd4
3 | Authentication Settings @ Edit

Authentication Pre-shared Automatic Key Pre-shared Key Length 24
@ sD-WaN Settings

Spoke Tunnel Interface Auto Generation

Static Virtual Tunnel Interfaces (SVTls) are auto generated on each spoke using the spoke’s |

VPN interface as tunnel source o establish a VPN to the DVTI on each of the hubs, View more
Spoke Tunnel Interface Security Zone
‘ VPN-QUT-1 X v |+

Overlay Routing Configuration

BGP tan be anabled on the VPN overlay topology for seamless VPN connactivity from the spokes to the hub, and for spoke-to-spoke connectivity via the hub. View maore

| Enable BGP on the VPN Overlay Topology
Autonomous System Number* @ Community Tag for Local Routes* @

| | 65500 | [[101000
Redistribute Connected Interfaces@

|L‘.t-"a_|'. nside* w ‘ -+

Enable Multiple Paths for BGP

Adlowes multiple BGP routes to be used al the same Uime 1o reéach thi: same destination. Enables BGP 1o load-balance trafhc across multiple lnks.

You have unsaved changes

+ Klicken Sie auf Weiter, dann auf Fertig stellen und schlie8lich auf Bereitstellen, um den
Prozess abzuschlieRen.

Verifizierung

» Sie kdnnen den Tunnelstatus Uberprifen, indem Sie zu Devices (Gerate) > VPN (VPN) >
Site to Site (Site-to-Site) navigieren.

Firewall Management Centar
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« Weitere Details kénnen unter Ubersicht > Dashboards > Site-to-Site-VPN (iberpriift werden.

[y Sl Managamantianer Owrvdew  Anshsis  Poieies  Devices  Objocls  kiegration Doply Q@ & @ admn v R
T % ||_Refrmsh Refrash avery |5 miftes ~
Tannel Summary Wade A Kada R Topodoty Stansn Lant Upetaned -
'} (VPN P 203.0.003.1) fod2 (VPN P 203011320 HUE -Spoke -VPH -Single - 155 & Acive 2025-09-03 DE0E 15
HUB-Spoke VPN -Single 155 O Active IT-09-03 OGEE
100% Active HUE <Sipoke VPN Single 158 O Active 20250909 060815
3 connections
Tepology
= ® ° ©
HUB-Spake-VPN-Singie-... a o 3
« Um weitere Einblicke zu erhalten, wahlen Sie den Tunnel aus, und klicken Sie auf
Vollstandige Informationen anzeigen.
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A U I 200 P10, B4 (VON B 2 1134 HUS - Spokn - VPN - Singl 5 Acthv 025-00-09 060815
frdl (VPN Interface IP: 203.8.113.1)
show crypto psec sa peer 200.0,113.2
frd2 (VPN Interface 10: 200.9.113.2)
how crypto ipsec s eer 143.0.113.1
Vi 1-3 643

» Die Ausgabe wird direkt Uber die FTD-CLI angezeigt und kann aktualisiert werden, um
aktualisierte Zahler und wichtige Informationen anzuzeigen, z. B. Details zum
Sicherheitsparameterindex (SPI).



Tunnel Details (7]

Summary

Node A (203.0.113.1/500) ] ) Node B (203.0.113.2/500) [§
(B

IPsec Security Associations (1)
0.0.0.0/0.0.0.0/0/0 0.0,0.0/0.0.0.0/0/0

ftdl (VPN Interface IP: 203.8.113.1) ftd2 (VPN Interface IP: 203.0.113.2)

show crypto ipsec sa peer 203.90.113.2 show crypto ipsec sa peer 203.9.113.1
peer address: 203.8.113.2 peer address: 203.8.113.1
interface: VPN-OUT-1_dynamic_vti_1_va9 interface: VPN-OUT-1_static_vti 1
Crypto map tag: VPN-OQUT-1_dynamic_wti_1_vtemplate_dyn_map, seq n Crypto map tag: __wvti-crypto-map-Tunnell-@-1, q num: 65288, log

Protected vrf (iv Global Protected vrf (ivrf): Global

local ident (addr/mask/prot/port): (90.0.0.0/0.90.0.08/0/0) local ident (addr/m rot/port): (9.9.0.0/0.0.8.0/0/
remote ident (addr/mask/prot/port): (9.0.0.0/0.0.0.08/0/0) remote ident (addr/ fprot/port): (0.90.0.8/0.80 f
current_peer: 203.0.113.2 current_peer: 2083.0.113.1

#pkts encaps: 155, #pkts encrypt: 155, #pkts digest: 155 #pkts encaps: 154, #pkts encrypt: 154, #pkts diges

#pkts decaps: 154, #pkts decrypt: 154, #pk verify: 15 155, #pkts decrypt: 155, #pkts verify: 155

#pk compressed: @, #pkts decom sed: @ i ed: @, #pkts decompressed: @

#pkts not compressed: 155, #pkts comp Tailed: @, #pkts decomp not compr d: 154, #pkts comp failed: @, #pkts decomp f

#pre-frag successes: @, #pre-frag failures: @, #fragments crea #pre-frag successes: @, #pre-frag failures: @8, #fragments creatf
#PMTUs sent: @, #PMTUs rcvd: @, #decapsulated frgs needing rea #PMTUs sent: @, #PMTUs rcvd: @, #decapsulated frgs needing reag
#TFC rcvd: @, #TFC @ #TFC rcvd: @, #TFC t: @

#Valid ICMP Errors rcvd: @, #Invalid ICMP Errors rcvd: @ #Valid P Errors rcvd: @, #Invalid ICMP Errors rcvd: @

#pkts not offload decrypted: 154 #pkts not offload dec

#send errors: @, #recv errors: @ #send errors: @, #recv errors: @

local crypto endpt.: 3.0.113.1/5088, remote crypto endpt.: 20 local crypto endpt.: 203.0.113.2/500, remote crypto endpt.:
path mtu 1508, ipsec overhead 55(36), media mtu 1560 path mtu 1588, ipsec overhead 55(36), media mtu 1580

PMTU time remaining (sec @, DF policy: copy-df PMTU time remaining (sec): @, DF policy: copy-df

ICMP error validation: disabled, TFC pa L d bl ICMP error val tion: disabled, ackets: disabled
current outbound spi: 3EE69843 current outbound spi: D113FBF4

current inbound spi : D113FBF4 current inbound spi : 3EE69843

inbound 5851 inbound esp sas:
spi: 28) E62843 (1055299651)
SA State: active SA State: active
form: esp-ae m-256 esp-null-hmac no compression transform: esp esp-null-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, VTI, } 1 settings ={L2L, Tunnel, IKEvZ, VTI, }
slot: @, _id: 9, crypto-map: VPN-OUT-1_dynamic_wti_1_wvt4

lifetime (sec):

» Die FTD-CLI kann auch verwendet werden, um Routing-Informationen und den BGP-
Peering-Status zu Uberprifen.

HUB-seitig

<tfroot>

HUB1# show bgp sunmary

BGP router identifier 198.51.100.3, Tocal AS number 65500
BGP table version 1is 7, main routing table version 7

2 network entries using 400 bytes of memory

2 path entries using 160 bytes of memory



1/1 BGP path/bestpath attribute entries using 208 bytes of memory

1 BGP community entries using 24 bytes of memory

1 BGP route-map cache entries using 64 bytes of memory
0 BGP filter-1list cache entries using 0 bytes of memory
BGP using 856 total bytes of memory

BGP activity 2/0 prefixes, 4/2 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent  Tb1Ver
198.51.100.10 4 65500 4 6 7

<<<<< spoke 1 bgp peering

198.51.100.11 4 65500 5 5 7

<<<<< spoke 2 bgp peering

198.51.100.12 4 65500 5 5 7

<<<<< spoke 3 bgp peering

<tfroot>

HUB1# show route bgp

InQ OutQ Up/Down State/PfxRcd

0

0

0

0 00:00:45 O

0 00:00:44 1

0 00:00:52 1

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

*

ia - IS-IS inter area,

- candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

B 192.0.2.0 255.255.255.248 [200/1] via 198.51.100.10, 00:00:18

<<<<<<<< spoke 1 inside network

B 192.0.2.8 255.255.255.248 [200/1] via 198.51.100.11, 00:08:08

<<<<<<<< spoke 2 inside network

B 192.0.2.16 255.255.255.248 [200/1] via 198.51.100.12, 00:08:16

<<<<<<<< spoke 3 inside network

<tfroot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100. 10 routes

<<<<< to check only prefix receieved from specific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,

r RIB-failure, S Stale, m multipath



Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.0/29 198.51.100.10 1 100 0 7

<<<<<<<<<< routes received fromspoke 1

Total number of prefixes 1

<{froot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100. 11 routes

<<<<< to check only prefix receieved fromspecific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.8/29 198.51.100.11 1 100 0 7

<<<<<<<<<< routes received fromspoke 2

Total number of prefixes 1

<tfroot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100.12 routes

<<<<< to check only prefix receieved from specific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.16/29 198.51.100.12 1 100 0o 7

<<<<<<<<<< routes received from spoke 3

Total number of prefixes 1

auf Spoke-Seite



Die gleiche Uberpriifung kann auch an den Spoke-Geraten durchgefiihrt werden. Hier ist ein
Beispiel aus einer der Speichen.

<#froot>

Spokel# show bgp sumary

BGP router identifier 198.51.100.4, Tocal AS number 65500
BGP table version is 12, main routing table version 12

3 network entries using 600 bytes of memory

3 path entries using 240 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
2 BGP rrinfo entries using 80 bytes of memory

1 BGP community entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1360 total bytes of memory

BGP activity 5/2 prefixes, 7/4 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Tb1Ver 1InQ OutQ Up/Down State/PfxRcd
198.51.100.1 4 65500 12 11 12 0 0 00:07:11 2

<<<<<<<<< BGP peering with HUB

<tfroot>

Spokel# show bgp i pv4 unicast nei ghbors 198.51.100.1 routes

BGP table version 1is 12, local router ID is 198.51.100.4

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.8/29 198.51.100.1 1 100 0o 7

<<<<<<< route received fromHUB for spoke 2

*>7192.0.2.16/29 198.51.100.1 1 100 0o 7

<<<<<<< route received fromHUB for spoke 3

Total number of prefixes 2

<ffroot>

Spokel# show bgp ipv4 unicast neighbors 198.51.100.1 adverti sed-routes

BGP table version is 12, Tocal router ID is 198.51.100.4
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath



Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 192.0.2.0/29 0.0.0.0 0 32768 7

<<<<<<<< route advertised by this spoke into BGP

Total number of prefixes 1

<{froot>

Spokel# show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

B 192.0.2.8 255.255.255.248 [200/1] via 198.51.100.1, 00:13:42
<<<<<< spoke 2 inside network

B 192.0.2.16 255.255.255.248 [200/1] via 198.51.100.1, 00:13:42

<<<<<< spoke 3 inside network

Dual-HUB und -Spoke (Single-ISP fur redundanten HUB tUber EBGP zwischen
sekundaren HUB und Spokes)

Netzwerkdiagramm
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Fahren Sie nach dem Hinzufiigen des ersten HUB mit dem Hinzufiigen des zweiten HUB fort.
Gehen Sie dabei wie zuvor fur HUB1 beschrieben vor.

FMC

Site To Site Overview Analysis Policies Devices Objects Integration Deploy Q @ fe N | admin -

Dual-HUB-Spoke-VPN-Single-ISP~»

Hub and Spoke Route-Based (VTI) VPN Topology

© Hiso
Device Dynamic Virtual Tunnel Interface (DVTI) :zzrm 1P Spoke Tunnel IP Address Pool
frd1 Virtual -Telrnplalle1 (VPN=-OUT=1_dynamic_vti_1) 203.0.112.1 VPN-POOL-198.51.100.0 7
Threat Defense Source:GigabitEthernet0/0 (VPN-0OUT-1) Range: 198.51.100.10-198.51.1

+ Fahren Sie mit der Erstellung des DVTI (Dynamic Virtual Tunnel Interface) fort.

Add Loopback Interface

Goneral IPvd IPvé

Mame:
| VPN-OUT-LOOPBACK
® Enabled
Loopback ID;*
1

Oeu-rim'mn

» Fur HUB 2 VTI-Tunnel auf der Spoke-Seite ist ein neuer IP-Adresspool erforderlich. Erstellen
und konfigurieren Sie den neuen Pool, und speichern Sie die Anderungen.



Device* @
fud2

Diynamnéc Virtual Tunnel Interface (DVTI)* @

WPN-OUT-1_dynamic_wti_1 v |+
Tunnel Source: VPN-0UT-1 (I Address: 203.0.113.2)

Hub Gateway IP Address @
202.0.112.2

Spoke Tunnel IP Address Pool *
VPN-POOL-198.51.100.32

— Firewall Management Center : : : . < = _
5] Devices { VPN / Site To Site Ovendew Analysis Policies. Devices Objects Integration Deply @ @& & @ admin

His' SECURE

Dual-HUB-Spoke-VPN-Single-ISP~
Hub and Spoke Route-Based (VTI) VPN Topology

© ruso
i H
Device Bynambc Virtual Tuseed Interface [OVTT) Hub Gaveway 1P Spoke Tunnel IF Address Pool
i " Wirtual-Template 1 (WPN-OUT-1_dynamic_vai_1] WPN-POOL-198,51.100.0 -
Primar 202,0.113,1
Thewat Defenss « Source:GigabitEthemetd (VPN-OUT-1) o Range: 1598.51.100.10-198.51.100.20 s
2 o Virtual-Template 1 (VPN-OUT=1_dynamic_vei_1] F030.113.2 VPN-POOL=108.51.100.32 i
Threat Defense SourceGoaIENMeD (VPN-OUT-1) o Fango: 198,51, 100.80-108.51.100.50 L
2 Spokes @

Edit
fed3 VPN-OUT-1 Ky (3 HLB-SDM-WN—SiFQH—lSP_HE:!
Dovice pg  VPNIntertace oo our.g  LOCH Tunnel IKENMOnty o HUB-Spoke-VEN-Single-1SP_fidd

3 Authentication Settings @ Edit

Auth ion Pro-shared icKoy  Pro-sharod Koy Longth 24

4 SD-WAN Settings Edit

BGP on Overlay Enabled
Hubis and spokes are conbgured with intemal BGP and AS rumber 65500,

Cancel m

« Andern Sie im letzten Schritt die SD-WAN-Einstellungen, um das eBGP-Peering zwischen
dem zweiten HUB und den Stationen zu konfigurieren. Aktivieren Sie die Option Sekundarer
HUB befindet sich in einem anderen autonomen System, und geben Sie die AS-Nummer
(Autonomous System) fir den sekundéaren HUB an. IBGP kann auch verwendet werden,
wenn die Verwendung unterschiedlicher AS-Nummern in Ihrer Umgebung nicht
eingeschrankt ist, indem die Option "Sekundarer HUB" in einem anderen autonomen System
deaktiviert wird. Dadurch werden dieselbe Community-Tag- und AS-Nummer auch fir das
sekundare HUB verwendet. Der Schwerpunkt dieses Artikels liegt auf eBGP fir die aktuelle



Konfiguration.

Firewall Management Center

Devices / VPN [ Site To Sie

Owerview Analysis Pualicies Devices Objects Integration Depley O & & @ admin -~ el SECURE
Dual-HUB-Spoke-VPN-Single-ISP~
Hub and Spoke Route-Based (VTI) VPN Topology

1) Hubs @ Edit
e WPN-OUT-1_dyrarmic_vti_1 0a0m31 VPN-POOL-198.51.100.0
|
Device oy OVT o oum-1_aynammie_wi_1  SUEWaV IR Address oy pangy  SPokeTunnelIF Address Pool \py poor-108.51.100.32
Spakes @ Edit
L fd3 VPN-0UT-1 . Key ID; HUB-Spoke-VPN-Single-15P_fid3
Devies (of VPNinterface oo, Local Tunnel (KE)Identity | o SneloSp_fiad

Authentication Settings @
Authentication Pre-shared Automatic Key  Pre-shared Key Length 23
© SO-WAN Settings

Spoke Tunnel Interface Auto Generation

Spaoke Tunnel Interface Security Zone
WPN-QUT-1 X v |+

Owsitay Routing Configuration

Enale BGP on the VPN Overlay Topalogy
Autonomous Systorm Number* @ Community Tag for Local Rautes * @

65500 101010
Redistribute Connected Interfacesil
de® v [+

Secondany Hub is in different Autonomdis Systergl
Autonamous System Number * Community Tag for Leamed Routes * @
65510 010101

Emable Multiple Paths for BGP

Alicwes musliiple ot 1 b e i tha 3ame time 40 neach the sama destination. Enabies BGP to lnad-balancs trflc somss mulipls Snis.

m You have unsaved changes

Stellen Sie sicher, dass sowohl die AS-Nummer (Autonomous System) als auch das Community-
Tag in dieser Konfiguration eindeutig sind.

Verifizierung

Dieses Diagramm zeigt die Overlay-Topologie.



AS65500 AS65510

Primary HUB 1 DVTI HUB 2 DVTI

<4—Backup—»
VTI Tunnel / \
VTI Tunnel

VTI Tunnel VTI Tunnel

SVTI1  SVTI2 SVTI 1 SVTI 2

Spoke 1 Spoke 2
Inside 192.0.2.8/29 Inside 192.0.2.16/29

* Navigieren Sie im FMC zu Devices > VPN > Site to Site.

Fnre:vvallfu‘lanalgement Center Overview Analysis Policies. Devices Oblects Integration Deply C & & @ admin g

Last Updated: 02:20 PM NAT Exemptions

* FRofresh

Tapology Mame VEN Type Natwork Tapology

Tunnel Statiss Distribution KB W2
v Duusl-HUB-Spoke- VPN -Single- 159 Route Based (VT1) SD-WAN Tepology o s u
Hub Spoke
Device WEN interface VT Intertace Device VPH Interace VT Interface
™ fdl VPN-OUT-1 (203.0.113.1) WPH-OUT-1_dyram...  (196.51.100.1) FID fd3 VPN-OUT-1 [203.0.113.3) VPN-OUT-1_static_... [198.51.100.10)
™ fid VPN-OUT-1 (202.0.113.1) VPN-OUT-1_cymam._. {198.51.100.1) P hdd WPN-OUT-2 [203.0.112.4) VPN-DUT-4_static_... [188.81.100.11)
FID a2 VPN-OUT-1 (203.0.113.3) VPN-OUT=1_gyram... (198.51.100.2) Fo ho3 VRN-OUT=1 (203.0.113.3) VPN-DUT=1_sttic_... (198.51.100.40)
Fio fid2 VPN-OUT-1 (203.0.113.2) VPN-OUT-1_dynam... (198.51.100.2) FD  fadd VPN-OUT-4 (203.0.113.4) VPN-OUT-4_static_... (198.51.100.41)

Vigwing 1-4 of 4

» Alle anderen Schritte bleiben unverandert.




Dual-HUB und -Spoke (Dual-ISP fir redundante HUBs und ISPs Gber EBGP
zwischen sekundaren HUBs und Spokes)

Netzwerkdiagramm
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Die Bereitstellung fir diese Topologie wird mit dem ersten ISP Ubersprungen, da dies in der
vorherigen Topologie behandelt wurde.

Topalogy Mama VPN Type Natwork Topaiagy Tunnel Status Dissribution wev mevz
v Gual-HUB- Spoke-VPH-Dual-15P-1 Foute Based (VT SO-WAN Topology — By £ ¥
Hub Spoke

Davice VPN Interface VTiinterface. IDavice VPN Intarface Tl Interface

FB i VPN-OUT-1 (20301131} VPN-OUT-1_dynam... (198.51.100.1) » Ao fod VPN-OUT-1 (20201133 VPN-OUT-1_static_.. [198.51.100.10)

FE o WPN-OUT-1 (20301131} VPN-OUT-1_gynam... (198,51.100.1) - Mo hod VPH-OUT-4 (20301134} VPN-OUT-4_statie_.. (198,51.100.11)

FIB tdZ VPN-OUT-1 (202.0.11332) WPN-OUT-1_chymam... (194.51.100.2] . Ao o3 VEN-OUT-1 (2020.013.3) VEN-OUT-1_static_... [198.51.100.40)

FE haz WPH-DUT-1 {203.0,113.3) VPN-OUT-1_gynam... (198,51.100.2) - 76 hdd VPH-OUT-4 (20301434} VPH-OUT-4_statie_... (198.51.100.41}

Wiewing 1-d of 4

» Als Nachstes fligen Sie die zweite Topologie hinzu, indem Sie zwei zusatzliche DVTI-

Schnittstellen pro HUB erstellen, die jeweils die Underlay-Schnittstelle fir ISP 2 (VPN-OUT-
2) nutzen.

Add Virtual Tunnel Interface

General Path Manitoring

Tunnel Type

Marme:*
| VPN-OUT-1_dynamic_wii_2

Enabled
Description:

Secuity Zone:
Device* @

[t Priairity:
Dynamic Virtual Tunnel Interface (DVTI)* @
[Select...

Hub Gateway IP Address @ L-"l'rru.a.' Tunned interface Details

Template 1D:*
2

Tunnel Source:

GigabitEthernetd/1 (VEN-QUT-2) » | | 203.0.113.33

WPsec Tunnel Details

IPsec Tunnel Mode:*
= IPva 1PvE

IP Address:”
L]

Loopback2 (VPN-2-LOOPBACK... » | ==

S |

+ Speziell fir Spoke Virtual Tunnel Interface (VTI)-Adressen wird ein zusatzlicher VPN-IP-
Adresspool bereitgestellt.



Davice* @
fed1

Dynamic Virtual Tunnel Interface (DVTI)* @
VPN-QUT-1_dynamic_wvii_2
Tunnel Source: VPN-OUT-2 (IP Address: 203.0.113.33)

Hub Gateway IP Address @
203.0.113.33

Spake Tunnel IP Address Pool*
VPN-POOL-198.51.100.70

Firewall Management Center oy amsbsis  Poicies  Deiess  Obiocts  Imopration Doy O @ & @ | admin v bsccun
—
Dual-HUB-Spoke-VPN-Dual-ISP-2#
Hub and Spoke Route-Based (VT1) VPN Topology
O Hs e
Dewice Drynamis Virnaal Tunned Interface (DVTI} Hub Gatewary IP Address Spelo Tunned IP Address Pool
fud1 Wirtual -Templane 2 (VPN-OUT- 1_dynamsc_vi_2) 203.0.113.53 VPN-POOL-158.51.100.70 PL
Trreat Defense SourcsGRMEEherra0/1 (VPN-CUT-2) B Range: 198:51,100.70- 196.51,100.80 "
z Spokos @ Edit

3 Authentication Settings @ Eit

1 ED-WAN Sottings

O |

* Um einen sekundaren Hub hinzuzufiigen, wiederholen Sie den Vorgang, indem Sie DVTI 2
Uber die sekundare ISP-Schnittstelle (VPN-OUT-2) erstellen, und konfigurieren Sie einen
zusatzlichen IP-Pool fir Spoke-End-VTI-Adressen.



Add Virtual Tunnel Interface

General Path Monitoring

Tunnel Type

Narme:*
VPN=0UT=1_dynamic_vti_2

Enabled
Description:

Security Zone:
VPN-OUT-2

Priority:

Virtual Tunnel interface Details

Template ID:*
2

Tunnel Source:

GigabitEthernetd/1 (VPN-OUT-2) » | | 203.0.113.34

IPsec Tunnel Details
IPsec Tunnel Mode:*

2 IPvd IPvE

1P Address:”
L]

| Loopback2 (VPN-2-LOOPBACK) + | +

Device* @
fre2

Dynamic Virtual Tunnel Interface (DVTI) " @
WPN-DUT-1_dynaric_wti_2 v | + 4
Tunnel Source: VPN-0UT-2 (IP Address: 203.0.113.34)

Hub Gateway IP Address @
203.0.113.34

ke Tunnel IP Address Pool *
VPN-POOL-198.51.100.100

Cancel m

+ Achten Sie beim Hinzufiigen einer Speiche darauf, dass die richtige Underlay-/WWAN-
Schnittstelle fur die VTI-Tunnel festgelegt ist. Diese Topologie verwendet die sekundare ISP-



Schnittstelle VPN-OUT-2.

Add Bulk Spokes

1 Add Devices

~ Device Name: fid3, Interface Mame:
~" Device Name: ftdd, Interface Mame:

Firewall Management Center

Devices / VPN | Site To Site Overdew Analysis Policies Devices Objects Integration Deploy @ @ 4t @ admin -~
—
Dual-HUB-Spoke-VPN-Dual-ISP-2~
Hub and Spoke Route-Based (VTI) VPN Topology
(1) Hubs @ Edit
_ frdt VPN-OUT-1_dynamic_wii_2 203.0.113.33 VWPN-POOL-198.51.100.70
Device ftd2 oVl VPN-OUT-1_dynamic_wi_2 Gateway IP Address 203.0.113.24 Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.100
o Spokes @
View Generated Tunnel Interfaces Add Spokes (Bulk Addition) ] | Add Spoke
Device VPN Interface Local Tunned (IKE) Identity
frd3 VPN-QUT-2 (GigabitEthernet0/1) Type: Key ID e
Threat Defense IP Address:203.0.113.35 Value: Dual-HUB-Spoke-VPN-Dual-ISP-2_ftd: "
ficid VPN-OUT-2 (GigabitEthernetd/1) Type: Key ID P
Threat Defense 1P Address:203.0.113.36 Value: Dual-HUB-Spoke -WPN-Dual-I5P-2_frd: .
1€ < Viewing 1-2 of 2 >
3 Authentication Settings @ Edit
4 SD-WAN Sattings Edit



» Stellen Sie beim Konfigurieren des Routings sicher, dass die Community-Tags und AS-
Nummern fur beide HUBs in dieser Topologie mit den Tags Ubereinstimmen, die in der
vorherigen ISP1-Topologie verwendet wurden. Die Topologie nutzt unterschiedliche
Sicherheitszonen, die verbleibenden Konfigurationen (AS-Nummern fir priméare und

sekundare HUBs sowie Community-Tags) sind jedoch identisch. Dies ist erforderlich, damit

die Benutzeroberflache die Topologieprifung abschlielen kann.

Firewall Managerﬂgm Center Cerview Analysis Policies Devices Objects Integration Deploy Q. @ ¢ @

Devices / VPN [ Site To Site

Dual-HUB-Spoke-VPN-Dual-ISP-2#

Hub and Spoke Route-Based (VTI) VPN Topology

Hubs @ Edit

i VPN-OUT-1_dynamic_vti_2 203.0.113.33 VPN-POOL-138.51.100.70
DvTI = =" Gateway |P Address Spoke T o IP Address Poal
g2 VPN-QUT-1_dynamic_vi_2 Ny o5 0a.0.11234  orore unneliB AddressFool ypn-poOL-198.51.100.100

Device
2 | Spokes @ Edit

_ fid3 VPN-OUT-2 .. Key ID: Dual-HUB-Spoke -VPN=Dual-ISP-2_ftd3
Device VPN Interface Loeal Tunnel (IKE) ident
Bvic ftd nterfac VPN-QUT-2 oeal Tunnel (IKE) ldentity Key 1D: Dual-HUB-Spoke-VPN-Dual-ISP-2_fidd

i | Authentication Settings @ Edit
Authentication Pre-shared Automatic Key Pre-shared Key Length 24

© so-wan settings
Spoke Tunnel Interface Auto Generation
Spoke Tunnel Interface Security Zone @
VPN-QUT-2 oW
Owverlay Routing Configuration
& Enable BGP on the VPN Overlay Topology

Autonomous System Number® @ Community Tag for Local Routes ™ @
65500 101010

Redistribute Connected Interfacesi
L

Secondary Hub is in different Autonomous System@
Autonomous System Number® Community Tag for Leamed Routes® @

65510 010

Enable Multiple Paths for BGP
You have unsaved changes

 Alle anderen Einstellungen bleiben unverandert. SchlieRen Sie den Assistenten ab, und
fahren Sie mit der Bereitstellung fort.

Verifizierung

» Die Topologie wird wie dargestellt angezeigt.

admin -
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Navigieren Sie zu Devices > VPN > Site to Site, um die Topologie anzuzeigen.




IFIFE‘N\a“IMBnaIgEI'TBﬂt Center Ovaréew Analysis Policies Devices Objects Insegration Depky 2, @ % @ . s
—
Last Updated: 03:26 PM | natexemptions W aca |
- " x Redresh
Topaogy Hame VPH Type Ntwork Topology Tennel Status Distribution KEl  KEv2
v Dual-HUB-Spoke-VFN- Dual-I5P- 1 Foute Based (VT1) SO-WAN Topology — o £
Hub Spake

Divice VPN intarface VTl intarisce Davice VPN intartace VTiintarisce

0 VPN-OUT-1 (03001300 jusqjsp VPN-OUT-1_dyram.., (198.51.100,1) fo md3 VPN-OUT-1 (203.0113.3) VPN-OUT-1_static_... (196.51.100.10)

o) a1 VEN-OUT-1 [201.0.113.1) VEM-BUT-1_dyram_. [198.51.100.1) B Hda VPN-OUT-2 (203.0.113.4] VEN-OUT-4_static__.. (138.51.100.11)

#0 maz VPN-OUT-1 (203.0.113.2) VPN-OUT-1_dyram_. (198.51.100.3) D ha3 VPN-OUT-1 (2030.113.3) VPN-OUT-1_statie__. (196.51.100.40)

#D| a2 VeH-OUT-1 (onearay D2 SP VPM-OUT-1_dymarm.. (198.51.100.2) PO mda VPN-OUT-2 (203.0.113.4) VEN-OUT-4_static_.. (198.51.100.41)

Viewing 1-4 of 4

w  Dual=-HUB-Spokg-VPM- Dual=-ISP- 2 Route Based (VT SD-WAN Topology oy - W £ u
Hub Spoke
Desvtce VPN Interface VT Interface Dawvice VPN Interface VTl Interface
D fodl VPN-OUT-2  (203.0.113.33) VPN-OUT-1_dyram_.  (198.51.100.3) o hd3 VPN-OUT-2 (203.00113.3%5) VPN-OUT-Z_static__.. (198.51.100.70)
HUB 1 I5P 2
IO fedl VPN-OUT-2 [203.0.113.33) VPH-OUT=-1_ gy, (198.51.100.3) HD hdd VIPN-0UT-2 (203.0.113.36} VPN-OUT-2_satie .. (198.51.100.71)
D fedi VPH-OUT-2 (200.0.113.34) VPH-OUT-1_dynam. (198.51.100.4) e hdd VPN-OUT-2 (203.0.112.35) VPN-OUT-2_static_ (196.51.100.100)
HUB 2 ISP 2
6 fed2 VPN-OUT-2 (303.0.113.34) VPN-OUT-1_dyram._.  (188.51.100.4) B fdd VIPN-OUT-2 (203.00113.36) VPN-OUT-2_static__.. (198.51.100.101 )
Viewing 1-4 of 4

Diese Konfiguration flihrt zu vier BGP-Peerings pro Gerat, und jede Spoke verfiigt Gber die
geeigneten Routen, um andere Spokes zu erreichen. Als Beispiel kbnnen Sie die Ausgabe von
einem der Spokes abrufen.

Fir Speiche 1

<tfroot>

Spokel#show bgp summary

BGP router identifier 203.0.113.35, Tocal AS number 65500
BGP table version is 4, main routing table version 4

2 network entries using 400 bytes of memory

7 path entries using 560 bytes of memory

1 multipath network entries and 2 multipath paths

3/2 BGP path/bestpath attribute entries using 624 bytes of memory
1 BGP rrinfo entries using 40 bytes of memory

1 BGP AS-PATH entries using 40 bytes of memory

2 BGP community entries using 48 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1712 total bytes of memory

BGP activity 2/0 prefixes, 7/0 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Tb1Ver InQ OutQ Up/Down State/PfxRcd
198.51.100.1 4 65500 229 226 4 0 0 04:07:22 1

<<<<<<<<<< HUB 1 ISP 1 VTI

198.51.100.2 4 65510 226 230 4 0 0 04:06:36 2

<<<<<<<<<< HUB 2 ISP 1 VTI

198.51.100.3 4 65500 182 183 4 0 0 03:16:45 1

<<<<<<<<<< HUB 1 ISP 2 VTI



198.51.100.4 4 65510 183 183 4 0 0 03:16:30 2

<<<<<<<<<< HUB 2 ISP 2 VTI

<tfroot>

Spokel#show bgp i pv4 uni cast neighbors 198.51.100.1 routes <<<< check for specific prefixes received vi:

BGP table version is 4, local router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.16/29 198.51.100.1 1 100 0o 7

<<<<<<<< spoke 2 network received via HUB 1 ISP 1 tunne

Total number of prefixes 1

<#root>

Spokel#show bgp i pv4 uni cast nei ghbors 198.51.100.3 routes <<<< check for specific prefixes received vi:

BGP table version 1is 4, Tlocal router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*mil92.0.2.16/29 198.51.100.3 1 100 0o 7

<<<<<<<< spoke 2 network received via HUB 1 ISP 2 tunne

Total number of prefixes 1

<{froot>

Spokel# show bgp i pv4 unicast nei ghbors 198.51.100.2 routes <<<< check for specific prefixes received v

BGP table version is 4, local router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 192.0.2.8/29 198.51.100.2 100 0 65510 65510 ?

<<<<<<< inside network receieved cause we advertised it to HUB 1 from ISP 2 topol ogy

* 192.0.2.16/29 198.51.100.2 100 0 65510 65510 ?



<<<<<<<< spoke 2 network received via HUB 2 ISP 1 tunnel but not preferred

Total number of prefixes 2

<tfroot>

Spokel# show bgp ipv4 unicast neighbors 198.51.100.4 routes <<<< check for specific prefixes received v

BGP table version is 4, local router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 192.0.2.8/29 198.51.100.4 100 0 65510 65510 ?

<<<<<<< inside network recei eved cause we advertised it to HUB 2 from ISP 1 topol ogy
* 192.0.2.16/29 198.51.100.4 100 0 65510 65510 ?

<<<<<<<< spoke 2 network received via HUB 2 | SP 2 tunnel but not preferred

Total number of prefixes 2

Die Routing-Tabelle wird wie dargestellt angezeigt. Sie bestatigt, dass ein Load Balancing des
Datenverkehrs zwischen den beiden Verbindungen auf der Spoke-Seite stattfindet.

<tfroot>

Spokel#show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

B 192.0.2.16 255.255.255.248 [200/1] via 198.51.100.3, 03:23:53
<<<<< mul tipath for spoke 2 inside network

[200/1] via 198.51.100.1, 03:23:53

<<<<< mul tipath for spoke 2 inside network

<tfroot>



Spokel#show bgp 192.0.2. 16

BGP routing table entry for 192.0.2.16/29, version 4
Paths: (4 available, best #4, table default)
MuTltipath: eBGP 1iBGP
Advertised to update-groups:
2 4
65510 65510
198.51.100.4 from 198.51.100.4 (198.51.100.4)

<<<< HUB2 | SP2 next - hop

Origin incomplete, metric 100, localpref 100, valid, external
Community: 10101
Local
198.51.100.3 from 198.51.100.3 (198.51.100.3)

<<<< HUB1l | SP2 next - hop

Origin incomplete, metric 1, Tocalpref 100, valid, internal, multipath
Community: 10101
Originator: 203.0.113.36, Cluster Tist: 198.51.100.3
65510 65510
198.51.100.2 from 198.51.100.2 (198.51.100.4)

<<<< HUB2 | SP1 next - hop

Origin incomplete, metric 100, localpref 100, valid, external
Community: 10101
Local
198.51.100.1 from 198.51.100.1 (198.51.100.3)

<<<< HUB1l | SP1 next - hop

Origin incomplete, metric 1, localpref 100, valid, internal, multipath, best
Community: 10101
Originator: 203.0.113.36, Cluster Tist: 198.51.100.3

Schlussfolgerung

In diesem Artikel werden verschiedene Bereitstellungsszenarien erlautert, die mit einem einzigen
Setup-Assistenten einfach implementiert werden kénnen.

Zugehorige Informationen

» Weitere Unterstltzung erhalten Sie beim TAC. Ein gultiger Support-Vertrag ist
erforderlich:Cisco Worldwide Support Contacts
+ Sie konnen hier auch die Cisco VPN Community besuchen.



https://www.cisco.com/c/de_de/support/web/tsd-cisco-worldwide-contacts.html
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn
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