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Cisco DNA Spaces 
 
This Privacy Data Sheet describes the processing of personal data (or personal identifiable information) by Cisco DNA Spaces.  
 
1. Overview of Cisco DNA Spaces Capabilities  
 
Cisco DNA Spaces uses MAC address-based location data to gain insights into the behavior of end user devices and network-
connected objects in any place with wireless connectivity, allowing customers to make informed business decisions, optimize 
operations, and improve experiences.  Cisco DNA Spaces brings together multiple location-based services capabilities in a 
unified platform and user interface (the “Service”).   
 
For a detailed overview of Cisco DNA Spaces, please visit the Cisco DNA Spaces website, here: 
https://www.cisco.com/c/en/us/solutions/enterprise-networks/dna-spaces/index.html.  
 
The following paragraphs describe Cisco’s processing of personal data in connection with the delivery of the Service, the 
location and transfers of that data, and how it is secured in accordance with privacy principles, laws, and regulations. Cisco will 
use your personal data consistent with this Privacy Data Sheet. Note that this Privacy Data Sheet is a supplement to the Cisco 
Privacy Statement. 
 
2. Personal Data Processing  
 
The tables below list the personal data used by the “See”, “Act” and “Extend” Tiers of Cisco DNA Spaces to carry out the Service 
and describes why we process that data. 
 
See Tier 
 

 
 
 
 
 
 

Personal Data Category Types of Personal Data Purpose of Processing  

System Administrator Log-in 
Information  
 

• First name and last name 
• E-mail address 
• Password 

Use the Service (i.e., authenticate authorized users of 
the solution) 

 

End User Information 
 

• MAC Address 
• Employee Username* 
• Userid of End User** 

 

Use the Service (i.e., End User behavior tracking (such 
as visit duration, approximate location), device 
behavior tracking (such as status, temperature)) 

https://www.cisco.com/c/en/us/solutions/enterprise-networks/dna-spaces/index.html
https://www.cisco.com/c/en/us/solutions/enterprise-networks/dna-spaces/index.html
https://www.cisco.com/c/en/us/about/legal/privacy-full.html
https://www.cisco.com/c/en/us/about/legal/privacy-full.html
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Act Tier 
 

  
Extend Tier 
 
Extend Tier enables Customer to designate types of location data generated under DNA Spaces for transmission and use by 
third party sevices vendors (“Partner”) with whom Customer has contracted with for other services.  Customer must consent to 
the use of the location data by each applicable Partner through the DNA Spaces App Center portal (“App Center”), which 
introduces Customer and Partners, and enables transmission of location data through the Cisco Firehose API (“API”).  Use of 
Customer Personal Data accessed by Partner through the API will be subject to privacy terms entered into by Partner and 
Customer.  Cisco does not access or process the location data including Personal Data through the App Center function itself. 
 

Personal Data Category Types of Personal Data Purpose of Processing  

System Administrator Log-in 
Information  
  

• First name and last name 
• E-mail address 
• Password 

Use the Service (i.e., authenticate authorized users of the 
solution) 
  

End User Information 
  

• MAC Address (collected by 
default) 

• Employee Username* 
• Userid of End User** 

• Use the Service (i.e., enable captive portal 
authentication, End User behavior tracking, (such as 
visit duration, approximate location) device behavior 
tracking (such as status, temperature)) 

Personal Data Category Types of Personal Data Purpose of Processing  

System Administrator Log-in 
Information  
 

• First name and last name 
• E-mail address 
• Password 

Use the Service (i.e., authenticate authorized users of the 
solution) 

 

End User Information 
 

• MAC Address (collected by 
default) 

• Employee Username* 
• Userid of End User** 
• Customer has option to enable 

via captive portal collection and 
processing of additional types 
of Personal Data, such as: 

 
• First name and last name 
• Gender 
• E-mail address 
• Phone number 
• Title 
• Zip code 
• Business tag (Customer 

assigned labels/categories 
for End-users) 

• CPF (Brazil identity 
number) 

• Age range 
• Social media network ID 
• In addition to other 

categories of available 
location data that may be 
designated by Customer 

• Use the Service (i.e., enable captive portal 
authentication, End User behavior tracking, (such as 
visit duration, approximate location) device behavior 
tracking (such as status, temperature)) 

• Deliver personalized content to End-users 
• Utilize analytics on the part of Customer 
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• Customer has option to enable 
via captive portal collection and 
processing of additional types of 
Personal Data, such as: 
 
• First name and last name 
• Gender 
• E-mail address 
• Phone number 
• Title 
• Zip code 
• Business tag (Customer 

assigned labels/categories 
for End-users) 

• CPF (Brazil identity 
number) 

• Age range 
• Social media network ID 
• In addition to other 

categories of available 
location data that may be 
designated by Customer 

• Deliver personalized content to End-users 
• Utilize analytics on the part of Customer 

 
*In some instances, only when the Customer enables it, the employee usernames of End Users are collected and assigned a 
psudonimyzed unique user identifier. This data is then used to derive some of the metrics in the far right column in the above 
table. 
**In some instances, only when the Customer enables it, userids of End Users are collected. For some configurations, the 
userids may be hashed (anonymized) if required. This is used to map End User to the applicable device. 
 
 
3. Cross-Border Transfers 
 
Cisco has invested in a number of transfer mechanisms to enable the lawful use of data across jurisdictions. In particular: 
 

• Binding Corporate Rules  
• EU-US Privacy Shield Framework  
• Swiss-US Privacy Shield Framework 
• APEC Cross Border Privacy Rules  
• EU Standard Contractual Clauses  
• APEC Privacy Recognition for Processors 

 
 
4. Access Control 
 
 

Personal Data Category Who has access Purpose of the access 

System Administrator Log-in 
Information 

Customers  • Use the Service (i.e., authenticate authorized 
users of the Service) 

Cisco BU Engineers (including 
technical support team) 

• Provide technical support for the Service 
• Provide the Service 
• Communicate Service updates to Customer 

End User Information Customers  
 
 

• Use the Service (i.e., enable captive portal 
authentication, End User behavior tracking (such 
as visit duration, approximate location) and 

https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=613841
https://www.privacyshield.gov/participant?id=a2zt0000000GnJ2AAK&status=Active
https://www.privacyshield.gov/participant?id=a2zt0000000GnJ2AAK&status=Active
http://www.cbprs.org/
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en
http://cbprs.org/compliance-directory/prp/
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Personal Data Category Who has access Purpose of the access 

device behavior tracking (such as status, 
temperature), deliver personalized content to 
users, analytics) 

Cisco BU Engineers 
(including technical support team) 

• Improve the Service 
• Provide Customer assistance with reporting 
• Provide technical support 

Third parties (if sharing option is 
chosen by Customer within the 
Service) 
 

• To facilitate related Customer request 

 
 
5. Data Portability 
 
If Customer receives an End User request to port data, Customer may contact Cisco technical support for Cisco DNA Spaces 
(electronic mail: cisco-dna-spaces-support@external.cisco.com) to assist in preparing the data portability report. 
 

6. Data Deletion & Retention 
 
Customers can request deletion of other personal data retained on the Cisco DNA Spaces platform by sending a request at  
https://privacyrequest.cisco.com/ or opening a TAC service request, and unless the personal data is required to be retained for 
Cisco’s legitimate business purposes, Cisco endeavors to delete the requested data from its systems within 30 days. The table 
below describes the retention period and the business reasons that Cisco retains the personal data. 
 
 
 

Personal Data Category Retention Period Reason for Retention 
System Administrator 
Log-in Information 
 

For the duration of Customer’s active 
license term to the Service, or until such 
time that Customer requests deletion of 
this data by reaching out to Cisco technical 
support for Cisco DNA Spaces. 

• Provide the Service 
• Communicate Service updates to Customer 

 

End User Information For the duration of Customer’s active 
license term to the Service, or until such 
time that Customer requests deletion of 
this data by reaching out to Cisco technical 
support for Cisco DNA Spaces. 

• Use the Service (i.e., enable captive portal 
authentication, End User behavior tracking (such as 
visit duration, approximate location) and device 
behavior tracking (such as status, temperature)) 

• Deliver personalized content to End Users 
• Utilize analytics on the part of Customer 

 
 
7. Personal Data Security 
 

Personal Data Category Type of Encryption 
Log-in Information Encrypted at rest and in transit 
End User Information Encrypted at rest and in transit 

 
Cisco DNA Spaces infrastructure is deployed and protected in a separate secure Amazon VPC (Virtual Private Cloud). All the data 
is encrypted at rest and in transit. The data is transmitted from Customer infrastructure to DNA Spaces cloud over HTTPS/TLS. 
Customers can optionally choose to use RADIUS for captive portal authentication. If used, RADIUS traffic is sent over UDP to the 
DNA Spaces cloud. 
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8. Third Party Service Providers (Sub-processors)  
 
Cisco partners with service providers who contract to provide the same level of data protection and information security that 
you can expect from Cisco. Customers may elect their preferred location for the data center out of the listed options below. A 
current list of sub-processors for the service is below: 
 
 
 
 

Sub-processor Personal Data Service Type Location of Data 
Center 

AWS • Log-in Information 
• End User Information 

Third party host of the Service United States, 
European Union, 
China 

 

9. Information Security Incident Management 
 
The Data Protection & Privacy team within Cisco’s Security & Trust Organization coordinates the Data Incident Response 
Process and manages the enterprise-wide response to data-centric incidents. The Incident Commander directs and coordinates 
Cisco’s response, leveraging diverse teams including the Cisco Product Security Incident Response Team (PSIRT), the Cisco 
Security Incident Response Team (CSIRT), and the Advanced Security Initiatives Group (ASIG). 
 
10. Certifications and Compliance with Privacy Laws 
 
The Security and Trust Organization and Cisco Legal provide risk and compliance management and consultation services to help 
drive security and regulatory compliance into the design of Cisco products and services. Cisco and its underlying processes are 
designed to meet Cisco’s obligations under the EU General Data Protection Regulation and other privacy laws around the world.  
 
Cisco leverages privacy transfer mechanisms related to the lawful use of data across jurisdictions.  See Section 3, above. 
 
In addition to complying with our stringent internal standards, Cisco also maintains third-party validations to demonstrate our 
commitment to information security. 
 
11. General Information and GDPR FAQ 
 
For more general information and FAQs related to Cisco’s Security Compliance Program and Cisco’s GDPR readiness please visit 
The Cisco Trust Center. 
 
Cisco Privacy Data Sheets are reviewed and updated on an annual, or as needed, basis. For the most current version, go to the 
Personal Data Privacy section of the Cisco Trust Center. 
 

https://www.cisco.com/c/en/us/about/trust-center.html
https://www.cisco.com/c/en/us/about/trust-center/data-privacy.html
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