cisco E/W

#CiscoEngage



afra]n _ .
cIsco The bridge to possible

[==
)m
Jp
LYy

2 AIRVA]

Under the Hood

Byron Lo & iEHfilT AR

Session ID

cisco Ewe
#CiscoEngage



° )/|\n\7l:|j

- FALCTH FREARINIEN SR
- U AR S B2 Apps
- BUBA-RER

+ A
i :%I:I nfA

H

cisco W ,
#CiscoEngage  SessionID ©2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia 3



d



il
\|>

H57 - BY) L
£V RE LT Re i A BI40RE o

(EPaki

i

- By 2022 A 1Z7E 28.5 billion BAABEE B T3
- 4.95 billion ¥t B

- 4.62 billion JH BRI RIERZ AP

- R ERAGTERBBZETE?

- B EHNREER ST ?
- NEEB111E=:E %47, 30 trillion &40 e
- F¥7E100 billion {E##ALIT

cisco E?W
#CiscoEngage  SessionID

2022 Cisco and/or its

affiliates. All rights reserved. Cisco Confidential






SR SR

- ER O] DURBEIEER ? 2o LIERIEERMK ? Ok - JCRIARRE - 57
am B = IR/

- B UBEEEEZ(CNE - MBEEEEARE

- 2712 : Everything is a wave

- KRS B IR EIREAE: BK - By - BA - BRE)

- SR (information) 2N EAN/EHMNEE / N, éWW@MM

. 1557 (signal) & & E B

RE eRE

RN

C|sco£ﬁW

#CiscoEngage  SessionID ©2022 Cisco and /or its affiliates. All rights reserved . Cisco Con fidential



LGV

. 7019484 « [ AMaurice BartlettZ 37 ¢ 81 3%

- FLEFH SR A BENER - 21618 - B H digital bits &R~

- BN BN . SRMRE - B4t - BoE - BRARAGH

- BEEBERNEFESZEINUL  REREFZREZEHR

- FR 2 Esine waveV &

- OJDIRBERNGE - KE - ZEEE
AR IRE{CEIEBE

cisco W ,
#CiscoEngage  SessionID ©2022 Cisco and /or its affiliates. All rights reserved . Cisco Confidential



10 BASED-T ER 4R

#Ciscolive Session ID © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



SHETYSH 4R A5 (Manchester code)

M 188ns CH1 /6.88mV
M Pos:7.48ps

SUBSCRIBE

cisco EﬁW .
#Ciscolive Session ID 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 10




Apps




R B 5% i

- (E AR AR B XM R B BB R RFFMRIE. UEME iR, Limid
TEFRIERMERFMHIEEE

- BB R ARinR SRS RERN. BN T ENRIE
- 304 HI, FIsAENILER, FIREBEIL

- SR1&, InternetZE R EFEBweb sitesElZ P& @, i HIR M LR
- Online R E—THRAALRIOEB TS

cnscogrga?z

#Ciscolive Session ID



Apps.z 2\ 52 BRI AZ /0

- FREREGTETA7ESAREZEEApDS
« Mobile apps or Web apps

- Spotify. AirBnB ¥ Uber & /R E %

- BREREFREHEXAIEFREER

- IR FE A Z24E— APIs, microservices, containers, etc.
- IR B R {EF EE DevOps, DevSecOps, Agile, etc.
- M4 AER, nIiR4E, B EEES

cisco QW
#CiscoLive  sess ion ID



T

{E 4% B8 B2 T, Monolithic 221

v, f w
0

DESKTOP BROWSERS
LOAD Catalog Order Payment
BALANCER | Service Service Service

S J

MOBILE DEVICE

* When LinkedIn, Netflix and Amazon started

cisco W -
#Ciscolive Session ID © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



IR, Microservices 221

o‘c
co

DESKTOP BROWSERS

MOBILE DEVICE

cisco EW

T

ONLINE

SHOPPING
SERVICE

#Ciscolive Session ID

Catalog
Service

Cart
Service

Order
Service

Payment
Service

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Monolithic Microservices

N\
A

N\

P
N




AR5 2R 1B EE N EBAPIs

external developer

database database

cisco EM@ o
#Ciscolive Session ID © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



i

MARFFAIERE © B=s VS. [ERtEas

Bins/Lib Bins/Lib

App 1 App 2 App 3
Guest Guest Guest Bins/Lib Bins/Lib Bins/Lib
0S 0S 0S
Container Engine

Hypervisor Operating System

Infrastructure Infrastructure

Machine Virtualization Containers

cisco W o
#Ciscolive Session ID © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

18



HEMHRPERMRFERZE
fERR S ENAIRIEA 7.5 EEEARE

BRCEY Y S

Real World Microservice Architectures

Real World l\/||croserV|ce Archltectures

i ' » ; TL Y %+ Microser;/ic dependygrabﬁ of
icroservice dependency graph o

: asco Lo/ NETFHX
- amazoncom Lie

cisco W o
#Ciscolive Session ID © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



AR A B R




AN SR S

EE A, B, T, BX

BRAE, EBEAEEIHIRE

BiRE| 5 it FNE R AR TS
BEEFFO

- DB NS ER P ER M R M

cuscoglrga?@

#CiscoEngage

M|

5 /)

X2

A B

. LAN, WAN
=R, BFiE

IP address 141.213.127.13

- FEE L

- Overlay and Underlay



H = == Az
BN 2 & Z= A ES (SDN)
EHRlEfMERE B  E0%EE - oJ2Z2301E - Nick McKeown @ Stanford in 2009

1 2 3
Control OSPF Control OSPF Control
Plane | & Plane | p—— 2] Plane
' 1 1
Y Y Y
ey «| Data =} Data Si—_=t «| Data =3
ﬂ “| Plane 'w Plane s Lol ey 7 Plane '@_')

P e
Controller
Southbound

Interlaoe (SBI) ' M

' ) 1
1 ! 1
1 ] ]
1 I 1
1 1 1
1 1 1

Y Y \ 4

dpacketl—'Pl Data Plane M—P Data Planel packet | Data Planel
Network Device Network Device Network Device

cisco W ,
#CiscoEngage  SessionID ©2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



A S TIRE R BE G (NFV)

Overlay and Underlay networks
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AN
- Provides logical full-mesh connections in networking

- We replace or eliminate older L2/L3 protocols (often up to 15-20
protocols) with as few as 3 protocols

- By terminating Layer 3 at the ToR, the sizes of the broadcast
domains are reduced

- Layer 2 at the access layer: mobility domain across which virtual
machines (VMs) can be moved across mobility domains
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Open and Modular

Platform Capabilities - APls, Adapters & SDKs

IT and Network
System Process

servicenww | [TSM

Infoblox 3
¥ BLUECAT IPAM

¢ tableau Repor‘[ing

3 Party SDKs

Intent APIs

APls

Pd’a D ref 5

SDKs

Map 3™ Party Network Devices to Data Model
Level 1 Operations support:

Discovery, Inventory, Topology, Availability, Command Runner

cisco E/We

#CiscoEngage

]
Sug)depd

Assurance
Path Trace

Command Runner

Template
Programmer

NFV Provisioning

Wireless
Provisioning

Network Inventory /
Discovery /Tagging

SDA
Topology
Plug-n-Play

Software Image
Management
(SWIM)

X-Domain Integration
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19%

Spent analyzing
latency and delay?

5:1 19%

Spent monitoring
bandwidth consumption?

24%

Spent determining
problem root causes?

Ratio of OpEx to CapEx on
building and running a
traditional network?!
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Intent Based Networking — focus on “what” not “how”

Extends SDN to continuously meet new business needs

Translation

Capture business intent,
translate to policies,
and check integrity
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Really Really High-Level View

e SD-Access s SD-WAN ans ACI
=2 Cisco DNA Center = Cisco vManage = Cisco APIC

Campus
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Users & Devices Hybrld Cloud
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Why Hardware Still Matters

Digital Network Architecture

Applications
APls

Domain controllers
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Why Hardware Still Matters

Cisco Silicon Differentiation

Encrypted Threat Analytics

UADP

Unified Access Data Plane
Catalyst 9000 Series Switches

QFP

QuantumFlow Processor

Catalyst 9800 Wireless Controller
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Router » VENDOR A

Core Switches » VENDOR B

Aggregation Switches

—— > VENDORC

Access Switches

Wireless AP @ ——> VENDORD
. ! l my
Devices o | .ﬁ—

Multivendor Solution

cisco EW
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Complex
Management

Limited
Visibility

Disparate
Security
System

Compatibility
Issues

Session ID

Managing multiple vendors becomes a
complex affair, especially when it comes
to uptime and availability

Time-consuming network troubleshooting

which takes days to resolve because of

limited visibility
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123 Full Stack &E8#% IBN and SDN

Interconnected software defined SYSTEM of software and hardware platforms

Access Access Agg/Core Wireless Routers Identity, Policy, - Analytics and Control and
- : : and Threat : .
Points Switches Switches Controller Detechon Insights Automation

DNA Center
(appliance or VM)

Catalyst Catalyst T Catalyst Catalyst
9100 Series 9200/9200CX//9300/ 9500/9600 8000 Series
, 9400 / 9300X/9400X | 9500X/9600X.

802.3bt Ready

48P 5G +

AKVM 28

Outdoor |
Wi-Fi6 |

Secure Analytics

indoor 25G/40G/100G nousandEyes vManage
Wi-Fi 6/ 6E Uphols = ‘@’ (SDWAN/SASE)
mbrella
SG RU..—

ol

Most comprehensive
mGig & UPoE portfolio |

5G RU* —_—

Connect | Secure | Analyze | Control

Industry Cisco I0S-XE (= 2 : :
Leadership % Common Operating System % UPOE l] Custom ASICS M Container APP Hosting
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Cisco Catalyst = TVRIEEL

Simplified single management solution

Simplified across Routing, Switching and Wireless.
Router —* Cisco Catalyst 8K - Toensure network is always on with high

availability design

Core Switches % — > Cisco Catalyst 9K .
CFS turns your network devices into
End to End .
N Visibilit sensors, and then uses Al and machine
L == N y learning to make sense out of all this data

Aggregation
Switches

Cisco Cisco CFS offers a comprehensive
_ Catalyst 9K eGIIEIE solution to secure all access across your
Access Switches Security applications and environment, from any

user, device, and location
Wireless AP

Devices I:l Compatibility

A3 = at all layers

Increasing value over time with adoption of Innovations
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Cloudify the network

Simplify and consolidate resilient Data Center and Cloud network operations

m ‘tisco @

Nexus Dashboard Nexus Cloud
Appliance SaaS

.
Q‘\rll_g 6 AAzure

Nexus 9000
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e Simplicity is the ultimate sophistication {5 B & 8 & B %48 -2 307G

e Cisco is in the best position to lead!

o
People who are really serious about software
should make their own hardware.”

@
- Alan Kay
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