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loT Networking + Security Portfolio

Industrial Switching Industrial Routing Embedded Networking
1K, 2K, 3200, 3300, 3400, 3400H, 4K, 5K, 9K IR1101, IR1800, IR8100, IR8300, CGR1120, CGR1240, ESS, ESR, ESW, Resilient Mesh
CGR2010, loT Gateways (IG21, IG21R, IG31R)
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Industrial Wireless Industrial Cybersecurity Data Control and Exchange Industrial Sensor Solution
Cisco Ultra-Reliable Wireless Backhaul, IW9167, IW6300, Cyber Vision, ISA3000 Firewall Edge Intelligence, 10x Industrial Asset Vision
IW3702, IRBXX, IXM Gateway
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Management & Automation
Field Network Director, loT Operations Dashboard, Cisco DNA Center, vManage

aine
cisco Eﬁg ? - T‘““ o ©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco’s Evolving Wireless Portfolio

There are many types of wireless technologies applicable to loT

Unlicensed 900MHz ISM
5GHz and 6GHz (i.e., sub-GHz)

LTE and 5G

| Wide Coverage 1 Local Coverage ) Broad Local Coverage |
Medium Throughput I High Throughput UL Low Throughput
loT Gateways Industrial Routing Industrial Wi-Fi Ultra-Reliable Resilient Mesh LoRaWAN

Wireless Backhaul

'L.L i - ":‘ |y D o

819-MNA, IR807, IR809, CGR 1000, CGR 2000 IW3702 IR500
IR829, IR1101 IW6300, ESW6300 FM ENDO, FM MOBI

Standards Based Reliable and

Wireless Access Proprietary
Wireless Backhaul
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Why the name change?

gﬁscoLﬂUa—ReHab@
Wireless Backhaul

Fluidmes
N

« Descriptive: This is specifically a backhaul technology.
« Recognizable: Instantly identifiable as an alternative to 5G URLLC (ultra-reliable low-latency
communication).

 Branded: This is part of the Cisco Family of wireless technologies, and you'll be seeing more
technical integrations in the future.

- e
FM- W-Series
Series
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Wireless Backhaul
Defined

Long Range and High Bandwidth
Connectivity

Fast and Accurate Handoff
(Oms handoff, at 350+ Km/h)

Support for real-time sensitive traffic.
(e.g., PROFINET, CANDbus, Q-Net, etc.)

MPLS based solution supports fixed and
mobile architectures

©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



What is CURWB (aka. Fluidmesh)?

CURWB wireless solution uses the public ISM RF frequency
band to reliably provide a network with fiber-like performance

« Main Application: For OT (Operation Technology) markets.
Outdoor and large-scale loT network including:

« Smart city, street video surveillance / data communication
« Rail transit vehicle-to-ground communication network

« Unmanned, remote control of heavy machinery

« Industrial or factory automation

CURWSB is not a traditional Wi-Fi AP network, there is no
controller (No WLAN controller).

W alpe : . - . : )
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Just Another Wireless?

High throughput

Up to 500 Mbps
(up 3.5 Gbps for IW916x)

Actual Usable Throughput

Low Latency

Less than 10ms, enabling
real-time, high-demanding
applications

cisco EW Taipei

No downtime when roaming
Near 0% packet drop rate

Stability & Reliability

To guarantee extreme uptime and
maximum productivity of the OT
network

©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco URWB Portfolio: FM- and IW-Series

I/ aipe
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Environment

Rugged

Normal

CURWB/FM Radio Lineup: 4.9-6.0 GHz Solutions

Fixed / Backhaul

FM Ponte

» Up to 50 Mbps
*Upto 27 dBm
* 2x2 MIMO

50Mbps

+ Integrated antenng;:
* H-Beam: 33 deg
*V-Beam 17 deg
* 2x 10/100 RJ45 |i

[m= ===
*Taiwan only |

FM4200F

* Tx: 150Mbps

» Output Power:
27dBm

* 1x10/100/1000
M12

« SFP Fiber Port

* 1 x 48vdc input

|
|
|
|
|
|
|
| FM3200 Base

' FM1200 Volo

* PtMP Mesh-End

v (Typ)
« PtP, PtMP, Mesh
| * Up to 150Mbops I ?gdtg. 120 [Vlops
i+ Up to 5 miles I' : d|re_ct|ona|
I - H-Beam: 33 deg 1* UpP to 5 miles
i« V-Beam: 17 deg I H-Beam120 deg
- Tx Pwr: 27dBm ¢ ¥ Beam: 10 deg

. {° Up to 27dBm
1 x RJ45 Port M 1 % RU4S

« 1 x 24VDC PoE
X %% L 1 x 48VDC PoE

AT

150Mbps

Mobility

FM3500E

» Throughput: up to
500 Mbps

» Output Power: up
to 30dBm

* 1 x RJ45 Ethernet
Port

* 1 x 802.3at PoE
Gigabit Port

FM4500M

* Max Tx: 500Mbps

* Max RF: 30dBm

+ 2x10/100/1000
M12

* 1 x 802.3at PoE
Gb M12 Port

* 1 x 48vdc input

FM4500F

WO 16x
Jan. 24,

laYaVals)

NextGen
| Pt 500 \W9167E
e P :

' Sodem Is Here!

! +1x 10/100/1000

LoM12 '
!« SFP Fiber Port - 5
i + 1 x Redundant ]
! 48vdc input —

| NextGen

500Mbps

Up to 3.5 Gbps

Product available in Greater China Region (in red)

cI1S€co E”W Taipei
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CURWB/FM Radio Lineup: 4.9-6.0 GHz Solutions

©Ce090©Q00

Secure & Mass Transit Ports & Mining Amusement Government Robotics & Airports Live
Smart Cities & Rail Maritime Oil & Gas Parks & Military Factory Floor Broadcasting

Video Monitoring & Security

Autonomous and Automated Vehicle or PLC Control

Live or Real-Time Video & Audio Streaming
Backhaul for Wi-Fi Connectivity

CAT nudiSEish
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Cisco Ultra-Reliable Wireless Backhaul *

Fixed Infrastructure
Backhaul .

cisco EW Taipei



A Bridge between Fixed Networks and Moving
Vehicles

FIXED

Architecture

- Point-ta-point Point-tc-Multipaint ‘ :




Point to Point Topology (P2P)

The CURWB devices are specifically designed for simple PTP deployments with bandwidth needs of between 1 and
up to 500 Mbps or greater and involving physical separation in between link distances. However, all radios have the
capability to operate as a point-to-point link, allowing maximum flexibility based on network requirements.
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Mesh Point

Point to Multi-Points Topology (P2I\/IP)(—“&OV£LO)- \
~F
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| _ camera I 3
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Linear Mesh Topology

Linear Network Concept:

Mesh End Mesh Point

1 1-2 km 2—10km’ —
-
i
Channel 1 < -~ Channel 2
(80 MHz) ~ - 40 MHz
~

& ~ Mesh Point
~
5km

Mesh Point

Cisco E/IW Taipei

Structured mesh: each link uses a separate channel.
This optimizes total throughput and prevents
interference from neighboring radios.

The radio that is physically closest to the core network is
usually configured as the Mesh End.

Mesh Point

Channel 3
20 MHz

Mesh Point

Channel 3 r
20 MHz

Note: This linear mesh network design concept shown
here is only a concept. Actual project will require
engineering to be onsite for site survey.
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Mixed Network Topology

By using a modular approach and employing accepted design principles, P2P, P2MP and mesh networks can be
converged into a single wireless network that spans areas of almost any size.
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Cisco Ultra-Reliable Wireless Backhaul

Mobility (Fluidity)
Backhaul

cisco EW Taipei



A Bridge between Fixed Networks and Moving
Vehicles

MOBILITY

Architecture

CISCO E g ¢ ? g Ta‘pel ©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



CURWB: Fast-Roaming Mobility Network

CURWB backhaul technology allows a vehicle that is
moving between multiple wayside radios to maintain end-
to-end connectivity with seamless handoff between
radios.

Primary Mesh End

Secondary Mesh End

Vehicle radios can negotiate with the wayside radios and
form a new wireless connection to a more favorable
wayside signal before breaking or losing its current Physical Link
wireless connection.

Link

-: .
1 Active WIrE1®S® ©0 neation » H
Vehicle Travel Direction nego(\al\ﬁne_ - -
—
1 > g
= = P =] [
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FMRadio i f  FM Radio Wayside B
— I
e
r‘\-._ : I
o = - i 1 '
— I CAR
. — % -

Physical Link
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CURWB: Dynamic Handoff Decision

TOP/BEST RSSI envelope

RSSI

Point where
handoff occurs

-62 dBm

A: 6d B (Handoff hysteresis threshol

CiIsco QW Taipei

v

Represents area where
handoff to a new AP which
performed according to the
Delta Low and Hi
configuration. Radio on the
vehicle detects an increase in
RSSI from AP2, where it will
negotiate a connection with
AP2 before breaking the
current connection with AP1

(hence: Make-Before-Break
Restprranyays operate on the

top line (RSSI Envelope),
handing over to the next
available AP as soon as the
RSS! level is better than a
designated delta value
(Hysteresis Threshold).

©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



CURWB: MAC Layer Mobile Advantage

MOBILE INITIATED HANDOFF

The mobile radio (onboard

the vehicles) takes the =3
handoff decision. No 5 ,’;fq?,es'
Controller Solution is : \l
needed. : we_

Only two packets are /l/
required to initiate the

handoff: a request from the
mobile unit, and a response
from the Infrastructure unit.

-.F_-

<...-..--___
—
€emmm e

Only 2 packets
S: Static infrastructure required
M: Mobile infrastructure
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Wireless V2| Network: Seamless Handoff
ST S2 S3 S4 S5 SN

et 1| Gl e e G
bad Lad Lad Lad Lad Lad

Fiber Fiber Fiber Fiber Fiber
Backbone Backbone Backbone Backbone Backbone

Fib
Backb’
Wayside Radios ‘((0 R2
2 s

Onboard Radios ‘
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Wireless V2| Network: Seamless Handoff
ST S2 S3 S4 S5 SN

U J(lll el e (ll
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Fiber Fiber Fiser Fiber Fiber Fiber
Backbone Backbone BackbOni' Backbone Backbone

Backbone
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Wireless V2| Network: Seamless Handoff
ST S2 S3 S4 S5 SN

Qi G e Q)
bad  Lad 4 Lad Kad L&

Fiber Fiber Rer Fiber Fiber Fiber
Backbone Backbone BackbdRe Backbone Backbone

JERN E
. < B .

Backbone

cisco EW Taipei



Wireless V2| Network: Seamless Handoff
ST S2 S3 S4 S5 SN
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Wireless V2| Network: Seamless Handoff
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Train-to-Ground (T2G) Network: Seamless
Handoff

0 milliseconds of imperceptible
lossless handoff based on
MAKE-BEFORE-BREAK approach

«———  400-500 meters ———» >

CAT6 Cables ‘ Ethemet/Fiber Switch ’ Wayside Antenna T

Core Network Switch
c time =AM £ ' -
ber Optics a FMA4500 Radios E Vehicie Antenna
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Train-to-Ground (T2G) Network: Seamless
Handoff

0 milliseconds of imperceptible
lossless handoff based on
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Train-to-Ground (T2G) Network: Seamless
Handoff

0 milliseconds of imperceptible
lossless handoff based on
------------------------------------------------- MAKE_BEFORE-BREAK approaCh

Wayside-1

~.
~.

> «——  400-500 meters ——» >

CAT6 Cables @ cinemeyriver Switen W waysice Antenna IEEEaEE
Fiber Optics R . Core Network Switch
riber Optics FM4500 Radios &GP ehicie Antenna
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Manufacturing Use Cases

Mobile Robotics Mobile Assets Overhead Cranes SCADA and
AGVs and AMRs PLC Process Control

I/ aipe
cisco E W/ Taipei ©2023 Cisco andjor its affiliates. Al rights reserved. Cisco Public



I
=
2
)
©
=
=
%
)
O
O
k%
O



Project Assumptions
and Requirements

Application: V2| Wireless Mobility Network for Warehouse
Overhead Crane Operations

» Applications:
+» PLC-to-PLC control data communication
* Coverage Area: L 383m x W 92m
* Number of Vehicles: 12 overhead cranes
* Top Speed: minimal
* Proposed bandwidth per crane: 5 Mbps
* Number of est. wayside radios: 12 units
* Proposed bandwidth per wayside network: 15 Mbps
+ Total Wayside Network Capacity: up to 180 Mbps
» Estimated Latency: 20ms or less
» Data Packet Drop Rate: Minimal




Area of Coverage: 383m x 92m

® FM4500 FM-HORN- C Overhead
Radio 60 Antenna Cranes

AAN

)

0




Overhead Crane: Onboard Setup - Dual Radios Design

= < >

@ FM4500 FM-HORN-
Radio 60 Antenna

x12 SETS

2x FM4500M-HW af_m;J m
—aik-l ) - de

4x FM-LMR240-QMA2N

Hardware

2x FM-HORN-60

| 2x FM4500-FLU-MOB-5

2X FM-VLAN Overhead
2x FM-AES Cra ne

Software
A
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AGV in Amusement Attraction Ride System

Disney’s Star Wars: Galaxy’s Edge

Customer: Disney Resort WDI
Industry: Entertainment

Requirements: Autonomous-Grade wireless
network for attraction ride vehicles

Application: Vehicle-to-Wayside (V2W) Wireless
Communication Network

Status: Deployed, Successful

Project Details:
e« 36x ride vehicles / 2x FM radios each
e 45-50x Fluidmesh base station radios

* 30 Mbps per vehicle, connectivity for PLC,
Cisco switches (IE4000s & 1000s), various
sensors and 5 onboard industrial computers.

*  Must have Oms handoff, low packet drop
(<1%), targeted to >99.999% network
availability

- .
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AGV Onboard Setup - Dual Radio System

!
§
\

— A o,

c1sco E’W Taipei

NAVIGATOR .
SWITCH

4x FM-OMNI-3

4x FM-ATT-06-N

2x FM4500-FLU-MOB-05

2x FM-VLAN

2x FM-SUP-Y-3425

©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AGV Wayside Setup & Radio Placement

101" floor
TAV Staging Postion

MdBenowe Yagrg
Tamon

Venacte Parkng
Vert. AL
— Wiy SAD
—_— A= o

l‘-“ .
VAL bbb ]

15t Floor Layout

Cisco W Taipei

Facity Vevsion: 20 Sepf 2018

1 ‘_-M‘Al' OT%

2nd Floor Layout

1" 2 e
2w 1" Face

Vetice
»

Vert 84l
MHerie MO
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Steel Mill: Torpedo Ladle Cars (TLC)

Project Requirements and KPI
Application: Autonomous-Grade Network

= Applications:
1. Video: Camerax 12

2. Vehicle Control Data and
Telemetry

= Wayside Coverage Area:
= Rail Track Section 1: 750m
= Rail Track Section 2: 300m
= Number of TLC: 13 vehicles
= Vehicle Bandwidth: 30 Mbps
» Latency: 20ms or less

= Total Network Capacity: up to 450
Mbps

C|sc° E ? 4 ?e Talpel ©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Steel Mill: Torpedo Ladle Cars (TLC)

Autonomous Vehicle Wireless Network

350 tons Articulated Rail-Guided Vehicle #iE#&%|E

©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Steel Mill: Torpedo Ladle Cars (TLC) Operations

Autonomous Vehicle Wireless Network
s E—

,/! -

i ¢ ! s
— - 2
. "2
e 1
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Railway Applications: Critical vs. Non-Ciritical

» CBTC (Communication-Based Train
Control):

& Communication Train Control System

& Railway Signaling

» BBRS (Broadband Radio System):
<  Real-time HD video surveillance
% PA system and emergency VolP calls
«  Passenger Information System (PIS)
< Wi-Fi services for passengers
< Advertising and multimedia

< Video or Data Offload in train depots

CISCO E ? 2 ?e Tmpe' ©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



TRI;NITALIA: High Speed T2G Network at 402
km/h
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Milan Metro

Cisco URWB for Communication-Based Train Control (CBTC) System

MILANO METRO LINE M4
90 mil passengers per year

APPLICATIONS
CBTC

Details:

« FM T2G wireless backhaul
communication network,
providing CBTC system
(A/B networks) for
signaling and train control

* If primary Network A is
down, secondary/backup
Network B needs to pickup
the workload within
500ms.

v
|
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FLUIDMESH

More than 1,000 new cameras were
installed on 84 trains operating on two
Lyon lines B and D.

Main application: CURWB FM train-to-
ground wireless communication backhaul,
connecting cameras in the train cars,
prowdlng real tlme V|deo monitoring for

es-All rights reserved. Cisco Public
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Average of 11,000 passengers per day

Total length of subway line: 3.8 km

Train top speed: 80 km/h

Application: Cisco URWB/FM network provided
a sustained 450+ Mbps wireless throughput
performance for in-train passenger Wi-Fi
Services

Sl Partner: BAI Communications (HK)

©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Track Records of Success in Rail Transport
(Partial List)
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Cisco Ultra-Reliable Wireless Backhaul

W9 16x NextGen Products
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New Cisco Catalyst IW9167/
Heavy Duty Access Point

General Overview

cisco W Taipei



Introducing Cisco Catalyst W9167E Access Point

One hardware, two wireless technologies

NEW ENHANCED

Industrial and outdoor Cisgo Eﬁra[?ce-“ableug\i/(/eéfss
access point (Wi-Fi 6/6E) ACKaHISeo u Built-for outdoor and industrial
- - .'I ‘ ‘.‘ ‘ Il‘ l - - L - .l( ‘ ‘.‘ ' Ill \ L U - Spaces
} ! _ !
i I i I E gecurity you can trust from
. ; . : ISCO
\ ‘. .- ’ OR \ !l .- ’
..’:\ .1‘ .‘ " ". ‘.’0‘\ .1‘ 1 ’ ".
» 1 : | v Improved sustainability via
l \mm” | \ml”” olatform flexibility
Manage with Cisco Catalyst Deploy and manage with
9800 Series Wireless Controllers Cisco loT Operations Dashboard
Meeting the needs of operations and IT

filiates. Al rights reserved. Gisco Confidentia 56 CiSCO IOT
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Catalyst IW9167E Overview

Catalyst® IW9167E Access Point Tri-Radio Architecture in Heavy-Duty Design
« Wi-Fi 6/6E ", 802.11AX, MU-MIMO, OFDMA

* External antenna - 8 x Type N

» Tri-Radio architecture
o 2.4-GHz, 4x4:4SS, up to 20MHz
* 5-GHz radio, 4x4:4SS, up to 80 MHz
* 5/6-GHz radio, 4x4:4SS, up to 160 MHz
Dedicated scanning radio for spectrum intelligence
2.4-GHz loT radio
Built-in GNSS with TNC connector

Wi-Fi 6E access point e

* BE ready

Cisco loT

Technical Marketing Engineers



Catalyst IW916/E Overview

Catalyst® IW9167E Access Point Flexible hardware options
* 1 x5Gbps mGig RJ45 Interface

1 x SFP/SFP+ interface

* Dual power options
« PoE-in (802.3at, 802.3bt, UPOE)
« 24-48 VDC (max voltage range: 18 to 60
VDC)

+ Dual mounting options - Pole & Wall mount

» |P67 rated

« Shock and vibration resistant, EN50155 (Rail
certified) with optional M12 adapters

Cisco loT

Technical Marketing Engineers



Port Overview

GNSS TNC-female
antenna port

@0 7

SFP+ RJ45 Micro-fit
Port Port Power

O Self-identifying antenna port

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential * Hardware ready - supported in a future software release (+ Cisco URWB only) 59 ‘ IS CO IO l

Technical Marketing Engineers

Console Port

Reset Button
LED Status Light



One Hardware, Multiple Weatherproofing Options

Cable Glands
- Maintain IP67 rating
« Optional accessory

M12 Adapter

«  Maintain IP67 rating

- Vibration rated for rail
(EN50155)

« Optional accessory

« Cisco loT

Technical Marketing Engineers



Accessories designed for easy deployment

E’Illlﬂldﬂflll =

- Cisco loT
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Catalyst IW916/E Heavy Duty Access Point

Your network goes wherever you need it

Shock / Vibration

\d/or its affiliates. All rights reserved. Cisco Confidential 62 CISCO |OT
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Cisco Catalyst IW9167E Heavy Duty Series

Two proven technologies to support all use cases

- Cisco IoT

Technical Marketing Eng




New Cisco Catalyst IW9165 Series
Heavy Duty Access Point . .

A New Product Pre-Launch Introduction

Cisco W Taipei



Cisco Catalyst IW9165 series

Connect more devices. Wirelessly. Even on the move.
802.11AX 6 GHz-ready

Catalyst IW9165D

4 . ] Wireless backhaul that’s easy to deploy for
connecting fixed and mobile assets

Catalyst IW9165E

Mobile wireless connectivity for the Heavy-duty access point to easily build

most demanding industrial assets your wireless backbone and extend your
' network to fixed and mobile assets.

Compact wireless client enabling industrial
vehicles to connect to ultra reliable wireless

networks, even when on the move. ‘\

SR Qee
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Catalyst IW9165E
Rugged Access Point and Wireless Client

The 6 GHz-ready wireless client that connects mobile industrial assets

Connect more machines to your network
Compact form factor for integration in existing assets

Get more from your industrial assets
BLE, GNSS, GPIO capabilities for advanced use cases

Connect moving vehicles to your systems
Ultra low latency and zero packet loss during handoff

High performance and modular wireless
Dual 802.11ax radio with wide choice of antenna

Works with your Wi-Fi infrastructure
Supports WGB or URWB. Evolve as your needs change

QQQAOK

Autonomous robots and vehicles for Rail and light-rail

manufacturing, ports, logistics rolling stock
EN50155 certified for rail operations

Ultra-reliable broadband wireless connectivity for moving machines and vehicles




W9167E Heavy Duty vs. W9 165E Rugged

Prototype devices pictured. Production device may vary.

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia GIObaI Sales Enablement Team



Catalyst IW9165D Heavy Duty Access Point

6 GHz-ready Wireless backhaul that’s easy to deploy where fiber is not an
option

i 3

Easily extend your network anywhere
Built-in directional antenna for long range connectivity

Fixed and mobile use cases simultaneously
External antennas enable future usages as needs evolve

Connect moving vehicles to your systems
Ultra low latency and zero packet loss during handoff

Build for harsh outdoors environments
IP67 rated enclosure, -40 to +70C, optional M12 adapters

High performance and modular wireless
Dual 802.11ax radio for PTP, PTMP, and mobile applications

QQQAQEK

Building-to-building, smart cities, intersections, roadways, railway, mining

Ultra-reliable broadband wireless connectivity for moving machines and vehicles
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Indy IMS Autonomous Racing Network Setup

- CURWB FM4500
wireless backhaul
radio installed

Race onboard.

Car « IE5000 switch in

Onboard

Setup each car, and
40Gbps link to the

- enbpaideRMRIRS

(FM4500) with
IE3400 and fiber

Tracksid uplink integrated
with IMS Network

e .

Setup connectivity to each

_ ‘ team’s pit area

- .Y
cisco E ¢ W Taipei ©2023 Cisco andjor its affiliates. Al rights reserved. Cisco Public
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cISco The bridge to possible

Thank you

David Wang 4 %F
loT PSS APJC, Industrial Wirete

M: +86 166 2178 7176
E: djswang@cisco.com
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