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What we heard from FSI| Customer
Led to Network Transformation in Banking Industry (&Rt ERER T EE)

Before(EE H {1, L 4[)

Internet

Centralized, on-prem
security stack

(Edh[E &R i Binternet)

ERE P EEREIMERVPN

Branches HQ/DC Roaming Users
_
MPLS - VPN [
— | Sl WO

Apps: Hosted in datacenter (APPEIETEEERE)
Users: Connected to corporate network to work (1B E43)
Network: Centralized

Security: On-premises security stack (EBZ:fEEERFI)

What’s changed (77-25/12 825 & B 1E4H I
)

Internet

SaaS laaS

Private cloud Browsing

DIA/DCA

Branches Roaming Users

a4 .. - =

Apps: More hosted in the cloud (MR % SaaS/EimEF!)
Users: More work done off-network ({£3E{DZEINEELR)
Network: De-centralized

Security: Gaps in protection (BHiEInternet& Z{R &2 EEGHEER)
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EERmE P EREES- Gartner [ EEER
Gartner:
SASE Convergence
(A5 4gRR Network as a Service I Network Security as a Service I

Bl R 2iR%)

a

Sensitive Data Threat

Connect it Awareness Secure it Detection
. . Market Convergence

Benefit rating: SASERJERHY: .
Transformational 14505 FFH ) 22;,:{‘;’:;“ ) 2;‘;"’5”‘ Security

ione \ 2. BRTENBIEEFIAR - CDN + Cloud SWG
Market penetration: : - WAN Optimization - ZTNA/VPN
Less than 1% of target audience - Network as a Service - WAAPaa$S

* Bandwidth Aggregators » FWaa$S
Maturity: Emerging » Networking Vendors - DNS
= RBI
Gartner, The Future of Network Security I Secure Access Service Edge I

Is in the Cloud, Neil MacDonald, Aug 30, 2019
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Gartner: SASE Timeline to 2025 iy, EHERE
(SASER—(EIBTE. BRI BIIEERIERA) s SRR

Cloud security
@ Observability, VPN-less,

phase-out of on-prem
ThousandEy . t ity stack
. . perimeter security stac
Roadmap Timeline for SASE Convergence Umbrella
« Establish a cross-functional team [ Measure end-to-end user \ « Establish a permanent, unified
SD-WAN spanning security. networking, experience for all access cross-functional organization for Vendor consolidation
_ :r::rkfarc?f_trar:sfr::rrfnatiur:_and « Phase out all legacy network-level secure accass englnaering for WAN networking SD-WAN
ranchofiice transtormation VPN for remote access; Keep = Consolidate to 1-2 vendors and security
or « Develop an overall SASE strategy LTMA active when returning to cavering SD-WAN and security or
and adoption timeline with the office/branch services
Meraki Viptela specific. measurable goals « Phasa out remaining dadicated « Activate continuous authorization Meraki Viptela
Implies to consolidate = Phase out legacy netwaork-level Qetwark security appliances ) for all access requests and
Zerotrust 45 one single security VPN for third-party access - Enforce contractual SLAs from g:"‘:'_;';:;';:'h”;i?:rz“jgnf;rﬂ:"ﬂ”{:"'hﬁi:‘:' Internet as orimar Cloud security
vendor for simplified « Consolidate SWG, CASBE, ZTNA SASE providers learning transoort p y {\
} operation and cost and RBI as contracts renew. p O
+ Phase out most ded|cated circuits

savings Umbrella

Cloud security 2021 A A A 2025

{\ Drivars Drivars Drivers
+ Enable “branch office of « Continued vendar + Digital business dexterity, / A*&I ] rn 7".| ESM—t \
O one” anywhere, anytime consolidation to reduce speed In provisioning and te et T %

Umbrella access complexity and costs. supporting change EJZZ%I%E@{Emt%} I o

« Consolidate vendors, Sensitive-data visibility and

*

ithve-d billi d .
SAS EK{% =] S DWA N ;E reduce complexity control across all access gggtsr; r:crua-t.;: :Islldl;:ntii:n => Ve N d 0) rﬁ% E’\J E%ﬁﬁ :
e = A and costs including c:hannejls, including at rest cloud and on-pramises E-L\/L]:E{ WAN Tota I
5}5 ﬁ*ﬁ E% E’JI)J Be— B (D) replacement of dedicated in public clouds L

Full zero trust security

circuits " . o
Zero trust security posture posture E/\J 7‘5;
7] D)\ + Shift security skills from for office and campus \ S O I u t Ion <

maintalning boxes to locations
supporting business access
requiraments

Protection of edge
computing and distributed
Consistent and measured composite applications
Usar EIDBIiBﬂCE

Adopt a zero trust securit Continued vendor
pta zero curity consolidation to reduce H g ;-_t ﬂE
posture for remote access .

complexity and costs, =
EMER

BERABT AL HRFLER

Timeline indicates when to bagin.

Source: Gartner
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/B 9|\ fi#&*ﬁiﬁa : Secure Edg € (NMMTHEBEEEInternet HE R A EFOBHEE)
CISCO SASE
4 N\ .
Cloud Agent (T SECURITY AS A SERMICE = | 53T E ElInternet
- <
Enterprise Agent Umbrella : ! a) X
DNS  Secure web |7 firewall Cloud access
CORE ELEMENTS ThousandEyes {, security  gateway securly broker e—
nterne
- @ Y .
g CIOUd Securlty @. DO Umbrella tunnel e u A v ﬁ ﬁﬁy‘jﬁﬂsaas
Duo == —— ——
g Zero TrUSt Secure — Adaptive Device posture Behavior Continuous —DUO — 1] Office 365
access R SD WAN L MFA and health analytics verification ) Q e Clm;;'(l.'h<
| @Y WAN Edge SD-WAN S50
~ SD-WAN router g g ( o Saa$
L. Network edge O -\_)
g EXIStIng gateway Analytics/  Middle-mile Telemetry _)i(_
automation efficienc —_—>
> Observability #— | | SD-WAN fabric ’ G
SD-WAN mesh - oogle Cloud
Application Sa*as Integrated muItl Private/DUinC
SLA optimization cloud access cloud

O EEATNAIZER
Connect(Z;58IWANELD) Control (T ELZLEH) Converge (1RZEZPE. FItH1L)

- Provide software defined transport from any network - Cloud security stack to secure all outbound traffic to- Simple, fast deployment of network and security (NW)
edge (Whole office, office of 1, HQ) (AAR) internet/SaaS (SD-WAN + Cloud Security)

- Zero touch provisioning (NW)

- Encrypted transport to SASE for direct internet - Establish zero trust application access for . Common cloud-delivered security policy (Security)
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Cisco SD-WAN innovations driving the new norm ( Cisco SDWAN )
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Under NDA

Cisco vAnalytics - Roadmap il
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Rich Ul & Insights

Dec 2022

= Visualize App flows
over WAN circuits (w/ usage)

» Webex telemetry*
= SD-WAN Underlay visibility*

= Single Sign-On w/ vManage**

* ReguiresvManage 20.10
** RequiresvManage 20.9.2+

\Eﬁ%ﬁiﬂ%ﬁ, WANT B2 53:E R/ Alfif) /

Released Mar 2023
Rich Ul & insights

Circuit dashboard — Phase 1
Granular flows on circuits

AlOps: Predictive Path
Recommendations (PPR)

Easy Automated Onboarding

Enhanced scale for CSV
reports

*Planning 2H-CY2023

Multilayer & Al/ML
Insights

« Circuit dashboard - Phase 2

« AlOps: Bandwidth forecast
Ph-1

« AlOps: PPR - Closed loop
automation (Phase-1)*

- Site location
= User-friendly site names*
« % Circuit Utilization*®

« Reporting for Circuit
dashboard

+ Visibility into non-CoR DIA
apps

= Security: Talos integration
= SaaS CoR dashboard — Phase 1

= “AppQoE dashboard

RequiresvManage 20.12

= Magnetic adoption — Phase 1

Al/ML Insights , Assurance,
Multi-domain

Additional Security Analytics

AlOps — Anomaly detection
AlOps — Chatbot advisor
SaaS CoR dashboard — Phase 2

Converged monitoring &
analytics dashboard

Client dashboard
Northbound API
Proactive Alerts
Reporting enhancements
Magnetic —Phase 2/3
What’s New/Spotlight

* Roadmap features and timelines not committed yet, and are subject to change without notice
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Proactive Path Recommendations to improve App Experience

Powered by ThousandEyes WAN Insights

Recommendation based on telemetry data from 30 days

~

J

Google

QOver 4 users

Path Quality
Default Path:

Recommended Path

99%
100%

s

Gotomeeting

Over 0 users

Path Quality
Default Path: 98%
Recommended Path: 98%

ew Details

(ERWAN - AIOPS)

issues and make

.

Office365

Over 37 users

Path Quality

Default Path: 99%
Recommended Path: 100%
View Recommendations

&
Salesforce
Over 7 users
Path Quality
Default Path: 98%
Recommended Path: 100%

View Recommendations

U [ ]
Voice
Over 2 users
Path Quality
Default Path: 97%
Recommended Path: 98%

View Recommendations

Ingest Telemetry: Collect network telemetry data through vAnalytics

Data Analysis: Apply predictive models to forecast issues & make path recommendations

Feedback Loop: Fine-tune SD-WAN policies (initially manual, automated in future) to
implement path recommendation and improve App experience

Transforming SD-WAN operations from a reactive to a

WA
Webex
Over 0 users
Path Quality
Default Path: 100%
Recommended Path: 100%
Deta
Feedback

9 Loop

D

oy &

N @ e Cisco
SD-WAN

vAnalytics vManage
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E5] ThousandEyes 2023 s #ilgerelease

New innovations to assure connected experiences across

Visibility from Everywhere

Meraki MX integration
Unparalleled Internet and SaaS visibility—
at scale—from ThousandEyes vantage
points on Meraki SD-WAN

Webex RoomOS integration
Powerful insights into your Webex
connections

any network

Faster Insights

Event Detection
Auto-detects meaningful incidents so
you can rapidly respond to what matters

AWS Path Enrichment
Unmatched visibility into your cloud
connections

Seamless Workflows

Cisco Secure Client Module
Simplified deployment of ThousandEyes
Endpoint with Cisco Secure Client
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Summer 2023
Cisco ThousandEyes

ThousandEyes on AR

Unparalleled
—at
scale—from
ThousandEyes
on
Meraki SD-WAN
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Cisco ThousandEyes -

ThousandEyes on
Y U webex

Webex RoomOS .
devices

P inpit
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Powerful insights into your Webex
connections with ThousandEyes Endpoints
activated through Control Hub
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Globally WANR'S

Cisco ThousandEyes
Fall 2023

= (@ Cloud & Enterprise Agents > Incidents © = A ©

ThousandEyes

Affecting cards.saas.com + 25

Events

Network Outage Details Rate This Incid, ~ Affected agents
Test Settings
15
Agent Settings Agents could not connect to
Device Settings AT&T Services, Inc. (AS 7018) New Jersey, USA

BGP Monitors

nternet Insights

WAN Insights

Dashboards
Alerts @ Affected Tests Explore In Views

Automatically surfaces

meaningful incidents | e
So you can | S
to what * o

matters
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Cisco ThousandEyes

AWS Network

Unmatched

into your cloud

connections with
insights on

AWS’ network

ThousandEyes Application ~ Agents +

Wed, Jan 8 1d;

w Legend

80f8Agents¥  Shownade labels e On
Agents By Agent ¥ Interfaces By Network » Destinations By Domain v

> address Forwarding Loss > 10% (1 Node) v Link Delay > 100 \

rch Network, Country

s are part of an MPLS tunnel Al ~ 9 links with DSCP changes All ~ 1 node with errors All =

2

Acme Corp (AS 123)

e 4 | AWS Global Acceler: o &
Atlanta, GA )
2 Amazon AWS (AS 1234) ab43338¢b7f67e12¢.awsglobalaccelerator.com

Charlotte, NG @)
s 76.233.62.139
Philadelphia, PA @ 90.83.71
Houston, TX @ Johannesburg, South Africa
Amazon AWS (AS 16509)
Minneapaiis, MN @ U 175ms Higher than expe
Inknown

Kansas City, MO @ 4 AWS Global Accelerator Diagnostic Info
Aeme Corp (AS 1253)

B Johannesburg, South Africa +

Boston, MA @) & Amazon AWS (AS 123 & ime 225 ms.
Johannesburg, South Africa (JNB50-1)
Johannesburg, South Aftica (JNB50-2)

Amazon AWS Nodes &
3 Nodes in Amazon AWS (AS 123) e
A Amazon AWS (AS 1234)
)

 Amazon AWS (A

07.186.149.3

4:34 PST (7

Summer 2023

4 Instant Test

minute:

Reset To Default
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RITER LMAF EAEREER (VPN Agentisg)

Summer 2023
Cisco ThousandEyes
ThousandEyes
deployment
Secure Client ThousandEyes Endpoint
of ThousandEyes -
with Cisco
Secure Client
ik : \ HEHE
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B&O Cisco 980

Desk

7

=

Desk Camera

SES KA

<3
E?

Headphones
Desk Mini

Room Navigator

o1 /1]

Board Pro

Room Kit / Bar

Room Panorama

WS L.\

Mobile
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Webex Desk Mini, BRI\ fH2s
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Training Room




Product Roadmap

a @ @
Extensions Code Launch
Platform Review

Marketing Campaign

Back End Framework
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AirPlay Support

B AIrPlay(fR=HER), LIWBEABHZZR|BREHMERiR:
s SEWREMANMNsnLE
« TIREREZWNA, #OIBLEIIAIrPlay

« DRM HFIAH, KRKiTKIZH

I SKIMAIrPlay, HEEFERFTHRARY i0S/iPadOS/macOS
& 4F Board, Desk, Room %7%l|:

I « Board 55/70(non-S), Desk Hub, Room Phone "3 4%

 Requires RoomOS 11
I {Lﬁ Apple AwPIayJ .



Miracast® k=

Cisco video devices

MiracastiZit T — M ILTEZ iV TTEZNBSHRZHR AT E, FHAEEEREIWindows 8.1 &I _ERrAH,
MiracastfEFHWi-Fi Direct&x — N E AN EETT &M EE, AT MMiracasti® (ffla0Windows PC/E T
Android ViR e) Eaalsiom 2 BRHIINZE .




Webex Device
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People Focus
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Webex Device
BTN AN ST

SAIEEZLIES RIRE, MmEIN:
o IREM
o REIEEEEARIES
« WebexBREEM-MUEKNES, BERDLME

@ RE LR B SEENRI, &R TEREN

&9 bobblelobs




USB Passthrough

BT USBZE M IRBYZEIC A BB N A=Y
SRR, REMEIRAIR
X FHERAN B X e XA EMARHEMRNE S

B]FHF+Cisco Desk%%l]. Cisco Board Pro.
Cisco Room Kit EQ. Cisco Room Kit Mini#Q
Cisco Room Bar

Join Webex
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CISCO

RoomOQS experience Teams experience

ZHIR G MERILE

OR

Includes native Webex Meetings and Events Includes native Microsoft Teams
with interop support for Microsoft Teams, Google, and Zoom and Webex Meetings and Events
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Cisco Devices

- MTR

- VIMT (aka CVI)
- WebRTC

- USBIME

- WebRTC
- USBYME

+ SIP/H.323
- USBYME

- SIP/H.323
- Webex (=)

s

Microsoft Teams

L

Google Meet

QO

ZOOM

00

Webex
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Queenshead

Webex Room NavigatorziF B iR Room available | eoktow
Appspace, UMA, Humly IR EME=H until 09:00
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