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us = InternetOpenUrlalus, &s=Url, @, @, 9x84000000, 0):// : "http://wuw, iugerfsodpdif japosdf jhgosuri™. .
if ([ w5 )
[
InternetCloseHandle(vi]);
InternetCleseHandle(us);
result = B,

elae

[
InternetCloseHandlev]);
InternetCleseHandle(@);
sub_YOEESH( ),
result = B;

}

return resulk;
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Ermail Addrass Associated Domains Ernail Type Last Obsersed
BotnelSinkhole@grnailcom 35 Total - 35 maliciouws Administrative, Registrant, Technical Current
Mamagarvar Aszsociated Domaing Last Obsarsad
g sinkhaleech 46 Total - 35 malicous Gurrant
resd. sinkhale tech 35 Totad - 34 malicious Current
res ] sinkhale fech 438 Total - 37 maficiows Curmant
. sirkhale dech 34 Total - 38 maliciouws Currant
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Domain Name: IUQERFSODPY9IFJAPOSDFJHGOSURIJFAEWRWERGWER.COM

Registrar: WAMECHEAP INC.

Sponsoring Registrar IANA ID: 1068

Whois Server: whois.namecheap.com

Referral URL: http://www.namecheap.com

Name Server: NS51.S5INKHOLE.TECH

Name Server: NS52.S5INEHOLE.TECH

Name Server: NS53.S5INEHOLE.TECH

Name Server: NS4.SINKHOLE.TECH

Status: clientTransferProhibited https://icann.org/epp#elientTransferProhibited
Updated Date: 12-may-2017
Creation Date: 12-may-2017
Expiration Date: l2-may-2018
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cmd.exe /c vssadmin delete shadows /all /quiet
& wmic shadowcopy delete & bcdedit /set

29 (cmd.exe) cmd.exe {default} bootstatuspolicy ignoreallfailures &
bcdedit /set {default} recoveryenabled no &
wbadmin delete catalog -quiet

30 (vssadmin.exe) vssadmin.exe vssadmin delete shadows /all /quiet

35 (WMIC.exe) WMIC.exe wmic shadowcopy delete
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Uoc;ps_. your files have been encrypted!

What Happened to My Computer?
Your important files are encripted.
Marry of your documants, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe vou are busy looking for a way to
recover vour flles, but do not wasts vour time. Nobody ean recover your files without
our decryption service
e Can I Recover My Files? 1
Sure. We guarantes that vou can recover all your files safely and saszlly. But vou have
not g0 enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>,
But if you want to decrypt all vour files, vou need to pay.
Tou only have 3 days to submit the payment. After that the price will be doubled.
Alzo, if you don't pay in 7 days, you won't be able to recover your files forever
We will have free events for uzers who are 2o poor that they couldn't pay in 6 months,
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Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>,
Please check the current price of Eitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After wour payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
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Time Left

Send $300 worth of bitcoin to this address:

115pTUMMngoj1pMvkpHijcRafFJNXSLrLN

Contact Us Check Payment
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