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=2, 152 %) FireSIGHT &I2d(>. Snort.org g ClamAV.net.
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¢ Doc.Downloader.Generic-6332126-0
TEiERF
XA TEHIZF REIRER Zbot THIEFHPMLREFLXIMM. ENMKREXT OOXML
RRANBRRFELEE, OOXML #&A 7 Microsoft Word FR1BEERThNEL, 1BR7E
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e Doc.Dropper.Agent-6332127-0
Office ETHIEFF
XE2—MEBREM Office £ TEIER, FFMA Powershell TEEERHITXH
g, BRITERTXEEASRBITT MR TEHNEN.

e Doc.Macro.Obfuscation-6331107-0
Office 7%&
TERHRESEFAEIRE Office U {RTEAY A KR ADRBE LA 3 M R H RS R{KAS
HEE. ZFZFZSWNRIAT ZEAN—MEAR, BEEAREREREEREEKE.

e Win.Phishing.NikoLata-6332081-0
Web 1EIR M43 &
NikoLata 2 FIF] R 4T AR ST 28 & O EFE [0 2| W & B BT HIAY
http://bigpicturepopl[.]Jcom/redirect/57a764d042bf8 on the benign site

bigpicturepop[.Jcom ¥ s H1AIMXLEFEESHENEEFLS. ZMEARVEwRY
RANE A .

e Win.Ransomware.Nyetya-6331387-0
R
Nyetya @ —MiE R FESHIAEEERYE, BiEFI A EternalBlue 1 EternalRomance
#) Psexec. WMI #1 SMB #1754 . AXIZEMNEZER, BESRABRNNEX:



http://blog.talosintelligence.com/2017/06/worldwide-ransomware-variant.html F0
http://blog.talosintelligence.com/2017/07/the-medoc-connection.html,

e Win.Trojan.Fileinfector-67

EHRE
Win.Trojan.Fileinfector-67 @ —MX @B HmE, BEEEKEIAXHRGETER
KBRS HIHITIRIE.

e Win.Trojan.Fynloski-6332091-0
AESmE
Fynloski —#ARSmE, ATRTEEMEEREGS ZBIZRENITEN. XLEER
2 EMRIE cab K, HEBMMTHHIHSME T ERE. SIRRASIL mov 54
BEHEK L.

e Win.Trojan.Siggen-6261194-0
5
X2—# Net BERH, HPESRINEMIFMERAR. MRZEZFTENENEE
#EHAAZZIRNHNIAE, MZAKSRESEAZT—MEFHEIRS CnC RSH
#fE,
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Doc.Downloader.Generic-6332126-0

MR

- NEH
B RiE

e Local\1OMU_ACBPIDS_S-1-5-5-0-61147

e Local\1OMU_ACBPIDS_S-1-5-5-0-58021

o \Sessions\1\BaseNamedObijects\Local\10MU_ACBPIDS_S-1-5-5-0-59580
IP ik

o 119[.]28[.]71[.]78

o 109[.]86[.]76[.]58

e 37[.]115[.]165[.]1159

e hoefnen[.]xyz

e berasadot[.]top

e bagrati[.]Jtop

e page[.]Jnumberx[.]Jorg
e aul.]Jforestllc[.]Jorg



ﬁUEE‘JSE#%ﬂI;ﬁE%
% TEMP%\iio322171.uu

e %AppData%\Microsoft\Windows\Temporary Internet Files\Content.IES\7TN5SLGTOO\Ismkk2[1].exe
o %AppData%\Microsoft\Office\Recent\account_3166.LNK
o %AppData%\Microsoft\Office\Recent\statement_dObwfa.LNK

o %AppData%\Microsoft\Templates\~$Normal.dotm

B’C#ﬁiﬁﬂﬁ
a825d66¢cf2dbc9d745ef75837b68adee35aac2620e6933876d7662bf1f815a90

o ed62f5e6¢c396940a455a82a7a1864ac696fb00e576631b3293ec53bb4292700d
» 5788dbf3fef2fbf8f4dbe3edfe8ddc955¢c9741f6d7287f5d7427d0df53275108

o €2c4800a2a925ef71fe173269fe237bd2a43706e897c2de59f96ad5064a2389%
o bf544987ac6ee03cb089d54fac8c885bb4c02ef709576f46890d51335a15bef1

o 542abc75b0bba97deafa82b3424afb98beee71d71599345e659038a7dc969219
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Mgz

Threat Grid

Umbrella

WSA
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~ Warning!
J Threat Detected
aB25d66cf2dbe9dT745ef 7583 7b6Badee35aac2620e693
has been detected as W32.A825D66CF2-95.5BX. TG
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€ 20f 3 o
ThreatGrid

Behavicral indicators

Malicious by Antivirus Service

Document Contains an Embedded Object

Umbrella

Details for hoefnen.xyz SEARCH IN GOOGLE |

SEARCH N VIRUSTOTAL

This domain is currantly in the Umbrealla block list

This domain may hawve been created wsing a domain generation algerithm (DGA)

DNS gueries
10

DNE queriesfhour
w

NI

10, jun 12, Jun 14, jun

20, Jun 24 jun 24, b 26, jun 28, jun 0. jun FIE 4+ Jul & W


https://2.bp.blogspot.com/-X7uEBBqF7lI/WV-mLtqsOQI/AAAAAAAAASY/DwkaazW4-EMeeym-kX1Ty3gMLL3RMSIWACLcBGAs/s1600/a825d66cf2dbc9d745ef75837b68adee35aac2620e6933876d7662bf1f815a90_amp.png
https://3.bp.blogspot.com/-p9A0RMbv2MI/WV-mSah165I/AAAAAAAAASc/LB8h0XHJYJw8IVArgF_dEVW-Q-itUYpDQCLcBGAs/s1600/a825d66cf2dbc9d745ef75837b68adee35aac2620e6933876d7662bf1f815a90_threatgrid.png
https://3.bp.blogspot.com/-zTEC_QTgtqg/WV-mbZcXoAI/AAAAAAAAASg/407_gwgvUBoh6XjZBnz8QmtJo_yaq1XqACLcBGAs/s1600/hoefnen.xyz_umbrella.png

BRREEE

Home References  Mailings  Review

P Find -

MUY SR AR B AaBbCcDe| AaBbCeDe AaBbCt # AaBbCecD a
] - BRepiace
B - o X, X ¥-A- === k. LR 1 Normal | 1iNoSpac.. Heading | Heading2  Heading3 3| b gourl
Clgbowd & Font 3 . 2| Eating -
mg Please enable editing mode to view included documents.
ENCRYPTED MESSAGE
This file is protected with RSA KEY.
To see this document you need to import key chain on your system. Please, double click on the icon befow to
start the import process imi
The file was generated by Microseft Office SecurePoint on Feb 21, 2017.
2| Open Package Contents - Security Waming x
Do you want te open this file?
Neme EF21H-15
Publisher: Unimown Publsher
Open
While files from the Intemet can be useful, this file type can potentially
harm your computer. if you do not trust the source, o nt open this
software. What's the rigk?
G - ' + 1o

Double-glick or double-£ap to edit O
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Doc.Dropper.Agent-6332127-0

MR

IP it
e 77[.]123[.]218[.]1185
i
e aninasmeesmase[.Jcom
e iitttyense[.Jcom
e monenanshcal.Jcom
e onasnenekaskeeee[.Jcom
e iianem[.Jcom
o mmmzmzlll[.Jcom
e oppasnndnew[.Jcom
e tranasportnmme[.Jcom
uuunasn[.Jcom

ﬁlJi%E*chﬁF*ul:‘ZEE
o \TEMP\request.doc

o \TEMP\~$equest.doc

e \Documents and Settings\Administrator\Recent\request.Ink

e %AppData%\alnyliz.exe
SCFF%SWIJ{E

17d6dc47409d9a49ff9e0af92088213e1fe7d8cac1f69d73892d229b76395¢c43
e 4daaadac1d8dfa337f8e13cff2e3af24cbe6aa97877f3cec1e140507e9f20f19
e 53e6613c677e5498367a85b43569c81fd4d6d8c211ace257749a7c4f49bdf632
o 8f6515daea52d6b0e02b113f0357801d55f7d74dc113ab76055ad835ede 11002
e 943ea63228ffb638ad4179ea79531d282ecf01e4d58764eb7bb0c3329a82b1ea
e 97597a498ab5b13b1fe3cb52e41eee108d91364b31895f896c884c36e28e0d59
o alccac6ea86fcdbae485abbf7f4374591ae4617cc78b09cb2e13657ad45a9b7e
e dad0a717b8fe07b9fc60d7a31deff159814¢1¢c33702256a23e882bacO0b50e94a
e df159704ed213a2f6ebf4087006acd2502aecc586b6828ae5222688cf9c20745
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ThreatGrid

Behavioral indicators
Artifact Flagged us by Antivirus Service Canfidence
BITSAdmin Execution Detected

A Document File Established Netwark Communications

Document Laurched Lty

Office Document Launch Command Shell

WBA Macro May Call Shell

Document Contains Embedded Material and Minimal Content Severity: Canfidence:
VBA Macro Has Action on Open Severity: T8 Confidence: 85w
Antivinus Service Flagged Artifact As Containing A Macro Severity: 70 Confidence: B0 w
Office Document Contains a VBA Macro Severit: 70 Confidence: 8O W
Dynamic Content Detected in Document Severity 88 Confidence: 80w
Command Exe File Execution Detected Severily: 50 Confidence: 80 w
Document Contains a Low Word Count Severity: 40 Confidence: 70 w
Patential Code Injection Detected Severity: 38 Confidence: S8

Umbrella

aninasmeesmase.com | m

Details for aninasmeesmase.com [ seanchm oooote |

BEARCH IM VIALISTOTAL
This damain i cumerdly in the Umbrella block st :

This domain & associsted with ha folowing Svps of threat: Bosnet

This domain has a suspicious ASH scom

This domain has a suspicious prefix scone

This domain has a suspickus FIF soom

DNS guerigs

ik que rhes /B
=

_w}'n.r‘ 1M#FHL fﬂrﬂlw

ﬁ '*“JL.A |‘ f
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Doc.Macro.Obfuscation-6331107-0

MR
- AFEH

IP bk
e 185[.]165[.]29[.]136
W
. T1EH
SIERI /I AR
e \Users\Administrator\Documents\20170705\PowerShell_transcript.PC.0WdKO03OL.2
0170705095145.txt

XHHIHE
o T7ffb78b5dee7b2d48155236daaea99b9887ff61ec107d48a2522¢c951795f3353
o af89ebcecc2478cb5f90696aa75aaa3dca27c4928265b4b6833e95b5672d7a0a
e 1a3bd5acc39ff619417fc217786f8b6338348a1f5eda994cbd03a5d014d351b8
e 8db59629e0b972ca%9aa4da3dd56278340dc1f4ad7849e536bd2a1dc2c8ec5off
e 1e56463b3aebc9fdf435ca3910a7db4e5a1c9f7b6568das5ced62b2451345eb68
o 0696df98c9074fc4c05454149e9a9ce7f3bfec9d19852691a49919027aa2be05
e 01d024ae353d2c4349fb13bfff1417e77ee2f85c75834f91762f80ca1d25a0c9
o 38d35b8be18d3efe2394929184ad41e9e7c1f699bbc5cdebcd783b159075¢c66
e c5ceecdc491077b8db797d1c65eed03efed8ea28cd0ee5d0926e3fa591920426
e 441e093374df7b806bf883d564810c8733b5f664add7baada8b7df6c49b04dcf
e 403589bd4b2c275564aac4382800eaf5836ff61817ddb76afb9b7c7f24b0c0e9
o ef4685089d285ce677bc2aa2f2490dd25120d2af19fb6d2570adb03f0a5a3e7a
e 1d7bd5817b240a053cac0c6b3af1d848ed4b03e6bd334bd2e040800215d8d601
e dc4c028949fdd43c7d67fe085e4c85a62633a38e49a510e71d41270008fd29fa
e c07cdfd59b7ea1bdd2a6e267df60300bf23b1888f0582ef050946d0cba571f08
e 6ceab9fal5cbf2a0db2cad40684cchbf3edead 744f5f6ae27655871d35cc6¢85bd
e ec988f1b09c617c1b609e25aea76e7afa871bb2188accd75f3dd24d0834c5c47
e 29013332f09195261f8be7fd43674e4e5132a28744ed52a45d787646a6e8659f
e ¢c30d4d4b41d7f690762ef26ffdbf14c7eff7ce92e7b8cfa87f5182bb057f05a2
o ee97cf5279ca40e5e3d879f4a8e0fdecbb3a5fb7547ece74252c72419df0a6fd
e 877107ecf0a698fad3a210289777dc647650c493f11cb384044a879efb3f16fb
e 123abdbf3c470dde32d7chfa97e0393eaf602a3befa8050dfe8738a1c4b14768
e 124e908d1670ede9541b4f0ed6376dd03c62d1cf7b0ff22943a7fa3be90ce238
o ff7706bdd749accba1ea5c49903fb200af7fb3edf3e95d5f9686e78ec699847¢
e 470918fd1ed47e4454af807c3b14b55314cb07a86d053ff83f3233628f08bd8e
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ThreatGrid

Behavioral indicators
Office Document Launch Powershell
Document with Random Variables Established Network Communications

A Suspicious Decument Containing Randomized Variable Names Detected - i Canfidence

Artifact Flagged Mal fivirus Se & 1o Confidence

& Document File Established Nebwork

wershell L ] whload and Execute a File : d Canfidence
Document Contains Embedded Material and Minimal Content &0 Confidence:

Artifact Flagged by Antivirus

WBA Macro Has Action on Open Severite 70 Confidence: B8
Antivinus Service Flagged artifact As Containing A Macro Severity 70 Confidence: 80 w
Office Document Contains a WBA Macro Severite: 70 Confidence: BD w
Dymamic Content Detected in Document Severit: 30 Confidence: B0
Pawershell Launched with a Hidden Window Severity: %8 Confidence: 70 w
Document Contains a Low Word Count Severity: 40 Canfidence: 70 w
Remote IP Address Contacted Severite: 20 Confidence: 50w

DMS Response Contains Low Time to Live (TTL) Value Severity: 38 Confidence: 20
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Umbrella

Details for 185.165.29.326 [ SEaRcH 1N GEOGLE

Hosting 0 malicious domains for 1 week e

This IP is currently in the Umbrella block list as malware

Security Calegories: Malware

Ao
Prafic ASN Network Owner Description
185,165,29,0/24 A5 446TY ADNET-DC, RO £6400

Malicious domains hosted by 185.165.29.36

No info o display

A &
SAconmatod Samnloc DAMEDEN O IO AMD TUDEAT MmN

RREE

Document created in
earlier version of
Microsoft Office Word

To view this content, please click "Enable Editing"
from the yellow bar and then click "Enable Content"



https://1.bp.blogspot.com/-Apn_rNCext4/WV-pwCM33VI/AAAAAAAAATY/PQiWcvQ_rIQfSENjLkagn7xgX0ONn_cmQCLcBGAs/s1600/Doc_Macro_Obfuscation_6331107_0_umbrella.png
https://4.bp.blogspot.com/-EuH98wynXXo/WV-p7exLzRI/AAAAAAAAATc/b5K8VApEBS8XoGuNRzFEmt-72j-loNB6wCLcBGAs/s1600/Doc_Macro_Obfuscation_6331107_0_malware.png

Win.Phishing.NikoLata-6332081-0

R

=
NEH

IP it

W&

BUERY

SR

176[]31[J115[]114

bigpicturepop[.Jcom

R/ %

~EH

Filfa
0033e8aa040b150f10aae632940f5e975fdd8c9f3c50e3390655¢c4098a41a4a0
0899df6fe90b23914cf7bfaabf5b52eb61565f529006e 1f8ae5c1¢c3603eb9120
0a222dac8daabd8f2ba8825519ad65916f88ad194caf3albde754cf49bc4 1699
102113176eeb0d8b170addadfe1fc531d54bc8b8faa8aalcbc8968acc478d2ee
237fdfef4a1dc47ebf3119ba0f16eabf780acab50d964816f1d00c7340246366
338dcfc2a8933338210abb98144ec4d50907130b24c59b00307d1e37e89¢eeaab
34d135535a27eb46f4eefb5c62cfo8f86a246cb1b8328206e300667e149d5e20
3727278e0326aa8726e8320d75b2224b601d575e49147befec4089fde72c8b6e
378be621adbd9655¢c1e8f439134b99dadeecddf41b09f3484496663cc2eal393f
3cb106ce8f4015abe7b2789f2675b5b4dc266b8c976bb79b4a9e50599ab822ba
466f3aaa5c69515cfeb0900d4c0487aa2¢c1e12fcc8d8bf2ed730ca56a22943ca
49e513841ef91b0b3cb3d58fe1d7e2¢c75373800c7¢c5062653905126bd1¢c586e3
61d79e963c2f1762920d1c8729d0e604cae6050cfc36bddc309fb9ffbecc0182
713353bc597075e577b738f843e9372444f8ed0010efc11ff80303dc9656f96b
7bb0b281ee6¢cd0d0859¢c51¢c4866528c1de8d36a337ef8449bde7422da6e7b908
857699fe734788e94f2fa7bf025211426c44aa065143ab98b55ab2864424fb8d
8fa890ae7063262b8092da0fff281cb11b633dd83e1f228351d187a07e51¢248
90d993829351a41644966a191100eb7971c7fc886dfdcb2c023e6¢7fb43900f9
9a60e3fc1c6e903f089b56¢852b050f04dcbab6adf0bd44215e310b0b2663de6
a41812691e197802b49cf1c6b1fchbf7d4f933a87032f3edd22e9e003749c5f21
a7c¢803f8e2d17980b71ee3e895953e699da2cf316a70b1f76d5279f0af433235
b1a0201a3d9529d966509111e6704f4bda521e26fc8142345e3f61712a64df55
baf999647eb654bda2447ab3f017e634813fa3b01a656bda998178d17cfd0c1c
bdb1b6aef20ec375f6f85c4f19a0d04228287e59dccbc72aaa79df1b9cbfofc8
c16b026d16e9ef8574dbb1e0f92b802ffb19ccb41cfe957246ffeba98b82f3df



e cb3f34148beb2763a71b1727916490ac9e8825a68f60c296ebd98c4ec7bbfb6e
e cb891c0462ded4eb8aa98c0af2cadc70ea3e8ceb5f804afoc4b3al1abcefef82c9

e cdb21c6a6a47a508b5bf05f1f4e49b1a550cacec2452657fb9f094b2f0de9890

e ce397649edb82756667a63c26de24373992b84bbc4cf80353f5117876acebb2d
e eb024d54b61073e674d06c53fdc1523156d75268eaf9aff20070364df4ab0760

o ef509c6ac1fae60d57f773e4087b0412d3f08edbb19dc93218b183724bd64d83
o fladbdee86076c202ab5d5783c9e8d5873b76a88a86a81ad10c275884303eaff

AMP

C \_f'lll' S

R

Mgz s

Threat Grid

Umbrella

VWSA

AMP

ss-Cisco AMP .

Q Warning!
i ) Threat Detected

3727278e03262a8726e8320d75b2224b601d5 75491
has been detected as W32 3727278E03-955BX.TG
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ThreatGrid

Behavioral indicators

artifact Fla o W by Antivirus ice 100 Confidence

Javascript in HTML Uses Location. Replace Function

Javascript in HTML Uses Window. Open Function Severity:

Javascript Contains an Excessively Lomg String Severity: Canfidence

ScHpt Cantains URL Severity: 75 Confidence:
Qutbound HTTPF GET Request Severily: 78 Confidence: 75 w
File Downloaded to Disk Severite: 30 Confidence: S0 W
Patential Code Injection Detected Severity: 38 Confidence: 80 w
HTTP Redirection Response Severity 0 Confidence: 50w
HTTP Server Ermor Response Severity: 50 Confidence: 50 w
Executable Artifact Uses .MET Severit: 35 Confidence: 60 w
Remate IP Address Contacted Severity: 20 Confidence: S0
DNS Response Contains Low Time to Live (TTL) Value Severity 38 Confidence: 30w
URL Resulted in 404 or Empty File Severily: 35 Confidence: 28 w
Sample flagged by antivirus service contacted domain Severity: 2§ Confidence: I8 w
PE Optional Header Linker Major Version Abnormal Severity: 8 Confidenco: 80 w

Umbrella

Details for 176.31.115.114

SEARCH IN VIRUSTOTAL |

Hosting 1 malicious domains for 1 week

AS
Prefix ASM HNetwork Owner Description
176.31.0.0/16 AS L6276 OVH, FR 85400

Malicious domains hosted by 176.31.115.114

WepCmainsystem.com

Associated Samples POWERED BY CISCO AMP THREAT GRID
Threat Score SHA256 Signature AV Result
m 106 19656045 3de6¢] ed2 501 e9cabedabic? 19891 23042461 063d3adb. .,
m 1fTf78cdd56a021a6fedfecb0n99b2foel THETA00e 9069004 2cadl9cBh. ..

m 49d85df7 3cHcB04e0BIBT TehIc T 4abid0at 1d8 606540 2229760900,
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Win.Ransomware.Nyetya-6331387-0
AR

EMRRE

. NEH

BRI E R
e %SystemDrive%\WINDOWS\perfc.dat
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XHEFE
e 027cc450ef5f8c5f653329641ec1fed91f694e0d229928963b30f6b0d7d3a745
e eae9771e2eeb7ea3c6059485da39e77b8c0c369232f01334954fbac1c186¢998
o 02ef73bd2458627ed7b397ec26ee2de2e92¢71a0e7588f78734761d8edbdcd9of

AMP

C \_f'lll' 5

&

[T
Threat Grid
Umbrella

WSA

AMP
ss-Cisco AMP

@ Warning!
B y Threat Detected

027ccd50ef5f8c5f65332964 leclfed91f694e0d229928
has been detected as W32 Petya:TrojanRansom.20if.1.
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ThreatGrid

Behavioral indicators

The Masier Boat Becord [MES) is the first sectar of a disk. It contains the partition table and may Categaries porsisionce, weakening
cortar aorme riliakzation coda thal is o o Beot, Malksous code eill aomssimes craste 8 new BRI

partiticn ta hide exeoutable code and siore information for later exditratian, or modéy the boo? code o Tags system, sysiom

i pEremlencs and aacly execulion e ification

Artifact Flagged Maliclous by Antivirus Service
PE Contalns an Invalid Certificate Signature
Process Modified a File In a System Directory

Process Modilied File ina User Directory Seyerty: 70 Corfidence: D w
Very Large Registry Data Sewmity: 8 Confidence BD W
Executable Artifact Imporis Tool Help Functions Severity: 8 Gonfidence 10w

RREE
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Win.Trojan.Fileinfector-67

MR

e ~EH
BT HFIZER
e %SystemDrive%\c2d124b8466cec6b3e47c4\i386\mxdwdrv.dll
o %AppData%\Adobe\Acrobat\11.0\Security\directories.acrodata
e %AppData%\Adobe\Acrobat\8.0\AdobeSysFnt08.Ist
e  %CommonProgramFiles%\Microsoft Shared\Filters\VISFILT.DLL
e %SystemDrive%\AUTOEXEC.BAT
e %System32%\wdi\LogFiles\WdiContextLog.etl.001
e %SystemDrive%\CONFIG.SYS

e %AppData%\Adobe\Acrobat\10.0\Security\CRLCache\48B76449F3D5FEFA1133AA
805E420F0FCA643651.crl

e %AppData%\Adobe\Acrobat\11.0\JSCache\GlobData
e %SystemDrive%\c2d124b8466cec6b3e47c4\amd64\msxpsinc.gpd

e %AppData%\Adobe\Acrobat\11.0\Security\CRLCache\A9B8213768ADC68AF64FCC
6409E8BE414726687F .crl

e %SystemDrive%\c2d124b8466cec6b3e47c4\i386\filterpipelineprintproc.dll
e %AppData%\Adobe\Acrobat\11.0\JSCache\GlobSettings

e %AppData%\Adobe\Acrobat\10.0\Security\addressbook.acrodata

e %SystemDrive%\c2d124b8466cec6b3e47c4\i386\xpssvcs.dll

e %AppData%\Adobe\Acrobat\7.0\Updater\udstore.js

e %AppData%\Adobe\Acrobat\7.0\UserCache.bin

e %AppData%\Adobe\Acrobat\10.0\ReaderMessages

e %AppData%\Adobe\Acrobat\11.0\TMDocs.sav

o %AppData%\Adobe\Acrobat\11.0\assets\assets-140109170701Z-78340
e %AppData%\Adobe\Acrobat\7.0\Collab\RSS

e %SystemDrive%\c2d124b8466cec6b3e47c4\i386\msxpsdrv.inf

e %AppData%\Adobe\Acrobat\11.0\TMGrpPrm.sav

e %AppData%\Adobe\Acrobat\10.0\JavaScripts\glob.settings.js

e %AppData%\Adobe\Acrobat\8.0\Preferences\AutoFillDefaults.dat



o %AppData%\Adobe\Acrobat\8.0\Synchronizer\adobesynchronizersu80
e %AppData%\Adobe\Acrobat\8.0\AdobeCMapFnt08.Ist
e %CommonProgramFiles%\Microsoft Shared\Filters\msdfilt.dlI
g
e 414d5a6eb59a5597774e3e69ead25ac64e5c5805d899886fc4c53ed0e4b1960d
o f9f0449bd2187f8a69a2e8a2eebae77c45d422900a762664847f4b097796becS
e aab0014dbda65fb1ae5340a8b6da731aaa3215bb340c7df80b5b033ad2533001
e 29ba1dae0c75b5d67de2fb832a65a0a8d226f9585f1a3e334926259065355618

AMP

CWS

&S

Threat Grid

Umbrella

WSA

AMP

ss-Cisco AMP .

Q Warning!
i ) Threat Detected

414d526eb59a55977 7dedeb0ead 2 5achde5c 58054899
has been detected as W32 Variant:Gen.Z20ie. 1201
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ThreatGrid

Behavioral indicators

b Confdence: %

SRty 10 Confidenca. &

Frocess Modified a Fibe in the Program Files Cinactory Savariy Confidenca
Artifact Flagged by Antivirus Savarty: Confidence
Arifact 'With Wirtual Erviranmeant Enumeration Detected Severity. Confidence
Frocess Modified an Executable File Seuerity: 61 Confidence:
Executable Arufact has Misleading File Exlension Sevarty. &8 Confidence. B e
Process Modified B File Savarky: B8 Confidence T we
Fotenbal Code Injection Detected Severfy 58 Confidence: B8 s
Executable Compiled with Flal Assemiblar Severty. 28 Confidence. Bl
windows Crash Tool Execution Detected Sevarty. 28 Confidence. B w

Win.Trojan.Fynloski-6332091-0
RE I HR

AR
o <HKCU>SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN

o {H: c4f40c367320fcdc570a23c70d18a343

e <HKLM>\SOFTWARE\WOW6432NODE\MICROSOFT\WINDOWS\CURRENTVERS
ION\RUN

o {H: c4f40c367320fcdc570a23¢c70d18a343
o <HKLM>\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce

- TEH
IP it
- TEH
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BERIX BRI/ B R

e %AppData%\Microsoft\Windows\Start
Menu\Programs\Startup\c4f40c367320fcdc570a23c70d18a343.exe

e %SystemDrive%\Documents and Settings\Administrator\Start
Menu\Programs\Startup\x.vbs

e %AppData%\Microsoft\Windows\Start Menu\Programs\Startup\x.vbs
e % TEMP%\IXPO00.TMP\1.xyz

XHHINE

o 7f7811f54a231936ac15ee95d8839d763ada89ff3a80aa7479c7eab670b1a382c5
e 1b2149951adf10d725ad54bd262b4bcc7cad4be5986¢ce1414fa95082606811¢8
e 7e9a837489b93a6f16385bd4e604923a1e4fa9c72a7d0ee1017037f26b02ed90
e 7077931eaa70834cb3a9862b6e405ea945459fda20d60ceb83b54a0e4a9f209f
e 77654b410cf65ec4ede7b46cdefoc0df8397349¢ch351fa070bc9b64bdd6e83e1

o 83768ae6bc29747d33f106d36d12f59771a0333a997bd4b6eeaadd6b0a586f63
e €9642b9759686add2d022f0f3acOae5c2f5efe6a2cc5bef57f9480achb4792e6b

e a006c5f27586648e44c1204f49ac555f9f4ddfd5a74af19104b031fd241adf8

e ad8472fbcf4ba8f6e9c7c275a64cdf364dabebdb7b9fc950cecce980a551ba48

e b3ea382eb9047ad9ba10956dbd580e70d08d027ca49504a78a24d98aed623de5
o e8415def78f91ca7bbebdab7e6efc24eedeaf8f363af66b59b4fe1bcs5ed24384

AMP
CWS

&S

[ R e

Threat Grid

Umbrella

WSA
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AMP

\! Warning!

[ J Threat Detected

7f7811f54a31936acl5ee9d5dBE39d 763 adaBoff2a80aa)
has been detected as W32 GenericklD:Malwaregen.20
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ThreatGrid

Behavioral indicators

%0 Cconfidence
With a Matching Name to a Window

=5 Halbed Windows Firewall

ty. 0  Confidence
Metsh,.exe Used to Alter Windows Firewall Severity. 70 Confidence:

Metsh.exe Used to Add Frogram to Firewall Allowed Program List SEve 7o Confidence: 100

Process Modified an Executable File Severity: &0 Confidence:

Process Modified File in a User Directory Severity. 70 Confidence:
Executable Artifact has Misleading File Extension Severity. &0 Confidence:
Process Modified Autorun Registry Eey Value Severity: # Confidence:
Command Exe File Execution Detected Severity. 84 Confidence:
Process Created a File in the Windows Start Menu Folder Severity. ®8 Canfidence:
sample Created A Visual Basic Script Severily: 58 Confidence:
Potential Code Injection Detected Sevefity: B0 Confidence:
Hook Procedure Detected in Executable Severity: 38 Confidence
Remote IP Address Contacted Severity. 30 Confidence:
Executable with Encrypted Sections Severily. 30 Confidence:

Executable Uses Armadillo Severity: 30 Confdences

g ¥ ¥ ¥ & ¥ &8 & 2 B B B
¢

DNS Besponse Contains Low Time to Live (TTL) Value Severity, 38 Confidence
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Win.Trojan.Siggen-6261194-0

MR
o <HKLM>\SYSTEM\CONTROLSET001\SERVICES\MPSSVC\PARAMETERS\PORT
KEYWORDS\DHCP

o {H: Collection
B

e Local\MSCTF.Asm.MutexDefault1

IP ik

o 13[]65[.]245[.]138

W&

o time[.]Jwindows[.Jcom

SRR/ B R

« \TEMP\filename.exe

e %System32%\wdi\{ffc42108-4920-4acf-a4fc-8abdcc68adad}\{debd4f12-5573-4e21-
a11a-2adccd61a055}\snapshot.etl

e %System32%\wdi\LogFiles\WdiContextLog.etl.001

e %System32%\wdi\{533a67eb-9fb5-473d-b884-958cf4b9c4a3}\{bc3d8877-b46d-
4746-b041-b538af5e2cfO\snapshot.etl

MXHRFE

e b4a615cd2cc1299da98059f2164e69d4b20fcd4179acd672153e6533b9c95709
o 59c0ffee54d23875a039b546a1827c3bc40c45aee5a4887e6c8515e96d4169f
e e38d7a959a6957ae51733a4f8b28e7514c4f1cbb5faf2f6314d7b17c69eef155

e b3cd047683dc8944c9d9765d2e73c25c5ac1b7bba39f6b4ff748849b9a3d091b
e 4bcadb728a4948f945738f4d704c3f63525952ce8e6894aa6634de6e33a0d961
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— Warning!
_./ I'hreat Detected
b4a615cd2cc1 299420805912 164 e69d4b20fcd4 1 792cd6721
has been detected as W32.B4A615CD2C-05.50X. TG.
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Behavioral indicators

Artifact Flagged Malicious by Antivirus Service

Artifact Flagged as Known Trojan by Antivirus

Artitact Flagged by Antivirus
Potential Code Injectson Datected Severty: B Confidence: 80 W
PE Checksum is Imvalid Severty: 80 Confidence: 50 v
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