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AR

e <HKLM>\SYSTEM\CONTROLSETO001\SERVICES\MPSSVC\PARAMETERS\PORT
KEYWORDS\DHCP

o {E: Collection

SR HFIHBR

o \TEMP\60d2422af917cb8aa58c14b8b78d4af112c9c78343da8f7aa3fbcb87be1addel
.exe

XHESIE

e 60d2422af917cb8aa58c14b8b78d4af112c9c78343da8f7aa3fbcb87be1addel

o 5fd134b6abe1473fd5a7f96c711a4270fbc364bc6e3b10b5b344e0a1bfb0e4d8

o 5f5e9e5952765887211883b42e508b4b14c62a1685092978f98¢c6619229796b5
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» 5ffa0097ebcbale1921c6607a644e2649532ae07b1c7d6533a3cbef52ee51620



(k7a

AMP
@S

Y RE

Mgz %

Threat Grid

Umbrella

WSA

AMP

3¢-Cisco AMP

Warning!

i

€

2of 3

[hreat Detected

5e82095e217fcb02c37abf87af6b75510c04a2255f023¢
has been detected as Auto. 5EB2095E21.in10.tht. Talos

Q



https://3.bp.blogspot.com/-DH4k2iy9wQs/WZcrWJp0nOI/AAAAAAAABQ4/95dibx3vJyECMF_DeYmWNm7KJtC7c958wCLcBGAs/s1600/Win_Trojan_Expiro_amp.png

ThreatGrid

Behavioral indicators
Smutabis mEh Derypied Soctione l = frce B W
1ol the isDiebegperfresem Symis st T W ' B o

|
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ERRD

<HKLM>\SOFTWARE\MICROSOFT\TRACING\6838BCE2F6C831414DF831040FC
14287_RASAPI32

o {E: EnableFileTracing

<HKLM>\SOFTWARE\MICROSOFT\TRACING\6838BCE2F6C831414DF831040FC
14287_RASMANCS

o {E: ConsoleTracingMask

<HKLM>\SOFTWARE\MICROSOFT\TRACING\6838BCE2F6C831414DF831040FC
14287_RASAPI32

o {E: EnableConsoleTracing

<HKLM>\SOFTWARE\MICROSOFT\TRACING\6838BCE2F6C831414DF831040FC
14287_RASAPI32

o {E: FileTracingMask
<HKLM>\Software\Microsoftt WBEM\CIMOM
<HKCU>\Software\Microsoft\SystemCertificates\My
<HKLM>\System\CurrentControlSet\Services\EventLog\System\Schannel
<HKLM>\Software\Microsoft\SystemCertificates\CA
<HKLM>\Software\Microsoft\SystemCertificates\Disallowed
<HKLM>\Software\Microsoft\SystemCertificates\TrustedPeople
<HKLM>\Software\Microsoft\SystemCertificates\trust

<HKLM>\Software\Microsoft\Tracing\6838bce2f6c831414df831040fc14287_RAS
MANCS
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Win.Trojan.Tinba-6333828-1

SRR

o HKU\Software\Microsoft\Windows\CurrentVersion\Run

BERF

e \BaseNamedObjects\5E60878D

IP it
. MNiEH

3

e recdataoneveter[.]Jcc

BRI R B R

e %AppData%\5E60878D\bin.exe

MHHRIE

e 0Oce6189ecd16fbf2f885a8516836¢c7bb9d0685f6ff2c4a3df80e236ef5d0d803

o 33fd66f4cee5bdd9f30eb2e5bd7a65367e10f55495¢1122430685a8ff0d90fcc

e 51769c916a89522975cb1babb4c9c7b18f3530286c66f3d735751cbdac02a160
e 56f91537753491cd32a250428b146d7685362c762c7e8f39703b4cf6cd92c020

» 6fd80f8da071c3dc482314cbc994b22f105bce22acdad9e9bd86baeSabed53d9

e 7607a0e1be2a8f50959ef42b78edd156aa76741fdc8ee2be9d375610c0b130b2
e 7bbd6d3d6bf6e991e023395e3cb31c18b2a106eef036ad175736a17fb1099b39
o 856ed534a7c32ab7799756¢c33f7ee104718c89add001428a41dc57e8449167c8
o 968ff771eab9d14d1847f489f425e44532522c7b9fe7407b09d7cc594daleb84

e e2776a037dcad9e2c752ac4f07dfae0412312ba9b1b748a48922ed572f83eb9c
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