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61411a7a585f12f1d3e60eb084e9dac648217b922a3d68ce4024b26a6fcce3cc
69b35b1bffd2d36c06d4598de38fa4364e726044623d89bc73fc1e9b31f57e71
6¢c0bf54da7ee15bf99b7{f6be57€e8331d8335a1d15513227c6ada04c841c4de
71cc8b291e0a1ad38ed9142eb112f56c4a8a3eb00d130bfa27e5¢c40a08bc9e43
75eb214657020fd9b6f2d533d3c12724cf1de2adbb925d7abfd744e6ff73633d
7cc1a551e6060d0e7a38423a2247edd4a84b6cca927f996d2bc056269dedb6e6
908b6eab3e3e916377fe0319886bf4b55c7aaddde27292b9dce5930eede5622a
a2fe92fa39d6b0fodbfebd83be179524fadb87b11e555eee96¢c606af7d34ce73
b6bfdbfcbb5097912ad8bdf9cec2592a162a27b7c367193d1fdd10d9db5182dc
b7651bd99dda94f6bf962b473872690ee145c38546¢cd7b3f8bb477976d9a8617
c77d0bee9502f8d4c3afc1729a7ab9721ffce9bf2b7759d086e436370af4ff5¢
d621d5deaba95c31650a4c46aaf507625a8e18f33b5ad4a22e8a801c25dc77a49
d919139e4965ad6¢c55b7f08e2f919aac5fd8deb0fd90cf65f2bd4ad4aas5bd2dd8
d9c9e1fece032140a4754096b08adeb147598a36f80582c796b8764ff6cd9a91
df5c68270b14d82a523a503a717de1ccfe1739c62956e7a58aa8441f117b7344
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ThreatGrid

Behavioral indicators

n Executable File - Confidence: 100

Document Properties Store Basefd Encoded String ; : 100

Document with Random Variables Es ammunications Severity 100 Confidence: 98
rment Containing A2 War Names Det
Artifact Flagged Malicious by Antivirus Service

A Dacum File with Embedded and Minimal Cantent Established Metwork

A Document File Established Metwork Communications

An Embedded VBA M o Contains Randomly Generated Vanables

Antivirus Service Flagged Artifact As Likely Malicious Severity: 80 Confidences
Document Contains Embedded Material and Minimal Content Severity: Confidence:

VBA Macro Accesses Document Properties Severity, 75 Confidence:

File Name of Executable on Disk Does Not Match Original File Name Severity: 20 Confidence: &0
Frocess Modified an Executable File Seyerily: &0 Confidence: 100
VBA Macro Has Action on Open Severity: 7@ Confidence: B8
Qutbaund HTTP GET Regquest Seyerity. 78 Confidence: 78w
Antivirus Service Flagged Artifact As Containing A Macro Severily: 70 Confidence: 80w
Process Maodified File in a User Directory Severity T8 Confidence: B0 w
Office Document Contains a VB& Macno Severity, 78 Confidence: B0 v
Dawnloaded PE Executable Severity. 88 Confidence: 80
Static Analysis Flagged Artifact As Anomalous Severily. 80 Confidence: B0 w
Powershell Used With Encoded Command Severity. #8  Confidence: 70 v
Dynamic Content Detected in Document Severity. 38 Confidence: B8 w
File Downloaded to Disk Severity: 30 Confidence: $0
Potential Code Injection Detected Severity 88 Confidence: 56w

g
€

Executable with Encrypted Sections Severily: 30 Confidence:
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Umbrella

Details for 50.63.119.1

SEARCH IN VIRUSTOTAL |

Hosting 4 malicious domains for 1 week

Prefic ASH Network Owner Description
S0.62.0.0015 AS 264996 A5-26496-G0-DADDY-COM-LLC - GoDaddy.com, LLC, US 86400
S0.63.116.0/22 A% 26496 H45-26496-GO-DADDY-COM-LLEC - GoDaddy.com, LLC, US 86400

Malicious domains hosted by 50.63.119.1

parksonline.org oulpostinycdeg.com wwwpulchaonblast.com vivianphan.com

Associated Samples PFOWERED BY CISCO AMP THREAT GRID
Threat Scare SHA256 Signature AV Result
(100 1421851070195 54855 1408008047 207 3c e 3 Ted007cB04F3T502cT4... | Win,Trojan.Agent

m TEITLAT2055135MbE2de3abd 3CTT665dde 306D S4eB354 2442 b2 029, WinTrojan. Toopu
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Win.Ransomware.TorrentLocker-6336835-0

RECS L

AR

e <HKLM>SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN
o {E: etejasix

o <HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET
SETTINGS

o {E: ProxyEnable
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o <HKLM>SOFTWARE\WOW6432NODE\MICROSOFT\WINDOWS\CURRENTVERSI
ON\INTERNET SETTINGS\ZONEMAP

o {H: ProxyBypass

o <HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET
SETTINGS\ZONEMAP

o {E: ProxyBypass

o <HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET
SETTINGS

o {E: AutoConfigURL

o <HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\INTERNET
SETTINGS

o {B: ProxyOverride

e <HKLM>\SYSTEM\CurrentControlSet\Services\VSS\Diag\Shadow Copy
Optimization Writer

¢ <HKLM>\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
BRE

o \BaseNamedObjects\Global\otydesuxofyjyxufexycaga

o Global\otydesuxofyjyxufexycaga

o \BaseNamedObjects\Global\yjacitumaxicugexyfitywogewyquwy
e (Qazwsxedc

o Globallyjacitumaxicugexyfitywogewyquwy

IP it

e wrygsxi[.]Jzotebscal.]net

o atawgce[.]zotebsca[.]net

e adez[.]zotebsca[.]net

o uluxkqopyl.]zotebsca[.]net
o efedaluc|.]zotebscal.]net

o mxed[.]zotebscal[.]net

e omywuw[.]zotebscal.]net

e imjmawfcoja[.]zotebsca[.]net
e evycoroz[.]Jzotebscal[.]net

e erivequt[.]zotebscal.]net

e aqyjo[.]zotebsca[.]net

e usuhazepug|.]zotebscal.]net
e avevl[.]Jzotebsca[.]net



o fhuga[.]Jzotebscal.]net

e uqydjnwn[.]zotebscal.]net

e evehasuruzo[.]zotebscal.]net
e ypyhi[.]zotebsca[.]net

e epabojyluko[.]zotebscal[.]net
o igesex|.]Jzotebsca[.]net

e ywapivugexel[.]zotebsca[.]net
o ihodi[.]zotebsca[.]net

o rtacin[.]zotebscal.]net

o aliragifut[.]zotebscal.]Jnet

o eztcu[.]zotebsca[.]net

o ukajusi[.]zotebsca[.]net

e okypagl.]Jzotebsca[.]net

e ubapimiwdj[.]Jzotebscal[.]net

SRR/ B R

e %WinDir%\edaraxoz.exe

¢ %AppData%\ugetukykopefyvij\02000000

o %AllUsersProfile%\ugetukykopefyvij\02000000
e %AppData%\ugetukykopefyvij\01000000

e %AllUsersProfile%\ugetukykopefyvij\01000000
o %AppData%\ugetukykopefyvij\00000000

o %AllUsersProfile%\ugetukykopefyvi\O0000000
e %WinDir%\ukavdnlj.exe

MXHRFE

e 1a78a5c1c4ebb8a0047cbb4a8a27782212603d71cae2aeb033bceab76795a294
e 4312486eb32d7edc49d437a598d7e0453e8c9d1222b8b9ba429¢c73e0598db1a9
o 58f36594d9502e3e8e135d0a449e5c07a62ae6fcd34a32c5c4d9243ch28d958b
e 5c66755aeeed65c21c8d9774baebd79¢c962311a57b733cb19d4d2bb6aleb52c3
e ae7a23e9b4c2645c26dce4a83a97953fa5ca008570aa9ac32e0826369593a099
o badfe6e91aaed2e7a12747422443a361201898a4a5d2454472cf8d42b8d5cc52

o bf795a1676a6dd795fb6915ecfbfdc200687907cae8769c55b9e26328b026f88

e cc07ae7275b177c6882cffce894389383ca2c76af5dc75094453699252¢c9¢c831
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ThreatGrid

Behavioral indicators
Severity: 100 Confidence: 100

100

Artifact Flagged Malicious by Antivirus Service

tent Domain

stry Persistence Mechanism utable in a em Directory 5 ty: Canfidence
Excessive Number of DNS Queries . Canfidence:
Suspicious Launch of explorer.exe Detected rity: Mdence:
Process Modified an Executable File Severit Canfidence: 100
Pracess Modified Autarun Registry Key Value Severity: #8 Confidence: 60 w
Pracess Disables the Phishing Filter of Internet Explarer & Severily: 80 Confidence: 60 w
Potential Code Injection Detected Severity: 50 Confidence: S0
DNS Query Returned Mon-Existent Domain Severity 28 Confidence: 78w
Possible Double Flux Nameserver Detected [Beta) Severity, 38 Canfidence: 50w
PE Resource Indicates Rornanian Origin Severily: 38 Confidence: B0 w
PE Resource Indicates Spanish Origin Severity: 38 Confidence: 60
Executable with Encrypted Sections Severity. 38 Confidence: 50 w
Executable Uses Armadille Severily, 30 Canfidence: 30 w
Ransomware Queried Domain Sevefity: 28 ConMidence: 38 w
Sample flagged by antivirus service contacted domain Severity: 33 Confidence: 28 w

Umbrella

Details for wrygsxi.zotebsca.net SEARCH IN GOOGLE |

SEARCH IN VIRUSTOTAL

This domain may have been created using a domain generation algorithm [DGA)

DNS queries

BNE giisiiedToeaur
-

1. Sap i Lap 5 Sep 1 Sep 9. Sep 11. Sap 13 Sap 1S Sap 11 Sep 19. Sep 21. Sep 23, Sap 25, Sap IT. Sap 20 Sap
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Win.Spyware.CCBkdr-6336251-2

AR

e <HKLM>\HKLM\SOFTWARE\Piriform\Agomo
o {E: NID

e <HKLM>\HKLM\SOFTWARE\Piriform\Agomo
o {&: TCID

e <HKLM>\HKLM\SOFTWARE\Piriform\Agomo
o {E: MUID

IP it
e 216[.]126[.]225[.]148
W2
e FEH
BT HFIZER
e ~NEH
S FIE

04622bcbeb45a2bd360faladc55a2526eac32e4ce8f522eaeb5bee1f501a7d3d
1a4a5123d7b2c534cb3e3168f7032cfoebf38b9a2a97226d0fdb7933cf6030ff
30b1dfd6eae2e473464c7d744a094627e5a70a89b62916457e30e3e773761¢c48
53c6ad85a6b0db342ce07910d355dad53765767b4b9142912611ec81bee0f322
6f7840c77f99049d788155¢c1351e1560b62b8ad18ad0e9adda8218b9f432f0a9
8562¢c9bb71391ab40d4e6986836795bcf742afdaff9a936374256056415¢c5e25
8a8485d2bal0eafaad2dbad5fad741a4c6af7aleedd3010ad3693d128d94afab
dbf648e5522c693a87a76657e93f4d44bfd8031c0b7587f8b751¢c110d3a6e09f
07fb252d2e853a9b1b32f30ede4 11f2efbb9f01e4a7782db5eacf3f55cf34902
128aca58be325174f0220bd7ca6030e4e206b4378796e82da4600557 33bb6f4f
27a098761e8fbf4f0a7587adeee8eb787c0224b231b3891fa9323d4a9831f7e5
2bc2dee73f9f854fe1e0e409e1257369d9c0a1081cf5fb503264aa1bfe8aa06f
2c020ffa3436a69a1b884b5b723909c095e5e58406439287ac4c184a3c3c7da7



e 76cd0370af69d5c76e08673976972fee53764fca67f86fcf0db208b87b7341d6

e 8038ea1b72a720f86397fd2ee1f386bb832e5cbd8e12f97e11e0c787bde9e47e
e dc9b5e8aabec86db8af0a7aa897ca61db3e5f3d2e0942e319074db1aaccfdc83
e e8e02191¢c1b38c808d27a899ac164b3675eb5cadd3a8907b0ffa863714000e72
o f0d1f88c59a005312faad902528d60acbf9cd5a7b36093db8ca811f763e1292a
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ThreatGrid

Behavioral indicators
Artifact Flagged Malicious by Antivirus Service

Artifact Flagged 1 Trojan by Antivirus

Process Modified a File ina Systermn Directory

Artifact Flagged by Antivirus

File Mame of Executable on Disk Does Not Match Original File Mame

Leverity: 1ob  Confidence: a5

nty;, 90 Confidence: 100
Severity: ®b  Confidence: 80

Severity: =0 Confidence: oo

Patential Code Injection Detected
Executable with Encrypted Sections
DNWS Response Contains Low Time to Live (TTL) Value

PE COFF Header Size of Optional Header is Abnormal

Umbrella
Details for 216.126.225.148

Hosting 0 malicious domains for 1 week

This IP is currently in the Umbrella block list as malware

Security Categories: Malware

Threat Types: Trojan

AS
Prefix ASH Network Owner Description
216.126.224.0/22 A5 20150 SERVERCRATE - CubeMotion LLC, US BG400

Malicious domains hosted by 216.126.225.148

Mo info o display

Severity: 3@ Confidence: S0 w
Severity: 38 Confidence: 30 w
Severity: 3% Confidence: 20 w

Severi: 8 Confidence: 60 W

SERRCH IN GOOGLE

SEARCH IN VIRUSTOTAL |
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Win.Trojan.Beeldeb-6336738-0

RECS L

SRR

o <HKCU>\Software\Microsoft\Windows\CurrentVersion\Explorer\StartPage2
BERE

o \BaseNamedObjects\hTGfNaKIQ4IPz
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IP it

o 41[]J45[.]138[.]91
« 156[.]203[.]64[.164

W&
o microsoft[.]Jnet[.]linkpc[.]net
BIEER LI B R

e %TEMP%\EgEhol.exe

e %TEMP%\JTVxon.ixt

e %TEMP%\NJiSUL

e %AppData%\njisu\NJiSUL

e %AppData%\njisuNEqgEhol.exe

¢ %AppData%!\njisu\fXMIDZ.exe

o %AppData%\njisu\JTVxon.txt

e %AppData%\Microsoft\Windows\Start Menu\Programs\Startup\gmail.lnk

MXHRFE

o bb8edaec824aa052fdda739abb8472caf2bd6c34d1773248ea3072e5c024140a
e 2c89cbab497a1a5219b5d66f1ba39473b6ffc15ec4f53a2bb09c070a15a537¢e8

o 36e92852d67e66cb3c99312f107f83080605¢c2badf787108f619d6b54e6c85fc

e 1e76a00a1e6e4265ad5ff364d3139a62013a9628d90edd7e6a155e7f0a8193e8
e 07de12cf4c78151a0bdd6d8dcf8b5d0b91f51b606fd8ec0774e54fch16e3440a

e €15dc2879dccd3c62d77169fe77d869455e61e2706006da829013d55b42107ba
e ca07844200067101a91d23604a7fb425ee8b47a66567a953103a9949f66d74cc
e c4cf29d4e6a6b905e08534108ab07318d5704d91df50¢c9d5477b998a19395eff

o a864f592f8fd01a57cf8302056a413e4a688f6cfa2beae8c5e136a40384f7b56

e eea366f807de6e4a0834e9fcf8dc0847b7ab4707314191448950a22cc0dbfa76
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ThreatGrid

Behavioral indicators

Artifact Flagged Malicious by Antivirus Sarvice Severity: 100 Confidence: §s

Process Madified File in a User Directony Severity P Confidence: BB w
Potential Code Injection Detected Severity: 5@ Confidence: 500w
A Fault Report File Was Created Severity: 20 Confidence: 80w
‘Windows Crash Tool Execution Detected Severiy: 20 Confidence: B0 w
A Crash Dump Fle Was Created Severitye 28 Confidence: B w
Executable with Encrypted Sections Severity: 30 Confidence: 30 w

Win.Trojan.Cossta-237

RS L

AR

o <HKLM>\SYSTEM\ControlSet001\Services\Alerter
BER®

o \BaseNamedObjects\44-41
IP it

- TEH
W&

e wenrou88[.]3322][.]Jorg
BRI R/ B R

e %SystemDrive%\Program Files\Microsoft Explore\AAA.exe
XHHIE

o e8feccbab518346c0ec9eal3787f3b09994e41ca278aa537bc753fa1d6b40d1c4
e b955412a8b6ec7d48b70bc2ed05226755¢c2b418a075fd0e3f98ba52086caad95
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ThreatGrid
Behavioral indicators
Mo Confidence:
0 108 Confidence: 55
100
Fr bmitted File Savarity: 98 Comidence
Frocess Modified a File inthe Frogram Files Directory Seventy: 8¢  Confidence

Artifact Flagged by Antivinus Savarity: 88 Confidence

File Mame of Executable on Disk Doas Mot Match Original Fike Mame Severty. 80  Confidence

Severty: &0 Confidencs:

Executanle Anifact iImports Tool Help Functions Savanty B8 Conldence T w
Fotential Code Injechon Detected Severty: E8 Contidences B0 w
Process Added a Sendce Lo the ContralSal Registny ey Severty. BB Confidence B) s
DHS Query Reimed Mon-Exstent Domain Sewerity: 26 Confidence. T8 w
Possible Double Flux Mamesener Detected [Beia) Sevarty 35 Conlidence B e
Hook Procedure Detecied in Execuabie Sewrity: 3 Confilence’ 8w
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SEARCH N VIRUSTOTAL

NS gueries

Win.Worm.Untukmu-5949608-0

FEMRIN
o <HKLM>\SOFTWARE\POLICIES\MICROSOFT\WINDOWS\INSTALLER
o {E: DisableMSI

e <HKLM>\SOFTWARE\WOW6432NODE\MICROSOFT\WINDOWS\CURRENTVERSI
ON\RUN

o {E: System Monitoring

o <HKCU>SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\POLICIES\EX
PLORER

o {B: NoFolderOptions
¢ <HKCU>\SOFTWARE\POLICIES\MICROSOFT\WINDOWS\SYSTEM
o {&: DisableCMD

o <HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\POLICIES\SY
STEM

o {E: DisableRegistryTools
¢ <HKCU>\CONTROL PANEL\DESKTOP
o {E: ScreenSaveTimeOut
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<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\EXPLORER\C
ABINETSTATE

o {E: FullPathAddress
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN

e} ﬁ: xk
<HKLM>\SOFTWARE\POLICIES\MICROSOFT\WINDOWS NT\SYSTEMRESTORE

o {E: DisableConfig
<HKLM>\SYSTEM\CONTROLSET001\CONTROL\SAFEBOOT

o {E: AlternateShell

<HKLM>\SOFTWARE\WOWG6432NODE\MICROSOFT\WINDOWS
NT\CURRENTVERSION\AEDEBUG

o {B: Debugger
<HKLM>\SOFTWARE\POLICIES\MICROSOFT\WINDOWS\INSTALLER
o {E: LimitSystemRestoreCheckpointing

<HKLM>\SOFTWARE\WOWG6432NODE\MICROSOFT\WINDOWS
NT\CURRENTVERSION\WINLOGON

o {H: Userinit
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN
o {H: internat.exe

<HKLM>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\POLICIES\SY
STEM

o {E: DisableRegistryTools
<HKCU>\CONTROL PANEL\DESKTOP
o {B: SCRNSAVE.EXE

<HKLM>\SOFTWARE\WOW6432NODE\MICROSOFT\WINDOWS
NT\CURRENTVERSION\AEDEBUG

o {H: Auto
<HKLM>\SOFTWARE\POLICIES\MICROSOFT\WINDOWS NT\SYSTEMRESTORE
o {E: DisableSR

<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\EXPLORER\A
DVANCED

o {H: HideFileExt

<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\EXPLORER\A
DVANCED

o {E: ShowSuperHidden
<HKCU>\CONTROL PANEL\DESKTOP
o {B: ScreenSaverlsSecure
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN
o {E: MSMSGS



<HKLM>\SOFTWARE\WOW6432NODE\MICROSOFT\WINDOWS\CURRENTVERSI
ON\RUN

o {B: LogonAdministrator

<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\EXPLORER\A
DVANCED

o {E: Hidden

<HKCU>SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\ACTION
CENTER\CHECKS\{C8E6F269-B90A-4053-A3BE-499AFCEC98C4}.CHECK.0

o {E: CheckSetting

<HKLM>\SOFTWARE\WOW6432NODE\MICROSOFT\WINDOWS
NT\CURRENTVERSION\WINLOGON

o ﬁ: Shell

<HKLM>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\POLICIES\EX
PLORER

o {E: NoFolderOptions
<HKCU>\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN
o {E: ServiceAdministrator

<HKLM>\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Policie
s\System\

<HKLM>\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Policie
s\Explorer\

<HKLM>SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run\
<HKLM>\SOFTWARE\CLASSES\Inkfile\shell\open\command
<HKCU>\Control Panel\Desktop\

<HKLM>\SOFTWARE\Wow6432Node\Policies\Microsoft\Windows
NT\SystemRestore

<HKLM>\SOFTWARE\CLASSES\batfile\shell\open\command
<HKCU>\Software\Policies\Microsoft\Windows\System\
<HKLM>\SOFTWARE\CLASSES\piffile\shell\open\command
<HKLM>\SYSTEM\CurrentControlSet\Control\SafeBoot\
<HKLM>\SOFTWARE\CLASSES\LNKFILE\SHELL\open
<HKCU>\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\
<HKCU>\Software\Microsoft\Windows\CurrentVersion\Explorer\CabinetState

<HKLM>\SOFTWARE\Wow6432Node\Microsoft\Windows
NT\CurrentVersion\AeDebug

<HKLM>\SOFTWARE\CLASSES\Inkfile
<HKCU>\Software\Microsoft\Windows\CurrentVersion\Run\
<HKCU>\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\
<HKLM>\SOFTWARE\Wow6432Node\Policies\Microsoft\Windows\Installer
<HKLM>\SOFTWARE\CLASSES\exefile



<HKLM>\SOFTWARE\Wow6432Node\Microsoft\Windows
NT\CurrentVersion\Winlogon

<HKLM>\SOFTWARE\CLASSES\exefile\shell\open\command
<HKLM>\SOFTWARE\CLASSES\LNKFILE\shell
<HKCU>\Software\Microsoft\Windows\CurrentVersion\Policies\System\
<HKLM>\SOFTWARE\CLASSES\comfile\shell\open\command

BRi&

BRI HFM/HBR

%System32%\7B296FB0-376B-497e-B012-9C450E1B7327-5P-1.C7483456-A289-
439d-8115-601632D005A0

%WinDir%)\setupact.log

%System32%\7B296FB0-376B-497e-B012-9C450E1B7327-5P-0.C7483456-A289-
439d-8115-601632D005A0

%System32%\wdi\LogFiles\BootCKCL.etl
%WinDir%\Tasks\SCHEDLGU.TXT

%System32%\wdi\{86432a0b-3c7d-4ddf-a89c-172faa90485d}\S-1-5-21-2580483871-
590521980-3826313501-500_UserData.bin

%System32%\wfp\wfpdiag.etl

XHRSE

9e0419794e2d948623f74a1443a553946334beaaa1c902ddc2741b1586a3bd89
6735181a112e87550dba81d667012250ff78959cdfe4852043c35895a4a53635
fdb82a1a0c8b84d22d87e373d37a09cbbee481eca77a695f0a42b0ce8e7d15fb
1c3d3774371a96d8dac17ef186e1d10e6520fc82d9325974f4191d437bfa106a
c7e85bc2b8120dec204e5592ab9254e90030cf3a13a2281d047¢1d0bcb878d10
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ThreatGrid

Behavioral indicators

Artifact Flagged Malicious by Antivirus Service Severity. 160 | Confidence
Artifact Flagged as Known Trojan by Antivirus Severity: 16 dence
Registry Persistence Mechanism Refers to an Executable in a User Data Directory Severity, 90 Confidence

Pra isabled Windo ell Severity: 90 fidence
Process Registered File as a File Handler t 160 | Confidence

Praol Maodified Safe AlternateShell

Process Disabled Registry Editor Severity; 80 Confidence
Artifact Flagged by Antivirus Severity: 80 Confidence:
Process Modified the Winlogon NT Registry Key Severity: 80 Confidence:
Decoy Decument Detected Severity, 78 Confidence: B0 W
Process Modified Debug Preferences Severity, T8 Canfidence: T0
Process Modified Autorun Registry Key Value Severily: 80 Confidence: 60w
Process Disables Explorer's Display of Hidden Files Severity: 50 Confidence: 60
Process Modified Explorer's Display of File Extensions Severity, 38 Confidence: 60 w
Task Creation Detected Severity, 88 Canfidence: 60
Potential Code Injection Detected Severity: 50 Confidence: B0 w
Process Modified Screensaver Severity: 58 Confidence: 50
PE Checksum is Invalid Severity 88 Confidence: S8 w
Executable Artifact Uses Visual Basic Severily, 38 Canfidence: 60
Hook Procedure Detected in Executable Sevefity: 35 Confidence: 40

Executable Imported the IsDebuggerPresent Symbal Severity: Canfidence: 20 w
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