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Global\552FFA80-3393-423d-8671-7BA046BB5906

IP itk

e

eEES:

74[.]220[.]215[.]115
B66[.]147[.]244[.]177
80[.]93[.]29[.]189
74[]220[.]207[.]77
202[.]191[.162[.]28
74[.]220[.]215[.]235

damanidigital[.Jcom
markjgriffin[.]ie
ardentfilms[.Jcom
matteostocchino[.Jcom
on-int[.Jcom

X/ ER

\Users\Administrator\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content.Word\~WRS{91051D81-AD46-4035-86B1-0308A15C9AA9}.tmp

%TEMP%\CVR4C79.tmp.cvr

\TEMP\~$5cb14fade7c435e10d673170dd975ee9b3f1c15fd932dc5c9d2663b4a7af10
.doc

\Users\Administrator\Documents\20171013\PowerShell_transcript.PC._mX5ReZQ.2
0171013054549.txt

%AppData%\Microsoft\Office\Recent\195cb14fade7c435e10d673170dd975ee9b3f1c
15fd932dc5c9d2663b4a7af10.LNK



e \TEMP\195cb14fade7c435e10d673170dd975ee9b3f1¢c15fd932dc5¢c9d2663b4a7af10
.doc

X4ETIE
e 195cb14fade7c435e10d673170dd975ee9b3f1c15fd932dc5¢c9d2663b4a7af10
e 2374d35b524259f14a3cd41ecad49417c69fafdab226a4d00788c014b3c2c922¢
o 25948723a1ed54e5d7994639b0002f5074ff60b0bbd61a78c1e59dd80ebb4c54
e 26582ff0d7d9578d564bedc4f3add7d0d2326be6959039b7dc2372458390e810
o 2747932c56b816aae80ace812975e868b3227ab651903¢c1dc01e987231cccc96
e 2c34d5dedbfbca74b4a782a221c44311fba086f876af6020f16c36b8759dcd24
e 4b9703f52464b8025€0146ae4792400f7c077194b0007b3d2ae31eb80642c517
e 4bc6d7e5960831476f33ac3d9f632ebae9c2a22aa975d20fffb0830b94bf3143
e 57794867310c0c673a34ecceab66780b09287f8cad2e4c5aadd21abec43d8168
o 5c3fff626f931ff80d79e53fdbf41a591f8dc048df2c7b636aa2d7a388d8e63
e 9949dccece62023379790e8b563d8a93bae156be13e7698f851a3804b72fa1c3
e a6026baa4f4062b2bbf66dc3a3707f965e34271cdd3f00cae45f771e4b4b9013
e bb1a67049f2f65ce40d68a111becaf0f772754c024013b8d8a869d59472af9eb
e ca38154915f53ec6c2793e94639e2ce9701de8236e41064cba35fe7e6387af70
o db1ba6f50f367209db4733b94e8d22c8703665bf5b90716bfc754b3639d4c76a
e €95c8bf136de1cd79bfd3811072e7d02441aa5e8f57ab60e2b1478a4d4ca5678
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o <HKU>\Software\Microsoft\Windows\ShelINoRoam\MUICache
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HR#&

e rdyboost_Perf Library Lock PID_99c

« WBEMPROVIDERSTATICMUTEX

« 316D1C7871E00

o \BaseNamedObjects\647C097C25F0128

o \BaseNamedObjects\E572F578D5E00
IP Htbilk

e 174[.]129[.]1241[.]1106

e 194[.]87[.]103[.]184

e B52[.1179[.]17[.]38

o 87[.]106[.]222[.]158

o 185[.]158[.]152[.]225

e 162[.]255[.]93[.]51

o 184[.]73[.]220[.]206

e 23[.]23[.]170[.]235

o diga-consult[.]de
e hill-familie[.]de
o deversdesign[.Jcom
e essenzal.]Jco[.]id
@JEE’D’C#%H/‘&EE

e \Users\Administrator\Documents\20171004\PowerShell_transcript.PC.9v8wz+M+.20
171004215407 .txt

o \Users\Administrator\Documents\20171004\PowerShell_transcript.PC.44+uZp3a.201
710042154009.txt

e %AppData%\winapp\Yqtgdelssjn.exE
e %TEMP%\Gce8.bat
o %WinDir%\Tasks\services update.job
e %AppData%\winapp\Xqtfcdkssin.exE
e %System32%\config\TxR\{016888cc-6¢6f-11de-8d1d-001e0bcde3ec}. TxR.blf
e %TEMP%\Ovvgpiua- 2.exE
o %AppData%\winapp\Pvvhpjua-_3.exE

X4ETIE
e 0d92b1656112ed73fe98fd6¢c714d7959dd8ecc85759b87a6b01747a2ab0f8335
e 3ac1c23c28d19111e254649153b2cf0c03782f7523ce2062200a5ecd1c24f210
e 5351019f9879a285561e72acae1024e8a86a822f33b7bbb95c795a6bc465ff53
e 6acd175a2971b370ae7413bad180f8f745a4b391b0fa4f3e70ef660f5e3bee75
e ae860de508c56045b39679b72b570028f820d9523f7e5d6ddb326¢c9a757¢c5¢c77
e €6bd4d23467ee8df96837140695de5689cc7f7b73cffd9a9d40e33444766496a
e 08a5a27b430bdc6d157ebdbf5dd0e7c648d7fc0e9e3e52baf54f5b770f72e919
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dcfcc1a702447925e8826¢f1b15a79db9ceee264c46e0447162856c52be76c9a
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Win.Trojan.RevengeRat-6344273-0

RERAEHR

MR
e <HKCU>SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN
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o {H: WindowsServices
e <HKCU>SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN
o {H: internat.exe
o <HKU>\Software\Microsoft\Windows\ShelINoRoam\MUICache
o <HKU>\Software\Microsoft\Windows\CurrentVersion\Run
HER&
e RV_MUTEX-yHuiGG;jjtnxDp
o \BaseNamedObjects\RV_MUTEX-yHuiGGjjtnxDp
IP $biit
e 86[.]120[.]105[.]76
A
o darkcometratttt[.]Jddns[.]net
I BT HFE E R

e %AppData%\Microsoft\Windows\Start
Menu\Programs\Startup\WindowsServices.exe

e %SystemDrive%\Documents and Settings\Administrator\Start
Menu\Programs\Startup\WindowsServices.exe

XHEIIE
o 6fe71c4b59fbad4e0200f2e71e308a791eadc3e6518ab87acb66db4c79df66985
e 7d0474c514e78deac6f690006546bf92c029836c60d547504ceebdd21bf6130c
e bd3bcfecf479bd347540d6305001b068583696aa81279739ee8b32eb34f2a0df
o e422cc0f5bb2d56d1def4063ac21cb8e18f97dfc48287e8b47ba07863704a8af
» e60613e2453d6568cb04ad8e09ac64b6652318079be2444156293f092cc9Iff52
e b110def3771963078f3ce54d13d23a6f751eabdc41e5177e242208791a0a8342
o fdb99a0527be797fc7d7b7f48088c21d034bce6a5c848ede43714d86d3266661
e 0d576038349acf0892cbb0124b9558bb4b80c070875017¢320dd12bdc0c21f9a
» dO6ffdfe71bd471b8ba5c2c9fd1191e661c6a9d2332243bc4f93f3838cbff75b
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Win.Trojan.Tofsee-6345150-0

RERAEHR

SRR

o <A>\{461C21F0-877D-11E7-AB94-
00501E3AE7BS5S}\DEFAULTOBJECTSTORE\OBJECTTABLE\A9C

o {H: AeFilelD
o <HKLM>\SYSTEM\CONTROLSETO001\SERVICES\QPYYZGQI
o {H: Start
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BR&

<A>\{461C21F0-877D-11E7-AB94-
00501E3AE7B5}\DEFAULTOBJECTSTORE\OBJECTTABLE\A9D

o {E: AeProgramID
<HKLM>\SYSTEM\CONTROLSETO001\SERVICES\QPYYZGQI
o {H: Description

<A>\{461C21F0-877D-11E7-AB94-
00501E3AE7B5}\DEFAULTOBJECTSTORE\OBJECTTABLE\A9D\INDEXES\FILEI
DINDEX-{3F37BA64-EF5C-11E4-BB8D-806E6F6E6963}

o {E: 10000000095A9
<HKLM>\SYSTEM\CONTROLSETO001\SERVICES\QPYYZGQI
o {H: ObjectName
<HKLM>\SYSTEM\CONTROLSETO001\SERVICES\QPYYZGQI
o {8: ErrorControl
<HKLM>\SYSTEM\CONTROLSETO001\SERVICES\QPYYZGQI
o {H: DisplayName

<HKLM>SOFTWARE\MICROSOFT\WINDOWS
DEFENDER\EXCLUSIONS\PATHS

o {H: C:\Windows\SysWOW64\qpyyzgqi
<HKLM>\SYSTEM\CONTROLSETO001\SERVICES\QPYYZGQI
o {H: WOWo64

<A>\{461C21F0-877D-11E7-AB94-
00501E3AE7B5}\DEFAULTOBJECTSTORE\OBJECTTABLE\A9C

o {H: _Fileld_
<HKLM>\SYSTEM\CONTROLSETO001\SERVICES\QPYYZGQI
o {H: ImagePath

<A>\{461C21F0-877D-11E7-AB94-
00501E3AE7B5S}\DEFAULTOBJECTSTORE\OBJECTTABLE\A9D\Indexes

FEH

IP Hutik

185[.]12[.]95[.]147
207[.146[.18[.]167
64[.]12[.]88[.]132
200[.]138[.]219[.]72
199[.]212[.]0[.]46
185[.]7[.]123[.]158
65[.]55[.]192[.]184
23[.]103[.]156[.}42
66[.]196[.]118[.]37
185[.]195[.]27[.]81



65[.155[.]92[.]152
74[]125[.]133[.]27
98[.]138[.]112[.]38
23[.]103[.]156[.]74
64[.]12[.]91[.]196
98[.]136[.]216[.]26
103[.]248[.]137[.]133
64[.]12[.]88[.]164
65[.155[.]33[.]135
89[.]233[.]43[.]71
110[.]77[.]183[.]122
172[.]217[.]13[.167
65[.155[.]33[.]119
152[.]163[.]0[.]167
195[.]154[.]242[.]211
192[.]0[.]47[.159
191[.]239[.]213[.]197
5[.]133[.]235[.]100
65[.155[.]37[.]120
104[.]44[.]194[.]1231
65[.155[.137[.]72
65[.]154[.]188[.]94
209[.]244[.]0.]3
66[.]196[.]118[.]240

e

mailin-01[.Jmx[.]aol[.Jcom
mailin-04[.Jmx[.]Jaol[.Jcom
mailin-02[.Jmx[.]aol[.Jcom
mx4[.]Jhotmail[.Jcom
mta5[.]JamO[.Jyahoodns|[.]net
mta6[.JamO[.Jyahoodns|.]net
www[.]google[.]co[.]uk
mx3[.]Jhotmail[.Jcom
whois[.]arin[.]net
mx1[.]Jhotmail[.Jcom
comcast[.]net
mx2[.]Jhotmail[.Jcom
250[.15[.155[.169[.]lin-addr[.]arpa
alt4[.Jgmail-smtp-in[.]I[.]Jgoogle[.]Jcom
mta7[.JamO[.Jyahoodns][.]net



e 250[.]5[.155[.169[.]zen[.]spamhaus].]Jorg
e mx1[.Jcomcast[.]net
e mx1[.]Jcharter[.]net
o 250[.]5[.155[.]169][.]bl[.]spamcop].]net
e alt3[.Jgmail-smtp-in[.]I[.]google[.]Jcom
e www[.]google[.Jcom
e microsoft-com[.]Jmail[.]protection[.Joutlook[.]Jcom
e microsoft[.Jcom
e 250[.]5[.155[.169[.1sbl-xbl[.]spamhaus].]Jorg
e mailin-03[.Jmx[.]aol[.Jcom
e charter[.]net
e whois[.]lianal.]Jorg
e 250[.]15[.155[.169[.1dnsbl[.]sorbs[.]net
e gaby-gorny[.]Jde
e gaby-gerstner[.]Jcom
P CHFFN/E %
e %WinDir%\SysWOW&64\config\systemprofile\Local Settings:init
e %WinDir%\AppCompat\Programs\RecentFileCache.bcf
» %System32%)\bbscpfka\pdqgccygi.exe (copy)
e %WinDir%\Temp\rohwayag.exe
e %WinDir%\SysWOW®64\config\systemprofile\Local Settings
e %WinDir%\SysWOW64\qpyyzgqi\eoopfgxb.exe
XEETIE
o baaf07effo5de3672affcae2e00aca57540b8bfcb1c6010ee359213d8700bd0e
e 6cbb53ee5485e756bd8680944961b6c27d59¢1a610c5f93¢c1788a2dafd1f5706
o 0f4d468818d80d3048879c26546dc5b413956ca2a5ec5261fa54a00d03e0b393
e d02cd223f8284826a4dd1d51ecb61cc39e2588c534c0e6b848f6fbfd772fc02a
e b637127d56d4b02c131bfdeaa8a42d95210bdd33285ef5788249ba8f631a0abf
o 9f33ee45c11c52f6c6a38bb004457046f5743d51bde77282b2dc1847e9c6¢cbe?
e 94cab1cdda2cdf19e077add232b00de9b141f981f6def5c7309521613f6423cb
o fa1645ec20a84fd16d9d5eb2960b1caafb168f4456¢c7a14c8b8e5219bd15b29¢
e b29d5908edaa7a98e7b7aca5614e0dbbcbaa5e15e93540f037451db52905ebdf
e 5ecce618b7b65cac1a5930608aa939241f4312a54a3efbfaf8c3bb5e27056b91
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